HHHR R R R R R R R R
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString = <empty>

Additionallnput = <empty>
B L A B et i
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
HMAC_DRBG_Instantiate_algorithm

entropy_input is

000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is

20 21222324
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance"
Seed_Material 1is
00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324
Key is
00000000 00000000 00000000 00000000 00000000
Vis
01010101 01010101 01010101 01010101 01010101
Update
provided_data
00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324
V || 0x00 |1 provided_data is
01 01010101 01010101
01010101 01010101 01010100 00010203 04050607 03090A0B
OCODOEQF 10111213 14151617 18191A1B 1CI1D1E1F 20212223
24252627 28292A2B 2C2D2E2F 30313233 34353620 21222324
K = HMACCK, V Il 0x00 || provided_data) is
C11B066D 8601D7F1 1QC65AE7 750C4937 052014A1



V = HMACCK, V) 1is
FBO7AQ9C 7E6E4644 39B497DD F3293B58 35819502

V Il 0x01 || provided_data is
FB @7AQ9C7E 6E464439
B497DDF3 293B5835 81950201 00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1DI1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324

~
I

HMAC(K, V || @x@01 || provided_data) is
AB160DD2 1C30980C A3CA5A9C 77B7BDF@ 5SQEG4EE9

<
Il

HMACCK, V) 1is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5
Update (Key, V):
Key is

AB160DD2 1C30980C A3CASA9C 77B7BDFO S5QE64EE9Q

V is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k %k 3k %k sk 5k %k %k >k kk ok k
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMAC(CK, V) 1is



5A7D3B44 9F481CB3 8DF79ADZ B1FCCQ1E 57F8135E

temp 1is
5A7D3B44 9F481CB3 8DF79AD2 B1FCC@1lE 57F8135E

V = HMACCK, V) is
8COB22CD 0630BFBO 127FB540Q 8C8EFC17 A929896E

temp is
5A7D3B44 9F481CB3 8DF79AD2 B1FCCO1E
57F8135E 8COB22CD 0630BFBO 127FB540 8C8EFC17 A929896E

returned_bits is
5A7D3B44 9F481CB3 8DF79AD2 B1FCCO1E
57F8135E 8COB22CD 0Q630BFBO 127FB540 8C8EFC17 A929896E

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
8C 0B22CD06 30BFBQ12 7FB5408C 8EFC17A9 29896E00

~
Il

HMAC(K, V || @x00 || provided_data) is
7BB18028 EQ1D0342 DF4F54DA 5122FAS5F 2C3AQ5E4

<
1l

HMACCK, V) 1is
2F894F28 CC2F5382 9640643A D17B84B@ CD3C7979



rnd_val 1is
5A7D3B44 9F481CB3 8DF79AD2 B1FCCO1E
57F8135E 8COB22CD Q630BFBQ 127FB540 8C8EFC17 A929896E

Second call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk 3k 3k 3k %k sk 3k sk sk >k %k %k k k
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
82CF772E C3E84BQ0 FC74FSDF 1Q4EFBFB 2428554EF

temp is
82CF772E (C3E84B00 FC74F5DF 1Q4EFBFB 2428554E

V = HMACCK, V) is
9CE367D@ 3AEADE37 827FASE9 (B6A0819 6115D948

temp 1is
82CF772E C3E84B00 FC74FS5DF 1Q4EFBFB
2428554E 9CE367D@ 3AEADE37 827FA8E9 (B6A0819 6115D948

returned_bits 1is
82CF772E C3E84B0O FC74F5DF 10Q4EFBFB
2428554E 9CE367D@ 3AEADE37 827FA8E9 (CB6A®819 6115D948

call Update(additional_input, K, V)



Update

provided_data <empty>

V || 0x00 |1 provided_data is
9C E367D0O3A EADE3782 7FASE9(B 6A081961 15D94800

~
1l

HMAC(K, V || 0x@00 || provided_data) is
3D4D7377 E9172AAF A776BODD CB894200 4A44B7FD

<
I

HMACCK, V) is
1A26BD9B FC9744BD 29FGAEBE 2437E209 F1F71625

rnd_val 1is
82CF772E C3E84B00@ FC74FS5DF 10Q4EFBFB
2428554E 9CE367D0 3AEADE37 827FA8E9 (CB6A®819 6115D948

B b b e b
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6



EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString = <empty>
Additionallnputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

BRI
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k ok kk
HMAC_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is

20 21222324
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”

Seed_Material is
00010203 04050607 08090A0B



OCODOEQF 10111213 14151617
24252627 28292A2B 2C2D2EZF

Key is

00000000 00000000
V is

01010101 01010101
Update

provided_data

OCODOEQF 10111213 14151617
24252627 28292A2B 2C2D2EZF

V I 0x00 || provided_data is

01010101 01010101 01010100
OCODOEQF 10111213 14151617
24252627 28292A2B 2C2D2EZF

~
I

C11Bo66D 8601D7F1

<
Il

HMACCK, V) is
FBO7AQ9C 7EGE4644

V Il 0x01 || provided_data is

B497DDF3 293B5835 81950201
OCODOEOF 10111213 14151617
24252627 28292A2B 2C2D2EZF

18191A1B
30313233

00000000

01010101

00010203
18191A1B
30313233

01
00010203
18191A1B
30313233

HMAC(K, V || @x00 || provided_data)

10C65AE7

39B497DD

FB
00010203
18191A1B
30313233

1C1D1E1F
34353620

00000000

01010101

04050607
1C1D1E1F
34353620

01010101
04050607
1C1D1E1F
34353620

is
75004937

F3293B58

07AQ9C7E
04050007
1C1D1ELF
34353620

20212223
21222324

00000000

01010101

08090A0B
20212223
21222324

01010101
08090A0B
20212223
21222324

052014A1

35819502

6E464439
08090A0B
20212223
21222324



~
Il

HMAC(K, V Il @x@1 || provided_data) is
AB160DD2 1C30980C A3CAS5A9C 77B7BDF@ SQEG4EE9

<
1l

HMACCK, V) 1is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5

Update (Key, V):
Key 1is

AB160DD2 1C30980C A3CASA9C 77B7BDFO SQEG4EE9Q

V is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 320

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596



V Il 0x00 || provided_data is

980CFB3D AA2CA86D 65A46BF4 488D8CC5
6768696A 6B6CODGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

~
I

HMAC(K, V || @x00 || provided_data)
E8COBOA1 D480OE7D6 C3B41065

<
Il

HMACCK, V) is
CBEDCO5C 2C54CA75 334BD647

V || @x@1 || provided_data is

2C54CA75 334BD647 0Q6FC3EF8 7B4E328E
6768696A 6B6C6DOE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

K = HMACCK, V Il 0x01 || provided_data)

48B3AD2B 21D8EF7E A766C6B5
V = HMACCK, V) 1is

C5B984AC 3985(236 QOE73B0O18
V = HMACCK, V) 1is

C7AAAC58 3C6EF630 0714C2CC
temp is

C7AAACS58 3C6EF630 0714C2CC

00606162
7778797A
8F909192

is

EBEDOG9A

O6FC3EF8

01606162

7778797A
8F909192

is

21A2FC3F

2F9FBDCY

5D06C148

5D06C148

614499EA
63646566
7B7C7D7E
93949596

E157CBC3

7B4E328E

CBEDC@5C
63646566
7B7C7DY7E
93949596

B1E42935

3251FFD3

CFFB4044

CFFB4044



V = HMACCK, V) is
9ADOBB26 FAC@497B 5C57E161 E36681BC C930CES0

temp is
C7AAAC58 3C6EF630 0714C2CC 5D06C148
CFFB4044 9ADOBB26 FAC0497B 5C57E161 E36681BC (C930CE8Q

returned_bits is
C7AAACS58 3C6EF630 0714C2CC 5D06C148
CFFB4044 9ADOBB26 FACQ497B 5(C57E16l1 E36681BC C930CE80

call Update(additional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

V Il 0x00 || provided_data is
9ADOBB26
FACQ497B 5C57E161 E36681BC (930CE8Q 00606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

~
I

HMAC(K, V || @x00 || provided_data) is
AC235DC4 2E53D55A 20FAA9FQ 6543E29A 799D3DEZ2

<
Il

HMACCK, V) is
5106A127 DO21DB3E 76AAECID 24D4DAAE 7BA91FF2



V || 0x01 || provided_data is
5106A127
D@21DB3E 76AAEC1D 24D4DAAE 7BA91FF2 01606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

K = HMAC(CK, V || @x@1 || provided_data) is
3A062EGB 79FE7QDB FFEB3A2B 6BE80323 F7D674C5

V = HMACCK, V) is
BD363128 BF580D7A 54429DDD 58E8193B 9843BD2B

rnd_val 1is
C7AAACS58 3CoEF630 0714C2CC 5D006C148
CFFB4044 9ADOBB26 FACQ497B 5C57E161 E36681BC C930CE80

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 320

additional_input is
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

additional_input <> NULL, call Update(additional_input, K, V)

Update

provided_data
AQA1A2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6



V || 0x00 || provided_data is

BF580D7A 54429DDD 58E8193B 9843BDZB
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1CZ2 C3C4C5C6 C7C8CI9CA CBCCCDCE

~
Il

HMAC(K, V || @x00 || provided_data)
D7CDFD76 F19B373F E9FEBCQ6

<
1l

HMACCK, V) 1is
DO6F8199 E16826AF 9EC3486F

V Il 0x01 || provided_data is

E16826AF 9EC3486F B76DA833 EZBB11ES
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

K = HMAC(CK, V || @x@1 || provided_data)

D1B575BC 767410DB BSEZ2F7F7
V = HMACCK, V) is

C4BB579E 7E2AQA94 5A408C61
V = HMACCK, V) is

6EBD2B7B S5EQAZAD7 A24B1BF9
temp 1is

6EBD2B7B 5EQAZ2AD7 A24B1BF9

00AOA1A2
B7B8B9BA
CFD@D1D2

is

115278C8

B76DA833

01AQA1A2

B7B8B9BA
CFDOD1D2

is

586BB421

28446BFF

A1DBA47D

A1DBA47D

BD363128
A3A4A5A6
BBBCBDBE
D3D4D5D6

5DD14375

EZ2BB11ES

DO6F8199
A3A4A5A6
BBBCBDBE
D3D4D5D6

CCCD5E22

DD211A16

43271719

43271719



V = HMACCK, V) is
BIC37B7F E81BA940

temp 1is
6EBD2B7B
43271719 B9C37B7F E81BA940

returned_bits 1is
o6EBD2B7B
43271719 B9C37B7F E81BA940

call Update(Cadditional_input, K,

Update
provided_data

A7A8A9AA ABACADAE AFBOB1B2
BFCOC1CZ2 (C3C4C5C6 C7C8CICA

V || 0x00 || provided_data is

E81BA940 45A14A7C B514B446
A7A8A9AA ABACADAE AFBOB1B2
BFCOC1CZ2 (C3C4C5C6 C7C8CICA

45A14A7C

SEQA2AD7
45A14A7C

SEQAZAD7
45A14A7C

D)

B3B4B5B6
CBCCCDCE

666EA5A7
B3B4B5B6
CBCCCDCE

K = HMAC(K, V || @0x0@ || provided_data)
7FDB1E3A A4B1368E ©3C63FC8
V = HMACCK, V) 1is
D48C4E59 EDA3F929 3282AD19

B514B446

A24B1BF9
B514B446

A24B1BF9
B514B446

AQA1AZ
B7B8B9BA
CFD@D1D2

00AOA1AZ
B7B8B9BA
CFD@D1D2

is
FAAQ5A88

29A854ED

666EA5A7

A1DBA47D
666EASA7

A1DBA47D
666EA5A7

A3A4A5A6
BBBCBDBE
D3D4D5D6

B9C37B7F
A3A4A5A6
BBBCBDBE
D3D4D5D6

E7A9A11A

FA128BB7



V || 0x@1 || provided_data is
D48C4E59
EDA3F929 3282AD19 29A854ED FA128BB7 Q1AQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMACCK, V Il @x01 || provided_data) is
8AD7E347 72B5FC7C 3B3B2762 4F@OB9177 6A8A7112

V = HMACCK, V) is
D71376A4 6D764B17 C3B73934 7B384ES51 S1E87E8S

rnd_val 1is
OoEBD2B7B SEQAZAD7 A24B1BF9 A1DBA47D
43271719 B9C37B7F E81BA940 45A14A7C B514B446 666EASA7

B b b G e b
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE



DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOF1FZ2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F707172 73747576

AdditionalInput = <empty>

B L

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3% %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE G6F707172 73747576

prediction_resistance_flag = "No PredictionResistance”

Seed_Material is
000102 03040500 0708090A OBOCODOE QOF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE GF707172 73747576



Key is

V is

Update
provided_data

13141516
2B2C2D2E
4748494A
5F606162

V Il 0x00 |1

01010101
13141516
2B2C2D2E
4748494A
5F606162

~
Il

HMAC(K, V

<
Il

HMAC(CK, V

V Il oxo1 ||

EE@Q5FEZ25
13141516

00000000 00000000 00000000 00000000

01010101 01010101 01010101 01010101

000102 03040506 0708090A OBOCODOE
1718191A 1B1C1D1E 1F202122 23242526
2F303132 33343536 20212223 24404142
4B4C4D4E 4F505152 53545556 5758595A
63646566 6768696A 6B6CODOE 6F707172

provided_data is

01010101 01010101 01010101
00000102 03040506 0708090A OBOCODOE
1718191A 1B1C1D1E 1F202122 23242526
2F303132 33343536 20212223 24404142
4B4C4D4E 4F505152 53545556 5758595A
63646566 6768696A 6B6CODGE GF707172

|| @x00 || provided_data) is
3F7A620C 6BEDQOA29 2CB8E7D7 6DCEAG17

) is
5848B848 182B6499 F6348807 E3CFE186

provided_data is

5848B848 182B6499 F6348807
01000102 03040506 0708090A OBOCODOE
1718191A 1B1C1D1E 1F202122 23242526

00000000

01010101

0F101112
2728292A
43444546
5B5C5D5E
73747576

01010101
OF101112
2728292A
43444546
5B5C5D5E
73747576

67E060D5

EEQSFE25

E3CFE186
0F101112
2728292A



2B2C2D2E 2F303132
4748494A 4BACADAE
SF606162 63646566

HMACCK, V |1 @x01
B7D966D7

HMACCK, V) is
DAB2A718

33343536 20212223
4F505152 53545556
6768696A 6B6C6D6E

|| provided_data)
@D4E27A7 FA838F7D

83F1005C 5DD@3932

24404142 43444546
5758595A 5B5CSDSE
6F707172 73747576

is
61126COE DC84761C

4D3C364D 6E18F954

Update (Key, V):

Key is

B7D966D7 @D4E27A7 FA838F7D 61126COE DC84761C

V is

DABZ2A718 83F1005C 5DD@3932 4D3C364D 6E18F954

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk %k sk ok sk k ok
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is

<empty>

V = HMACCK, V) is
B3BDQ524 6CBA12A6 4735A4E3 FDE599BC 1BE3QF43

temp is
B3BD0524 6CBA12A6 4735A4E3 FDES99BC 1BE30F43



V = HMACCK, V) is
9BD6020 SEEA7D71 FO9D123DF 47B3CEQ6 9DISEDE6

temp is
B3BD0524 6CBA12A6 4735A4E3 FDES99BC
1BE30QF43 9BD06020 8EEA7D71 FOD123DF 47B3CEQ6 9D98EDEG

returned_bits is
B3BD0524 ©6CBA12A6 4735A4E3 FDES599BC
1BE30F43 9BD06020 8EEA7D71 FOD123DF 47B3CEQ@6 9D98EDEG

call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 |1 provided_data is
9B D060Q208E EA7D71F9 D123DF47 B3CEQG9D 98EDE6GQQ

~
1l

HMAC(K, V || @x@00 || provided_data) is
87D3828B EQ3A807D D3402941 BEDG6DE98 GEE7A286

<
I

HMACCK, V) is
GAE1DO08 6F53B1B7 63A4515B 1906FEE4 7661FDA7

rnd_val 1is
B3BD0524 ©6CBA12A6 4735A4E3 FDES599BC
1BE30QF43 9BD06020 8EEA7D71 FOD123DF 47B3CEQ6 9D98EDEG

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
BSDADA38 QE2872DF 935BCAS5 B882C8C9 376902AB

temp 1is
BSDADA38 QE2872DF 935BCAS55 B882C8C9 376902AB

V = HMACCK, V) is
63976547 2B71ACEB E2EA8B1B 6B49629C B67317E0Q

temp is
BS5DADA38 QE2872DF 935BCAS55 B882(C8C9
376902AB 63976547 2B71ACEB EZEA8B1B 6B49629C B67317E0Q

returned_bits is
B5DADA38 QE2872DF 935BCA55 B882C8C9
376902AB 63976547 2B71ACEB E2EA8B1B 6B49629C B67317EQ

call Update(additional_input, K, V)

Update

provided_data <empty>



V Il 0x00 || provided_data is
63 9765472B 71ACEBEZ2 EA8B1B6B 49629CB6 7317EQ00

~
I

HMAC(K, V || @x00 || provided_data) is
26ABBF54 B28B93FF 9008670E BFEE86CD D7228ED5S

<
Il

HMACCK, V) 1is
E9254729 EQ0204A1 B6C02158 A6C72786 4714F1F7

rnd_val 1is
B5DADA38 QE2872DF 935BCA55 B882C8C9
376902AB 63976547 2B71ACEB EZ2EA8B1B 6B49629C B67317EQ

B B A 3 Lt 2 et i
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6

Nonce =
20 21222324



PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Additionallnput2 =
AOA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

R AR AR AR AR AR AR AR AR A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k %k 3k %k 3k %k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k 3k > 3k %k 3%k %k 3%k %k 5% >k %k % *k 3k %k %k %k *k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1DIE
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DOE ©F707172 73747576

prediction_resistance_flag = "No PredictionResistance”

Seed_Material is
000102 03040506 0708090A OBOCODOE 0OF101112



13141516
2B2C2D2E
4748494A
5F606162

Key is

V is

Update
provided_data

13141516
2B2C2D2E
4748494A
5F606162

V Il 0x00 ||

01010101
13141516
2B2C2D2E
4748494A
5F606162

1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

00000000 00000000

01010101 01010101

000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

provided_data is
01010101
00000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4AE 4F505152
63646566 6768696A

1F202122
20212223
53545556
6B6C6D6E

00000000

01010101

0708090A
1F202122
20212223
53545556
6B6C6D6E

01010101
0708090A
1F202122
20212223
53545556
6B6C6D6E

K = HMAC(K, V || @x00 || provided_data)

3F7A620C 6BEDOAZ9

V = HMACCK, V) is

5848B848 182B6499

2CB8E7D7

F6348807

23242526
24404142
5758595A
6F707172

00000000

01010101

0BOCODOE
23242526
24404142
5758595A
6F707172

01010101
0BOCODOE
23242526
24404142
5758595A
6F707172

is
oDCEAG17

E3CFE186

2728292A
43444546
5B5C5D5E
73747576

00000000

01010101

0F101112
2728292A
43444546
5B5C5D5E
73747576

01010101
0F101112
2728292A
43444546
5B5C5D5E
73747576

67EQ60D5

EEQ5SFE25



V || 0x01 || provided_data is
5848B848 182B6499 F6348807 E3CFE186
EEQSFE25 01000102 03040506 0708090A OBOCODOE QF101112
13141516 1718191A 1B1CID1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE 6F707172 73747576

~
I

HMAC(K, V || @x@1 || provided_data) is
B7D966D7 OD4E27A7 FA838F7D 61126COE DC84761C

<
Il

HMACCK, V) 1is
DAB2A718 83F1005C 5DD@3932 4D3C364D 6E18F954
Update (Key, V):
Key is

B7D966D7 @D4E27A7 FA838F7D 61126COE DC84761C

V is
DAB2A718 83F1005C 5DD@3932 4D3C364D 6E18F954

First call to Generate

ok ok ok o ok ook ok K ok ok o ok ook ok K ok ok o ok ook o K ok ok ok o ok ok ok Kok ok ook ok ok Kok ok o ok ok ok K ok K o
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is
606162 63646566

6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

additional_input <> NULL, call Update(additional_input, K, V)



Update

provided_data

VIl

~
1l

<
I

VIl

~
Il

<
1l

<
1l

6768696A 6B6C6D6E 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DEE

0x00 |1 provided_data is

83F1005C 5DD03932 4D3(C364D 6E18F954
6768696A 6B6C6D6E 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DEE

HMAC(K, V || @x@00 || provided_data)
94FFOC25 4EAFC7D7 EA314ES83

HMACCK, V) is
7A8FE422 EE665D07 1F63841D

0x@01 || provided_data is
EE665D07 1F63841D CE347CED A6CCQO7AE

6768696A 6B6C6D6E 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

HMAC(K, V Il @x@1 || provided_data)
92AF76A@ 7COAS56E 579044B6

HMACCK, V) is
21BEQ14B CESFFBGA 569DDEB6

HMACCK, V) 1is

606162
7778797A
8F909192

00606162
7778797A
8F909192

is
780AQ9DF

CE347CED

01606162
7778797A
8F909192

is
A1F19ED9

4FQ901F8

63646566
7B7C7DYE
93949596

DAB2A718
63646566
7B7C7DYE
939495906

46A5F1A3

A6CCO7AE

7A8FE422
63646566
7B7C7D7E
93949596

52727FB6

469BA704



1F8FEC7B C7CFA9A8 80345D28

temp 1is
1F8FEC7B C7CFA9A8 80345D28

V = HMACCK, V) is
6DFC302E ADACE3F5 54C79B@D

temp is
1F8FEC7B C7CFA9A8
B852770A 6DFC302E AD4CE3F5 54C79B@D

returned_bits is
1F8FEC7B C7CFA9AS8
B852770A ©DFC302E AD4CE3F5 54C79B@D

call Update(Cadditional_input, K, V)

Update
provided_data

6768696A 6B6C6D6E 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

V || 0x00 || provided_data is

AD4CE3F5 54C79B@D 44239EBA 56A7EAZD
6768696A 6B6C6DOE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DEE

K = HMAC(K, V || @x@00 || provided_data) i

0B13C632

0B13C632

44239EBA

80345D28
44239EBA

80345D28
44239EBA

606162
7778797A
8F909192

00606162
7778797A
8F909192

B852770A

B852770A

56A7EAZ2D

0B13C632
56A7EAZ2D

0B13C632
56A7EAZ2D

63646566
7B7C7DY7E
93949596

6DFC302E
63646566
7B7C7DYE
93949596



E5B19979 AQ77728F A891F907 57A39527 1BA998EZ2

V = HMACCK, V) is
330D2882 2736520F B8C295D8 B853CFOQ EGA7FQAE

V Il 0x01 || provided_data is
330D2882
2736520F B8C295D8 B853CF90 E6A7FQ4E 01606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

K = HMAC(CK, V || @x@1 || provided_data) is
17A5D79F @767876F 3A45EQC9 C33EC88B @3CEEA13

V = HMACCK, V) is
4D2F3BC7 77505C45 F7E17DCD 3D86BF37 9CB6@25E

rnd_val 1is
1F8FEC7B C7CFA9A8 80345D28 ©B13C632
B852770A 6DFC302E AD4CE3F5 54C79BOD 44239EBA 56A7EAZ2D

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is
AQGA1A2 A3A4ASAG

A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

additional_input <> NULL, call Update(Cadditional_input, K, V)



Update
provided_data

A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

V Il 0x00 || provided_data is

77505C45 F7E17DCD 3D86BF37 9CB6@Z25E
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

~
I

HMAC(K, V || @x00 || provided_data)
7024EBA2 2F9EFDF9 43CCD4A5

<
Il

HMACCK, V) is
6EF6820D D3C9BBIC 42D91D32

V || 0x@1 || provided_data is

D3C9BBIAC 42D91D32 AC3CF56A 59A7Al61
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE

~
1l

HMACCK, V |l @x@01 || provided_data)
41EDB8EA 2EG6E4A25 D9E1A3BC

<
I

HMACCK, V) is
QE8B49B1 DS7EGAFE F896BCDB

AQA1AZ
B7B8B9BA
CFDOD1D2

00AOA1A2
B7B8B9BA
CFDOD1D2

is
3C3E3EBE

AC3CF56A

01A0A1A2
B7B8BI9BA
CFDOD1D2

is
DB4QCF35

C08920FC

A3A4A5A6
BBBCBDBE
D3D4D5D6

4D2F3BC7
A3A4A5A6
BBBCBDBE
D3D4D5D6

1C328E49

59A7Al61

6EF6820D
A3A4A5A6
BBBCBDBE
D3D4D5D6

7976422B

58AC87F8



V = HMACCK, V) is
AF97CDE1 E8AB322A 2EACAS8EG FA4ESBF78 A11BDEF7

temp is
AF97CDE1 E8AB322A 2EACA8EG F4ES5BF78 A11BDEF7

V = HMACCK, V) is
DC91215D 44B107B4 D5A77901 59250976 5280F969

temp is
AF97CDE1 E8AB322A 2EACA8EG6 F4ES5BF78
A11BDEF7 DC91215D 44B107B4 D5A77901 59250976 5280F969

returned_bits is
AF97CDE1 E8AB322A 2EACA8EG F4ESBF78
A11BDEF7 D(C91215D 44B107B4 D5A77901 59250976 5280F969

call Update(Cadditional_input, K, V)

Update

provided_data
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

V Il 0x00 || provided_data is
DC91215D
44B107B4 D5A77901 59250976 5280F969 00AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6



~
1l

HMAC(K, V || @x@00 || provided_data) is
2CCFODC9 D717135E 3D52BEC8 82B48902 B559AZB5

<
I

HMACCK, V) is
16609755 A8B2C412 E44CA7F5 891FBAF6 645505E8

V || 0x01 || provided_data is
16609755
A8B2C412 E44C47F5 891FBAF6 645505E8 Q1AQA1A2 A3A4AS5A6G
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMAC(CK, V || @x01 || provided_data) is
@79B57D9 406E11C2 F87C8C82 8C8CoFA7 GE4QEAQ1

V = HMACCK, V) is
AG654FE72 F8A77BBS FO3DFFQ7 C79A5153 Q@9EDDDA

rnd_val 1is
AF97CDE1 E8AB322A 2EACA8EG6 F4ESBF78
A11BDEF7 D(C91215D 44B107B4 DS5A77901 59250976 5280F969

HHR AR R R R R R R R R
HMAC_DRBG
Requested Security Strength = 80
Requested Hash Algorithm = SHA-1
prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =



808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIODIE
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6

Nonce =
20 21222324
PersonalizationString = <empty>
Additionallnput = <empty>
HHBHH IR
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
HMAC_DRBG_Instantiate_algorithm
entropy_input 1is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Seed_Material is
00010203 04050007 08090A0B

OCODOEOF 10111213 14151617 18191A1B 1C1DI1E1F 20212223
24252627 28292A2B 2C2D2EZ2F 30313233 34353620 21222324

Key is



00000000 00000000 00000000

V is
01010101 01010101 01010101

Update

provided_data
00010203
OCODOEQF 10111213 14151617 18191A1B
24252627 28292A2B 2C2D2E2F 30313233

V || 0x00 || provided_data is
01
01010101 01010101 01010100 00010203
OCODOEQOF 10111213 14151617 18191A1B
24252627 28292A2B 2C2D2E2F 30313233

~
Il

HMAC(K, V || @x00 || provided_data)
C11BoooD 8601D7F1 1@CG65AE7

<
Il

HMACCK, V) is
FBO7AQIC 7EGE4644 39B497DD

V Il 0x01 || provided_data is
FB
B497DDF3 293B5835 81950201 00010203
OCODOEQF 10111213 14151617 18191A1B
24252627 28292A2B 2C2D2E2F 30313233

K = HMAC(CK, V || @x@1 || provided_data)
AB16@0DD2 1C30980C A3CA5A9C

00000000

01010101

04050007
1C1D1ELF
34353620

01010101
04050007
1C1D1ELF
34353620

is
75004937

F3293B58

07AQ9C7E
04050607
1C1D1E1F
34353620

is
77B7BDFOQ

00000000

01010101

08090A0B
20212223
21222324

01010101
08090A0B
20212223
21222324

052014A1

35819502

6E464439
08090A0B
20212223
21222324

S5QEG4EE9



V = HMACCK, V) 1is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5
Update (Key, V):
Key 1is

AB16@DD2 1C30980C A3CA5A9C 77B7BDF@ 5QEG4EEQ

V is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5

First call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk 5k sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

additional_input is <empty>

Seed_Material 1is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BICID9OE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ B3B4B5B6



Key is
AB160DD2 1C30980C A3CA5A9C

V is
614499EA 980CFB3D AA2CA86D

Update
provided_data

8788898A 8B8C8DEE 8F909192 93949596
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE

V || 0x00 || provided_data is

980CFB3D AA2CA86D 65A46BF4 488D8CC5
8788898A 8B8C8DEE 8F909192 93949596
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE

~
1l

HMAC(K, V || @x00 || provided_data)
B365E8D2 ABCBOGAE EF8094A3

<
I

HMACCK, V) is
91EC2556 8078AA94 QA447074

V || 0x01 || provided_data is

8078AA94 0A447074 33004BBO A388B056
8788898A 8B8C8DE 8F909192 93949596
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x@1 || provided_data)
CD4CAB38 (C8ADo6571 22BF5D3D

77B7BDF@

65A46BF4

808182
9798999A
AFBOB1B2

00808182
9798999A
AFBOB1B2

is
768F6FAS5

33004BB0@

01808182
9798999A
AFBOB1B2

is
QODOACOB

50QEG64EE9

488D8CC5

83848586
9B9C9D9E
B3B4B5B6

614499EA
83848586
9B9C9D9E
B3B4B5B6

8402966D

A388B056

91EC2556
83848586
9B9C9D9E
B3B4B5B6

13D629BB



V = HMACCK, V) is
F660QE23E 91006B62 (C6543AB1 344D23A3 1AB4CF2C
Update (Key, V):
Key is

CD4CAB38 C8AD6571 22BF5D3D Q@DOACOB 13D629BB

V is
FE66QE23E 91006B62 C6543AB1 344D23A3 1AB4CF2C

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k > 3k %k %k %k 3% %k % >k %k % %k 3k %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
FEC4597F @6A3A8CC 8529D595 57BIEG61 053809C0

temp 1is
FEC4597F @6A3A8CC 8529D595 57B9E661 ©53809C0

V = HMACCK, V) is
BCOEFC28 2ABD876@ SCCIOCBA 9B8633DC B1DAEQZ2E

temp is
FEC4597F @6A3A8CC 8529D595 57B9E661
053809C0 BCOEFC28 2ABD8760 5CCO0OCBA 9B8633DC B1DAEQZE



returned_bits 1is
FEC4597F Q6A3A8CC 8529D595 57B9E661
053809C0 BCOEFC28 2ABD8760 5CC90CBA 9B8633DC B1DAEQZE

call Update(additional_input, K, V)

Update
provided_data <empty>

V Il 0x00 || provided_data is
BC QEFC282A BD87605C C90CBA9B 8633DCB1 DAEQZ2EQ0Q

~
I

HMAC(K, V || @x00 || provided_data) is
587FD821 EF6(C9DA4 A83(C1921 1F1056CA CDZ23FC1A

<
Il

HMACCK, V) is
848FD14C 13B7EA93 720CCFDE 71F2F644 39DB795D

rnd_val 1is
FEC4597F @6A3A8CC 8529D595 57B9E661
053809C0 BCOEFC28 2ABD8760 5CC90QCBA 9B8633DC B1DAEQZE

Second call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 5k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk >k sk 3k %k sk 3k sk sk >k %k ok *k k
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k %k k k



HMAC_DRBG_Reseed_algorithm
entropy_input is
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1E2 E3E4ESE6 E7ESEQEA
additional_input is <empty>
Seed_Material is

C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ E3E4ES5E6 E7VESEQEA

Key is

587FD821 EF6(C9DA4
V is

848FD14C 13B7EA93
Update

provided_data

C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ E3E4ES5E6 E7VESEQEA

V || 0x00 || provided_data is

13B7EA93 720CCFDE 71F2F644
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ E3E4ES5E6 E7VESEQEA

D3D4D5D6
EBECEDEE

D3D4D5D6

EBECEDEE

A83(C1921

720CCFDE

D3D4D5D6
EBECEDEE

39DB795D
D3D4D5D6
EBECEDEE

K = HMAC(K, V || @0x00 || provided_data)
E99B2A74 468B6877 QF2F00QCO

C0C1C2
D7D8DIDA
EFFOF1F2

coc1cz
D7D8D9DA
EFFOF1F2

1F1056CA

71F2F644

cocicz
D7D8D9DA
EFFOF1F2

00CoC1C2
D7D8D9DA
EFFOF1F2

is
9C1F5850

(3C4C5C6
DBDCDDDE
F3F4F5F6

(3C4C5C6
DBDCDDDE
F3F4F5F6

CD23FC1A

39DB795D

(3C4C5C6
DBDCDDDE
F3F4F5F6

848FD14C
(3C4C5C6
DBDCDDDE
F3F4F5F6

BE543344



V = HMACCK, V) is
42138429 41CC9219 A1DOC6D@ EQCI6DA3 DF303937

V || 0x01 || provided_data is
42138429
41CC9219 A1DOC6DO EQC96DA3 DF303937 01C@C1C2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

~
1l

HMACCK, V |l @x@1 || provided_data) is
DBA1CFF4 879546A0 38A559B2 A24DF2C0O 30089A41

<
I

HMACCK, V) 1is
2F883C46 48E131E8 6DDFIODCA @D74F30C A1CEGEFB
Update (Key, V):
Key is

DBA1CFF4 879546A0 38A559B2 AZ24DF2C0 30089A41

V is
2F883C46 48E131E8 6DDFODCA @D74F30C A1CEGEFB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
84ADDSE2 D2041CQ1 723A4DE4 335B13EF DF16BOES



temp is
84ADD5E2 D2041C01 723A4DE4

V = HMACCK, V) is
1AQAD39B D15E862E 644F31E4

temp is
84ADD5E2 D2041C01
DF16BOES5 1AQAD39B D15E862E 644F31E4

returned_bits is
84ADD5E2 D2041C01
DF16BOQES5 1AQAD39B D15E862E 644F31E4

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
1A QOAD39BD1 5E862E64 4F31E4A2

~
1l

HMAC(K, V || @x00 || provided_data)
FO39A5AB 08A39F23 1070B0OD4

<
I

HMACCK, V) is
CE6DO8B4 AE2CE383 FDABBOLE

rnd_val 1is
84ADD5E2 D2041C01

335B13EF

A2D7D843

723A4DE4
A2D7D843

723A4DE4
A2D7D843

D7D843E5

is

C96DC237

AAFCIC8E

723A4DE4

DF16BOES5

E57C5968

335B13EF
E57C5968

335B13EF
E57C5968

7596800

90BA0153

76A0D472

335B13EF



DF16BOE5 1AQAD39B D15E862E ©644F31E4 A2D7D843 E57(C5968

HHHRH R R R R R R R R
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88DODA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString = <empty>

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6



R AR AR AR AR AR AR AR AR AR AR AR

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k %k %k 3%k %k 5% >k %k % %k % %k % %k *k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Seed_Material 1is
00010203 04050007 08090A0B

OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F 20212223
24252627 28292A2B 2C2D2EZ2F 30313233 34353620 21222324

Key is

00000000 00000000 00000000 00000000 00000000
V is

01010101 01010101 01010101 01010101 01010101
Update

provided_data
00010203 04050007 08090A0B
OCODOEQF 10111213 14151617 18191A1B 1C1DI1E1F 20212223
24252627 28292A2B 2(C2D2E2F 30313233 34353620 21222324



V || 0x00 |1 provided_data is
01
01010101 01010101 01010100 00010203
QCODOEQF 10111213 14151617 18191A1B
24252627 28292A2B 2C2D2E2F 30313233

K = HMACCK, V Il 0x00 || provided_data)
C11BoooD 8601D7F1 1@C65AE7
V = HMACCK, V) 1is
FBO7AQ9C 7EGE4644 39B497DD
V || 0x@1 || provided_data is
FB

B497DDF3 293B5835 81950201 00010203
OCODOEQF 10111213 14151617 18191A1B
24252627 28292A2B 2C2D2EZ2F 30313233

~
Il

HMAC(K, V I @x@1 || provided_data)
AB16@0DD2 1C30980C A3CA5A9C

<
1l

HMACCK, V) is
614499EA 980CFB3D AA2CA86D
Update (Key, V):
Key is

AB160DD2 1C30980C A3CA5A9C

V is
614499EA 980CFB3D AA2CA86D

01010101
04050007
1C1D1ELF
34353620

is
750C4937

F3293B58

07AQ9C7E
04050007
1C1D1ELF
34353620

is

77B7BDF@

65A46BF4

77B7BDF@

65A46BF4

01010101
08090A0B
20212223
21222324

052014A1

35819502

6E464439
08090A0B
20212223
21222324

S5QEG4EE9

488D8CC5

50QEG64EE9

488D8CC5



First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k % % >k %k %k %k % %k %k %k %k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 320

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 5k 3k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Seed_Material 1is
8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIAC9D 9E9FAQAL AZA3A4AS5
A6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5 B6606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Key is
AB16@0DD2 1C30980C A3CA5A9C 77B7BDF@ SQEG4EE9

V is
614499EA 980CFB3D AA2CA86D 65A46BF4 488D8CC5



Update
provided_data

8E8F9091
AGA7A8A9
6768696A
7F808182

V Il 0x00 ||

6D65A46B
8E8F9091
AGA7A8A9
6768696A
7F808182

HMAC(CK, V

V Il oxo1 ||

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6CoD6E 6F707172
83848586 8788898A

provided_data is

F4488D8C (5008081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

580F7D3D 738FBF1C

) is
1FO6F616 E7DOSBSB

provided_data is

82838485
9A9B9C9D
B2B3B4B5
73747576
8B8C8DSE

614499
82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8D8E

HMAC(K, V || @x00 || provided_data)

8D9ACEQ@D

F2947(B1

1FO6F6

B1DC295B 7146ED65 CEQ18081 82838485
8E8F9091 92939495 96979899 9A9BICID
AG6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5
6768696A 6B6CODGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

K = HMAC(CK, V || @x@1 || provided_data)

5228A4B6 A4469290

SEC044BF

86878889
9E9FA0AL
B6606162
7778797A
8F909192

EA980CFB
86878889
9E9FA0AL
B6606162
7778797A
8F909192

is
52CBoOC4

DC295B71

16E7DO8B
86878889
9E9FA0AL
B6606162
7778797A
8F909192

is
FOBB4EZ25

8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

3DAA2CA8
8A8B8C8D
AZA3A4A5
63646566
7B7C7DY7E
93949596

B490CE86

46EDG5CE

5BF2947C
8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

A387CAC1



V = HMACCK, V) 1is
247732D0 4CB84ED4 1ADD95A4 B78B5@CD 9B3D3F32
Update (Key, V):
Key 1is

5228A4B6 A4469290 S5EC044BF FOBB4EZ25 A387CACl

V is
247732D0 4CB84ED4 1ADD95A4 B78B5@CD 9B3D3F32

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k *k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
A1BASFAS 8BBSQ13F 43F7BGED 52B4539F A16DC779

temp is
A1BA8SFAS5 8BB5013F 43F7B6ED 52B4539F A16DC779

V = HMACCK, V) is
S57AEE815 BOCQ7004 C7E992EB 8C7E5919 G4AFEEA2

temp is
A1BA8FAS 8BB5Q13F 43F7B6ED 52B4539F
A16DC779 57AEE815 B9CQ7004 C7E992EB 8C7E5919 G4AFEEA2



returned_bits is
A1BA8FAS5 8BB5Q13F 43F7B6GED 52B4539F
A16DC779 57AEE815 BOCO7004 C7E992EB 8C7ES5919 G4AFEEAZ2

call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
57 AEE815B9 (C07004C7 E992EB8C 7E591964 AFEEA200

~
1l

HMAC(K, V || @x@00 || provided_data) is
AB3DD489 5BC8CD22 71DEBASF 3(C136352 6B8B7452

<
I

HMACCK, V) is
A866CSEF F2AFQ42B 11864494 45237F9C 02449864

rnd_val 1is
A1BA8FA5 8BB5Q13F 43F7B6ED 52B4539F
A16DC779 S57AEE815 B9CQ7004 C7E992EB 8C7ES5919 64AFEEA2

Second call to Generate

ok ok ok o ok ook ok K ok ok o ok o ok ok K ok ok o ok ook ok K ok ok ok o ok ok ok ok ok o ok ok ok Kok ok o ok ok ok K ok K ok
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is
AQA1A2 A3A4A5A6

A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE CFD@OD1D2 D3D4D5D6



Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k >k 5k %k %k >k kkkk

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Seed_Material is
COC1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFD@D1 D2D3D4D5 DoD7D8D9 DADBDCDD DEDFEQE1 EZ2E3E4ES
EGE7EBEQ EAEBECED EEEFFOF1 F2F3F4F5 FoAQA1AZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6

Key is

AB3DD489 5BC8CD22 71DEBASF 3(C136352 6B8B7452
V is

A866C5EF F2AFQ42B 11864494 45237F9C 02449864
Update

provided_data
COC1 C2C3C4C5 CeCrC8C9 CACBCCCD
CECFDOD1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFE@E1 EZ2E3E4ES
EGEVESE9 EAEBECED EEEFFOF1 F2F3F4F5 FG6AQA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6



VI

~
Il

<
1l

VIl

Update

Key

V is

0x00 |1 provided_data is

A866C5
9445237F 9(024498 6400C0C1 (C2C3C4C5
CECFD@OD1 D2D3D4D5 D6D7D8D9 DADBDCDD
EOGE7ES8EQ EAEBECED EEEFFQF1 F2F3F4F5
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFC@OC1C2 (C3C4C5C6 C7C8CIACA CBCCCDCE

HMAC(K, V || @x00 || provided_data)
C908BF7E 4FC908C3 17B20887

HMACCK, V) 1is
915C0615 @BC71COD 01B8B479

0x01 || provided_data is

915C06
793EQ136 7ES9F8BE 4401C0C1 C2C3C4C5
CECFDOD1 D2D3D4D5 De6D7D8D9 DADBDCDD
EGE7ESEQ EAEBECED EEEFFQF1 F2F3F4F5
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

HMACCK, V |l @x@01 || provided_data)
E5739F9C F7FF4384 D1273EQ2

HMACCK, V) is
30034305 C2C648B0 57A64022

(Key, V):

is
E5739F9C F7FF4384 D1273EQ2

30034305 (C2C648B0 57A04022

EFF2AF04
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFD@D1D2

is
77CC901F

3EQ1367E

150BC71C
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8BI9BA
CFDOD1D2

is

6B453121

1B5C5657

6B453121

1B5C5657

2B118644
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

8173EACB

59F8BE44

0D0O1B8B4
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

36494F41

26CD32B2

36494F41

26CD32B2



3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMAC(CK, V) 1is
84264A73 A818C95C 2F424B37 D3CC990B 046FB50C

temp is
84264A73 A818C95C 2F424B37 D3CC990B 046FB50C

V = HMACCK, V) is
2DC64A16 4211889A 010F2471 A@912FFE A1BF@195

temp is
84264A73 A818(C95C 2F424B37 D3C(C990B
046FB50C 2DC64A16 4211889A 010F2471 A@912FFE A1BF@195

returned_bits is
84264A73 A818C95C 2F424B37 D3CC990B
046FB50C 2DC64A16 4211889A Q10F2471 A@912FFE A1BF@195

call Update(additional_input, K, V)

Update

provided_data <empty>



V || 0x00 || provided_data is
2D C64A1642 11889A01 OF2471A0 912FFEA1 BF019500

~
Il

HMAC(K, V || @x00 || provided_data) is
6191CA9B FOQOD10A 71690AC1 QEQ9FFC8 92ABDE9A

<
1l

HMACCK, V) 1is
1ECQ490F A@B76552 7ESEA18B 5322B28B DDOE7BCO

rnd_val 1is
84264A73 A818C95C 2F424B37 D3CC990B
Q46FB50C 2DCo4A16 4211889A 010F2471 AQ912FFE A1BFQ195

HHHRH R R R R R R R R
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE ©OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =



20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DOE ©F707172 73747576

AdditionalInput = <empty>

R AR AR AR AR AR AR AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k %k >k 3k >k 3k >k 3k %k 5k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DGE 6F707172 73747576

prediction_resistance_flag = "PredictionResistance"

Seed_Material is
000102 03040500 0708090A OBOCODOE 0OF101112
13141516 1718191A 1B1CI1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6CO6DGE OF707172 73747576

Key is
00000000 00000000 00000000 00000000 00000000



V is

01010101 01010101

Update

provided_data

VoI

13141516
2B2C2D2E
4748494A
5F606162

0x00 ||

01010101
13141516
2B2C2D2E
4748494A
5F606162

000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

provided_data is
01010101
00000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

01010101

0708090A
1F202122
20212223
53545556
6B6C6D6E

01010101
0708090A
1F202122
20212223
53545556
6B6C6D6E

HMAC(K, V || @x00 || provided_data)

3F7A620C 6BEDOAZ9

HMACCK, V) is

5848B848 182B6499

V || 0x@1 || provided_data is

EEQSFEZ25
13141516
2B2C2D2E
4748494A
5F606162

5848B848
01000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

2CB8E7D7

F6348807

182B6499
0708090A
1F202122
20212223
53545556
6B6C6D6E

01010101

0BOCODOE
23242526
24404142
5758595A
6F707172

01010101
0BOCODOE
23242526
24404142
5758595A
6F707172

is
oDCEAG17

E3CFE186

F6348807
0BOCODOE
23242526
24404142
5758595A
6F707172

01010101

0F101112
2728292A
43444546
5B5C5D5E
73747576

01010101
0F101112
2728292A
43444546
5B5C5D5E
73747576

67EQ60D5

EEQ5SFEZ5

E3CFE186
0F101112
2728292A
43444546
5B5C5D5E
73747576



~
I

HMAC(K, V || @x@1 || provided_data) is
B7D966D7 OD4E27A7 FA838F7D 61126COE DC84761C

<
Il

HMACCK, V) 1is
DAB2A718 83F1005C 5DD@3932 4D3C364D 6E18F954
Update (Key, V):
Key is

B7D966D7 @D4E27A7 FA838F7D 61126COE DC84761C

V is
DAB2A718 83F1005C 5DD@3932 4D3C364D 6E18F954

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k 3k 5k %k %k >k kk ok k
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is <empty>

Seed_Material is
808182 83848586



8788898A 8B8C8DBE 8F909192 93949596 9798999A
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2

Key is

B7D966D7 OD4E27A7 FA838F7D 61126CQOE
V is

DAB2A718 83F1005C 5DD@3932 4D3C364D
Update

provided_data
808182
8788898A 8B8C8DEE 8F909192 93949596 9798999A
9FAQAL1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFB@B1B2

V Il 0x00 || provided_data is

83F1005C 5DD@3932 4D3C364D 6E18F954 00808182
8788898A 8B8C8DE 8F909192 93949596 9798999A
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2

~
I

HMAC(K, V || @x00 || provided_data) is
F5044986 F825EB14 7DB35FE8 0666DBQ9

<
Il

HMACCK, V) 1is
9C4D0729 7D6631D9 504721BD 21C8A102

V Il 0x01 || provided_data is

7D6631D9 504721BD 21C8A102 (C632306C 01808182
8788898A 8B8C8DSE 8F909192 93949596 9798999A
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2

9B9C9D9E
B3B4B5B6

DC84761C

6E18F954

83848586
9B9C9D9E
B3B4B5B6

DAB2A718
83848586
9B9C9D9E
B3B4B5B6

A7773C4C

C632306C

9C4D0729
83848586
9B9C9D9E
B3B4B5B6



~
Il

HMAC(K, V Il @x@1 || provided_data) is
B9254D8A ACBA43FB DAEG394F 2B3AFCS5D 580800BF

<
1l

HMACCK, V) is
28403B60 3638D0Q7D 7966661E F67B9D39 @5F46DB9
Update (Key, V):
Key is

B9254D8A ACBA43FB DAE6394F 2B3AFC5D 580800BF

V is
28403B60® 3638DQ7D 7966661E F67B9D39 Q5F46DB9

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
6C37FDD7 29AA40F8 OBCGABO8 CA7CC649 794F6998

temp is
6C37FDD7 29AA40F8 @OBC6ABO8 CA7CC649 794F6998

V = HMACCK, V) is
B57081E4 220F22C5 C283E2C9 1B8E305A B869C625

temp is
6C37FDD7 29AA40F8 OBC6ABO8 CA7(C(C649



794F6998 B57081E4 220F22C5 (C283E2C9 1B8E305A B869C625

returned_bits is
o6C37FDD7 29AA40F8 OBCOABO8 CA7CCo649
794F6998 B57081E4 220F22C5 C283E2C9 1B8E3@5A B869C625

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
B5 7081E422 QF22C5C2 83E2C91B 8E305AB8 6962500

~
Il

HMAC(K, V || @x00 || provided_data) is
64FEQ74A 6E7797D1 A435DA89 64484DoC F8BDCO1B

<
1l

HMAC(K, V) 1is
43EQCO52 1586E947 3B060D87 DOB8A2325 FAE149D1

rnd_val 1is
©6C37FDD7 29AA40F8 OBC6ABO8 CA7CCo649
794F6998 B57081E4 220F22C5 (C283E2C9 1B8E30@5A B869C625

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k >k 3k %k 3k %k 3%k 3k >k 3k >k 3%k %k 3%k 3k 5%k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3% %k % >k %k % *k % %k % %k *k

HMAC_DRBG_Generate

requested_number_of_bits = 320



additional_input is <empty>

Generate FAILED: Reseed is required

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k >k kk k

HMAC_DRBG_Reseed_algorithm
entropy_input 1is
C7C8C9CA (CBCCCDCE CFD@D1DZ2
DFEQE1EZ2 E3E4ESE6 E7VESE9EA

additional_input is <empty>
Seed_Material is

C7C8C9CA (CBCCCDCE CFD@D1DZ
DFEQE1EZ2 E3E4ES5E6 E7ESEQEA

Key is

64FEQ74A 6E7797D1
V is

43EQCO52 1586E947
Update

provided_data

C7C8C9CA (CBCCCDCE CFD@D1DZ
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA

V || 0x00 || provided_data is

1586E947 3B06OD87 DO8AZ2325
C7C8C9CA (CBCCCDCE CFD@D1DZ
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA

D3D4D5D6
EBECEDEE

D3D4D5D6

EBECEDEE

A435DA89

3B060D87

D3D4D5D6
EBECEDEE

FAE149D1
D3D4D5D6
EBECEDEE

Coc1C2
D7D8DIDA
EFFOF1F2

cocicz
D7D8D9DA
EFFOF1F2

64484D6C

DO8A2325

cocicz
D7D8D9DA
EFFOF1F2

00CoC1C2
D7D8D9DA
EFFOF1F2

(3C4C5C6
DBDCDDDE
F3F4F5F6

(3C4C5C6
DBDCDDDE
F3F4F5F6

F8BDCO1B

FAE149D1

(3C4C5C6
DBDCDDDE
F3F4F5F6

43E0(052
(3C4C5C6
DBDCDDDE
F3F4F5F6



~
Il

HMAC(K, V || @x00 || provided_data) is
C25BF4F6 DF4271AC 796CC694 F61D7EEF QBA4B13F

<
1l

HMACCK, V) 1is
E1A4863E 97118850 8DD8413B ©@7610B55 EFCFEQCZ2

V Il 0x01 || provided_data is
E1A4863E
97118850 8DD8413B 07610B55 EFCFEQC2 ©1COC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

~
I

HMAC(K, V || @x@01 || provided_data) is
@2BC577F D1QEF719 3C1DBQ98 BD5B75C7 (C4B67959

<
Il

HMACCK, V) 1is
BCBDF@52 EQEQZ2AE8 9A776794 3F9865B8 B722902D
Update (Key, V):
Key is

02BC577F D1@QEF719 3C1DB@98 BD5B75C7 C4B67959

V is
BCBDF@52 EQEQ@2AE8 9A776794 3F9865B8 B722902D

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k >k 3k %k 3k %k 5%k 3k >k 3k >k 3%k %k 3%k 3k >k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k %k % >k %k % %k 3k %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 320

additional_input is <empty>



V = HMACCK, V) is
CAF57DCF EA393B92

temp is
CAF57DCF EA393B92

V = HMACCK, V) is
61482CA5 4D5FA723

temp 1is
CAF57DCF
FDF1DF83 61482CA5 4D5FA723

returned_bits 1is
CAF57DCF
FDF1DF83 61482CA5 4D5FA723

call Update(Cadditional_input, K,

Update

provided_data <empty>

V Il 0x00 || provided_data is

36BF691F

36BF691F

F4C88B4F

EA393B92
F4C88B4F

EA393B92
F4C88B4F

D)

61 482CA54D 5FA723F4 C88B4FA5

~
I

<
Il

HMACCK, V) is
03473598 C9C7F88C

HMAC(K, V || @x00 || provided_data)
1AA4241C 695E29C0O A59AD18A

C8330D4F

A456FEA7 FDF1DF83

A456FEA7 FDF1DF83

AS504BF@3 277FA783

36BF691F A456FEA7
A504BF@3 277FA783

36BF691F A456FEA7
AS504BF@3 277FA783

04BF0327 7FA78300

is
6070QE338 AS548BE92

59FBC770 BOB77B0O3



rnd_val 1is
CAF57DCF EA393B92 36BF691F A456FEA7
FDF1DF83 61482CA5 4D5FA723 FA4C88B4F AS504BFQ3 277FA783

B b b G e b
HMAC_DRBG

Requested Security Strength = 80

Requested Hash Algorithm = SHA-1

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DOE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFOF1F2 F3F4F5F6

Nonce =
20 21222324

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE GF70Q7172 73747576

Additionallnputl =
606162 63646566



6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

AdditionallInput2 =
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20 21222324

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE GF707172 73747576

prediction_resistance_flag = "PredictionResistance"

Seed_Material 1is
000102 03040500 0708090A OBOCODOE QOF101112
13141516 1718191A 1B1C1D1E 1F202122 23242526 2728292A
2B2C2D2E 2F303132 33343536 20212223 24404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE 6F707172 73747576

Key is
00000000 00000000 00000000 00000000 00000000



V is

01010101 01010101

Update

provided_data

VIl

13141516
2B2C2D2E
4748494A
5F606162

0x00 ||

01010101
13141516
2B2C2D2E
4748494A
5F606162

000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

provided_data is
01010101
00000102 03040506
1718191A 1B1C1D1E
2F303132 33343536
4B4C4DAE 4F505152
63646566 6768696A

01010101

0708090A
1F202122
20212223
53545556
6B6C6D6E

01010101
0708090A
1F202122
20212223
53545556
6B6C6D6E

HMAC(K, V || @x@00 || provided_data)

3F7A620C 6BEDOAZ29

HMACCK, V) is

5848B848 182B6499

V || 0x@1 || provided_data is

EE@5FEZ25
13141516
2B2C2D2E
4748494A
5F606162

5848B848
01000102 030405006
1718191A 1B1C1D1E
2F303132 33343536
4B4C4D4E 4F505152
63646566 6768696A

2CB8E7D7

F6348807

182B6499
0708090A
1F202122
20212223
53545556
6B6C6D6E

01010101

0BOCODOE
23242526
24404142
5758595A
6F707172

01010101
0BOCODOE
23242526
24404142
5758595A
6F707172

is
oDCEAG17

E3CFE186

F6348807
0BOCODOE
23242526
24404142
5758595A
6F707172

01010101

0F101112
2728292A
43444546
5B5C5D5E
73747576

01010101
0F101112
2728292A
43444546
5B5C5D5E
73747576

67EQ60D5

EE@Q5FE25

E3CFE186
0F101112
2728292A
43444546
5B5C5D5E
73747576



~
1l

HMACCK, V |l @x@1 || provided_data) is
B7D966D7 OD4E27A7 FA838F7D 61126COE DC84761C

<
I

HMACCK, V) 1is
DAB2A718 83F1005C 5DD@3932 4D3C364D 6E18F954
Update (Key, V):
Key is

B7D966D7 @D4E27A7 FA838F7D 61126COE DC84761C

V is
DAB2A718 83F1005C 5DD@3932 4D3C364D 6E18F954

First call to Generate

3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is
606162 63646566

6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is



6768696A
7F808182

6B6C6D6E 6F707172
83848586 8788898A

Seed_Material is

Key 1is

V is

8E8F9091
AGA7A8A9
6768696A
7F808182

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6CoD6E 6F707172
83848586 8788898A

B7D966D7 @D4EZ27A7

DAB2A718 83F1005C

Update

provided_data

VI

8E8F9091
AGA7A8A9
6768696A
7F808182

0x00 |1

324D3C36
8E8F9091
AGA7A8A9
6768696A
7F808182

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

provided_data is

4D6E18F9 54008081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

73747576
8B8C8DEE

82838485
9A9B9C9D
B2B3B4B5
73747576
8B8C8D8E

FA838F7D

5DD@3932

82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8D8E

DAB2A7
82838485
9A9B9C9D
BZ2B3B4B5
73747576
8B8C8DEE

K = HMAC(CK, V || @9x00 || provided_data)

BOZ2FBOAE FO2BID35

01597640

606162
7778797A
8F909192

86878889
9E9FAQAL
B6606162
7778797A
8F909192

61126COE

4D3C364D

86878889
9E9FAQAL
B6606162
7778797A
8F909192

1883F100
86878889
9E9FAQAL
B6606162
7778797A
8F909192

is
32641425

63646566
7B7C7D7E
93949596

8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

DC84761C

6E18F954

8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

5C5DD039
8A8B8C8D
AZ2A3A4A5
63646566
7B7C7D7E
93949590

F7AB0780



V = HMACCK, V) is
@D23D81F 8626C01D FA230E23 BGADOA2C CAEA3180

V || 0x@1 || provided_data is
@D23D8 1F8626CQ 1DFA230E
23B6ADOA 2CCAEA31 80018081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BICID 9EIFAQAL A2A3A4AS5
AGA7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

~
Il

HMAC(K, V Il @x@1 || provided_data) is
C09548C0 D3C861D7 40F2837D 72B50723 5C26DB82

<
1l

HMACCK, V) is
174B3F84 (3531F7C QA2E5421 234EA16B 708DDFQD
Update (Key, V):
Key is

C09548C0 D3C861D7 40F2837D 72B50723 5C26DB82

V is
174B3F84 (C3531F7C QA2E5421 234EA16B 7@8DDFQOD

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k %k %k %k 3%k 3% %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 320

additional_input is <empty>

V = HMAC(CK, V) 1is



BDO7C25C FD7C5E3A 4EAAGEZE

temp 1is
BD@7C25C FD7CSE3A 4EAAGEZ2E

V = HMAC(CK, V) 1is
3471FDA5 5C6DDD2C @3EFA3B9

temp is
BD@7C25C FD7C5E3A
4942A091 3471FDA5 5CeDDD2C @3EFA3B9

returned_bits is
BDQ7C25C FD7C5E3A
4942A091 3471FDA5 5CoDDD2C @3EFA3B9

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
34 71FDA55C 6DDD2C@3 EFA3B964

~
Il

HMAC(K, V || @x00 || provided_data)
603F0949 279C70QE8 C66COF56

<
1l

HMACCK, V) 1is
FZ2B33B21 151FAF6l 20018310

DC5AB7EA 4942A091

DC5AB7EA 4942A091

643AB3BB 22F6C9F2

4EAAGEZE DCS5AB7EA
643AB3BB 22F6C9F2

4EAAGEZE DCSAB7EA
643AB3BB 22F6C9F2

3AB3BB22 F6C9F200

is
37COF375 6007ES5AC

F44E4CD@ BFE368EA



rnd_val 1is
BDQ7C25C FD7C5E3A 4EAAGE2E DCSABYEA
4942A091 3471FDAS5 5C6DDD2C Q3EFA3B9 643AB3BB 22F6(C9F2

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k >k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3%k %k %k k >k kk k

HMAC_DRBG_Generate
requested_number_of_bits = 320

additional_input is
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k 3k sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is
AQA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Seed_Material is
CoC1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFD@OD1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFE@E1 E2E3E4ES
EGE7VE8E9 EAEBECED EEEFFOF1 F2F3F4F5 FOAQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5Do



Key 1is

V is

603F0949 279C70E8

F2B33B21 151FAF61

Update

provided_data

CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

V Il 0x00 ||

~
I

<
Il

10F44E4C
CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

provided_data is

DOBFE368 EAQQCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(3C4C5C6 C7C8COCA

C66COF56

20018310

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

FZ2B33B
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

HMAC(K, V || @x00 || provided_data)

66638E61 B8FOD692

HMACCK, V) is

8OEFAZ2CF 6DB37996

V Il 0x@1 || provided_data is

C5D300BA

B4147204

80QEFAZ

04724649 BFCBOC6C 7901CAC1 C2C3C4C5
CECFDOD1 D2D3D4D5 DeD7D8D9 DADBDCDD
E6GEVE8E9 EAEBECED EEEFFOF1 F2F3F4F5

37COF375

F44E4CDO

CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFD@D1D2

21151FAF
CoC7C8C9
DEDFEQE1
FOAQALAZ
B7B8B9BA
CFDOD1D2

is
7D0237DD

724649BF

CFeDB379
CeC7C8C9
DEDFEQE1
F6AQALAZ

6007E5AC

BFE368EA

CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

61200183
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

CE94F587

CBOC6C79

96B41472
CACBCCCD
EZ2E3E4ES
A3A4A5A6



A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1DZ D3D4D5D6

~
I

HMAC(K, V || @x@1 || provided_data) is
8942A54F 349E281B 84AA4695 87FBDDAF 9D114082

<
Il

HMACCK, V) 1is
@7730E3C BFFD3CAF D7A8AAE2 BFQ1D601 4301E24D
Update (Key, V):
Key is

8942A54F 349E281B 84AA4695 87FBDDAF 9D114082

V is
Q7730E3C BFFD3CAF D7A8AAEZ2 BFQ1Do@1 4301E24D

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k %k %k %k 3% %k % >k %k % *k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 320
additional_input is <empty>

V = HMACCK, V) is
D1A9C1A2 2C84F(C23 FF2227EF 98EC8BA9 DF2A209B

temp 1is
D1A9C1A2 2C84FC23 FF2227EF 98EC8BA9 DF2A209B

V = HMACCK, V) is
A1DB@98@ 9F57BFEA ESB3ESF1 46C75F2D 8DBBSE4A



temp 1is
D1A9C1A2 2C84F(C23
DF2A209B A1DBQ98@ 9F57BFEA ES5B3ESF1

returned_bits 1is
D1A9C1A2 2C84FC23
DF2A209B A1DB0980 9F57BFEA ES5B3ESF1

call Update(additional_input, K, V)

Update
provided_data <empty>

V Il 0x00 || provided_data is
A1l DB@98@9F 57BFEAES B3ES5F146

~
I

HMAC(K, V || @x00 || provided_data)
BDE1B46C DC5413B3 D9OF735AC

<
Il

HMACCK, V) is
725A3C78 20DE1AQ6 D@95819C

rnd_val 1is
D1A9C1A2 2C84F(C23
DF2A209B A1DB@980® 9F57BFEA ESB3ESF1

FF2227EF
46C75F2D

FF2227EF
46C75F2D

C75F2D8D

is

DB8@B13C

CF6F2(C9B

FF2227EF
46C75F2D

98EC8BA9
8DBB5E4A

98EC8BA9
8DBB5E4A

BB5E4A00

S57BFE473

3A67F2CE

98EC8BA9
8DBB5E4A



HHHR R R R R R R R R
HMAC_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526
PersonalizationString = <empty>
Additionallnput = <empty>
B L A B et i
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
HMAC_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is
202122

personal_str is <empty>

23242526

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is
0001 02030405 06070809
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021
26272829 2A2B2C2D 2E2F3031 32333435 36202122

Key is

00000000 00000000 00000000 00000000 00000000

V is

01010101 01010101 01010101 01010101 01010101

Update

provided_data
0001 02030405 06070809
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021
26272829 2A2B2C2D 2E2F3031 32333435 36202122

V || 0x00 || provided_data is
010101 01010101 01010101 01010101
01010101 01010101 01000001 02030405 06070809
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021
26272829 2A2B2C2D 2E2F3031 32333435 36202122

K = HMAC(CK, V || @x0@ || provided_data) is

0AOBOCOD
22232425
23242526

00000000
00000000

01010101
01010101

0AOBOCOD
22232425
23242526

01010101
0AOBOCAD
22232425
23242526

B1F7F90A



6FFA27B5 34FB2454 58934840 532A856D 5FC3E322 SADOC4EE

V = HMAC(CK, V) 1is
F679095D
7D62ED32 D35CC35C F8209B48 BAZ463EF E19F5416 4825ADB5

V || 0x01 || provided_data is
F67909 5D7D62ED 32D35CC3 5CF8209B 48BA2463
EFE19F54 164825AD B5010001 02030405 06070809 QOA@BOACAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2EZ2F3031 32333435 36202122 23242526

K = HMAC(CK, V || @x@1 || provided_data) is
69E16AQD
59DD6B13 0C941512 AFAE8492 C4ECFAAQ 95B89282 S5E814FF1
V = HMACCK, V) 1is

BE23F2F3
66C83C79 DO6A17791 99855104 4B6479EB 3C1F18E6 E3975E06

Update (Key, V):
Key is

69E16A0QD
59DD6B13 0C941512 AFAE8492 C4ECFAAQ 95B89282 5E814FF1

V is
BE23F2F3
66C83C79 D6A17791 99855104 4B6479EB 3C1F18E6 E3975E06

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k %k %k 3%k >k > 3k >k %k %k 3% %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Generate



requested_number_of_bit
additional_input is
V = HMACCK, V) 1is

2695FE82 C2CA72C9

temp 1is

2695FE82 C2CA72(C9

V = HMACCK, V) is

345EF1E3 E199DDE5S

temp 1is

C2CA72C9 (5834B94
345EF1E3 E199DDE5S

returned_bits is
C2CA72C9 (5834B94
345EF1E3 E199DDES

call Update(additional_

Update

provided_data <empty>

s = 448

<empty>

C5834B94

(C5834B94

E586800E

8C9(C334C
E586800E

8C9C334C
E586800E

input, K,

8C9C334C

8C9(C334C

40C4B369

C922A81A
40C4B369

C922A81A
40C4B369

D)

C922A81A

C922A81A

8F84FFE1

2444F876
EABC53D9
8F84FFE1

2444F876
EABC53D9
8F84FFE1

2444F876
EABC53D9

2444F876
EABC53D9

4962FF27
580EAGA9

2695FE82
4962FF27
580EAGA9

2695FE82
4962FF27
580EAGA9



V || 0x00 || provided_data is
49 62FF2734
SEF1E3E1 99DDESES 86800E40 (C4B3698F 84FFE158 QEAGA900

K = HMACCK, V Il 0x00 || provided_data) is
CB3DFDD4
13A75233 0768D47A OF63EC98 ES5A16D2D 8DAZ28CD6 ABCOBEEQ

V = HMACCK, V) is
43F9FE36
663484FF 28F83061 90496111 1D919505 0C6268CE ©7F86D55

rnd_val 1is
2444F876 2695FE&2
C2CA72C9 (5834B94 8(C9C334C (C922A81A EABC53D9 4962FF27
345EF1E3 E199DDE5 ES586800E 40C4B369 8F84FFE1 S580QEAGA9

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
HMAC_DRBG_Generate
requested_number_of_bits = 448
additional_input is <empty>

V = HMAC(CK, V) 1is
C2FD2E69
DD13C1AB 0B9E4182 41@9EZ257 22DC2248 3ADFE7C1 (C556D924

temp is
C2FD2EG9
DD13C1AB @B9E4182 4109E257 22DC2248 3ADFE7C1 (C556D924



V =

temp

return

call U

Update

HMACCK, V) is

C98DC11C 51F59F2A AQ@FODCZ2 C22DC9BD

is

OBOE4182 41@Q9E257 22D(C2248 3ADFE7C1
C98DC11C 51F59F2A AQ@FODCZ2 C22DC9BD

ed_bits is

OB9E4182 4109E257 22DC2248 3ADFE7(C1
C98DC11C 51F59F2A AQ@FIODCZ2 C22DC9BD

pdate(Cadditional_input, K, V)

provided_data <empty>

VIl

~
Il

<
I

rnd_val

0x00 || provided_data is

8DC11C51 F59F2AA@ OF9DC2C2 2DC9BD30

HMAC(K, V || @x00 || provided_data)

79040A7D B6A96BB9 CAB37A2D B22D43D6

HMACCK, V) is

495B54BB 36F670C6 2DCD0O699 903211BE

is

3050F06E

C2FD2E69
C556D924
3050F06E

C2FD2E69
C556D924
3050F06E

45
50FQ6EB5

is

E96FCDAZ

4A3500B9

45EDDEB3
B516B98D

DD13C1AB
45EDDEB3
B516B98D

DD13C1AB
45EDDEB3
B516B98D

EDDEB3(C9
16B98D00@

@OD7D695F
581B6D4E

BDB549A1
SEE8F8C7



C2FD2E69 DD13C1AB
OBOE4182 41@Q9E257 22D(C2248 3ADFE7C1 (C556D924 45EDDEB3
C98DC11C 51F59F2A AQOFODCZ2 C22DC9BD 3050FQ6E B516B98D

B Lt B A B et i
HMAC_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString = <empty>

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4A5A6



A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1DZ D3D4D5D6

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3%k 3%k 3k %k %k %k 3k 3% %k %k k *k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance"

Seed_Material is
0001 02030405 06070809 QAQBACAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Key is
00000000
00000000 00000000 00000000 00000000 V000000 00000000

V is
01010101
01010101 01010101 01010101 01010101 01010101 01010101

Update

provided_data
0001 02030405 06070809 ©OAOBOCAD



OEQF1011 12131415 16171819 1A1B1C1D
26272829 2A2B2C2D 2E2F3031 32333435

V Il 0x00 || provided_data is
010101 01010101 01010101
01010101 01010101 01000001 02030405
OEQF1011 12131415 16171819 1A1B1C1D
26272829 2A2B2C2D 2E2F3031 32333435

K = HMAC(CK, V || @x00 || provided_data)
6FFA27B5 34FB2454 58934840 532A856D
V = HMACCK, V) 1is

7D62ED32 D35CC35C F8209B48 BAZ2463EF

V || 0x01 || provided_data is
F67909 5D7D62ED 32D35CC3
EFE19F54 164825AD B5010001 02030405
QEQF1011 12131415 16171819 1A1B1C1D
26272829 2A2B2C2D 2EZ2F3031 32333435

K = HMAC(CK, V || @x@1 || provided_data)
59DD6B13 0C941512 AFAE8492 C4ECFAAQ
V = HMACCK, V) 1is

66C83C79 DoA17791 99855104 4B6479EB

Update (Key, V):

Key is

1E1F2021
36202122

01010101
06070809
1E1F2021
36202122

is

S5FC3E322

E19F5416

5CF82098B
06070809
1E1F2021
36202122

is

95B89282

3C1F18E6

22232425
23242526

01010101
0AOBOCOD
22232425
23242526

B1F7F90A
SADQC4EE

F679095D
4825ADB5

48BA2463
0AOBOCAD
22232425
23242526

69E16AQD
S5E814FF1

BEZ23F2F3
E3975E06

69E16A0D



59DD6B13 0C941512 AFAE8492 C4ECFAA@ 95B89282 5E814FF1

V is
BE23F2F3
066C83C79 D6A17791 99855104 4B6479EB 3C1F18E6 E3975EQ6

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

V || 0x00 || provided_data is
BE23F2F3 66C83C79 D6A17791
99855104 4B6479EB 3C1F18E6 E3975E06 00606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

K = HMAC(CK, V || @x00 || provided_data) is
C2B0OB628



4B6@9F8C FIC532F2

V = HMACCK, V) is

67EQ3706 A28C8AA4

V Il 9x01 || provided_

B2C5EQCO 95434964
6768696A 6B6C6D6E
7F808182 83848586

K = HMACCK, V |1 0x01

5662FD74 EA9FZ2E45

V = HMACCK, V) is

1A80FD6F 6(D28207

V = HMACCK, V) is

FCBED54C F88DFAAS8

temp is

FCBED54C F88DFAAS8

V = HMACCK, V) is

1EF2DC2C 47D29FD9

3A4FBC51 80B893E9

B2C5EQCO 95434964

data is

B574BE90
2439A2DD S5E8DB295
6F707172 73747576
8788898A 8B8C8DSE

Il provided_data)

9C5685A8 258DFEE3

C229(386 E68499F3

B87959D7 ©0BD1048E

B87959D7 ©0BD1048E

9B353754 EA45EFOF

9377214A

2439A2DD

67E03706
01606162
7778797A
8F909192

is

5420638C

9A1D432A

CD@1FAZE

CD@1FAZE

45074520

14029FE4

B574BE90@
S5E8DB295

A28C8AA4
63646566
7B7C7DY7E
93949596

7FF56354
333617E0

EA32E139
B303BACO

FOCA2486
B4375028

F9CA2486
B4375028

8860ACCO
B4591045



temp 1is
F9CA2486 FCBED54C
F88DFAA8 B87959D7 @BD1048E CDQ1FA2E B4375028 8860ACCO
1EF2DC2C 47D29FD9 9B353754 EA4ASEFQF 45074520 B4591045

returned_bits is
FO9CA2486 FCBED54C
F88DFAA8 B87959D7 0OBD1048E CDO1FAZE B4375028 8860ACCO
1EF2DC2C 47D29FD9 9B353754 EA45EFOF 45074520 B4591045

call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

V I 0x00 |1 provided_data is
8860ACCO 1EF2DC2C 47D29FD9
9B353754 EA4SEFOF 45074520 B4591045 00606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

K = HMAC(CK, V || @x00 || provided_data) is
279D1B68
E24558AE 38BFI5EC A2095AB3 32520665 0571DCO1 D727770@E
V = HMACCK, V) 1is

BBDADAZA
OBAFCOAB 43FFZ2F3E F8323A11 1C06AAQ1 CB4AE54C 6522409D



V Il 0x01 || provided_data is
BBDADA2A OBAFCQOAB 43FF2F3E
F8323A11 1C0Q6AAQ1 (CB4AE54C 6522409D 01606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

K = HMAC(CK, V || @x@1 || provided_data) is
8F137BBC
45EB987E 7610C142 7EQA42CC 9DE74BAC FQ4BBE7B AB144ECO

V = HMAC(CK, V) 1is
CC72D1CB
867CBE33 96B27783 6C3DA456 6DO1ES5C3 FO9B37262 1(C3C4094

rnd_val 1is
FO9CA2486 FCBED54C
F88DFAA8 B87959D7 0OBD1048E CDO1FAZE B4375028 8860ACCO
1EF2DC2C 47D29FD9 9B353754 EA45EFOF 45074520 B4591045

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk ok k
HMAC_DRBG_Generate
requested_number_of_bits = 448
additional_input is
AQA1A2 A3A4ASAG

A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
AOA1A2 A3A4AS5A6



A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

V Il 0x00 || provided_data is
CC72D1CB
6C3DA456 6DO1ES5C3 F9B37262 1C3C4094
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

K = HMAC(CK, V || @x00 || provided_data)
FF7212EE DAE531DD F1D69FOE 2938BB4D
V = HMACCK, V) 1is

622876D7 DE3E66B1 D3295F5E 373419CF

V || 0x01 || provided_data is
36FBGEAE
D3295F5E 373419CF 11FF31C6 568EQ0BS
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFC@C1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
K = HMAC(CK, V || @x@1 || provided_data)

A1758EAE 37E40BE9 F7A87929 (C2702BC2

V = HMACCK, V) is

8D14026B 8CC97914 E9E9DA7Z2 298F6334

V = HMACCK, V) is

B7B8B9BA
CFDOD1D2

867CBE33
00AOA1A2
B7B8B9BA
CFDOD1D2

is

837DF2AD

11FF31C6

622876D7
01A0A1A2
B7B8B9BA
CFD@D1D2

is

AB7244DD

AAQ12B34

BBBCBDBE
D3D4D5D6

96B27783
A3A4A5A6
BBBCBDBE
D3D4D5D6

BADF9387
O7E3F89B

36FBGEAE
568EQ0B5

DE3E66B1
A3A4A5A6
BBBCBDBE
D3D4D5D6

83EF49A7
527B86AC

C2EQ2384
9A8D4792

96D23972



60FA9F7D 085F9CDC B3EBAA39 AOB2E4B4 8C5858B9 88357FE6

temp 1is
96D23972
60FA9F7D @85F9CDC B3EBAA39 AQB2E4B4 8C5858B9 88357FE6

V = HMACCK, V) is
32985C91
FC3A8A58 3441856D 0C1B1059 C7153B91 1DE34048 425E3A42

temp 1is
96D23972 6QFA9F7D
@85F9CDC B3EBAA39 AQB2E4B4 8C5858B9 88357FE6 32985(91
FC3A8A58 3441856D @C1B1059 (C7153B91 1DE34048 425E3A42

returned_bits is
96D23972 G6@QFA9F7D
@85F9CDC B3EBAA39 AOB2E4B4 8(C5858B9 88357FE6 32985(91
FC3A8A58 3441856D QC1B1059 C7153B91 1DE34048 425E3A42

call Update(Cadditional_input, K, V)

Update

provided_data
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

V Il 0x00 || provided_data is
32985C91 FC3A8A58 3441856D
0C1B1059 (C7153B91 1DE34048 425E3A42 Q0AOA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE



BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

K = HMACCK, V Il 0x00 || provided_data) is
47D94E6B
Q4AFCo62D 1F5C2Dob (C423787F 3117AAFE BEQA1DDE 420377DC
V = HMACCK, V) is

ECAF7807
CD949FD7 30B12F60 927CCFA1 F3EBEZ260 DE99E0Q7 E49FEF48

V Il 0x01 || provided_data is
ECAF7807 CD949FD7 30B12F60
927CCFA1 F3EBE260 DE9Q9EQO7 E49FEF48 Q1AQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMAC(CK, V || @x@1 || provided_data) is
BC8C708C
E66DASEC D@9ADSC5 75A56079 EF34217A FBC4CD18 697(C739A

V = HMACCK, V) is
D8B3E4BE
638D71E2 D7BG91E8 81680E60 GIB3E4D9 OFCA@557 6DO203F7

rnd_val 1is
96D23972 6@FA9F7D
Q85F9CDC B3EBAA39 AQB2E4B4 8C5858B9 88357FE6 32985(91
FC3A8A58 3441856D @C1B1059 C7153B91 1DE34048 425E3A42
W R
HMAC_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224



prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFQOF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE GF70Q7172 73747576

AdditionalInput = <empty>
B b b
sk ok ok ok ok o ok ok sk ok ok ok ok ok ok o sk ok ok ok ok ok ok o sk ok ok ok ok ok o sk ok ok ok ok ok ok ok ook ok ok ok ok ok ok ook o K ok ok
HMAC_DRBG_Instantiate_algorithm

entropy_input 1is

000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526



personal_str is

404142

43444546

4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is
00 01020304 05000708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4C4D4E 4F505152
5F606162 63646566 6768696A

Key is

00000000 00000000 00000000

V is

01010101 01010101 01010101

Update

provided_data
00 01020304 05060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4CADAE 4F505152
S5F606162 63646566 6768696A

V || 0x00 |1 provided_data is

01010101 01010101 01010101
01010000 01020304 050060708
15161718 191A1B1C 1D1E1F20

090A0BAC
21222324
22232425
53545556
6B6C6D6E

00000000

01010101

090A0BOC
21222324
22232425
53545556
6B6CoD6E

01010101
090A0BOC
21222324

ODOEOF10
25262728
26404142
5758595A
6F707172

00000000

01010101

ODOEOF10
25262728
26404142
5758595A
6F707172

01010101
ODOEOF10
25262728

11121314
292A2B2C
43444546
5B5C5D5E
73747576

00000000
00000000

01010101
01010101

11121314
292A2B2C
43444546
5B5C5D5E
73747576

0101
01010101
11121314
292A2B2C



2D2E2F30 31323334 35362021
4748494A 4B4C4DAE 4F505152
5F606162 63646566 6768696A

22232425
53545556
6B6C6D6E

11FA85E4

K = HMAC(K, V || @x00 || provided_data)
6AQ6E937 50DBD791 1C1F7701
V = HMACCK, V) 1is

CoD5BC5D CCDFDEC7 8839E@D5

V || 0x@1 || provided_data is

5F20CoD5 BC5DCCDF DEC78839
3CAC0100 01020304 05060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4C4D4E 4F505152
5F606162 63646566 6768696A

376D22CC

E@QD5376D
090A0BOC
21222324
22232425
53545556
6B6C6D6E

6093D3BD

K = HMACCK, V Il 0x01 || provided_data)
3A6D7557 AQD657F7 S57E3EBA4
V = HMACCK, V) 1is

DOE7DF8C @7E9F4D7 SEQ5B73E

Update (Key, V):
Key is

3A6D7557 A@D657F7 S57E3EBA4

V is

FDE@834B

6093D3BD

26404142
5758595A
6F707172

is

522863CA

A1ABEB9A

22CCA1AB
ODOEOF10
25262728
26404142
5758595A
6F707172

is

F5D86BCF

2E19CC1F

F5D86BCF

43444546
5B5C5D5E
73747576

B45032CF
4B8B66E7

AQOF5F20
2FC53CAC

AQOF
EB9AZFC5
11121314
292A2B2C
43444546
5B5C5D5E
73747576

4F7FCBA2
D941B53A

DODE6F99
DCOFC853

4F7FCBA2
D941B53A

DODE6F99



D9E7DF8C @7E9F4D7 SEQ5B73E FDE@834B 2E19CC1F DCOFC853

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k 5% >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMACCK, V) is
CC52B803
A2BE29C1 3669C492 60C8QFAB A2C8079E 12D929B0 19A229A2

temp is
CC52B803
AZ2BE29(C1 3669(C492 60C8QFAB A2C8079E 12D929B0 19A229A2

V = HMACCK, V) is
3EBCO3FA
0962232F 6D92E3E4 432DCD20 B62A1F3B AC98B7C2 SA85A1CY

temp is
CC52B8@3 A2BE29(C1
3669C492 60C8QFAB A2C80Q79E 12D929B0 19A229A2 3EBCO3FA
0962232F ©6D92E3E4 432DCD20 B62A1F3B AC98B7CZ2 5A85A1(C9

returned_bits 1is
CC52B803 A2BE29(C1
3669C492 60C8OFAB A2C8@79E 12D929B0@ 19A229A2 3EBCO3FA
0962232F ©D92E3E4 432DCD20 B62A1F3B AC98B7C2 5A85A1(9



call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
3E BCO3FAQ9
62232FoD 92E3E443 2DCD20B6 2A1F3BAC 98B7C25A 85A1C900

K = HMAC(CK, V || @x00 || provided_data) is
BE844670
9C81C7A0 818B6639 84595EC1 EDCCA3F7 (C6205C42 2A32061F

V = HMAC(CK, V) 1is
F6A634C4
8CAQEA19 687D5438 656915AF CF76AC73 B3386CBC BD093016

rnd_val 1is
CC52B803 A2BE29(C1
3669C492 60C8OFAB A2C8@79E 12D929B0@ 19A229A2 3EBCO3FA
0962232F ©6D92E3E4 432DCD20 B62A1F3B AC98B7C2 S5A85A1(C9

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3%k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k *k >k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>



V = HMACCK, V) is
1A6131F5
FBE23C94 750185A4 F496EFB4 108F5125 CEBDCF@2 746B32FD

temp is
1A6131F5
FBE23C94 750185A4 F4960EFB4 108F5125 CEBDCF@2 746B32FD

V = HMACCK, V) is
952AEC16
BD2538AB E16C2C99 245C8B3C 3A2E77CC 8BC86FAC 26CE278F

temp is
1A6131F5 FBE23C94
750185A4 F496EFB4 108F5125 CEBDCF@2 746B32FD 952AEC16
BD2538AB E16C2C99 245C8B3C 3A2E77CC 8BC86FAC 26CE278F

returned_bits is
1A6131F5 FBE23C94
750185A4 F496EFB4 108F5125 CEBDCFQ2 746B32FD 952AEC16
BD2538AB E16C2C99 245C8B3C 3A2E77CC 8BC86FAC 26CE278F

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
95 2AEC16BD
2538ABE1 6C2C9924 5C8B3C3A 2E77CC8B C86FAC26 CE278F00

K = HMACCK, V Il 0x00 || provided_data) is



2E7B1838
458F0BOB 989DD5C1 6E4CAC18 25A5D73B 6B957C70 6F3B9941

V = HMACCK, V) is
81046D3D
D2F3DFA4 5BD97475 49EB1880 7CA55CE@ 1F3FEB35 837(2530

rnd_val 1is
1A6131F5 FBE23C94
750185A4 F496EFB4 108F5125 CEBDCF@2 746B32FD 952AECl6
BD2538AB E16C2C99 245C8B3C 3A2E77CC 8BC86FAC 26CE278F

HHHRH R R R R R R R
HMAC_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526



PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DOE ©F707172 73747576

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k %k %k %k 3%k 3% %k %k %k %k % 3% %k %k %k %k % %k %k %k %k %k %k k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE 6F707172 73747576

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is
00 01020304 05000708 090AQBAC QDOEQOF10 11121314
15161718 191A1B1C 1D1E1F20 21222324 25262728 292A2B2C
2D2E2F30 31323334 35362021 22232425 26404142 43444546



4748494A
5F606162

Key is

00000000

V is

01010101

Update

provided_data

00
15161718
2D2E2F30
4748494A
5F606162

V Il 0x00 ||

01010101
01010000
15161718
2D2E2F30
4748494A
5F606162

4B4C4D4E 4F505152
63646566 6768696A

00000000 00000000

01010101 01010101

01020304 05060708
191A1B1C 1D1E1F20
31323334 35362021
4B4C4D4E 4F505152
63646566 6768696A

provided_data is

01010101 01010101
01020304 05060708
191A1B1C 1D1E1F20
31323334 35362021
4B4C4D4E 4F505152
63646566 6768696A

53545556
6B6C6D6E

00000000

01010101

090A0BAC
21222324
22232425
53545556
6B6C6D6E

01010101
090A0BAC
21222324
22232425
53545556
6B6C6D6E

K = HMAC(K, V || @0x00 || provided_data)

6A06E937 50DBD791 1C1F7701 11FA85E4

V = HMACCK, V) is

CoD5BC5D CCDFDEC7 8839E@D5 376D22CC

5758595A
6F707172

00000000

01010101

ODOEOF10
25262728
26404142
5758595A
6F707172

01010101
ODOEOF10
25262728
26404142
5758595A
6F707172

is

522863CA

A1ABEB9A

5B5C5D5E
73747576

00000000
00000000

01010101
01010101

11121314
292A2B2C
43444546
5B5C5D5E
73747576

0101
01010101
11121314
292A2B2C
43444546
5B5C5D5E
73747576

B45032CF
4B8B66E7

AQOF5F20
2FC53CAC



V || 0x01 || provided_data is

5F20CeD5 BC5DCCDF
3CAC0O100 01020304
15161718 191A1B1C
2D2E2F30 31323334
4748494A 4B4C4D4AE
5F606162 63646566

DEC78839 E@OD5376D
05060708 ©90AOBOC
1D1E1F20 21222324
35362021 22232425
4F505152 53545556
6768696A 6B6C6D6E

K = HMAC(CK, V || @x@1 || provided_data)
3A6D7557 A@D657F7 57E3EBA4 6093D3BD
V = HMACCK, V) 1is

D9E7DF8C @7E9F4D7 SEQ5B73E FDEQ834B

Update (Key, V):
Key is

3A6D7557 A@D657F7 57E3EBA4 6093D3BD

V is

D9E7DF8C @7E9F4D7 SEQ5B73E FDEQ834B

First call to Generate

22CCA1AB
ODOEOF10
25262728
26404142
5758595A
6F707172

is

F5D86BCF

2E19CC1F

F5D86BCF

2E19CC1F

AQOF
EBOAZFC5
11121314
292A2B2C
43444546
5B5C5D5E
73747576

4F7FCBA2
D941B53A

DODEGF99
DCOFC853

4F7FCBA2
D941B53A

DODEGF99
DCOFC853

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k %k 3%k 3k > 3k >k %k %k 3% %k 5% >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate

requested_number_of_bits = 448



additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

V || 0x00 || provided_data is
DODEGF99 DOEVDF8C @7E9F4D7
SE@Q5B73E FDE@834B 2E19CC1F DCOFC853 00606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

K = HMAC(CK, V || @x0@ || provided_data) is
DBA3EQ@DA
7D398C32 BASCB4CE FEC678BC 42C2E23F 51458216 227EDDGE

V = HMACCK, V) is
D20CD0OC
4C59B384 24D4421A 4294DOCC 4946A992 42B842B8 467D7C74

V || 0x01 || provided_data is
D20CDOAC 4C59B384 24D4421A
4294DOCC 4946A992 42B842B8 467D7C74 01606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596

K = HMACCK, V Il @x01 || provided_data) is



D729D9D4 37311A3D 9E412E01

V = HMACCK, V) 1is

A8SQE88F6 849054F3 20CB84ES
V = HMACCK, V) 1is

E618773D F17A5372 074DA0GAA
temp is

E618773D F17A5372 @74DAGAA

V = HMACCK, V) is

ED3A3D40 06C3A321 (C5FAl1261

temp is

F17A5372 @74DAGAA 7A7B121C
ED3A3D40 06C3A321 (C5FAl1261

returned_bits is

F17A5372 @74DAQAA 7A7B121C
ED3A3D40 06C3A321 (C5FAl1261

call Update(additional_input, K,

E3B10E2C

DB77F3B7

7A7B121C

7A7B121C

CA596(C75

D31DA444
CA596(C75

D31DA444
CA596(C75

D)

E727C770

EBBE820A

D31DA444

D31DA444

E25CBC26

499A959D
F65F9782
E25CBC26

499A959D
F65F9782
E25CBC26

36EAESCO
2DCFD9ED

D1CFCO4F
F16F006A

499A959D
F65F9782

499A959D
F65F9782

801EAFE1
23189FC4

E618773D
801EAFE1
23189FC4

E618773D
801EAFE1
23189FC4



provided_data

6768696A 6B6CODGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

V Il 0x00 || provided_data is
801EAFE1
C5FA1261 CA596(C75 E25CBC26 23189FC4
6768696A 6B6C6D6E 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

K = HMAC(CK, V || @x00 || provided_data)
4BB898B5 F67EFCOB 1D967D19 8D39C0OC8
V = HMACCK, V) 1is

27AF7B10 F40CC786 QESASEQ4 1B1CC7EB

V || 0x01 || provided_data is
3E97FOF4
QE9ASEQ4 1B1CC7EB D67QE8A9 55BCFECS
6768696A 6B6C6DGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

K = HMAC(K, V || @x@1 || provided_data)
3FBFAB7B 3708531F 206D93EB QA4F9FD8
V = HMACCK, V) 1is

88FDA431 B829880A DC472F8B 44BAA5S71

rnd_val 1is

606162
7778797A
8F909192

ED3A3D40
00606162
7778797A
8F909192

is

E7B4AB49

D670E8A9

27AF7B10
01606162
7778797A
8F909192

is

43F3BF00

D27878F0@

63646566
7B7C7D7E
93949596

06C3A321
63646566
7B7C7D7E
93949596

3CCE29FF
2C5B17D9

3E97FOF4
55BCFECS8

F40CC786
63646566
7B7C7DY7E
93949596

F433D100
9D9815A1

2F61B62E
36D72ED2



499A959D E618773D
F17A5372 @74DAQAA 7A7B121C D31DA444 F65F9782 801EAFE1
ED3A3D40 06C3A321 C5FA1261 CA596(C75 E25CBC26 23189FC4

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
AQA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

V || 0x00 || provided_data is
2F61B62E 88FDA431 B829880A
DC472F8B 44BAA571 D27878FQ@ 36D72ED2 QQAQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6c B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMACCK, V || @x00 || provided_data) is
S5F2F354C
E2992DAF E9FF8612 ©13C50B3 A38FS5AED E8B88F87 84EADOBC



V = HMACCK, V) is

9376296E E2463C2B CB39BB3D 85F80542

V || 0x01 || provided_data is
8C5574C7
CB39BB3D 85F80542 BE686350 2COAC1FS8
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFC@OC1C2 (C3C4C5C6 C7C8CIACA CBCCCDCE
K = HMAC(CK, V || @x@1 || provided_data)

99F8D48D A11C61F6 E954A100 DA4149D9

V = HMACCK, V) is

35361578 6B563F02 64CFF800 00D75389

V = HMACCK, V) is

9C7QE4F5 29A31D94 D4913162 9A24E77B

temp is

9C70E4F5 29A31D94 D4913162 9A24E77B

V = HMACCK, V) is

19640D0OF 75B62D31 431557E9 A87A6714

temp is

29A31D94 D4913162 9A24E77B 5545AE91

BE686350

9376296E
01A0A1A2
B7B8B9BA
CFD@D1D2

is

DCA75625

4C5AZ23AE

5545AE91

5545AE91

OF9C1BA3

OAD161E1
F23A7D1C

8C5574C7
2COAC1F8

E2463C2B
A3A4A5A6
BBBCBDBE
D3D4D5D6

3D854845
911A42A5

15536D25
34403B13

OAD161E1
F23A7D1C

OAD161E1
F23A7D1C

6FFB0OC0OO
917A510C

9C70QE4F5
6FFB0OC0O0O



19640D0OF 75B62D31 431557E9 A87A6714

returned_bits is

29A31D94 D4913162 9A24E77B 5545AE91
19640D0F 75B62D31 431557E9 A87Ac714

call Update(Cadditional_input, K, V)

Update
provided_data

A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

V Il 0x00 || provided_data is
6FFBOC0O0O
431557E9 A87A6714 QF9C1BA3 917A510C
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE

K = HMAC(CK, V || @x00 || provided_data)
7E6A6CA3 1F44AB18 B@Q9D9772 C8DACS54E
V = HMACCK, V) 1is

5D4E8307 1F@ODDC95 9D996CB1 88DCFZ23A

V || 0x01 || provided_data is
C5CDA955
9D996(B1 88DCF23A 41953(C90 28196F9E

OF9C1BA3

OAD161E1
F23A7D1C
OF9C1BA3

AQA1AZ
B7B8B9BA
CFDOD1D2

19640D0F
00AQA1A2
B7B8B9BA
CFDOD1D2

is

1909B375

41953090

5D4E8307
01A0A1A2

917A510C

9C70E4F5
6FFB0OC0O0O
917A510C

A3A4A5A6
BBBCBDBE
D3D4D5D6

75B62D31
A3A4A5A6
BBBCBDBE
D3D4D5D6

E7CB8EBO
BA3FEG4F

C5CDA955
28196F9E

1F@DDC95
A3A4A5A6



A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

K = HMAC(CK, V || @x@1 || provided_data) is
BFBOAFF8
B2F1096D 92EQ5777 68B85EB7 32037CC1 B8775A71 3AQCE3BA

V = HMACCK, V) is
71BAG980
76BOE948 8636D427 7A382EA7 D6774CE2 BE10OF390 DA3F92D6

rnd_val 1is
OAD161E1 9C7QE4F5
29A31D94 D4913162 9A24E77B 5545AE91 F23A7D1C 6FFBOCOO
19640D0OF 75B62D31 431557E9 A87A6714 QF9C1BA3 917A510C

B L B A Lt B et i
HMAC_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6



Nonce =
202122 23242526

PersonalizationString = <empty>
AdditionalInput = <empty>
R R A i o
ok Kok Kk ok Kok Kok Kok oK ok Kok ok ok ok KoK R KoK R KoK R Kok o Kok o ok o Kok o Kok K ok Kok K ok K ok K
HMAC_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
202122 23242526

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Seed_Material is
0001 02030405 06070809 QAQBOACAD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

Key is
00000000
00000000 00000000 00000000 V000000 V0000000 00000000

V is
01010101
01010101 01010101 01010101 01010101 01010101 01010101



Update

provided_data
0001
QEQF1011 12131415 16171819
26272829 2A2B2C2D 2E2F3031

V || 0x00 |1 provided_data is
010101 01010101
01010101 01010101 01000001
QEQOF1011 12131415 16171819
26272829 2A2B2C2D 2E2F3031

02030405
1A1B1C1D
32333435

01010101
02030405
1A1B1C1D
32333435

532A856D

K = HMACCK, V || 0x00 || provided_data)
6FFA27B5 34FB2454 58934840
V = HMACCK, V) is

7D62ED32 D35CC35C F8209B48

V Il 0x01 || provided_data is
F67909 5D7D62ED
EFE19F54 164825AD B5010001
OEQF1011 12131415 16171819
26272829 2A2B2C2D 2E2F3031

BA2463EF

32D35CC3
02030405
1A1B1C1D
32333435

K = HMAC(K, V || @x@1 || provided_data)

59DD6B13 0C941512 AFAE8492

V = HMACCK, V) is

66C83C79 D6A17791 99855104

C4ECFAAQ

4B6479EB

06070809
1E1F2021
36202122

01010101
06070809
1E1F2021
36202122

is

S5FC3E322

E19F5416

5CF8209B
06070809
1E1F2021
36202122

is

95B89282

3C1F18E6

0AOBOCOD
22232425
23242526

01010101
0AOBOCOD
22232425
23242526

B1F7F90A
S5ADOC4EE

F679095D
4825ADB5

48BA2463
0AOBOCOD
22232425
23242526

69E16A0D
S5E814FF1

BE23F2F3
E3975E06



Update (Key, V):
Key is

69E16A0D
59DD6B13 0C941512 AFAE8492 C4ECFAAQ 95B89282 5E814FF1

V is
BE23F2F3
66C83C79 D6A17791 99855104 4B6479EB 3C1F18E6 E3975E0Q6

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kkkk
HMAC_DRBG_Generate
requested_number_of_bits = 448
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is <empty>

Seed_Material is
808182 83848586
8788898A 8BBC8D8E 8F909192 93949596 9798999A 9BICIDIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Key is
69E16AQD



59DD6B13 0C941512 AFAE8492 C4ECFAAQ

V is

66C83C79 D6A17791 99855104 4B6479EB

Update
provided_data

8788898A 8B8C8DEE 8F909192 93949596
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE

V || 0x00 || provided_data is
BE23F2F3
99855104 4B6479EB 3C1F18E6 E3975EQ6
8788898A 8B8C8D8E 8F909192 93949596
9FAQAL1AZ A3A4AS5Ac A7A8A9AA ABACADAE

K = HMACCK, V |1 @x00 || provided_data)
C98E7189 2680EQC4 13B68700 5752DBFF
V = HMACCK, V) is

CFF312C1 5551DC10 FA8B4QE3 226(C9C02

V Il 0x01 || provided_data is
3776EQEQ
FA8B4QE3 226C9C02 48544531 ©20D(C532
8788898A 8B8C8DE 8F909192 93949596
9FAQAL1AZ A3A4A5A6 A7A8A9AA ABACADAE

95B89282

3C1F18E6

808182
9798999A
AFBOB1B2

66C83C79
00808182
9798999A
AFBOB1B2

is

ESAEA7AQ

48544531

CFF312C1
01808182
9798999A
AFBOB1B2

S5E814FF1

BE23F2F3
E3975E06

83848586
9B9C9D9E
B3B4B5B6

D6A17791
83848586
9B9C9D9E
B3B4B5B6

2216735C
BCFAQ244

3776EQEQ
020DC532

5551DC10
83848586
9B9C9D9E
B3B4B5B6



K = HMACCK, V Il @x01 || provided_data) is
95603C76
4BC3CB23 7C2FCoB@ 651F858F 2DB9378A B26ADBGE 2632437C
V = HMACCK, V) is

7DC1DDO1
33C30D6B 4862D627 ©09514D76 DD15699C 598C173B BB7F8129

Update (Key, V):
Key is

95603C76
4BC3CB23 7C2FC6BO 651F858F 2DB9378A B26ADBGE 2632437C

V is
7DC1DDO1
33C30D6B 4862D627 ©9514D76 DD15699C 598C173B BB7F8129

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k 5k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3k %k 3%k 3k > 3k >k 3%k %k 3% %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMACCK, V) is
AQ7AA4CC
1716E214 96DB43E3 05B00400 578D3227 E224EDSF @8D881B7

temp is
AQ7AA4CC
1716E214 96DB43E3 05B00400 578D3227 E224EDSF ©8D881B7

V = HMACCK, V) is
Q4CAGEFF



temp

return

call U

Update

3E9CA847 (90660DF 36517813 AC13913B

is

96DB43E3 05B00400 578D3227 E224EDSF
3E9CA847 (90660DF 36517813 AC13913B

ed_bits is

96DB43E3 05B00400 578D3227 E224EDSF
3E9CA847 (C90660DF 36517813 AC13913B

pdate(Cadditional_input, K, V)

provided_data <empty>

VI

rnd_val

0x00 |1 provided_data is

9CA847(9 0660DF36 517813AC 13913BAC

HMAC(K, V || @x00 || provided_data)

EC6269F7 8B43BOCB B6D18EZ20 B78944EF

HMACCK, V) 1is

33EE314C 09879164 4EZ23201A 8AC6DOCB

is

96DB43E3 05B00400 578D3227 E224EDSF
3E9CA847 (C90660DF 36517813 AC13913B

AC1E822B

AQ7AA4CC
08D881B7
AC1E822B

AQ7AA4CC
08D881B7
AC1E822B

04
1E822B58

is

3028763E

6085548C

AQ7AA4CC
08D881B7
AC1E822B

5883281A

1716E214
04CAGEFF
5883281A

1716E214
04CAGEFF
5883281A

CAGEFF3E
83281A00

707AB325
3C9D6486

0494DEDA
B89260B38

1716E214
0Q4CAGEFF
5883281A



Second call to Generate

3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk
HMAC_DRBG_Generate
requested_number_of_bits = 448
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is <empty>

Seed_Material is
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESEG E7VES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6

Key is
707AB325
EC6269F7 8B43BOCB B6D18E20 B78944EF 3028763E 3C9D6486

V is
0494DEDA
33EE314C 09879164 4E23201A 8AC6DOCB 6085548C B89260B8



provided_data

C7C8C9CA (CBCCCDCE CFD@D1DZ2 D3D4D5D6
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE

V || 0x00 || provided_data is
0494DEDA
4E23201A 8AC6DOCB 6085548C B89260B8
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE

K = HMACCK, V |1 0x00 || provided_data)
A4QFED76 141D2FF2 77F6B4C4 F16BF785
V = HMACCK, V) is

OE533288 16113396 BF703F25 B9AD4748

V Il 0x01 || provided_data is
E@493CBD
BF703F25 B9AD4748 19E1D904 5D4540FA
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESE6 E7E8E9EA EBECEDEE

K = HMAC(K, V || @x@1 || provided_data)
6DE78330 A4E25662 8A1F8417 70QCQ49F7
V = HMACCK, V) 1is

5D5C2F3D BFA33CDZ2 408125FA 8AB1CO3F

Update (Key, V):

cocicz
D7D8D9DA
EFFOF1F2

33EE314C
00CoC1C2
D7D8D9DA
EFFOF1F2

is

DC98CEQ3

19E1D904

0E533288
01C0C1C2
D7D8DIDA
EFFOF1F2

is

FODE7C39

0A4DB8C7

C3C4C5C6
DBDCDDDE
F3F4F5F6

09879164
3C4C5C6
DBDCDDDE
F3F4F5F6

4EABCEEZ2
8D8634C6

E@493CBD
5D4540FA

16113396
(3C4C5C6
DBDCDDDE
F3F4F5F6

61ED54C4
040ADA10

DO758ED6
3D607F53



Key is
61ED54C4
6DE78330 A4E25662 8A1F8417 70CO49F7 FIODE7(C39 040ADA10

V is
DO758ED6G
5D5C2F3D BFA33CD2 408125FA 8AB1CO3F QA4DB8C7 3D6Q7F53

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k 3k 3k >k 3k %k 3%k 3k >k 3k >k 3%k %k 3%k 3k >k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3%k %k 5% >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMACCK, V) is
1FCC850D
8F3E8B56 98D03900 F3DG6BE3F 3EAD1260 09BCEQ6@ 4DOBGADF

temp is
1FCC85@D
8F3E8B56 98D03900 F3D6BE3F 3EAD1260 O9BCEQ6Q 4DOB6ODF

V = HMACCK, V) is
CE17F743
CE@913AB CAF36FC3 @82F89D2 F8AD52A8 A@DF633F A3C108A7

temp is
1FCC850D 8F3E8B56
98D03900 F3D6BE3F 3EAD1260 Q9BCEQ60 4DOB6@ODF CE17F743
CE@913AB CAF36F(C3 082F89D2 F8AD52A8 AODF633F A3C108A7

returned_bits is



1FCC850D 8F3E8B56
98D03900 F3D6BE3F 3EAD1260 ©9BCEQ60 4DOB6@ODF CE17F743
CE@913AB CAF36FC3 082F89D2 F8AD52A8 AODF633F A3C108A7

call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
CE 17F743CE
0913ABCA F36FC308 2F89D2F8 AD52A8A0 DF633FA3 C108A700

K = HMAC(CK, V || @x00 || provided_data) is
B4838859
F3630EFF 7568590A ©1D2E4QC 42EABF47 43C03872 682F5B64

V = HMACCK, V) is
074F3021
FGAOD2FF Q3FAEALC 94F63BD1 8CBOFIEQ SQ58DDE6 7D81AE13

rnd_val 1is
1FCC850D 8F3E8B56
98D03900 F3D6BE3F 3EAD1260 @9BCEQ6O 4DOBGODF CE17F743
CEQ913AB CAF36FC3 082F89D2 F8AD52A8 AODF633F A3C108A7

B B B B B
HMAC_DRBG
Requested Security Strength = 112
Requested Hash Algorithm = SHA-224
prediction_resistance_flag = "ENABLED"

EntropyInput =
000102 03040506



0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFOF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString = <empty>

AdditionalInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

AdditionallInput2 =
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B L B B v

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k >k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3%k 3%k %k %k k >k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is
202122

personal_str is <empty>

23242526

prediction_resistance_flag = "PredictionResistance"

Seed_Material 1is
0001 02030405 06070809
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021
26272829 2A2B2C2D 2E2F3031 32333435 36202122

Key is

00000000 00000000 00000000 00VVVV00 V00V

V is

01010101 01010101 01010101 01010101 01010101

Update

provided_data
0001 02030405 06070809
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021
26272829 2A2B2C2D 2E2F3031 32333435 36202122

V Il 0x00 || provided_data is
010101 01010101 01010101 01010101
01010101 01010101 01000001 02030405 06070809
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021
26272829 2A2B2C2D 2E2F3031 32333435 36202122

K = HMAC(CK, V || @x00 || provided_data) is

6FFA27B5 34FB2454 58934840 532A856D 5FC3E322

0AOBOCOD
22232425
23242526

00000000
00000000

01010101
01010101

0AOBOCOD
22232425
23242526

01010101
0AOBOCOD
22232425
23242526

B1F7F90A
SADQC4EE



V = HMACCK, V) is
F679095D
7D62ED32 D35CC35C F8209B48 BA2463EF E19F5416 4825ADBS

V Il 0x01 || provided_data is
F67909 5D7D62ED 32D35CC3 5CF8209B 48BA2463
EFE19F54 164825AD B5010001 02030405 06070809 QAOBOCQOD
OEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2E2F3031 32333435 36202122 23242526

K = HMAC(CK, V || @x@01 || provided_data) is
69E16AQD
59DD6B13 0C941512 AFAE8492 C4ECFAAQ 95B89282 SE814FF1
V = HMACCK, V) 1is

BE23F2F3
66C83C79 D6A17791 99855104 4B6479EB 3C1F18E6 E3975E06

Update (Key, V):
Key 1is

69E16A0D
59DD6B13 0C941512 AFAE8492 C4ECFAA@ 95B89282 5E814FF1

V is
BE23F2F3
066C83C79 D6A17791 99855104 4B6479EB 3C1F18E6 E3975EQ6

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate



requested_number_of_bits = 448

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 5k sk sk 3k sk sk 3k sk 3k %k sk 5k sk sk >k %k ok *k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Seed_Material 1is
8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIACAD 9E9FAQAL AZA3A4AS5
A6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5 B6606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Key is
69E16AQD
59DD6B13 0(C941512 AFAE8492 (C4ECFAAQ 95B89282 S5E814FF1

V is
BE23F2F3
66C83C79 D6A17791 99855104 4B6479EB 3C1F18E6 E3975E0Q6



provided_data

8E8F9091
AGA7A8A9
6768696A
7F808182

VIl 0x00 |1

~
Il

<
I

EB3C1F18
8E8F9091
AGA7A8A9
6768696A
7F808182

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

provided_data is
BE23F2 F366C83C
EGE3975E 06008081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8DBE

79D6A177
82838485
9A9B9(C9D
BZ2B3B4B5
73747576
8B8C8DEE

HMAC(K, V || @x00 || provided_data)

2EB399A3 81F352A3 DZ22DFFD5 47F205D4

HMACCK, V) is

72E91DCC

52F897BD ©725D58E

V Il 0x@1 || provided_data is

OABADBF9
8E8F9091
AGA7A8A9
6768696A
7F808182

EAB91B 1F72E91D
2867325D FC018081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

8761300A

CC52F897
82838485
9A9B9C9D
BZ2B3B4B5
73747576
8B8C8DEE

K = HMAC(K, V || @x@1 || provided_data)

D134660B 75769A07 F26DAD14 5(B66631

86878889
9E9FA0AL
B6606162
7778797A
8F909192

91998551
86878889
9E9FAQAL
B6606162
7778797A
8F909192

is

9C4D85C2

8ADBF928

BD@725D5
86878889
9E9FAQAL
B6606162
7778797A
8F909192

is

C18AQ1FB

8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

044B6479
8A8B8C8D
AZA3A4A5
63646566
7B7C7DY7E
93949596

FASBDF71
8433BE8D

EAB91B1F
67325DFC

8E876130
8A8B8C8D
A2A3A4A5
63646566
7B7C7DY7E
93949590

©091EDOA7
BFB92C60



V = HMACCK, V) is
994C10C0
FO6B1287 QESAEEQS D92245DB FCCB6067 21E3D98A QOB74COC

Update (Key, V):

Key is
@91EDOA7
D134660B 75769A07 F26DAD14 5CB66631 C18AQ1FB BFB92C60

V is
994(10C0
FO6B1287 QEBAEEQ5 D92245DB FCCB6OG7 21E3D98A 00OB74COC

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k %k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3% %k %k %k %k 3% % >k %k %k %k % %k %k %k %k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMAC(CK, V) 1is
E28DA53A
461C412D 7E57C3A2 E4A93A82 13EFCOE7 A9BD99CD F8624A25

temp is
E28DA53A
461C412D 7E57C3A2 E4A93A82 13EFCOE7 A9BD99CD F8624A25

V = HMACCK, V) is
1EE9B715
33C5D916 @5FA2C6B 14C5QA75 2DF39B9B ODE877B7 645A3D2F

temp is
E28DA53A 461C412D



7E57C3A2 E4A93A82 13EFCOE7 A9BD99CD F8624A25 1EE9B715
33C5D916 O5FA2C6B 14C50A75 2DF39B9B ODE877B7 ©45A3D2F

returned_bits is
E28DA53A 461C412D
7E57C3A2 E4A93A82 13EFCOE7 A9BD99(CD F8624A25 1EE9B715
33C5D916 O5FA2C6B 14C50A75 2DF39B9B QDE877B7 645A3D2F

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
1E E9B71533
(C5D91605 FA2C6B14 C50A752D F39B9BOD E877B764 S5A3D2F00

K = HMAC(CK, V || @x0@ || provided_data) is
D3CE8637
D87C38FB 1ABC374D E9CDDC6A A77892F2 FAD5D8A6 FOO8A917

V = HMACCK, V) is
45C6F054
BBC02940 DE4QA451 F276E995 (BC10660 AB1658B6 6B89B1C6

rnd_val 1is
E28DA53A 461C412D
7E57C3A2 E4A93A82 13EFCOE7 A9BD99(CD F8624A25 1EE9B715
33C5D916 O5FA2C6B 14C50A75 2DF39B9B QDE877B7 645A3D2F

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3%k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k *k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is
AQA1A2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQOEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is
AOA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

Seed_Material is
CoC1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFDOD1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFE@E1 E2E3E4ES
EGEVE8E9 EAEBECED EEEFFOF1 F2F3F4F5 FOAQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@D1D2 D3D4D5Do

Key is
D3CE8637
D87C38FB 1ABC374D E9CDDC6A A77892F2 FADS5D8A6 FOO8A917

V is
45CoFQ54
BBC02940 DE40QA451 F276E995 (CB(C10660 AB1658B6 6B89B1C6



Update

provided_data

VIl

CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

0x00 ||

60AB1658
CECFD@D1
EGE7E8E9Q
A7A8A9AA
BFCOC1C2

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(3C4C5C6 C7C8COCA

provided_data is
45C6F@ 54BBC029
B66B89B1 C600COC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5C6 C7C8COCA

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

4QDE40A4
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

HMAC(K, V || @x@00 || provided_data)

10E64C6A 30A48CEC 96A95766 FOCB5574

HMACCK, V) is

5E23EC39

6E5D6D06 EEDGBOFE

V Il 0x01 || provided_data is

E87E52F5
CECFD@D1
EGE7E8E9Q
A7A8A9AA
BFCOC1C2

0C27DF @85EZ23EC
26B15E26 3301CoC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

2FOA24E8

396E5D6D
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

K = HMACCK, V Il 0x01 || provided_data)

CoC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFDOD1D2

51F276E9
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8BI9BA
CFDOD1D2

is

709B6540

7E52F526

O6EEDGBO
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8BI9BA
CFDOD1D2

is

CACBCCCD
E2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

95CBC106
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

7AAZABB4
EB41ED8F

0C27DF08
B15E2633

FE2F9A24
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6



159FA328
4A1E65D9 QAD889AQ 9BAD44DA D0197935 E66(C772E 68F2A468

V = HMACCK, V) is
FC104C95
577F4259 7113809C 66AADADS 998A788D E93BI37F 70746973

Update (Key, V):

Key is
159FA328
4A1E65D9 OAD889AQ 9BAD44DA D0197935 E66(772E 68F2A468

V is
FC104C95
577F4259 7113809C 606AADAD8 998A788D E93B937F 70746973

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMACCK, V) is
QA2EQ74D
FF196BD8 2B8CC309 1A1C99C7 2220BOD2 154594EE 103398B8

temp 1is
OA2EQ74D
FF196BD8 2B8CC309 1A1(C99C7 2220BOD2 154594EE 103398B8

V = HMACCK, V) is
774050F6
87EE6090 DOB415DD 1D3D9027 E9CBSOAE 831EF109 C415BB4A



temp is

2B8CC309 1A1C99C7 2220BODZ 154594EE
87EE6090 DOB415DD 1D3D9027 E9CB59AE

returned_bits 1is
2B8CC309 1A1(C99C7 2220BOD2 154594EE
87EE6090 DOB415DD 1D3D9027 E9CBS59AE

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is

EE6090D@ B415DD1D 3D9027E9 (CB59AES3

K = HMACCK, V Il 0x00 || provided_data)
2B1FCBoD 186B60OA2 BE241915 AB140381
V = HMACCK, V) is
D39629C3 EES57FA1D 81938307 A2AFFC50
rnd_val 1is

2B8CC309 1A1C99C7 2220BODZ 154594EE
87EE6090 DOB415DD 1D3D9027 E9CB59AE

OAZ2EQ74D
103398B8
831EF109

QA2EQ74D
103398B8
831EF109

77
1EF109C4

is

7E759FAD

7713068A

OA2EQ74D
103398B8
831EF109

FF196BD8
774050F6
C415BB4A

FF196BD8
774050F6
C415BB4A

4050F687
15BB4A00

36767608
F64064AC

FCB677C9
6F8F7BB4

FF196BD8
774050F6
C415BB4A



HHHR R R R R R R R
HMAC_DRBG

Requested Security Strength = 112

Requested Hash Algorithm = SHA-224

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE ©OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EOQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A SB5CS5DSE
S5F606162 63646566 6768696A 6B6C6DOE ©F707172 73747576
AdditionalInput = <empty>
BRI
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k 5k >k kk

HMAC_DRBG_Instantiate_algorithm

entropy_input is



000102

03040506

0708090A 0OBOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is

personal_str is

202122

404142

23242526

43444546

4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F70Q7172 73747576

prediction_resistance_flag = "PredictionResistance"

Seed_Material is
00 01020304 05000708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494\ 4B4C4D4E 4F505152
5F606162 63646566 6768696A

Key is

00000000 00000000 00000000

V is

01010101 01010101 01010101

Update

provided_data
00 01020304 05060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4BACADAE 4F505152
5F606162 63646566 6768696A

090A0BAC
21222324
22232425
53545556
6B6C6D6E

00000000

01010101

090A0BAC
21222324
22232425
53545556
6B6C6D6E

ODOEOF10
25262728
26404142
5758595A
6F707172

00000000

01010101

ODOEOF10
25262728
26404142
5758595A
6F707172

11121314
292A2B2C
43444546
5B5C5D5E
73747576

00000000
00000000

01010101
01010101

11121314
292A2B2C
43444546
5B5C5D5E
73747576



V Il 0x00 || provided_data is

01010101 01010101 01010101
01010000 01020304 05060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4C4D4E 4F505152
5F606162 63646566 6768696A

01010101
090A0BAC
21222324
22232425
53545556
6B6C6D6E

11FA85E4

K = HMAC(CK, V || @x00 || provided_data)
6AQ6E937 50DBD791 1C1F7701
V = HMACCK, V) 1is

CoD5BC5D CCDFDEC7 8839E@D5

V || 0x01 || provided_data is

5F20CeD5 BC5DCCDF DEC78839
3CAC0100 01020304 050060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4C4DAE 4F505152
5F606162 63646566 6768696A

376D22CC

E@D5376D
090A0BAC
21222324
22232425
53545556
6B6C6D6E

6093D3BD

K = HMAC(K, V || @x@1 || provided_data)
3A6D7557 A@D657F7 S57E3EBA4
V = HMACCK, V) 1is

D9E7DF8C @7E9F4D7 SEQ5B73E

Update (Key, V):

FDE@834B

01010101
ODOEOF10
25262728
26404142
5758595A
6F707172

is

522863CA

A1ABEB9A

22CCA1AB
ODOEOF10
25262728
26404142
5758595A
6F707172

is

F5D86BCF

2E19CC1F

0101
01010101
11121314
292A2B2C
43444546
5B5C5D5E
73747576

B45032CF
4B8B66E7

AQOF5F20
2FC53CAC

AQOF
EBOAZFC5
11121314
292A2B2C
43444546
5B5C5D5E
73747576

4F7FCBA2
D941B53A

DODEGF99
DCOFC853



Key is
4F7FCBA2
3A6D7557 A@D657F7 57E3EBA4 6093D3BD F5D86BCF D941B53A

V is
DODEGF99
DO9E7DF8C @7E9F4D7 S5EQS5B73E FDEQ@834B 2E19CC1F DCOFC853

First call to Generate

3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk >k >k 3k %k sk 5k 3k sk >k %k %k k k
HMAC_DRBG_Generate
requested_number_of_bits = 448
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k sk sk 3k sk 5k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk 3k 3k 3k %k sk 5k 3k sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is <empty>

Seed_Material is
808182 83848586
8788898A 8BBC8D8E 8F909192 93949596 9798999A 9BICIDOE
9FAQAIAZ2 A3A4AS5A6c A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

Key is
4F7FCBA2
3A6D7557 A@D657F7 57E3EBA4 6093D3BD F5D86BCF D941B53A



V is

D9E7DF8C @7E9F4D7 SEQ5B73E FDEQ834B

Update
provided_data

8788898A 8B8C8DBE 8F909192 93949596
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE

V Il 0x00 || provided_data is
DODEGF99
SE@Q5B73E FDE@834B 2E19CC1F DCOFC853
8788898A 8B8C8DE 8F909192 93949596
9FAQAL1AZ A3A4AS5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x00 || provided_data)

BC8A381E D3D91289 BA72063E 7567FQ7D

V = HMACCK, V) is

9913D864 5SEA47BBD 8891ECCO F41F7ED4

V || 0x@1 || provided_data is
6AC3EQ86
8891ECC9 F41F7ED4 B129B9D3 E85995D6
8788898A 8B8C8D8E 8F909192 93949596
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x01 || provided_data) i

2E19CC1F

808182
9798999A
AFBOB1B2

DI9E7DF8C
00808182
9798999A
AFBOB1B2

is

8C7D2A0F

B129B9D3

9913D864
01808182
9798999A
AFBOB1B2

DODEGF99
DCOFC853

83848586
9B9C9D9E
B3B4B5B6

O7E9F4D7
83848586
9B9C9D9E
B3B4B5B6

AC86F578
879FBD32

6AC3E086
E85995D6

S5EA47BBD
83848586
9B9C9D9E
B3B4B5B6

5F540144



2A22561B 2611D127 F6A18BEE FE11289D E4BFO6A7 COEALESF

V = HMACCK, V) is
1F7D5CBC
DFFB3585 91ABDFQ3 42EBAFQ4 399A4DQB 3CBO47FF @179FA4D

Update (Key, V):

Key is
5F540144
2A22561B 2611D127 F6A18BEE FE11289D E4BFO6A7 COEA1ESF

V is
1F7D5CBC
DFFB3585 91ABDFQ3 42EBAFQ4 399A4D0OB 3CBO47FF ©@179FA4D

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k >k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMACCK, V) is
ACD797A0
7B378DOA DIASFBE2 1683E7BB 8A3DFOCB 1346FF43 2EA75B47

temp is
ACD797A0
7B378D0OA DOASFBEZ2 1683E7BB 8A3DFOCB 1346FF43 2EA75B47

V = HMACCK, V) is
66B7C754
C4DOGFAC 257537CC DIA399ES 986BBD3Q @8SEEC86 01582911



temp is
ACD797A0 7B378D0A
DOASFBEZ2 1683E7BB 8A3DFOCB 1346FF43 2EA75B47 66B7C754
C4DO6F4C 257537CC D9A399E5 986BBD30 Q85EEC86 01582911

returned_bits 1is
ACD797A0 7B378D0A
DO9ASFBEZ2 1683E7BB 8A3DF9CB 1346FF43 2EA75B47 66B7C754
C4DOoF4C 257537CC D9A399E5 980BBD3@ Q85EEC86 01582911

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
66 B7C754C4
DO6F4C25 7537CCD9 A399E598 ©6BBD3008 SEEC8601 58291100

K = HMACCK, V || @x00 || provided_data) is
DF30730C
59996936 44B98F12 22B7F33A E68560E8E 13F74BBD BF9D1F48

V = HMACCK, V) is
92(3122C
4EF67B98 1F418241 3D718E9B A80QA2D7 A4SFOEGE 07C9C86B

rnd_val 1is
ACD797A0 7B378D0A
DO9ASFBEZ2 1683E7BB 8A3DF9CB 1346FF43 2EA75B47 66B7C754
C4DOoF4C 257537CC D9A399E5 980BBD3@ Q85EEC86 01582911



Second call to Generate

3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k Sk 3k sk sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 5k >k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k %k %k k >k
HMAC_DRBG_Generate
requested_number_of_bits = 448
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k >k sk 3k sk sk 3k sk 3k %k sk 5k sk sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFQOF1F2 F3F4F5F6

additional_input is <empty>

Seed_Material is
COC1C2 (C3C4C5Co
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVEBEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Key 1is
DF30730C
59996936 44B98F12 22B7F33A E6856E8E 13F74BBD BFOD1F48

V is
92C3122C
4EF67B98 1F418241 3D718E9B A800AZ2D7 A45F9EGE ©07C9C86B

Update

provided_data
COC1C2 C3C4C5C6



C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1EZ2 E3E4ES5E6 E7VE8EQEA EBECEDEE

V Il 0x00 || provided_data is
92(3122C
3D718E9B A80QA2D7 A45F9EGE @7C9C86B
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

K = HMAC(CK, V || @0x00 || provided_data)
087B3D6D 2547F378 D7F9C755 9964D055
V = HMACCK, V) 1is

89B9E3(C3 35D79EFB 4EF5BOF4 A1F4E9DO

V || 0x01 || provided_data is
4C5DB5SED
4EF5BOF4 A1F4E9DO F3EFA1D1 DO86GA7BE
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE

K = HMAC(CK, V || @x@1 || provided_data)
OBI96GEBE4 2657BF25 (CC14B415 9F740014
V = HMACCK, V) 1is

3DDFEB91 A7EFG6E4E E9EDB613 9A4(C283C

Update (Key, V):

Key is

D7D8D9DA
EFFOF1F2

4EF67BI8
00CaC1C2
D7D8DIDA
EFFOF1F2

is

1645831E

F3EFA1D1

89B9E3(3
01CoC1C2
D7D8D9DA
EFFOF1F2

is

24918608B

5D493EDB

DBDCDDDE
F3F4F5F6

1F418241
C3C4C5C6
DBDCDDDE
F3F4F5F6

4F2B28A0
741B6BA5

4C5DBSED
DO86A7BE

35D79EFB
(3C4C5C6
DBDCDDDE
F3F4F5F6

4B1DC621
DI9AA7AQQ

EDOC4699
482390D7

4B1DC621



OBI96EBE4 2657BF25 CC14B415 9F740014 2491860B DIAA7AQQ

V is
EDOC4699
3DDFEB91 A7EFGE4E EO9EDB613 9A4(C283C 5D493EDB 482390D7

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3% >k %k %k %k % %k %k %k *k %k %k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is <empty>

V = HMACCK, V) is
3531CEE9
F51FBCA7 361CD991 @AD3A973 416EA587 4ASE5868 3E81BA3B

temp is
3531CEE9
F51FBCA7 361CD991 QAD3A973 416EA587 4AS5E5868 3E81BA3B

V = HMAC(CK, V) 1is
A36A191C
OB74EDCF 25803DOF 046B3071 738648A8 DCOD4ABC 8C3E5A20

temp is
3531CEE9 F51FBCA7
361CD991 QAD3A973 416EA587 4AS5E5868 3E81BA3B A36A191C
OB74EDCF 25803D0OF ©046B3071 738648A8 DCOD4ABC 8C3ES5A20

returned_bits 1is
3531CEE9 F51FBCA7
361CD991 QAD3A973 416EAS587 4AS5ES5868 3E81BA3B A36A191C



OB74EDCF 25803DOF 046B3071 738648A8 DCOD4ABC 8C3E5A20

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
A3 6A191C0B
74EDCF25 803D0OF04 ©6B307173 8648A8DC @D4ABC8C 3ES5A2000

K = HMAC(CK, V || @x00 || provided_data) is
CC792D62
9EC9C4C8 (7983EFA B1E76661 57D43B4F 2CE63DC9 7AE979B3

V = HMACCK, V) is
QOEBEBSA
D8543B8E 507QFGFE 05CB7072 F7D30B47 29B2F718 6841DCBS

rnd_val 1is
3531CEE9 F51FBCA7
361CD991 QAD3A973 416EAS587 4ASE5868 3E81BA3B A36A191C
OB74EDCF 25803D0OF 046B3071 738648A8 DCOD4ABC 8C3ES5AZ20

R R A A T
HMAC_DRBG
Requested Security Strength = 112
Requested Hash Algorithm = SHA-224
prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
202122 23242526

PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DOE ©F707172 73747576

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k %k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536



nonce 1is

personal_str is

202122

404142

23242526

43444546

4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F7Q7172 73747576

prediction_resistance_flag = "PredictionResistance"

Seed_Material is
00 01020304 05000708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494\ 4B4C4D4E 4F505152
5F606162 63646566 6768696A

Key is

00000000 00000000 00000000

V is

01010101 01010101 01010101

Update

provided_data
00 01020304 05060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4CADAE 4F505152
5F606162 63646566 6768696A

090A0BAC
21222324
22232425
53545556
6B6C6D6E

00000000

01010101

090A0BAC
21222324
22232425
53545556
6B6C6D6E

ODOEOF10
25262728
26404142
5758595A
6F707172

00000000

01010101

ODOEOF10
25262728
26404142
5758595A
6F707172

11121314
292A2B2C
43444546
5B5C5D5E
73747576

00000000
00000000

01010101
01010101

11121314
292A2B2C
43444546
5B5C5D5E
73747576



V Il 0x00 || provided_data is

01010101 01010101 01010101
01010000 01020304 05060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4C4D4E 4F505152

01010101
090A0BAC
21222324
22232425
53545556

5F606162 63646566 6768696A 6B6C6D6E

11FA85E4

K = HMAC(CK, V || @x00 || provided_data)
6AQ6E937 50DBD791 1C1F7701
V = HMACCK, V) 1is

CoD5BC5D CCDFDEC?7 8839E@D5

V || 0x@1 || provided_data is

5F20CeD5 BC5DCCDF DEC78839
3CAC0100 01020304 050060708
15161718 191A1B1C 1D1E1F20
2D2E2F30 31323334 35362021
4748494A 4B4C4DAE 4F505152
5F606162 63646566 6768696A

376D22CC

E@D5376D
090A0BAC
21222324
22232425
53545556
6B6C6D6E

6093D3BD

K = HMAC(CK, V || @x@1 || provided_data)
3A6D7557 A@D657F7 S57E3EBA4
V = HMACCK, V) 1is

D9E7DF8C @7E9F4D7 SEQ5B73E

Update (Key, V):

Key is

FDE@834B

01010101
ODOEOF10
25262728
26404142
5758595A
6F707172

is

522863CA

A1ABEB9A

22CCA1AB
ODOEOF10
25262728
26404142
5758595A
6F707172

is

F5D86BCF

2E19CC1F

0101
01010101
11121314
292A2B2C
43444546
5B5C5D5E
73747576

B45032CF
4B8B66E7

AQOF5F20
2FC53CAC

AQOF
EBO9AZFC5
11121314
292A2B2C
43444546
5B5C5D5E
73747576

4F7FCBA2
D941B53A

DODEGF99
DCOFC853

4F7FCBA2



3A6D7557 A@D657F7 57E3EBA4 6093D3BD F5D86BCF D941B53A

V is
DODEGF99
DO9E7DF8C @O7E9F4D7 SEQS5B73E FDEQ@834B 2E19CC1F DCOFC853

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Seed_Material is
8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIACID 9E9FAQA1 AZA3A4A5
A6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E



7F808182

Key is

3A6D7557

V is

DI9E7DF8C

Update

provided_data

8E8F9091
AGA7A8A9
6768696A
7F808182

V Il 0x00 ||

4B2E19CC
8E8F9091
AGA7A8A9
6768696A
7F808182

~
1l

83848586 8788898A

A@D657F7 57E3EBA4

O7E9F4D7 SE@Q5B73E

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6CoD6E 6F707172
83848586 8788898A

provided_data is
DODEGF 99D9E7DF
1FDCOFC8 53008081
92939495 96979899
AAABACAD AEAFBOB1
6B6CoD6E 6F707172
83848586 8788898A

8B8C8D8E

6093D3BD

FDE@834B

82838485
9A9B9CID
B2B3B4B5
73747576
8B8C8DSE

8COVE9F4
82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8DBE

HMAC(K, V || @x00 || provided_data)

10AEB20F 7E6B716C C1CC579B 83DD4D9E

<
Il

HMACCK, V) is

623DFED2 455551AC 37A813AD 12D21A5D

8F909192

F5D86BCF

2E19CC1F

86878889
9E9FA0AL
B6606162
7778797A
8F909192

D75E@Q5B7
86878889
9E9FA0AL
B6606162
7778797A
8F909192

is

8ECB38BF

OE886088

93949596

4F7FCBA2
D941B53A

DODE6F99
DCOFC853

8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

3EFDEQ83
8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

7B84E441
5F6525(C3

A027489C
883B(C831



V Il 0x01 || provided_data is

Update

Key

V is

AQ2748
SDOE8860 88883BC8
8E8FI091 92939495
AGA7A8A9 AAABACAD
6768696A 6B6C6D6E
7F808182 83848586
HMACCK, V |1 0x01

61E13129 CBB88B5D

HMACCK, V) is

EODDF482 4D64B43D

(Key, V):
1s

61E13129 CBB88B5D

9C623DFE D2455551
31018081 82838485
96979899 9A9B9(C9D
AEAFBOB1 B2B3B4B5
6F707172 73747576
8788898A 8B8C8DEE

Il provided_data)

29C98DD9 FC5FC3E1

8A2493B8 7E366BCE

29C98DD9 FC5FC3E1

AC37A813
86878889
9E9FAQAL
B6606162
7778797A
8F909192

AD12D21A
8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

is
56C32756

68A84827 OA1AF27E

A62217F1

3688E103 059FC6A3

56(C32756

68A84827 OA1AF27E

A62217F1

EODDF482 4D64B43D 8A2493B8 7E366BCE 3688E103 @59FC6A3

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate

448

requested_number_of_bits

additional_input is <empty>

V = HMACCK, V) is
C1DA29D0
48DDBED3 DCCE1040 DCF74E66 OFC2D883 269E65B4 9DBFADSE



temp is
C1DA29D0
48DDBED3 DCCE1040 DCF74Ec66 QFC2D883 269E65B4 9DBFADSE

V = HMACCK, V) is
C99CECB6
SC4EE17A BC3E3A93 342750DC 623A92A8 2A12AQSF QE59B714

temp is
C1DA29D0@ 48DDBED3
DCCE1040 DCF74E66 QFC2D883 269E65B4 9DBFADSE C99CECB6
S5C4EE17A BC3E3A93 342750DC 623A92A8 2A12A05F QES9B714

returned_bits is
C1DA29D@ 48DDBED3
DCCE1040 DCF74E66 QFC2D883 269E65B4 9DBFAD8E C99CECBG6
S5C4EE17A BC3E3A93 342750DC 623A92A8 2A12A05F QE59B714

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
C9 9CECB65C
4EE17ABC 3E3A9334 2750DC62 3A92A82A 12AQ5FQE 59B71400

K = HMACCK, V Il 0x00 || provided_data) is
B2AA116E
3C7B57EC 08806FCO 3A223326 QASEA550 D83FQOAFB 2390(C539



V = HMACCK, V) is
B9GASDBS
QOGDAF12 C4D23EAF 36935AB7 8FE914FD DDOD79BF A33D7465

rnd_val is
C1DA29D@ 48DDBED3
DCCE1040 DCF74E66 QFC2D883 269E65B4 9DBFADSE (C99CECB6
S5C4EE17A BC3E3A93 342750DC 623A92A8 2A12A05F QE59B714

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k 3k >k 3k %k 3k %k 3% %k 5% >k %k % %k 3% %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 448

additional_input is
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EOQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Seed_Material is



Key is

V is

CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

3C7B57EC

006DAF12

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5C6 C7C8COCA

08806FCO 3A223326

C4D23EAF 36935AB7

Update

provided_data

VoI

~
I

<
Il

CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

0x00 ||

FDDD@D79
CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

provided_data is
B96A8D B8QOGDAF
BFA33D74 6500C0C1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFB@B1B2
(C3C4C5C6 C7C8COCA

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

OASEA550

8FE914FD

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

12C4D23E
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

HMAC(K, V || @x00 || provided_data)

5B9F1037 ED8DOZ2OE BCE90603 FCEE@235

HMACCK, V) 1is

CoC7C8C9
DEDFEQE1
FOAQALAZ
B7B8B9BA
CFDOD1D2

D83FOAFB

DD@OD79BF

CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFD@D1D2

AF36935A
CeC7C8C9
DEDFEQE1
FOAQALAZ
B7B8B9BA
CFDOD1D2

is

01078635

CACBCCCD
E2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

B2AA116E
2390C539

B96A8DBS8
A33D7465

CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

B78FE914
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

8D7799DF
04B69414



8DDAAFC4
6B81D406 918BD1EF CB37742E 43077C81 4D4D5879 2FB8B8FA

V Il 0x01 || provided_data is
8DDAAF (C46B81D4 ©6918BD1 EFCB3774 2E43077C
814D4D58 792FB8B8 FAQ1COC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFDOD1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFE@QE1 EZ2E3E4ES
EGE7VESEQ EAEBECED EEEFFOF1 F2F3F4F5 F6AQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMACCK, V Il @x@1 || provided_data) is
2C50D3C3
468AAE25 80069E95 CEAGAE36 9F46D9FA 42DBCFA1 78599093
V = HMACCK, V) is

DC2EAES8F
7B370072 D450D431 86813E8A CA306B16 A27F5A2C 51464A0QE
Update (Key, V):
Key 1is

2C50D3C3
468AAE25 80069E95 CEAGAE36 9F46D9FA 42DBCFA1 78599093

V is
DC2EAE8F
7B370072 D450D431 86813E8A CA306B16 AZ27F5A2C 51464AQE

3k 3k sk 3k >k sk 3k sk 3k 3k sk 3k >k sk 3k sk sk %k sk 3k %k sk 3k sk sk 3k sk 3k %k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk %k sk 5k %k sk %k %k sk %k >k 5k %k sk %k %k sk >k %k %k k k
HMAC_DRBG_Generate

requested_number_of_bits = 448

additional_input is <empty>



V = HMACCK, V) is

6098110C 817975BA 4AAB395E

temp 1is

6098110C 817975BA 4AAB395E

V = HMACCK, V) is

CA66E3060 F283ES5F8 AAAB2087

temp 1is

817975BA 4AAB395E 2E7DZ2B7F
CA66E3060 F283ES5F8 AAAB2087

returned_bits is
817975BA 4AAB395E 2E7D2B7F
CA66E306 F283ES5F8 AAAB2087

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 |1 provided_data is

2E7D2B7F

2E7D2B7F

BOB8AZE1

BOCDD@94
BOB8AZE1

BOCDD094
BOB8AZE1

D)

62CBOF78
BOCDDO94 59693A1A

62CBOF78
BOCDD@94 59693A1A

952AD0O57
6DEDF4C3 C5EE8B71

62CBOF78 6098110C
59693A1A 952AD@57
6DEDF4C3 C5EE8B71

62CBOF78 6098110C
59693A1A 952AD0O57
6DEDF4C3 C5EE8B71

95 Z2AD@57CA

66E306F2 83ES5F8AA AB2087B0O B8A2E16D EDF4C3C5 EE8B7100



rnd_val

HMAC(K, V || @x00 || provided_data) is
5CE58637
BE1FD995 D54EA9C7 1C3CFB3F 40709465 40E2C717 BBC70669

HMACCK, V) is
577AEE11
6868CE4D CAG99C4D E3276ESF DBAEB6@1 S94EGCF8 27A67EF2

is

62CBOF78 6098110C
817975BA 4AAB395E 2E7D2B7F BOCDD@94 59693A1A 952AD@57
CAo6E306 F283ES5F8 AAAB2087 BOB8AZ2E1 6DEDF4C3 CS5EE8B71



HHHR R R R R R R R R
HMAC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627
PersonalizationString = <empty>
Additionallnput = <empty>
B L A B et i
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
HMAC_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is

20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance"
Seed_Material is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627
Key is
00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
Vis
01010101 01010101
01010101 01010101 01010101 01010101 01010101 01010101
Update
provided_data
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627
V || 0x00 || provided_data is
01010101 01010101 01010101 01010101 01010101 01010101
01010101 01010101 00000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1CI1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627
K = HMAC(CK, V || @x0@ || provided_data) is
44AD352A 3BEE9247



C10F06BO 7EAA3983 C163F7D1 2FD023C7 72F45B84 66477910

V = HMACCK, V) is
8E900608 F34F1504
5D31A8QF 9D699577 BF327E45 DBC501BC 4F45BA26 A9B4C4BC

V || 0x01 || provided_data is
8E900608 F34F1504 5D31A8QE 9D699577 BF327E45 DBC501BC
4F45BA26 A9B4(C4BC 01000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

K = HMAC(CK, V || @x@1 || provided_data) is
3DDA543E 7EEF14F9
36237BE6 5D094B4D DC969COB 2BSEAFBS D8QSE86C FAG64D741
V = HMACCK, V) 1is

2D02C2F8 22517D54
B817279A 59491C41 A1989B3E 382DEBE8 0OD2C7F66 QF4476(C4

Update (Key, V):
Key is

3DDA543E 7EEF14F9
36237BE6 5D094B4D DC969COB 2BSEAFB5 D8OSE86C FA64D741

V is
2D02C2F8 22517D54
B817279A 59491C41 A1989B3E 382DEBE8 @D2C7F66 0OF4476C4

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k %k %k 3%k >k > 3k >k %k %k 3% %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Generate



requested_number_of_bit
additional_input is
V = HMACCK, V) 1is

F763CF57 C6F9F4F2

temp 1is

F763CF57 Co6F9F4F2

V = HMACCK, V) is

OODEFEE4 6C640B61

temp 1is

DC1089BD 8BC1F6FO
OODEFEE4 6C640B61

returned_bits is
DC1089BD 8BC1Fo6FQ
QODEFEE4 0(Co640Bo1l

call Update(additional_

Update

provided_data <empty>

s = 512

<empty>

DC1089BD

DC1089BD

AF77C2D1

D67B8C17
23950BFC
AF77C2D1

D67B8C17
23950BFC
AF77C2D1

input, K,

8BC1F6F0

8BC1F6F0@

A3BFAA90

34F46FA3
56176352
A3BFAA90

34F46FA3
56176352
A3BFAA90

D)

D67B8C17
23950BFC

D67B8C17
23950BFC

08C85012
EDE5D207

F763CF57
08C85012
EDE5D207

F763CF57
08C85012
EDE5SD207

34F46FA3
56176352

34F46FA3
56176352

38AD7A44
4006E5403

CoF9F4F2
38AD7A44
4006E5403

CoF9F4F2
38AD7A44
406E5403



V || 0x00 || provided_data is
08 (8501238 AD7A4400
DEFEE46C 640B61AF 77C2D1A3 BFAA9QED ES5D20740 6E540300

K = HMACCK, V Il 0x00 || provided_data) is
DD30@9579 353802CC
DD4399C3 691C9DD9 @9DD3B2D DO@3CCD5 9D6FO8D8 S5F2E3509

V = HMACCK, V) is
A1C20FF2 7QA39D2B
8D03D659 BADDD@11 C2CCDF24 48557EF6 A1A915D1 8940A688

rnd_val 1is
D67B8C17 34F46FA3 F763CF57 COF9F4F2
DC1089BD 8BC1F6F@ 23950BFC 56176352 ©8(C85012 38AD7A44
OODEFEE4 ©6C640B61 AF77C2D1 A3BFAA9Q EDESD207 4@Q6E5403

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is <empty>

V = HMACCK, V) is
8FDAEC20 F8B42140
7059E358 8920DA7E DAIDCE3C F8274DFA 1C59C108 C1DQAA9B

temp is
8FDAEC20 F8B42140
7059E358 8920DA7E DA9DCE3C F8274DFA 1C59C108 C1DOAA9B



V =

temp

HMACCK, V) is

4D33CDO7 @CA7CDOC

is

DA9DCE3C F8274DFA
4D33CDO7 @CA7CDOC

5608DBA8

8FDAEC20
1C59C108
5608DBA8

return

ed_bits is

DA9DCE3C F8274DFA
4D33CDO7 @CA7CDOC

8FDAEC20
1C59C108
5608DBA8

call Update(Cadditional_input, K,

Update

provided_data <empty>

V Il 0x00 || provided_data is

~
Il

<
I

rnd_val

B8856546

F8B42140

C1DOAA9B

B8856546

F8B42140
C1DOAA9B
B8856546

D)

oF

33CDO70C A7CDOC56 ©O8DBABB8 85654639

HMAC(K, V || @x00 || provided_data)

C3D2F2A3 FODEBCCO 465F9CF1 1CA136E9

HMACCK, V) is

4B4429B6 75FAFA19 011E348B 2812715A

is

OFA38DA5
39DE2187

7059E358
OFA38DA5
39DE2187

7@059E358
OFA38DA5
39DE2187

A38DA5C7
DE2187B7

is
S5CD5E50A
B504B4D3

33B309F2
7637F6A6

C792037C
B74CB263

8920DAYE
C792037C
B74CB263

8920DAYE
C792037C
B74CB263

92037C4D
4(CB26300

3E448A07
1C7FF1B8

FFO1CE10Q
E63B5D57



8FDAEC20 F8B42140 70Q59E358 8920DAYE
DA9DCE3C F8274DFA 1C59C108 C1DOAA9B QFA38DA5 (792037C
4D33CDO7 @CA7CDOC 5608DBA8 B8856546 39DEZ2187 B74(B263

B Lt B A B et i
HMAC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString = <empty>

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4A5A6



A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1DZ D3D4D5D6

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3%k 3%k 3k %k %k %k 3k 3% %k %k k *k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance"

Seed_Material is
000102 03040500 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Key is
00000000 00000000
00000000 00000000 00000000 00000000 V000000 00000000

V is
01010101 01010101
01010101 01010101 01010101 01010101 01010101 01010101

Update

provided_data
000102 03040506 0708090A OBOCODOE



0F101112 13141516 1718191A 1B1C1D1E
2728292A 2B2C2D2E 2F303132 33343536

V Il 0x00 || provided_data is
01010101 01010101 01010101 01010101
01010101 01010101 00000102 03040506
OF101112 13141516 1718191A 1B1C1D1E
2728292A 2B2(C2D2E 2F303132 33343536

K = HMAC(CK, V || @x00 || provided_data)
C10FQoBO 7EAA3983 Clo3F7D1 2FD@23C7
V = HMACCK, V) 1is

5D31A80E 9D699577 BF327E45 DBC501BC

V || 0x01 || provided_data is
8E900608 F34F1504 5D31A80E 9D699577
4F45BA26 A9B4(C4BC 01000102 03040506
OF101112 13141516 1718191A 1B1C1D1E
2728292A 2B2C2D2E 2F303132 33343536

K = HMAC(CK, V || @x@1 || provided_data)
36237BE6 5D094B4D DC969C0@B 2BSEAFB5S
V = HMACCK, V) 1is

B817279A 59491C41 A1989B3E 382DEBES

Update (Key, V):

Key is

1F202122
20212223

01010101
0708090A
1F202122
20212223

is
44AD352A
72F45B84

8E900608
4F45BA26

BF327E45
0708090A
1F202122
20212223

is
3DDA543E
D8O5E86C

2D02C2F8
@D2C7F66

3DDA543E

23242526
24252627

01010101
0BOCODOE
23242526
24252627

3BEE9247
66477910

F34F1504
A9B4(C4BC

DBC501BC
0BOCODOE
23242526
24252627

7EEF14F9
FA64D741

22517D54
0OF4476C4

7EEF14F9



36237BE6 5D094B4D DC969COB 2BS5EAFB5 D8OSE86C FA64D741

V is
2D@2C2F8 22517D54
B817279A 59491C41 A1989B3E 382DEBE8 OD2C7F66 QF4476C4

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

V || 0x00 || provided_data is
2DQ2C2F8 22517D54 B817279A 59491(C41
A1989B3E 382DEBE8 @D2C7F66 QOF4476(4 00606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

K = HMAC(CK, V || @x00 || provided_data) is
BC43CACB 4AFF5D2D



A0C65825 DO13B674 E6950B8D 926FS5ES7

V = HMACCK, V) is

6D76A3EB 1C5100C3 B79F8E19 B943E1E6

V || 0x@1 || provided_data is
C5FF9271 OAE3ECB8
B79F8E19 B943E1E6 C76ABB92 756B59BC
6768696A 6B6C6DGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE
K = HMAC(CK, V || @x@1 || provided_data)

9EA915AE 8F6419AB 5383373E 6EEQDBFO

V = HMACCK, V) is

1EC6C827 5A41F6AF @153AB5E 5COE3654

V = HMACCK, V) is

93813353 5306176A FB251CDD 2BA37988

temp is

93813353 5306176A FB251CDD 2BA37988

V = HMACCK, V) is

6ADAE870 45A6BA28 D2C908AB 75B7CC41

18F8D9BA

C5FF9271
C76ABB92

6D76A3EB
01606162
7778797A
8F909192

is
08B5732C
37325E82

CD58D9B9
0OFB4D618

41878735
59B566A0

41878735
59B566A0

OEA92585
431FAC59

839FC4EE

OAE3ECB8
756B59BC

1C5100C3
63646566
7B7C7DY7E
93949596

FC2C5F8C
1C548A66

850EB9ODD
BBFEQ640

8135419B
5CFB1D68

81354198B
5CFB1D68

6D5B84D5
F38918A3



temp 1is
41878735
FB251CDD 2BA37988 59B566A0
6ADAE870 45A6BA28 D2C908AB

returned_bits is
41878735
FB251CDD 2BA37988 59B566A0
6ADAE870 45A6BA28 D2C908AB

call Update(additional_input, K,

Update
provided_data

6768696A 6B6C6D6E 6F707172
7F808182 83848586 8788898A

V I 0x00 |1 provided_data is
QEA92585
D2C908AB 75B7CC41 431FAC59
6768696A 6B6C6D6GE 6F707172
7F808182 83848586 8788898A

81354198
5CFB1D68
75B7CC41

81354198
5CFB1D68
75B7CC41

D)

73747576
8B8C8DSE

6D5B84D5
F38918A3
73747576
8B8C8DSE

5FD44A97

K = HMAC(CK, V || @x00 || provided_data)
401C181E BDEDD94E 297AC@90
V = HMACCK, V) 1is

E5AB4523 EBA1514B 56A141D7

94(C3877F

93813353
OEA92585
431FAC59

93813353
OEA92585
431FAC59

606162
7778797A
8F909192

6ADAE870
00606162
7778797A
8F909192

is
19D384D9
S5AB78132

06461517
EFAA7CB2

5306176A
6D5B84D5
F38918A3

5306176A
6D5B84D5
F38918A3

63646566
7B7C7D7E
93949596

45A6BAZ28
63646566
7B7C7D7E
93949596

A9A7F8F5
36CB8D2A

E829ADA4
07C2BBC7



V Il 0x01 || provided_data is
06461517 E829ADA4 ESAB4523 EBA1514B
56A141D7 94(C3877F EFAA7CB2 @7C2BB(C7 01606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

K = HMAC(CK, V || @x@1 || provided_data) is
791D3144 B302AD6C
E4324134 4210AADQ D399EDB7 B5906FB2 51DB1CB6 QQQ4EAS51

V = HMAC(CK, V) 1is
58FD965F 4F99893C
17E6A33C B8E90415 B516D006 14A449D4 @Q6E0Q3C68 5BD859BD

rnd_val 1is
41878735 8135419B 93813353 5306170A
FB251CDD 2BA37988 59B566A0 5CFB1D68 QEA92585 6D5B84D5
6ADAE870 45A6BA28 D2C908AB 75B7CC41 431FAC59 F38918A3

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk ok k
HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is
AQA1A2 A3A4ASAG

A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
AOA1A2 A3A4AS5A6



A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

V Il 0x00 || provided_data is
58FD965F 4F99893C
B516D006 14A449D4 Q6EQ3C68 S5BD859BD
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

K = HMAC(CK, V || @x00 || provided_data)
D6880278 84E31C1A 679694A2 4543B6S5E
V = HMACCK, V) 1is

B1B53151 962AFAB7 D2C87E51 97B1EZ21C

V || 0x01 || provided_data is
F72F8818 3AFCEQAE
D2C87E51 97B1E21C 25D2C(C83 (C2F20801
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFC@C1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
K = HMAC(CK, V || @x@1 || provided_data)

CBE70BD5 E8D81916 2498(C734 4F50FB34

V = HMACCK, V) is

99921019 DB9@1FBC 62C562AF E1C535A6

V = HMACCK, V) is

B7B8B9BA
CFDOD1D2

17E6A33C
00AOA1A2
B7B8B9BA
CFDOD1D2

is
FC15C8FD
CDAA24A5

F72F8818
25D2CC83

B1B53151
01A0A1A2
B7B8B9BA
CFD@D1D2

is
36A2F9CE
D8879990

1FAF36AE
7EE281D3

7C067BDD

BBBCBDBE
D3D4D5D6

B8E90415
A3A4A5A6
BBBCBDBE
D3D4D5D6

1A937961
457AFFo6E

3AFCEQAE
C2F20801

962AFAB7
A3A4A5A6
BBBCBDBE
D3D4D5D6

A@B5E314
E2985CDA

BAFF731D
8CF1FA40

CA817248



23D64C69 829285BD BFF53771

temp 1is

23D64C69 829285BD BFF53771

V = HMACCK, V) is

BCI91EQC5 32A8A421 BC4AFE3C

temp 1is
7C067BDD
BFF53771 6102C188 2E202250
BCO1EQCS 32A8A421 BC4AFE3C

returned_bits is
7CO67BDD
BFF53771 6102C188 2E202250
BC91EQCS5 32A8A421 BC4AFE3C

call Update(additional_input, K,

Update
provided_data

A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA

V Il 0x00 || provided_data is
A384(CD34
BC4AFE3C D47F2232 3EB4BAE1
A7A8A9AA ABACADAE AFB@B1B2

6102C188

6102C188

D47F2232

CA817248
EQFASEF3
D47F2232

CA817248
EQFASEF3
D47F2232

D)

B3B4B5B6
CBCCCDCE

A20QFFD1F
A0078981
B3B4B5B6

2E202250

7C067BDD
2E202250

A384CD34
3EB4BAE1

23D64C69
A384CD34
3EB4BAE1

23D64C69
A384(CD34
3EB4BAE1

AQA1AZ
B7B8B9BA
CFDOD1D2

BC91EQCS
00AOA1A2
B7B8B9BA

EQFASEF3

CA817248
EQFASEF3

AZ20FFD1F
A0078981

829285BD
A20QFFD1F
A0078981

8292858BD
A20FFD1F
A0078981

A3A4A5A6
BBBCBDBE
D3D4D5D6

32A8A421
A3A4A5A6
BBBCBDBE



BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

K = HMACCK, V Il 0x00 || provided_data) is
F7EESEE9 3CE673E2
48886523 AQ3B5F16 580ADD46 C62F4CC9 2B6F87QE EGF503F2
V = HMACCK, V) is

721BE504 190DBE91
CD17E519 1C@885FC 8B7(C9060 352BOSEB FEB1DB58 55B4B040

V Il 0x01 || provided_data is
721BE504 190DBE91 (CD17E519 1C@885FC
8B7(9060 352BO8EB FEB1DB58 55B4B040 Q1AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMAC(CK, V || @x@1 || provided_data) is
E7458FB4 4A369A65
3F2F8F57 7BF975C4 B362C4FE 618B2F1F F6769B13 (C94DECF4

V = HMAC(CK, V) 1is
19334B8C 31B74932
DDD7B2A4 68F6436D F92E100D 39D3ACB3 68C7029C B883EC89

rnd_val 1is
7C067BDD CA817248 23D64C69 829285BD
BFF53771 ©6102C188 2E202250 EQFASEF3 A384CD34 A2QFFD1F
BC91EQCS5 32A8A421 BC4AFE3C D47F2232 3EB4BAE1 A0Q78981
W R
HMAC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256



prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFQOF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE GF70Q7172 73747576

AdditionalInput = <empty>
B b b
sk ok ok ok ok o ok ok sk ok ok ok ok ok ok o sk ok ok ok ok ok ok o sk ok ok ok ok ok o sk ok ok ok ok ok ok ok ook ok ok ok ok ok ok ook o K ok ok
HMAC_DRBG_Instantiate_algorithm

entropy_input 1is

000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627



personal_str

is

404142

43444546

4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5C5DSE
5F606162 63646566 6768696A 6B6C6DGE ©F707172 73747576

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is

0001
16171819
2E2F3031
4748494A
5F606162

Key is

00000000

V is

01010101

Update

provided_data

0001
16171819
2E2F3031
4748494A
5F606162

V Il 0x00 |1

01010101
01000001
16171819

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36202122
4B4C4D4E 4F505152
63646566 6768696A

00000000 00000000

01010101 01010101

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36202122
4B4C4D4E 4F505152
63646566 6768696A

provided_data is

01010101 01010101
02030405 06070809
1A1B1C1D 1E1F2021

0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

00000000

01010101

0AOBOCOD
22232425
23242526
53545556
6B6CoD6E

01010101
0AOBOCOD
22232425

OEQOF1011
26272829
27404142
5758595A
6F707172

00000000
00000000

01010101
01010101

OEOF1011
26272829
27404142
5758595A
6F707172

010101
01010101
OEOF1011
26272829

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

00000000
00000000

01010101
01010101

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

01010101
01010101
12131415
2A2B2C2D



2E2F3031 32333435 36202122
4748494A 4B4C4DAE 4F505152
5F606162 63646566 6768696A

23242526
53545556
6B6C6D6E

K = HMAC(K, V || @x00 || provided_data)

6A091450 868B39C4 B14D4E1A

V = HMACCK, V) is

0023FQ0F 417FA7BD @9C72FED

V || 0x@1 || provided_data is

6C0023F0 OF417FA7 BD@9C72F
E2010001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494A 4B4C4D4AE 4F505152
5F606162 63646566 6768696A

9B29F128

A9738670

EDA97386
0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

K = HMACCK, V Il 0x01 || provided_data)

C410BD20 ©249A59A 9D6BAE77

V = HMACCK, V) is

7CF830CF D5044FEB F55C0C11

Update (Key, V):
Key is

C410BD20 ©249A59A 9D6BAE77

V is

6904271B

5007997A

6904271B

27404142
5758595A
6F707172

is
E48294AE
416E1E14

40987A58
993392DF

40987A
70993392
OEOF1011
26272829
27404142
5758595A
6F707172

is
65673C34
B1F718DA

EQF91ACO
DA11296F

65673C34
B1F718DA

EQF91ACO

43444546
5B5C5D5E
73747576

A5171B5D
81D10F69

C3E1346C
490E94E2

58C3E134
DF490E94
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

8E51CFAC
1D182042

9630EEE6
C4164A9A

8E51CFAC
1D182042

9630EEE6



7CF830CF D5044FEB F55C0C11 5007997A DA11296F C4164A9A

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k 5% >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMACCK, V) is
@DDIC855 89F357C3
89DGAF8D E9D734A9 17C771EF 2D8816B9 82596ED1 2DB45D73

temp is
@DDOC855 89F357C3
89D6AF8D E9D734A9 17C771EF 2D8816B9 82596ED1 2DB45D73

V = HMACCK, V) is
4A626808 35CO2FDA
66BOSE1A 369AE218 F26D5210 AD564248 872D7A28 784159C3

temp is
@DDOC855 89F357C3 89D6AF8D E9D734A9
17C771EF 2D8816B9 82596ED1 2DB45D73 4A626808 35CO2FDA
66BO8SE1A 369AE218 F26D5210 AD564248 872D7A28 784159(C3

returned_bits 1is
@DD9IC855 89F357C3 89D6AF8D E9D734A9
17C771EF 2D8816B9 82596ED1 2DB45D73 4A626808 35CQ2FDA
06BOSE1A 369AE218 F26D5210 AD564248 872D7A28 784159(C3



call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
4A 62680835 CO2FDA6G6
BOBE1A36 9AE218F2 6D5210AD 56424887 2D7A2878 4159C300

K = HMAC(CK, V || @x00 || provided_data) is
FOB2F242 CAD992A7
24F7E559 1D2F3BOC 2157AE7@ D5327899 40F16445 9BOOC749

V = HMAC(CK, V) 1is
1A03F91C 5120BACA
2BF6C64D D73AB11D F6FD3FF1 AC3B5720 A3F7FBE3 9E7VE7FE9Q

rnd_val 1is
@DDOC855 89F357C3 89D6AF8D E9D734A9
17C771EF 2D8816B9 82596ED1 2DB45D73 4A626808 35C0O2FDA
66BO8E1A 369AE218 F26D5210 AD564248 872D7A28 784159(C3

Second call to Generate
3K 3k 3k 3K sk 3k 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk >k 5k sk >k 5K sk >k 5k sk %k 5k sk %k ok sk k ok
HMAC_DRBG_Generate

requested_number_of_bits = 512

additional_input is <empty>



V = HMACCK, V) is
46B4F475
E51681AB 2932DE15 23BESD13 BAFQF458 8B11FE37

temp is
46B4F475
E51681AB 2932DE15 23BES5D13 BAFQF458 8B11FE37

V = HMAC(CK, V) 1is
E3683173
1FC5D85B 7FB8CA8F BC309A75 8FDoFCA9 DF43(C766

temp is
46B4F475 6AE715EQ E51681AB
23BESD13 BAFQF458 8B11FE37 2FDA37AB E3683173
1FC5D85B 7FB8CA8F BC3@9A75 8FD6FCA9 DF43(766

returned_bits is
46B4F475 GAE715EQ ES51681AB
23BES5D13 BAFQF458 8B11FE37 2FDA37AB E3683173
1FC5D85B 7FB8CA8F BC309A75 8FDG6FCA9 DF43(C766

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
E3 68317341
CS5D85B7F B8CA8FBC 309A758F D6FCA9DF 43(7660B

K = HMACCK, V Il 0x00 || provided_data) is

6AE715E0Q
2FDA37AB

6AE715E0Q
2FDA37AB

41BC8BA9
0B221322

2932DE15
41BC8BA9
0B221322

2932DE15
41BC8BA9
0B221322

BC8BA91F
22132200



5CODEC@9 3708(C17C
A76B57C0 CB6@CF88 9DCC47AD 10BD64BC 6A14BZ23F 2026078A

V = HMACCK, V) is
456752A5 11B848BD
05F1819B 9F6B1542 C7DSECF9 32733926 7A@C7723 5B87DCSA

rnd_val 1is
406B4F475 ©AE715EQ E51681AB 2932DE15
23BESD13 BAFQF458 8B11FE37 2FDA37AB E3683173 41BC8BA9
1FC5D85B 7FB8CA8F BC309A75 8FDoOFCA9 DF43C766 0B221322

HHHRH R R R R R R R
HMAC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE 0OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627



PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DOE ©F707172 73747576

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k %k %k %k 3%k 3% %k %k %k %k % 3% %k %k %k %k % %k %k %k %k %k %k k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE 6F707172 73747576

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is
0001 02030405 00070809 QAQBOACOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546



4748494A
5F606162

Key is

00000000

V is

01010101

Update

provided_data

0001
16171819
2E2F3031
4748494A
5F606162

V Il 0x00 ||

01010101
01000001
16171819
2E2F3031
4748494A
5F606162

4B4C4D4E 4F505152
63646566 6768696A

00000000 00000000

01010101 01010101

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36202122
4B4C4D4E 4F505152
63646566 6768696A

provided_data is

01010101 01010101
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36202122
4B4C4D4E 4F505152
63646566 6768696A

53545556
6B6C6D6E

00000000

01010101

0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

01010101
0AQBOCOD
22232425
23242526
53545556
6B6C6D6E

K = HMAC(K, V || @0x00 || provided_data)

6A091450 868B39C4 B14D4E1A 9B29F128

V = HMACCK, V) is

0023FQ0F 417FA7BD @9C72FED A9738670

5758595A
6F707172

00000000
00000000

01010101
01010101

OEQOF1011
26272829
27404142
5758595A
6F707172

010101
01010101
OEQOF1011
26272829
27404142
5758595A
6F707172

is
E48294AE
416E1E14

40987A58
993392DF

5B5C5D5E
73747576

00000000
00000000

01010101
01010101

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

01010101
01010101
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

A5171B5D
81D10F69

C3E1346C
490E94E2



V || 0x01 || provided_data is

40987A 58C3E134
6C0023F0 QF417FA7 BDQ9C72F EDA97386 70993392 DF490E94
E2010001 02030405 06070809 @OAQBOCOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36202122 23242526 27404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A 5B5CSDSE
5F606162 63646566 6768696A 6B6CODGE G6F707172 73747576

K = HMAC(CK, V || @x@1 || provided_data) is
65673C34 8E51CFAC
C410BD20 ©249A59A 9DOBAE77 6904271B B1F718DA 1D182042
V = HMACCK, V) 1is

EQF91AC9 9630EEEG
7CF830CF D5044FEB F55C0C11 5007997A DA11296F C4164A9A
Update (Key, V):
Key is

65673C34 8E51CFAC
C410BD20 ©249A59A 9D6BAE77 6904271B B1F718DA 1D182042

V is
EQF91AC9 9630EEEG
7CF830CF D5044FEB F55C0C11 5007997A DA11296F C4164A9A

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k %k 3%k 3k > 3k >k %k %k 3% %k 5% >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate

requested_number_of_bits = 512



additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

V || 0x00 || provided_data is
EQF91ACO 9630EEE6 7CF830CF D5044FEB
F55C0C11 5007997A DA11296F (C4164A9A 00606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

K = HMAC(CK, V || @x0@ || provided_data) is
AEC2D8F1 47E486D9
@2BFCBD5 3348C149 1E4D2FFB 1926867A ACA29FD@ C71DCFB7

V = HMACCK, V) is
E6C969EE @96C8EE7
BOQAQABS 587F435F DESC4AFB 657910D4 B7BSE522 23C31FC1

V || 0x01 || provided_data is
E6CO969EE Q96C8EE7 BI9QAQABS 587F435F
DE8C4AFB 657910D4 B7B5E522 23C31F(C1l 01606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596

K = HMACCK, V Il @x01 || provided_data) is



<
I

<
Il

temp

V =

temp

FOA8C63F 985E14CE

HMACCK, V) is

B152AA1E 430F241D

HMACCK, V) is

OD3AAB86 245557CE

is

OD3AAB86 245557CE

HMACCK, V) is

DEFBCDAA 8B82F553

is

13A8CAZF DB657D98
DEFBCDAA 8B82F553

D2DEB415

63B4F167

13A8CAZF

13A8CAZF

EF966134

1478F29E
EFC19234
EF966134

return

ed_bits is

13A8CAZ2F DB657D98
DEFBCDAA 8B82F553

1478F29E
EFC19234
EF966134

call Update(additional_input, K,

821EA82A

DF65CC92

DB657D98

DB657D98

E2CD139F

94B02(B4
6BI9FAC33
E2CD139F

94B02CB4
6BI9FAC33
E2CD139F

D)

80B2F215
716AAB4C

4C16A0QFC
FC3F4821

1478F29E
EFC19234

1478F29E
EFC19234

EAS58ADAZ
15F@1CAD

OD3AAB86
EAS58ADAZ
15F@1CAD

OD3AAB86
EAS8ADA2
15F@1CAD

13E4279D
2552C49D

00C35B53
FOFBF71C

94B02CB4
6BI9FAC33

94B02(CB4
6B9FAC33

CCA432CC
568565A8

245557CE
CCA432CC
568565A8

245557CE
CCA432CC
568565A8



provided_data

6768696A 6B6CODGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE

V Il 0x00 || provided_data is
EAS8ADA2 CCA432CC
EF966134 E2CD139F 15FQ1CAD 568565A8
6768696A 6B6C6D6GE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE
K = HMAC(CK, V || @x00 || provided_data)

53EA@OBD3 F436510C 5FD38433 939A1951

V = HMACCK, V) is

F208A9EE 65A4A531 F3072BA6 7921D2F3

V || 0x01 || provided_data is
E625EAF3 5BB58168
F3072BA6 7921D2F3 6838C3E1 ©6B4B7A69
6768696A 6B6C6DGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE
K = HMAC(K, V || @x@1 || provided_data)

BFAGAECD 7CEBFE32 F752C3FB 316731B7

V = HMACCK, V) is

088D8B8E 712C36AE 9583BB08 FD1F9034

rnd_val 1is

606162
7778797A
8F909192

DEFBCDAA
00606162
7778797A
8F909192

is
584491D3
F4983744

E625EAF3
6838C3E1

F208A9EE
01606162
7778797A
8F909192

is
572C0374
CFDBDEC2

D68BF041
A4E942E9

63646566
7B7C7D7E
93949596

8B82F553
63646566
7B7C7D7E
93949596

53B81040
A6C8ESAB

5BB58168
6B4B7A69

65A4A531
63646566
7B7C7DY7E
93949596

C1A10125
6356932B

F3EB5088
A6747CE7



1478F29E 94B02CB4 OD3AAB86 245557CE
13A8CAZ2F DB657D98 EF(C19234 6B9FAC33 EAS8ADAZ CCA432CC
DEFBCDAA 8B82F553 EF966134 EZ2CD139F 15FQ1CAD 568565A8

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
AQA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

V || 0x00 || provided_data is
D68BF0O41 F3EB5088 Q88D8B8E 712C36AE
9583BB0O8 FD1F9034 A4EQ42E9 A6747CE7 QQAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6c B7B8B9BA BBBCBDBE
BFC@C1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMACCK, V || @x00 || provided_data) is
39BODA85 112EE543
27721EEA A7A16965 FOEQ975F F81F312A 7C88E79B 8FQF98E9Q



V = HMACCK, V) is

8B3D482E 9A082D36 16F5D674 23EADAEY

V || 0x01 || provided_data is
B189B4DF 841734E7
16F5D674 23EADAE7 ED966B72 8EA1QC56
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
BFC@OC1C2 (C3C4C5C6 C7C8CIACA CBCCCDCE
K = HMAC(CK, V || @x@1 || provided_data)

817BOEBD 27330511 EZ2B4C257 753CF527

V = HMACCK, V) is

5C6E9029 156DDDD@ 936072E1 78168681

V = HMACCK, V) is

F8FCE1QE F56763C6 1025801D 8F51A743

temp is

F8FCE1QE F56763C6 1025801D 8F51A743

V = HMACCK, V) 1is
7DC683B7 342885D6 B76AB1DA 696D3E97
temp is

497C7A1l6 E88A6411
1025801D 8F51A743 52D682CC 23AQA8E6

B189B4DF
ED966B72

8B3D482E
01A0A1A2
B7B8B9BA
CFD@D1D2

is
D88F4E3B
CDA90871

9CE06AB1
1A6B57DE

497C7A16
52D682CC

497C7Al16
52D682CC

73CAEQ32
E22DFFDD

F8FCE1QE
73CAEQ32

841734E7
8EA10C56

9A082D36
A3A4A5A6
BBBCBDBE
D3D4D5D6

DAB9404B
4C73BCAD

8AEC3612
D8473E04

E88A6411
23A0A8EL

E88A6411
23A0A8EL

28939064
FFFD8DFO

F56763C6
28939064



7DC683B7 342885D6 B76AB1DA

returned_bits is
497C7A16
1025801D 8F51A743 52D682CC
7DC683B7 342885D6 B76AB1DA

call Update(additional_input, K,

Update
provided_data

A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA

V Il 0x00 || provided_data is
73CAEQ32
B76AB1DA 696D3E97 EZ22DFFDD
A7A8A9AA ABACADAE AFB@B1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA

696D3E97

E88A6411
23A0A8E6
696D3E97

D)

B3B4B5B6
CBCCCDCE

28939064
FFFD8DFO
B3B4B5B6
CBCCCDCE

57643724

K = HMAC(CK, V || @x00 || provided_data)
A7F3F443 12D2475A @752COCA
V = HMACCK, V) 1is

1EQ26EF@ 6EQ08D53 34B51534

V || 0x01 || provided_data is
DC2F83(C9
34B51534 3CA1E918 472E7F81

3CA1E918

DA2605D2
D7E37EF5

E22DFFDD

F8FCE1QE
73CAEQ32
E22DFFDD

AQA1AZ
B7B8B9BA
CFDOD1D2

7DC683B7
00AQA1A2
B7B8B9BA
CFDOD1D2

is
F8F5E360
CFFO431C

DC2F83(C9
472E7F81

1EQZ26EFQ
01A0A1A2

FFFD8DFO

F56763C6
28939064
FFFD8DFO

A3A4A5A6
BBBCBDBE
D3D4D5D6

342885D6
A3A4A5A6
BBBCBDBE
D3D4D5D6

854BAA38
OF93BD61

DA2605D2
D7E37EF5

6EQ08D53
A3A4A5A6



A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1DZ D3D4D5D6

K = HMAC(CK, V || @x@1 || provided_data) is
282EQ734 80809375
58B1392E 95AB91E7 C1F622B2 4FFB8720 ASFQASEQ 7550C7C2

V = HMACCK, V) is
DFC3BDB5 F3BCF1AA
68298E79 OD720A67 A76E31B9 2BI9B35A8 ES5471BB1 7E303C6B

rnd_val 1is
497C7A16 E88A6411 F8FCE1QE F56763C6
1025801D 8F51A743 52D682CC 23A0QA8E6 73CAEQ32 289390064
7DC683B7 342885D6 B76AB1DA ©696D3E97 EZ22DFFDD FFFD8DFO

B L B A Lt B et i
HMAC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A 0OBOCODOE QF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6



Nonce =
20212223 24252627

PersonalizationString = <empty>
AdditionalInput = <empty>
R R A i o
ok Kok Kk ok Kok Kok Kok oK ok Kok ok ok ok KoK R KoK R KoK R Kok o Kok o ok o Kok o Kok K ok Kok K ok K ok K
HMAC_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is
20212223 24252627

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Seed_Material is
000102 03040500 0708090A @OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 20212223 24252627

Key is
00000000 00000000
00000000 00000000 00000000 V000000 V0000000 00000000

V is
01010101 01010101
01010101 01010101 01010101 01010101 01010101 01010101



Update

provided_data
000102 03040506
OF101112 13141516 1718191A 1B1C1D1E
2728292A 2B2C2D2E 2F303132 33343536

V || 0x00 |1 provided_data is
01010101 01010101 01010101 01010101
01010101 01010101 00000102 03040506
OF101112 13141516 1718191A 1B1C1D1E
2728292A 2B2C2D2E 2F303132 33343536

K = HMACCK, V |1 @x00 || provided_data)
C10FQ6BO 7EAA3983 C163F7D1 2FD@23C7
V = HMACCK, V) is

5D31A80E 9D699577 BF327E45 DBC501BC

V Il 0x01 || provided_data is
8E900608 F34F1504 5D31A8QE 9D699577
4F45BA26 A9B4(4BC 01000102 030405060
OF101112 13141516 1718191A 1B1C1D1E
2728292A 2B2(C2D2E 2F303132 33343536
K = HMAC(K, V || @x@1 || provided_data)

36237BE6 5D094B4D DC969COB 2B5EAFBS

V = HMACCK, V) is

B817279A 59491(C41 A1989B3E 382DEBES8

0708090A
1F202122
20212223

01010101
0708090A
1F202122
20212223

is
44AD352A
72F45B84

8E900608
4F45BA26

BF327E45
0708090A
1F202122
20212223

is
3DDA543E
D8A5E86C

2D02C2F8
0D2C7F66

0BOCODOE
23242526
24252627

01010101
0BOCODOE
23242526
24252627

3BEE9247
66477910

F34F1504
A9B4(C4BC

DBC501BC
0BOCODOE
23242526
24252627

7EEF14F9
FA64D741

22517D54
0F4476C4



Update (Key, V):
Key is

3DDA543E 7EEF14F9
36237BE6 5D0@94B4D DC969COB 2B5EAFB5 D8OSE86C FA64D741

V is
2D02C2F8 22517D54
B817279A 59491C41 A1989B3E 382DEBE8 @D2C7F66 QF4476C4

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kkkk
HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is <empty>

Seed_Material is
808182 83848586
8788898A 8BBC8D8E 8F909192 93949596 9798999A 9BICIDIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

Key is
3DDA543E 7EEF14F9



36237BE6 5D094B4D DC969COB 2B5EAFBS

V is

B817279A 59491(C41 A1989B3E 382DEBES8

Update
provided_data

8788898A 8B8C8DEE 8F909192 93949596
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE

V || 0x00 || provided_data is
2D02C2F8 22517D54
A1989B3E 382DEBE8 0OD2C7F66 OF4470C4
8788898A 8B8C8D8E 8F909192 93949596
9FAQAL1AZ A3A4AS5Ac A7A8A9AA ABACADAE

K = HMACCK, V |1 @x00 || provided_data)
ODFF784@ DCD97C74 25F85732 87B91151
V = HMACCK, V) is

3B575A25 6CODE34E A959CDB4 F8ABEE3E

V Il 0x01 || provided_data is
5775A709 1255E890
A959CDB4 F8ABEE3E D5C21D59 8243(185
8788898A 8B8C8DE 8F909192 93949596
9FAQAL1AZ A3A4A5A6 A7A8A9AA ABACADAE

D80G5E86C

2D02C2F8
0D2C7F66

808182
9798999A
AFBOB1B2

B817279A
00808182
9798999A
AFBOB1B2

is
E7F1346E
CD5C3C2A

5775A709
D5C21D59

3B575A25
01808182
9798999A
AFBOB1B2

FA64D741

22517D54
0F4476C4

83848586
9B9C9D9E
B3B4B5B6

59491(C41
83848586
9B9C9D9E
B3B4B5B6

1B837375
37B06B0OC

1255E890
8243C185

6CODE34E
83848586
9B9C9D9E
B3B4B5B6



K = HMACCK, V Il @x01 || provided_data) is
B840Q7E3 E27F34F9
A7820B7A B59BBEFC DOC4ACAE DE4B0OB36 B147B897 79FD749D
V = HMACCK, V) 1is

A72B8FEE 92392F0A
9D2D61BF @9A4DFCC 9DE69A16 ASF15022 4C3EF604 2D1521FC

Update (Key, V):
Key is

B8400O7E3 E27F34F9
A7820B7A B59BBEFC DOC4ACAE DE4B0OB36 B147B897 79FD749D

V is
A72B8FEE 92392F0A
9D2D61BF Q9A4DFCC 9DEG9A16 AS5F15022 4C3EF6@Q4 2D1521FC

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k 5k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3k %k 3%k 3k > 3k >k 3%k %k 3% %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMACCK, V) is
FABDOAE2 5C69DC2E
FDEFB7F2 @C5A31B5 7AC938AB 771AA19B F8F5F146 8F665C93

temp is
FABDQAEZ2 5C69DCZ2E
FDEFB7F2 QC5A31B5 7AC938AB 771AA19B F8F5F146 8F665C93

V = HMACCK, V) is
8C9A1ASD FO628A56



90F15A1A D8A613F3 1BBDG5EE

temp 1is
FABDQAE?2
7AC938AB 771AA19B F8F5F146
90F15A1A D8A613F3 1BBD6S5SEE

returned_bits is
FABDQAE?2
7AC938AB 771AA19B F8F5F146
90F15A1A D8A613F3 1BBDG5SEE

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 || provided_data is

F15A1AD8 A613F31B BD65EEAD

AD5457D5

5C69DC2E
8F665C93
AD5457D5

5C69DC2E
8F665C93
AD5457D5

D)

8C
5457D5D2

K = HMAC(CK, V || @x00 || provided_data)

77B9D3DB A8DCE9B3 E1DF734F

V = HMACCK, V) is

76713146 32EA6043 3CCA7273

rnd_val 1is
FABDQAE?2
7AC938AB 771AA19B F8F5F146
90F15A1A D8A613F3 1BBDG5SEE

FCE1BEAS

04569EA7

5C69DC2E
8F665C93
AD5457D5

D26947F2

FDEFB7F2
8C9A1A5D
D26947F2

FDEFB7F2
8C9A1A5D
D26947F2

9A1A5DF0O
6947F29F

is
4348AF84
BOEZ2B154

D2C1AC27
D471FEA7

FDEFB7F2
8C9A1A5D
D26947F2

9FE91AA7

OC5A31B5
FO628A56
9FE91AA7

OC5A31B5
FO628A56
9FE91AA7

628A5690
E91AA700

20842FAQ
DC5EC615

885D4332
DB7D315D

OC5A31B5
FO628A56
9FE91AA7



Second call to Generate

3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk
HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is <empty>

Seed_Material is
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESEG E7VES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6

Key is
4348AF84 20842FAQ
77B9D3DB A8DCE9B3 E1DF734F FCE1BEAS B9E2B154 DCS5EC615

V is
D2C1AC27 885D4332
76713146 32EA60Q43 3CCA7273 @4569EA7 D471FEA7 DB7D315D



provided_data

C7C8C9CA (CBCCCDCE CFD@D1DZ2 D3D4D5D6
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE

V || 0x00 || provided_data is
D2C1AC27 885D4332
3CCA7273 Q4569EA7 D471FEA7 DB7D315D
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE

K = HMACCK, V |1 0x00 || provided_data)
561501C6 544536C8 34259891 4A444CDB
V = HMACCK, V) is

(C3444F46 A3771FD3 E3D204B1 27@F33AD

V Il 0x01 || provided_data is
D19D64C7 941B480A
E3D204B1 270F33AD 6482D293 E1300249
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESE6 E7E8E9EA EBECEDEE

K = HMAC(K, V || @x@1 || provided_data)
18242886 890E586F 836906AC EQES554F1
V = HMACCK, V) 1is

6E4E1155 B923D884 2CC6E784 C67A9385

Update (Key, V):

cocicz
D7D8D9DA
EFFOF1F2

76713146
00CoC1C2
D7D8D9DA
EFFOF1F2

is
668B28ED
484E709A

D19D64C7
6482D293

(3444F46
01C0C1C2
D7D8DIDA
EFFOF1F2

is
BFAQ2CE7
BOED6357

D32403EE
B2A637F1

C3C4C5C6
DBDCDDDE
F3F4F5F6

32EA6043
3C4C5C6
DBDCDDDE
F3F4F5F6

146DAB9OE
41E5C10F

941B480A
E1300249

A3771FD3
(3C4C5C6
DBDCDDDE
F3F4F5F6

E92DE9ZB
3CB8B503

A9DCE1l61
02FA45D5



Key is
BFAQ2CE7 E92DE92B
18242886 890QES586F 836906AC EQES554F1 BOED6357 3CB8B503

V is
D3240Q3EE A9DCE1l61
6E4E1155 B923D884 2CCoE784 C67A9385 B2A637F1 Q2FA45D5

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k 3k 3k >k 3k %k 3%k 3k >k 3k >k 3%k %k 3%k 3k >k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3%k %k 5% >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMACCK, V) is
6BD925B0 E1C232EF
D67CCD84 F722E927 ECB4GAB2 B7400147 77AF14BA OBBF53A4

temp is
6BD925B@ E1C232EF
D67CCD84 F722E927 ECB46AB2 B7400147 77AF14BA OBBFS53A4

V = HMACCK, V) is
SBDBB62B 3F7D@BIC
8EEADQ57 COEC754E F8BS53EGQ A1F434FQ 5946A8B6 8GAFBC7A

temp is
6BD925B0@ E1C232EF D67CCD84 F722E927
ECB46AB2 B7400147 77AF14BA OBBF53A4 S5BDBB62B 3F7DOBOC
8EEADQS57 COEC754E F8B53E6GQ A1F434FQ 5946A8B6 86AFBC7A

returned_bits is



6BD925B0 E1C232EF D67CCD84 F722E927
ECB46AB2 B7400147 77AF14BA ©OBBF53A4 5BDBB62B 3F7DOBIC
8EEADO57 COEC754E F8B53E6Q A1F434F0 5946A8B6 86AFBC7A

call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
5B DBB62B3F 7D@OB9C8E
EADQO57CO EC754EF8 B53E6QA1 F434FQ59 46A8B686 AFBC7AQ0

K = HMAC(CK, V || @x00 || provided_data) is
8121F776 4CO81EEQ
D1171ED1 87BAEQ88 95CAEZ230@ DOA25E37 39C57D54 16109B82

V = HMACCK, V) is
3784977C COE59FBC
9CDA4E11 92475C6E FAF80720 19862122 CBGBCEAA CC4A175E

rnd_val 1is
6BD925B0@ E1C232EF D67CCD84 F722E927
ECB46AB2 B7400147 77AF14BA OBBF53A4 5BDBB62B 3F7DOB9C
8EEADO57 COEC754E F8B53E60O A1F434FQ 5946A8B6 86AFBC7A

B B B B B
HMAC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "ENABLED"

EntropyInput =
000102 03040506



0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFOF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionalInputl =
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

AdditionallInput2 =
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B L B B v

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k >k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3%k 3%k %k %k k >k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 030405006
0708090A OBOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



nonce 1is

20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Seed_Material 1is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1CI1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627
Key is
00000000 00000000
00000000 00000000 00000000 00000000 0000V000 V000000
Vis
01010101 01010101
01010101 01010101 01010101 01010101 01010101 01010101
Update
provided_data
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627
V Il 0x00 || provided_data is
01010101 01010101 01010101 01010101 01010101 01010101
01010101 01010101 00000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627
K = HMAC(CK, V || @x00 || provided_data) is
44AD352A 3BEE9247
C10F06BO 7EAA3983 C163F7D1 2FD@23C7 72F4A5B84 66477910



V = HMACCK, V) is
8E900608 F34F1504
5D31A80E 9D699577 BF327E45 DBCS5Q1BC 4F45BA26 A9B4C4BC

V Il 0x01 || provided_data is
8E900608 F34F1504 5D31A8QE 9D699577 BF327E45 DBC501BC
4F45BA26 A9B4C4BC 01000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 20212223 24252627

K = HMAC(CK, V || @x@01 || provided_data) is
3DDA543E 7EEF14F9
36237BE6 5D094B4D DC969C0B 2BSEAFBS D8OSE86C FAG64D741
V = HMACCK, V) 1is

2D02C2F8 22517D54
B817279A 59491(C41 A1989B3E 382DEBE8 @D2C7F6b OF4476C4

Update (Key, V):
Key 1is

3DDA543E 7EEF14F9
36237BE6 5D094B4D DC969COB 2BS5EAFB5 D8OSE86C FA64D741

V is
2D@2C2F8 22517D54
B817279A 59491C41 A1989B3E 382DEBE8 OD2C7F66 QF4476C4

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate



requested_number_of_bits = 512

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 5k sk sk 3k sk sk 3k sk 3k %k sk 5k sk sk >k %k ok *k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is
606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Seed_Material 1is
8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIACAD 9E9FAQAL AZA3A4AS5
A6A7A8A9 AAABACAD AEAFBOB1 BZ2B3B4B5 B6606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

Key is
3DDA543E 7EEF14F9
36237BE6 5D094B4D DC969COB 2BSEAFB5 D8QSE86C FA64D741

V is
2D02C2F8 22517D54
B817279A 59491C41 A1989B3E 382DEBE8 @QD2C7F66 QF4476C4



provided_data

8E8F9091
AGA7A8A9
6768696A
7F808182

VIl 0x00 |1
2D02C2
E8@D2C7F
8E8F9091
AGA7A8A9
6768696A
7F808182

~
Il

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

provided_data is

F822517D 54B81727
660F4476 C4008081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8DBE

9A59491C
82838485
9A9B9(C9D
BZ2B3B4B5
73747576
8B8C8DEE

HMAC(K, V || @x00 || provided_data)

E0851Co0 F83FDBB3 C9A8B56F 2B5ADA3B

32B94894 AQD41A9D

V = HMACCK, V) is
A9493879
VIl oxo1l ||

E1C304
61A897D5
8E8F9091
AGA7A8A9
6768696A
7F808182

provided_data is

5A91B613 44A94938
124AE95D 27018081
92939495 96979899
AAABACAD AEAFBOB1
6B6C6D6E 6F707172
83848586 8788898A

873F2(C61

7932B948
82838485
9A9B9C9D
BZ2B3B4B5
73747576
8B8C8DEE

K = HMAC(K, V || @x@1 || provided_data)

6F69AE31 2AC204B5 94C00AB6 8B816E3A

86878889
9E9FA0AL
B6606162
7778797A
8F909192

41A19898B
86878889
9E9FAQAL
B6606162
7778797A
8F909192

is
AG1BAEFD
FD70228E

E1C3045A
A897D512

94A0D41A
86878889
9E9FAQAL
B6606162
7778797A
8F909192

is
C125EA99
52128E0Q2

8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

3E382DEB
8A8B8C8D
A2A3A4A5
63646566
7B7C7DY7E
93949596

DCOC56E3
FBC8EBCC

91Bo1344
4AE95D27

9D873F2C
8A8B8C8D
A2A3A4A5
63646566
7B7C7DY7E
93949596

758EBB9A
78A584AC



V = HMACCK, V) is
B2CB2B89 123F5B4A
F587B8F6 BDC5427A 991419D3 53077C68 SE707ACD FS8E9FDA9

Update (Key, V):

Key is
C125EA99 758EBB9A
6F69AE31 2AC204B5 94C00AB6 8B816E3A 52128EQ2 78A584AC

V is
B2CB2B89 123F5B4A
F587B8F6 BDC5427A 991419D3 53077C68 SE707ACD F8EO9FDA9

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k %k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3% %k %k %k %k 3% % >k %k %k %k % %k %k %k %k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMACCK, V) is
085D57AF GBABCF2B
9AEEF387 D531650FE 6A505C54 406AB37A 52899EQE CAB3632B

temp is
085D57AF 6BABCFZB
9AEEF387 D531650E 6A505C54 406AB37A 52899EQE CAB3632B

V = HMAC(CK, V) 1is
7A068A28 14CoDFOA
E532B658 DOD9741C 84775FEE 45B684CD BDC25FBC B4D8F310

temp is
085D57AF 6BABCF2B 9AEEF387 D531650E



6A505C54 406AB37A 52899EQE CAB3632B 7A068A28 14C6DFOA
E532B658 DOD9741C 84775FEE 45B684CD BDC25FBC B4D8F310

returned_bits is
0@85D57AF ©BABCF2B 9AEEF387 D531650E
6A505C54 406AB37A 52899EQE CAB3632B 7A068A28 14C6DFGA
E532B658 DOD9741C 84775FEE 45B684CD BDC25FBC B4D8F310

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
7A 068A2814 C6DFGAES
32B658D0 D9741C84 775FEE45 B684CDBD C25FBCB4 D8F31000

K = HMAC(CK, V || @x0@ || provided_data) is
CoED8FED 7157A4D0
9EA1DDE8 946B5443 3ECC5449 A4A352AF 45764EEG 734BBB04

V = HMACCK, V) is
EBC77525 6BB78124
1E9C70BB CF732BDC 9QAD10D9 DD3A896E CC12B92F FB6345AB

rnd_val 1is
@85D57AF ©BABCF2B 9AEEF387 D531650E
6A505C54 406AB37A 52899EQE CAB3632B 7A068A28 14C6DFGA
E532B658 DOD9741C 84775FEE 45B684CD BDC25FBC B4D8F310

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3%k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k *k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is
AQA1A2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQOEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is
AOA1A2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6

Seed_Material is
CoC1 C2C3C4C5 CoC7C8C9 CACBCCCD
CECFDOD1 D2D3D4D5 D6D7D8D9 DADBDCDD DEDFE@E1 E2E3E4ES
EGEVE8E9 EAEBECED EEEFFOF1 F2F3F4F5 FOAQA1AZ2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@D1D2 D3D4D5Do

Key is
CGEDSFED 7157A4D0
O9EA1DDE8 946B5443 3ECC5449 A4A352AF 45764EE6 734BBB04

V is
EBC77525 6BB78124
1E9C70BB CF732BDC 90AD10D9 DD3A896E CC12B92F FB6345AB



Update

provided_data

VIl

CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

0x00 | |

EBC775
6ECC12B9
CECFD@D1
EGE7E8E9Q
A7A8A9AA
BFCOC1C2

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(3C4C5C6 C7C8COCA

provided_data is

256BB781 241E9C70
2FFB6345 AB0QOCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5C6 C7C8COCA

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

BBCF732B
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

HMAC(K, V || @x@00 || provided_data)

ABEQF473 DB8348C7 FDDB3291 39AAA1D9

HMACCK, V) is

FFD81958

E452D31E 951EEBBE

V Il 0x01 || provided_data is

5D2D54
686958E5
CECFD@D1
EGE7E8E9Q
A7A8A9AA
BFCOC1C2

3E1CB4E3 97FFD819
88196127 5C01C0C1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

05AD5C68

58E452D3
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

K = HMACCK, V Il 0x01 || provided_data)

CoC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFDOD1D2

DC90AD10
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8BI9BA
CFDOD1D2

is
EC9957EQ
81E7027A

5D2D543E
6958E58B

1E951EEB
CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8BI9BA
CFDOD1D2

is

CACBCCCD
E2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

DI9DD3A89
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

75B59A8B
8BF6F94D

1CB4E397
1961275C

BE@5AD5C
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6



FC51DA84 F9696BCC
84C8F2AC B924BCDF 72F82EAZ CA643F08 3B0OC1l6C3 634EFC62

V = HMACCK, V) is
B974E437 QAD576BB
99C4E49E AGSOBFF9 8DE9E12F ECDO13DE D43C80F6 9A7ADESA

Update (Key, V):

Key is
FC51DA84 F9696BCC
84C8F2AC B924BCDF 72F82EA2 CA643F08 3BOC16C3 634EFC62

V is
BO974E437 QAD576BB
99C4E49E A68OBFF9 8DE9E12F ECD@13DE D43C80F6 9A7ADESA

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMACCK, V) is
9B219FD9 @DE2AQSE
493405CF 874417B5 826770F3 94481555 DC6GSACD 96BIA3ES

temp 1is
9B219FD9 ODEZ2AQ8E
493405CF 874417B5 826770F3 94481555 DC668ACD 96BOA3ES

V = HMACCK, V) is
6F9D2C32 SE26D47C
1DFCFC8F BF86126F 40A1E639 6OF62749 342ECDB7 1B240DC6



temp is
9B219FD9 ODEZ2AQ8E 493405CF 874417B5
826770F3 94481555 DC668ACD 96B9A3ES 6F9D2(C32 5E26D47C
1DFCFC8F BF86126F 40A1E639 60QF62749 342ECDB7 1B24@DCo

returned_bits is
9B219FD9 ODEZAQ8E 493405CF 874417B5
826770F3 94481555 DCo68ACD 96B9A3ES 6F9D2(C32 5E26D47C
1DFCFC8F BF86126F 40A1E639 60F62749 342ECDB7 1B24@DC6

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
6F 9D2C325E 26D47C1D
FCFC8FBF 86126F40 A1E63960 F6274934 2ECDB71B 240DC600

K = HMACCK, V || 0x00 || provided_data) is
56A2B446 32CB8FC3
A64009BF DOEC95E5 6CEF8E7C 912AA82B 16F61491 5D9CDGE3

V = HMACCK, V) is
B5B396A0 1576BOFE
42F40844 556C4CF4 B6804C94 DE9D6238 F1F7E7AF 5C7257F3

rnd_val 1is
9B219FD9 ODEZAQ8E 493405CF 874417B5
826770F3 94481555 DCo68ACD 96B9A3ES 6F9D2C32 5E26D47C
1DFCFC8F BF86126F 40A1E639 60F62749 342ECDB7 1B24@DC6



HHHR R R R R R R R
HMAC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506
0708090A ©OBOCODOE ©OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
COC1C2 C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D88D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EOQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4D4E 4F505152 53545556 5758595A SB5CS5DSE
S5F606162 63646566 6768696A 6B6C6DOE ©F707172 73747576
AdditionalInput = <empty>
BRI
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k 5k >k kk

HMAC_DRBG_Instantiate_algorithm

entropy_input is



000102

03040506

0708090A 0OBOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536

nonce 1is

personal_str is

20212223

404142

24252627

43444546

4748494A 4B4C4D4AE 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F70Q7172 73747576

prediction_resistance_flag = "PredictionResistance"

Seed_Material is
0001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494\ 4B4C4D4E 4F505152
5F606162 63646566 6768696A

Key is

00000000 00000000 00000000

V is

01010101 01010101 01010101

Update

provided_data
0001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494A 4BACADAE 4F505152
5F606162 63646566 6768696A

0AOBOCAD
22232425
23242526
53545556
6B6C6D6E

00000000

01010101

0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

OEQOF1011
26272829
27404142
5758595A
6F707172

00000000
00000000

01010101
01010101

OEQOF1011
26272829
27404142
5758595A
6F707172

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

00000000
00000000

01010101
01010101

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576



V Il 0x00 || provided_data is

01010101 01010101 01010101
01000001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494A 4B4C4D4E 4F505152

01010101
0AOBOCAD
22232425
23242526
53545556

5F606162 63646566 6768696A 6B6C6D6E

9B29F128

K = HMAC(CK, V || @x00 || provided_data)
6A091450 868B39C4 B14D4E1A
V = HMACCK, V) 1is

0023F00F 417FA7BD @9C72FED

V || 0x01 || provided_data is

6C0023F0 OF417FA7 BD@9C72F
E2010001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494A 4B4C4DAE 4F505152
5F606162 63646566 6768696A

A9738670

EDA97386
0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

K = HMAC(K, V || @x@1 || provided_data)

C410BD20 ©249A59A 9D6BAE77

V = HMACCK, V) is

7CF830CF D5044FEB F55C0C11

Update (Key, V):

6904271B

5007997A

010101
01010101
OEQOF1011
26272829
27404142
5758595A
6F707172

is
E48294AE
416E1E14

40987A58
993392DF

40987A
70993392
OEQOF1011
26272829
27404142
5758595A
6F707172

is
65673C34
B1F718DA

EQF91AC9
DA11296F

01010101
01010101
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

A5171B5D
81D10F69

C3E1346C
490E94E2

58C3E134
DF490E94
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

8E51CFAC
1D182042

9630EEE6
C4164A9A



Key is
65673C34 8ES51CFAC
C410BD20@ ©249A59A 9D6BAE77 6904271B B1F718DA 1D182042

V is
EQF91AC9 9630QEEEG
7CF830CF D5044FEB F55CQC11 5007997A DA11296F C4164A9A

First call to Generate

3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk >k >k 3k %k sk 5k 3k sk >k %k %k k k
HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k sk sk 3k sk 5k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk 3k 3k 3k %k sk 5k 3k sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A60 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

additional_input is <empty>

Seed_Material is
808182 83848586
8788898A 8BBC8D8E 8F909192 93949596 9798999A 9BICIDOE
9FAQAIAZ2 A3A4AS5A6c A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

Key is
65673C34 8ES51CFAC
(C410BD20 ©@249A59A 9D6BAE77 6904271B B1F718DA 1D182042



V is

7CF830CF D5044FEB F55C0C11 5007997A

Update
provided_data

8788898A 8B8C8DBE 8F909192 93949596
9FAQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE

V Il 0x00 || provided_data is
EQF91ACO 9630EEE6
F55COC11 5007997A DA11296F (C4164A9A
8788898A 8B8C8DE 8F909192 93949596
9FAQAL1AZ A3A4AS5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x00 || provided_data)

251248F2 F8EBA1C3 DC736788 8BD5668A

V = HMACCK, V) is

798A021F E4B482AE 5D757F4F DFAA3502

V || 0x@1 || provided_data is
54C051C9 1B500C9B
5D757F4F DFAA3502 489D1CEB A@4D87DB
8788898A 8B8C8D8E 8F909192 93949596
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x@1 || provided_data)

EQF91AC9
DA11296F

808182
9798999A
AFBOB1B2

7CF830CF
00808182
9798999A
AFBOB1B2

is
6F9B62EQ
@8E773E3

54C051C9
489D1CEB

798A021F
01808182
9798999A
AFBOB1B2

is
4476CoD1

9630EEE6
C4164A9A

83848586
9B9C9D9E
B3B4B5B6

D5044FEB
83848586
9B9C9D9E
B3B4B5B6

F7918FD9
4A197989

1B500C9B
A04D87DB

E4B482AE
83848586
9B9C9D9E
B3B4B5B6

1FC35D44



©09D9032E 453BOF@OD (C3314DB8 62CBDB60@ 9(C560220 8D4C88D8

V = HMACCK, V) is
95EF785A 61C2F7B3
6BC596BA 4BA208A5 2C6DC203 636D8F17 87453B85 2B7E49EC

Update (Key, V):

Key is
4476CoD1 1FC35D44
@9D9032E 453BOFOD (C3314DB8 62CBDB6@ 9C560220 8D4C88D8

V is
95EF785A 61C2F7B3
oBC596BA 4BA208A5 2C6DCZ203 636D8F17 87453B85 2B7E49EC

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k >k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMAC(CK, V) 1is
D8B67130 714194FF
ESB2A35D BCDSE1A2 9942AD5C 68F3DEB9 4ADDI9E9QE BAD86067

temp is
D8B67130 714194FF
ES5B2A35D BCD5E1A2 9942AD5C 68F3DEB9 4ADD9E9E BAD86067

V = HMAC(CK, V) 1is
EDF@4915 FB40(C391
EAE70C65 9EAAE7EF 11A3D46A 5BO85EDD 90CC72CE A989210B



temp is
D8B67130 714194FF ES5B2A35D BCDSE1A2
9942AD5C 68F3DEB9 4ADDOESE BAD86067 EDF04915 FB40(C391
EAE70C65 9EAAE7EF 11A3D46A 5BO85SEDD 90CC72CE A989210B

returned_bits 1is
D8B67130 714194FF ES5B2A35D BCDSE1A2
9942AD5C 68F3DEB9 4ADD9ESE BAD86067 EDF04915 FB40C391
EAE70C65 9EAAE7EF 11A3D46A S5BO85EDD 90CC72CE A989210B

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
ED FQ4915FB 40C391EA
E7QC659E AAEVEF11 A3D46A5B @O85EDD9@ CC72CEA9 89210B00

K = HMACCK, V || @x00 || provided_data) is
ODF9110E 2F225898
24A9476C 8E32088E 51A0QDA36 633F8CD1 F7547DFF 696E4B29

V = HMACCK, V) is
COE3C8ED SA8B579E
3FEFIDF3 B7C2C212 980717CC 91AE1866 45FABB2C C784D5D7

rnd_val 1is
D8B67130 714194FF ES5B2A35D BCDSE1A2
9942AD5C 68F3DEB9 4ADD9ESE BAD86067 EDF04915 FB40C391
EAE70C65 9EAAE7EF 11A3D46A 5BO85EDD 90CC72CE A989210B



Second call to Generate

3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k Sk 3k sk sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 5k >k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k %k %k k >k
HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k >k sk 3k sk sk 3k sk 3k %k sk 5k sk sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2 (3C4C5Co
C7C8C9CA (BCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ES5EG E7ES8EQEA EBECEDEE EFFQOF1F2 F3F4F5F6

additional_input is <empty>

Seed_Material is
COC1C2 (C3C4C5Co
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVEBEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Key 1is
ODF911QE 2F225898
24A9476C 8E32088E 51A0DA36 633F8CD1 F7547DFF ©696E4B29

V is
COE3C8ED 5A8B579E
3FEF9DF3 B7C2C212 980717CC 91AE1866 45FABB2C C784D5D7

Update

provided_data
COC1C2 C3C4C5C6



C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1EZ2 E3E4ES5E6 E7VE8EQEA EBECEDEE

V Il 0x00 || provided_data is
COE3C8ED 5A8B579E
980717CC 91AE1866 45FABB2C (C784D5D7
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

K = HMAC(CK, V || @0x00 || provided_data)
ODOCAADZ2 8F6DC96D 0DOCO362 404C9B6F
V = HMACCK, V) 1is

A9COOAFF 6DO3ED6O 697D8F5A 067F1B2F

V || 0x01 || provided_data is
A9EFDB92 95BD1AE4
697D8F5A 067F1B2F 1826A94D 42060E21
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE

K = HMAC(CK, V || @x@1 || provided_data)
E20544A8 1E9FQQCA DCFC1CB2 8DECBICF
V = HMACCK, V) 1is

5CO67EBE FAQG68E4B 5967491B 7EEF9475

Update (Key, V):

Key is

D7D8D9DA
EFFOF1F2

3FEFIDF3
00CaC1C2
D7D8DIDA
EFFOF1F2

is
C1A605C2
41EB52F4

A9EFDB92
1826A94D

A9COOAFF
01CoC1C2
D7D8D9DA
EFFOF1F2

is
3D7763E5
C699Fo61D

FEBC@279
83500004

3D7763E5

DBDCDDDE
F3F4F5F6

B7C2C212
C3C4C5C6
DBDCDDDE
F3F4F5F6

002F91FD
5A61204C

95BD1AE4
420060E21

6D@3ED60
(3C4C5C6
DBDCDDDE
F3F4F5F6

303DB54B
BAF88021

B7710DEC
97CEG7BA

303DB54B



E20544A8 1E9F0QCA DCFC1CBZ 8DECBIOCF C699F61D BAF88021

V is
FEBC@279 B7710DEC
5C067EBE FAQ68E4B 5967491B 7EEF9475 83506D04 97CE67BA

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3% >k %k %k %k % %k %k %k *k %k %k k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is <empty>

V = HMAC(CK, V) 1is
8BBA71C2 583F2530
(C259C907 84A59AC4 4D1C8056 917CCF38 8788102D 73824C6C

temp is
8BBA71C2 583F2530
C259C907 84A59AC4 4D1C8@56 917CCF38 8788102D 73824(C6C

V = HMACCK, V) is
11D5D63B E1FQ1017
D884CD69 D9334BOE BCQLE7BD 8FDF2ASE 52572293 DC21CQE1

temp is
8BBA71C2 583F2530 (259C907 84A59AC4
4D1C8056 917CCF38 8788102D 73824CeC 11D5D63B E1FQ1017
D884CD69 D9334BOE BCO1E7BD 8FDF2A8E 52572293 DC21COE1

returned_bits 1is
8BBA71C2 583F2530 (C259C907 84A59AC4
4D1C80@56 917CCF38 8788102D 73824C6C 11D5D63B E1F01017



D884CD69 D9334BOE BCO1EVBD 8FDFZA8E 52572293 DC21COE1

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
11 DSD63BE1 FQ1017D8
84(CD69D9 334B9EBC Q1E7BD8F DF2A8E52 572293DC 21CQOE100

K = HMAC(CK, V || @x00 || provided_data) is
2D21AC94 992FD82B
0980D3D5 9551B9D@ 7C8D54B2 52B61628 9344F8AC 869ED35B

V = HMACCK, V) is
610C34CD BF6F7533
547F2332 EACS7EE3 1E724FB2 92555668 59783316 6CDO399F

rnd_val 1is
8BBA71C2 583F2530 (C259C907 84A59AC4
4D1C8056 917CCF38 8788102D 73824CoC 11D5D63B E1FQ1017
D884CD69 D9334BOE BCQ1E7BD 8FDF2A8E 52572293 DC21COE1

R R A A T
HMAC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506

0708090A 0BOCODOE 0F101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2C2D2E 2F303132 33343536



EntropyInputl (for Reseedl) =
808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5Co
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6

Nonce =
20212223 24252627

PersonalizationString =
404142 43444546
4748494A 4B4C4DAE 4F505152 53545556 5758595A SB5CSDSE
S5F606162 63646566 6768696A 6B6CO6DOE ©F707172 73747576

Additionallnputl =
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Additionallnput2 =
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k %k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506
0708090A 0BOCODOE OF101112 13141516 1718191A 1B1C1D1E
1F202122 23242526 2728292A 2B2(C2D2E 2F303132 33343536



nonce 1is

personal_str is

20212223

404142

24252627

43444546

4748494A 4B4C4D4E 4F505152 53545556 5758595A 5B5CS5DSE
5F606162 63646566 6768696A 6B6C6DOE ©F7Q7172 73747576

prediction_resistance_flag = "PredictionResistance"

Seed_Material is
0001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494\ 4B4C4D4E 4F505152
5F606162 63646566 6768696A

Key is

00000000 00000000 00000000

V is

01010101 01010101 01010101

Update

provided_data
0001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494A 4B4CADAE 4F505152
5F606162 63646566 6768696A

0AOBOCAD
22232425
23242526
53545556
6B6C6D6E

00000000

01010101

0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

OEQOF1011
26272829
27404142
5758595A
6F707172

00000000
00000000

01010101
01010101

OEQOF1011
26272829
27404142
5758595A
6F707172

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

00000000
00000000

01010101
01010101

12131415
2A2B2C2D
43444546
5B5C5D5E
73747576



V Il 0x00 || provided_data is

01010101 01010101 01010101
01000001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2EZ2F3031 32333435 36202122
4748494A 4B4C4D4E 4F505152
5F606162 63646566 6768696A

01010101
0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

9B29F128

K = HMAC(CK, V || @x00 || provided_data)
6A091450 868B39C4 B14D4E1A
V = HMACCK, V) 1is

0023FO0F 417FA7BD @9C72FED

V || 0x@1 || provided_data is

6C0023F0 OF417FA7 BD@9C72F
E2010001 02030405 06070809
16171819 1A1B1C1D 1E1F2021
2E2F3031 32333435 36202122
4748494A 4B4C4DAE 4F505152
5F606162 63646566 6768696A

A9738670

EDA97386
0AOBOCOD
22232425
23242526
53545556
6B6C6D6E

K = HMAC(CK, V || @x@1 || provided_data)

C410BD20 ©249A59A 9D6BAE77

V = HMACCK, V) is

7CF830CF D5044FEB F55C0C11

Update (Key, V):

Key is

6904271B

5007997A

010101
01010101
OEQOF1011
26272829
27404142
5758595A
6F707172

is
E48294AE
416E1E14

40987A58
993392DF

40987A
70993392
OEQOF1011
26272829
27404142
5758595A
6F707172

is
65673C34
B1F718DA

EQF91AC9
DA11296F

65673C34

01010101
01010101
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

A5171B5D
81D10F69

C3E1346C
490E94E2

58C3E134
DF490E94
12131415
2A2B2C2D
43444546
5B5C5D5E
73747576

8E51CFAC
1D182042

9630EEE6
C4164A9A

8E51CFAC



C410BD20 ©249A59A 9D6BAE77 6904271B B1F718DA 1D182042

V is
EQF91AC9 9630QEEEG
7CF830CF D5044FEB F55C0C11 5007997A DA11296F C4164A9A

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6

additional_input is
606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596

Seed_Material is
8081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BIACID 9E9FAQA1 AZA3A4A5
A6A7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E



7F808182

Key is

C410BD20

V is

7CF830CF

Update

provided_data

8E8F9091
AGA7A8A9
6768696A
7F808182

V I 0x00 ||
EQF91A
7ADA1129
8E8F9091
AGA7A8A9
6768696A
7F808182

~
1l

83848586 8788898A

0249A59A 9D6BAE77

D5044FEB F55C0C11

8081
92939495 96979899
AAABACAD AEAFBOB1
6B6CoD6E 6F707172
83848586 8788898A

provided_data is

C99630EE E67CF830
6FC4164A 9A008081
92939495 96979899
AAABACAD AEAFBOB1
6B6CoD6E 6F707172
83848586 8788898A

8B8C8D8E

6904271B

5007997A

82838485
9A9B9CID
B2B3B4B5
73747576
8B8C8DSE

CFD5044F
82838485
9A9B9CID
BZ2B3B4B5
73747576
8B8C8DBE

HMAC(K, V || @x00 || provided_data)

5A33BA25 176B9620 EAD725FA C9BDB742

<
Il

HMACCK, V) is

F38F39C5 F120B858 5668FE6C D263A944

8F909192

65673C34
B1F718DA

EQF91AC9
DA11296F

86878889
9E9FA0AL
B6606162
7778797A
8F909192

EBF55CQC
86878889
9E9FA0AL
B6606162
7778797A
8F909192

is
3F5556FC
C14FE54A

8B023A87
EBEA32F9

93949596

8E51CFAC
1D182042

9630EEE6
C4164A9A

8A8B8C8D
AZA3A4A5
63646566
7B7C7D7E
93949596

11500799
8A8B8C8D
AZA3A4A5
63646566
7B7C7DYE
93949596

1A11F18F
98009EBA

012038CA
020D365C



V Il 0x01 || provided_data is
8B023A 87012038 CAF38F39 (5F120B8 585668FE 6CD263A9
44EBEA32 F9020D36 5C018081 82838485 86878889 8A8B8C8D
8E8F9091 92939495 96979899 9A9BICID 9EIFAQAL A2A3A4AS
AGA7A8A9 AAABACAD AEAFBOB1 B2B3B4B5 B6606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596

K = HMAC(CK, V || @x@1 || provided_data) is
B381388C 1D7CFD56
5930993B D9269066 5088D9B8 39969B87 F16DB6DF 4E4300D7
V = HMACCK, V) 1is

FAQ42564 QQE342E6
55F43326 94E3B24C Q4FB85BF 878021E4 52E73B8F 46D4BDC6
Update (Key, V):
Key is

B381388C 1D7CFD56
5930993B D9269066 5088D9B8 39969B87 F16DB6DF 4E4300D7

V is
FAQ42564 QOE342E6
55F43326 94E3B24C 04FB85BF 878021E4 52E73B8F 46D4BDC6

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 512
additional_input is <empty>

V = HMACCK, V) is
44D78BBC 3EB67C59
C22F6C31 003D212A 7837CCD8 4C438B55 150FDQ13 ASA7SFES



temp is

C22F6C31 003D212A 7837CCD8

V = HMACCK, V) 1is
(8183886 EG9C2E17 7DF574C1
temp is
44D78BBC

7837CCD8 4(C438B55 150FD0O13
(8183886 E69CZ2E17 7DF574C1

returned_bits is
44D78BBC
7837CCD8 4C438B55 150FDQ13
(8183886 E69C2E17 7DF574C1

call Update(additional_input, K,

Update
provided_data <empty>
V || 0x00 || provided_data is

183886E6 9C2E177D F574C1F1

4(C438B55

F190DF27

3EB67C59
A8A78FES8
F190DF27

3EB67C59
A8A78FES8
F19@0DF27

v

ED
90DF2718

K = HMAC(K, V || @x@00 || provided_data)

50B1F659 28FD6E94 (CB(94568

FE3B6B53

44D78BBC
150FD013

EDEA81C6
1850F8CE

C22F6(C31
EDEA81C6
1850F8CE

C22F6(C31
EDEA81C6
1850F8CE

EA81C672
50F8CES5

is
D41F6F33
389E1E3A

3EB67(C59
A8A78FES8

72E4B8DD
55EF20B8

003D212A
72E4B8DD
55EF20B8

003D212A
72E4B8DD
55EF20B8

E4B8DDC8
EF20B800

65822170
5B49E101



V = HMACCK, V) is
A655C9E7 D133F1CD
8B1161F2 7D54E75A 7E7C8042 BF74D47F OFFDGOE2 45EBAS7E

rnd_val is
44D78BBC 3EB67C59 (22F6(C31 003D212A
7837CCD8 4C438B55 150FDQ13 A8A78FE8 EDEA81Co 72E4B&DD
(8183886 E69C2E17 7DF574C1 F190DF27 1850F8CE S55EF20B8

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k 3k >k 3k %k 3k %k 3% %k 5% >k %k % %k 3% %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 512

additional_input is
AQA1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EOQEA EBECEDEE EFFQF1F2 F3F4F5F6

additional_input is
AQA1A2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

Seed_Material is



Key is

V is

CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

50B1F659

8B1161F2

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5C6 C7C8COCA

28FD6E94 (B(C94568

7D54E75A 7E7(C8042

Update

provided_data

VoI

~
I

<
Il

CECFDOD1
EGE7E8E9
A7A8A9AA
BFCOC1C2

0x00 | |

A655(C9
7FOFFD60
CECFD@D1
EGE7ESE9
A7A8A9AA
BFCOC1C2

coC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA

provided_data is

EVD133F1 CD8B1llel
E245EBAS 7EQ0COC1
D2D3D4D5 DeD7D8D9
EAEBECED EEEFFOF1
ABACADAE AFB@B1B2
(C3C4C5C6 C7C8COCA

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

FE3B6B53

BF74D47F

C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

F27D54E7
C2C3C4C5
DADBDCDD
F2F3F4F5
B3B4B5B6
CBCCCDCE

HMAC(K, V || @x00 || provided_data)

CFFBF538 A8BDFACC 7BF1FCBC E131B8C5

HMACCK, V) is

CoC7C8C9
DEDFEQE1
FOAQALAZ
B7B8B9BA
CFDOD1D2

D41F6F33
389E1E3A

A655C9E7
9FFD6OE2

CeC7C8C9
DEDFEQE1
F6AQALAZ
B7B8B9BA
CFD@D1D2

5A7E7C80
CeC7C8C9
DEDFEQE1
FOAQALAZ
B7B8B9BA
CFDOD1D2

is
5C2A1146
1138877A

CACBCCCD
E2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

65822170
5B49E101

D133F1CD
45EBAS7E

CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

42BF74D4
CACBCCCD
EZ2E3E4ES
A3A4A5A6
BBBCBDBE
D3D4D5D6

F81ABA3A
7701B1CD



2E7BF1B5 D13386DA
220B6E1F BA67B999 D3CC7DDC F939FD50 4D1A1534 6AB(C94D2

V Il 0x01 || provided_data is
2E7BF1 B5D13386 DA220B6E 1FBA67B9 99D3CC7D DCF939FD
504D1A15 346ABC94 D201C0OC1 C2C3C4C5 C6C7C8C9 CACBCCCD
CECFDOD1 D2D3D4D5 DeD7D8D9 DADBDCDD DEDFE@QE1 EZ2E3E4ES
EGE7VESEQ EAEBECED EEEFFOF1 F2F3F4F5 F6AQA1A2 A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6

K = HMACCK, V Il @x@1 || provided_data) is
FBA8Q545 3E3C9A73
64585CED BCD29230 FBC93D6F 129D21ED DDF6613B 3A8FF283
V = HMACCK, V) is

83647A33 8C153CBA
FOE49A54 A44FEAG6 7QCFD7C1 714D4AB3 5F11123D F27B69CF
Update (Key, V):
Key 1is

FBA80545 3E3C9A73
64585CED BCD29230@ FBC93D6F 129D21ED DDF6613B 3A8FF283

V is
83647A33 8C153CBA
FOE49A54 A44FEA66 7@CFD7C1 714D4AB3 5F11123D F27B69CF

3k 3k sk 3k >k sk 3k sk 3k 3k sk 3k >k sk 3k sk sk %k sk 3k %k sk 3k sk sk 3k sk 3k %k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk %k sk 5k %k sk %k %k sk %k >k 5k %k sk %k %k sk >k %k %k k k
HMAC_DRBG_Generate

requested_number_of_bits = 512

additional_input is <empty>



V = HMACCK, V) is
917780DC OCE9989F
EE6CO806 D6DA123A 18252947 58DAE1BS 82687231 780A2A9C

temp 1is
917780DC @CE9989F
EE6CO806 DOoDA123A 18252947 S58D4E1BS 82687231 780A2A9C

V = HMACCK, V) is
33F1D156 CCAD3277
64B29A4C B2690177 AE9GEFOE E92ADOC3 40BAOFD1 203C02C6

temp 1is
917780DC QCE9989F EE6(0Q806 DEDA123A
18252947 58D4E1B5 82687231 780A2A9C 33F1D156 CCAD3277
64B29A4C B2690177 AE96EFOE E92ADOC3 40BAQFD1 203C02(C6

returned_bits is
917780DC @OCE9989F EE6CQ806 DGDA123A
18252947 58D4E1B5 82687231 780A2A9C 33F1D156 CCAD3277
64B29A4C B2690177 AE9G6EF9E E92ADOC3 40BAQOFD1 203C02C6

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 |1 provided_data is
33 F1D156CC AD327764
B29A4(CB2 690177AE 96EF9EE9Q 2ADQOC340 BAOFD120 3C02C600



rnd_val

HMAC(K, V || @x00 || provided_data) is
AE59C70A
8378EA84 S5BE97D8F F881EQEA 372E265F A6728429

HMACCK, V) is
E2FQ4DE3
AE2B2D20 A7BA7C6C 820B5B14 926E5956 AEGDFAZE

is

917780DC QCE9989F EE6C0806
18252947 58D4E1B5 82687231 780A2A9C 33F1D156
64B29A4C B2690177 AE9GEFOE E92ADOC3 40BAQFD1

7C60ED49
3E1A46AC

CE217961
D1D63993

D6DA123A
CCAD3277
203C02C6



HHHR R R R R R R R R
HMAC_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4ADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALAZ2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8DIDA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B
PersonalizationString = <empty>
AdditionalInput = <empty>
HHH T R

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k >k 3k 3k 5k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3%k %k 5% 3k %k % %k % %k %k %k *k

HMAC_DRBG_Instantiate_algorithm



entropy_input 1is

nonce 1is

000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

personal_str is <empty>

20212223 24252627 28292A2B

prediction_resistance_flag = "No PredictionResistance”

Seed_Material is

03040506 0708090A
1B1C1D1E 1F202122
33343536 3738393A
4B4C4D4E 4F505152
63646566 6768696A

Key is
00000000 00000000
00000000 00000000

V is
01010101 01010101
01010101 01010101

Update
provided_data

03040506 0708090A
1B1C1D1E 1F202122
33343536 3738393A
4B4C4D4E 4F505152

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

00000000
00000000

01010101
01010101

0BOCODOE
23242526
3B3C3D3E
53545556

0F101112
2728292A
3F404142
5758595A
20212223

00000000
00000000

01010101
01010101

0F101112
2728292A
3F404142
5758595A

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

00000000
00000000

01010101
01010101

13141516
2B2C2D2E
43444546
5B5C5D5E

000102
1718191A
2F303132
4748494A
5F606162
28292AZB

00000000
00000000

01010101
01010101

000102
1718191A
2F303132
4748494A
5F606162



63646566

VIl 0x00 |1

01010101
01010101
030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

6768696A 6B6CO6DGE

provided_data is

01010101 01010101
01010101 01010101
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6C6D6E

20212223

01010101
01010101
0F101112
2728292A
3F404142
5758595A
20212223

K = HMAC(CK, V || @x00 || provided_data)
E5675B81 A558502A 38EBFD@9 A9753D3E
1808526C D64ABF8C 3502D83F 20CEQ7DB

V = HMACCK, V) is

F7QF7FF2
41402759

V Il oxo1 ||

45023323
CD72F743
030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

45023323 7528314F
CD72F743 72924730

provided_data is

7528314F A8EBF4DZ2
72924730 1F85(C172
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6COD6E

A8EBF4D2
1F85C172

50B95649
1CCB323D
0F101112
2728292A
3F404142
5758595A
20212223

K = HMACCK, V Il 0x01 || provided_data)
DE2451BA AF677086 D7CoFBDB 53638AC0O
4ABC2005 D1A8A726 77A4E48A B5B3D2D1

V = HMACCK, V) is
D6F45225 560DF998 B7006216 DAFFAE27

24252627

01010101
01010101
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
F31388D1
68FOFA99

50B95649
1CCB323D

O6FOEF58
4D8B887F
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
QFE1E7E9
35BAZ251A

44D97518

28292A2B

01010101
01010101
00000102
1718191A
2F303132
4748494A
5F606162
28292A2B

EF8EFC89
22789E4C

O6FOEF58
4D8B887F

F70F7FF2
41402759
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

B1CF6A30
764C77C7

D7585280



©@9A9DCE6 1D5@AZ2FF B4C53C9E D7B405C5 6692FDA8 5523EC69

Update (Key, V):
Key is

DE2451BA AF677086 D7CoFBDB 53638ACO QFE1EVE9 B1CF6A30
4ABC2005 D1A8A726 77A4E48A B5B3D2D1 35BA251A 764C77C7

V is
D6F45225 560DF998 B7006216 DAFFAEZ27 44D97518 D7585280
@9A9DCE6 1D5QA2FF B4C53C9E D7B405C5 6692FDA8 5523EC69

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3k %k 3%k >k >k 3k %k %k %k 3%k %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
FFO8EEDS @OFQ4D543 FAESCIC8 FB31D784 89FE82C9 F77FGOED
A91A86E5 SEFADBGB 3431BFO8 86BC1A63 C44FADIB 9715C@92

temp is
FFOBEED5 QF04D543 FAE5C9C8 FB31D784 89FE82C9 F77FGQED
A91A86E5 SEFADB6B 3431BF08 86BC1A63 (C44FAD9B 9715C@92

V = HMACCK, V) is
6C24AA45 76A94444 23BF6B55 8CEAQIFD BADCE2AS C@5BD480
F8DEFQ79 75826DAA 53EF71EC 7E28CB38 1D10A7BO CQ9A1D15



temp

1S

FFOBEED5 @QF04D543
A91A86E5 SEFADBGB
6C24AA45 76A94444
F8DEFQ79 75826DAA

FAE5COC8
3431BF0@8
23BF6B55
53EF71EC

return

ed_bits is

FFOBEED5 QF04D543
A91A86E5 SEFADBGB
06C24AA45 76A94444
F8DEFQ79 75826DAA

FAE5COC8
3431BF0@8
23BF6B55
53EF71EC

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 || provided_data is

rnd_val

FB31D784
86BC1A63
8CEAQ9FD
7E28CB38

FB31D784
86BC1A63
8CEAQ9FD
7E28CB38

v

24AA4576 A9444423 BF6B558C EA@IFDBA
DEF@7975 826DAA53 EF71EC7E 28CB381D

HMACCK, V || 0x00
18ABF78C 40CBEGES8
3E94462E 7F56DBB5

HMACCK, V) is
DD77E6C8 QO6B2F77
A91F6650 4735CEQF

1S

FFOBEED5 ©OF04D543
A91A86E5 SEFADB6B
6C24AA45 76A94444
F8DEFQ79 75826DAA

|| provided_data)
©60ODOBEA F18D1BF7
(C5138A34 28860A33

53357544 3B15471A

51BEC2CE

FAE5C9OC8
3431BF08
23BF6B55
53EF71EC

3D9A9B6E

FB31D784
86BC1A63
8CEAQ9FD
7E28(B38

89FE82(C9
C44FAD9B
BADCEZA5
1D10A7B@

89FE82(C9
C44FAD9B
BADCEZA5
1D10A7B0@

DCE2A5CO
10A7B0OCO

is
0843B2B0
OFDCF44E

32442ACF
0719E730

89FE82(C9
C44FAD9B
BADCEZ2A5
1D10A7B@

F77F60ED
9715C092
Co5BD480
C@9A1D15

F77F60ED
9715C092
Co5BD480
C@9A1D15

6C
5BD480F8
9A1D1500

7A15B490
CA1CCCF4

231FD0O4B
63B93FAA

F77F60ED
9715C092
Co5BD480
C@9A1D15



Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3% 3%k 3k %k %k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
1B3D9FAB 561E4C87 B78EABAC 0773EQCE GAF93E9B B67B7719
C6176752 7000351D D7D6910F 3AA375B7 7@0D38CF2 ©270CBB1

temp 1is
1B3D9FAB 561E4(C87 B78EABAC @773EQCE 6AF93E9B B67B7719
(6176752 7000351D D7D6910F 3AA375B7 7@D38CF2 ©270CBB1

V = HMACCK, V) is
147AE249 FODADB7A 5B4B6380 12C14ECA DCA32FBD DASED4BF
73586EE5 DCOD543F 210437D4 866F7A2E FD326447 CAF4F68C

temp 1is
1B3D9FAB 561E4(C87 B78EABAC @773EQCE 6AF93E9B B67B7719
(6176752 7000351D D7D6910F 3AA375B7 7@D38CF2 ©270CBB1
147AE249 FODADB7A 5B4B6380 12C14ECA DCA32FBD DASED4BF
73586EE5 DCID543F 210437D4 866F7A2E FD326447 CAF4F68C

returned_bits is
1B3D9FAB 561E4C87 B78EABAC 0773EQCE 6AF93E9B B67B7719
(6176752 7000351D D7D6910F 3AA375B7 7@0D38CF2 0270CBB1
147AE249 FODADB7A 5B4B6380 12C14ECA DCA32FBD DABED4BF



73586EE5 DCOD543F 210437D4 866F7AZ2E FD326447 CAF4F68C

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
14
7AE249F9 DADB7A5B 4B638012 C14ECADC A32FBDDA 8ED4BF73
S86EESDC 9D543F21 0437D486 6F7A2EFD 326447CA FAF68C00

K = HMACCK, V || 0x00 || provided_data) is
ES3CFF8F DA284692 96F3D2D6 88164204 CC767F00 2107AEBG
9EB94ACB QOAC7C5C5 AD431FDF D7367EQ9 2COE78B5 ES59964AA

V = HMACCK, V) is
D24F1437 9D37BSAF SEA4FF2D B78051D6 609007A7 86E2579C
690997DF 3E82B760 437A98E4 59F10497 9C6A6209 DS6F72FD

rnd_val 1is
1B3D9FAB 561E4(C87 B78EABAC 0773EQCE G6AF93E9B B67B7719
(6176752 7000351D D7D6910F 3AA375B7 7@D38CF2 0270CBB1
147AE249 FODADB7A 5B4B6380 12C14ECA DCA32FBD DASED4BF
73586EE5 DCAOD543F 210437D4 866F7A2E FD326447 CAF4F68C

S S R R
HMAC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
000102 03040506 0708090A OBOCODOE



0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionalInputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQALAZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQA1A2 A3A4ASAG6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8E9QEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

R AR AR AR AR AR AR AR AR AR AR AR AR



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”

Seed_Material is
000102
03040500 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A 5B5C5D5E 5F606162
63646566 6768696A 6B6CODOE 20212223 24252627 28292A2B

Key is
00000000 00000000 V0000000 VVVVVVV0 V000000 00000000
00000000 00000000 00000000 V000000 V0000000 00000000

V is
01010101 01010101 01010101 01010101 01010101 01010101
01010101 01010101 01010101 01010101 01010101 01010101

Update

provided_data
000102
03040506 0708090A OBOCODOE OF101112 13141516 1718191A



1B1C1D1E
33343536
4B4C4D4E
63646566

V Il 0x00 |1

01010101
01010101
030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6CODGE

provided_data is

01010101 01010101
01010101 01010101
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6C6D6E

2728292A
3F404142
5758595A
20212223

01010101
01010101
0F101112
2728292A
3F404142
5758595A
20212223

HMAC(K, V || @x00 || provided_data)
E5675B81 A558502A 38EBFD@9 A9753D3E
1808526C D64ABF8C 3502D83F 20CEQ7DB

HMACCK, V) 1is

F7QF7FF2
41402759

V Il oxo1 ||

45023323
CD72F743
03040500
1B1C1D1E
33343536
4B4C4D4E
63646566

45023323 7528314F
CD72F743 72924730

provided_data is

7528314F A8EBF4DZ
72924730 1F85(C172
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6CODGE

A8EBF4D2
1F85C172

50B95649
1CCB323D
0F101112
2728292A
3F404142
5758595A
20212223

HMACCK, V |l @x@1 || provided_data)
DE2451BA AF677086 D7CoFBDB 53638AC0O
4ABC2005 D1A8A726 77A4E48A B5B3D2D1

2B2C2D2E
43444546
5B5C5D5E
24252627

01010101
01010101
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
F31388D1
68FOFA99

50B95649
1CCB323D

O6FOEF58
4D8B887F
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
QFE1E7E9
35BAZ251A

2F303132
4748494\
S5F606162
28292A2B

01010101
01010101
00000102
1718191A
2F303132
4748494A
5F606162
28292A2B

EF8EFC89
22789E4C

O6FOEF58
4D8B887F

F70F7FF2
41402759
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

B1CF6A30
764C77C7



V = HMACCK, V) is
D6F45225 560DF998 B7006216 DAFFAE27 44D97518 D7585280
@9A9DCE6 1D50A2FF B4C53COE D7B405C5 6692FDA8 5523EC69

Update (Key, V):

Key is
DE2451BA AF677086 D7C6FBDB 53638ACQ QFE1E7E9 B1CF6A30
4ABC2005 D1A8A726 77A4E48A BS5B3D2D1 35BA251A 764C77C7

V is
D6F45225 560DF998 B7006216 DAFFAEZ27 44D97518 D7585280
09A9DCE6 1D5QA2FF B4C53C9E D7B405C5 6692FDA8 5523EC69

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 5k 3k >k 3k %k 3k >k 3% 3k >k 3k %k 3k %k 3%k >k 3% 3k >k %k %k 3%k %k 5% >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6



B7B8B9BA

V Il 0x00 |1

44D97518
6692FDA8
6F707172
8788898A
9FAQA1A2
B7B8B9BA

BBBCBDBE BFCOC1CZ

provided_data is
D6F45225
D7585280 ©@9A9DCE6
5523EC69 00606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

(3C4C5C0

560DF998
1D50A2FF
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

K = HMAC(K, V || @x@00 || provided_data)
5BA16AA7 BD2432F2 F1553EFA 42AFFEB9
F924BD53 (C2571A12 2164A46A 9D760495

V = HMACCK, V) is

71DA2378
94886FC9

V Il oxo1 ||

443DF2B2
3AEE92FF
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

FCOBOFB7 CBEBOFCO
45D7996E 85CFFEDC

provided_data is
71DA2378
CFOEE746 94886FC9
BEC95804 01606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

252EE2E?2
CODBCF44

FCOBOFB7
45D7996E
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

K = HMAC(CK, V || @x@1 || provided_data)
3089EB25 D72DB470 DOBCODEA BA31774E
6008395E BC21568A E7A2E89F A6507D97

V = HMACCK, V) is
A22922DE 91403C5A 2AG5EFSE 53586775
C90789BD QB7A4444 A361FEQB BQS58B244

C7C8C9ACA

B7006216
B4C53C9E
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is
oE429977
FZ2B4E83D

443DF2B2
3AEE9ZFF

CBEBOFCO
85CFFEDC
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

is
QE4C8C50
591887EB

96A3B2C7
5B79E361

CBCCCDCE

D4AFFAE27
D7B4@5C5
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

94C4F924
484C047A

CF9EE746
BEC95804

252EE2E2
C9DBCF44
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

E95D8B34
1D94D037

CA75F99F
BF5E7@D9



V = HMACCK, V) is
52DCD4A4 @7EE8506 DICFF5BO
8F11ADFC CDF21274 57C3BAB6

temp is
52DCD4A4 Q7EE8506 DOCFFSBO
8F11ADFC CDF21274 57C3BAB6

V = HMACCK, V) is
D3CC40D6 FE744874 4A13E811
FB7EB1E1 C1871B73 92CSB7EF

temp is
52DCD4A4 Q7EE8506 DOCFFS5BO
8F11ADFC CDF21274 57C3BAB6
D3CC40D6 FE744874 4A13E811
FB7EB1E1 C1871B73 92CS5BYEF

returned_bits is
52DCD4A4 Q7EE8506 DOCFF5BO
8F11ADFC CDF21274 57C3BABG
D3CC40D6 FE744874 4A13E811
FB7EB1E1 C1871B73 92C5B7EF

call Update(Cadditional_input, K,

Update

provided_data
606162
6F707172 73747576 7778797A
8788898A 8B8C8DEE 8F909192
9FAQAL1AZ A3A4ASA6 A7A8A9AA

1F938959
DOAQECZ28

1F938959
D6AQECZ28

ABE42206
A753EDA2

1F938959
D6AQECZ28
ABE42206
A753EDA2

1F938959
D6AQECZ28
ABE42206
A753EDA2

D)

63646566
7B7C7D7E
93949596
ABACADAE

73D45E58
7DAB83C6

73D45E58
7DAB83C6

91182408
260D41ED

73D45E58
7DAB83C6
91182408
260D41ED

73D45E58
7DAB83C6
91182408
260D41ED

6768696A
7F808182
9798999A
AFBOB1B2

52AFA29A
1011D311

52AFAZ9A
1011D311

09B4E330
A4BOASEE

52AFAZ29A
1011D311
09B4E330
A4BOABEE

52AFAZ9A
1011D311
09B4E330
A4BOABEE

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6



B7B8B9BA

V Il 0x00 |1

91182408
260D41ED
6F707172
8788898A
9FAQA1A2
B7B8B9BA

BBBCBDBE BFCOC1CZ2

provided_data is
D3CC40D6
@9B4E330 FB7VEB1El
A4BOASEE 00606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

(3C4C5C0

FE744874
C1871B73
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

K = HMAC(K, V || @x@00 || provided_data)
771D7ECC 7123E344 3ADB89D1 B6@3ES562
E39C5C7A 2A89E4D8 204CDA7D 9F004C3B

V = HMACCK, V) is

3D063B7D
62B69E88

V Il oxo1 ||

DA404A4C
2E06722D
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

AADQADB7 @C47AZBF
79B63A71 53501820

provided_data is
3D063B7D
12B938D7 62B69OE8SS8
79BD737E 01606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4AS5A6 A7ASA9AA
BBBCBDBE BFCQC1C2

1B230784
15D3228D

AADOADB?
79B63A71
63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

K = HMAC(CK, V || @x@1 || provided_data)
FDB2QFD7 B77F2156 4502583E AC235F3B
FDC2C11F FBSEQ8QE B489EFQQ 21BO3COA

V = HMACCK, V) is
27CEQ060 D10422FB 7B643CEQ 629E9DBS
417CDA29 8C34D886 FA41695C 9FD4364B

C7C8CICA

4A13E811
92C5B7EF
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is
388ED87D
06667B4D4

DA404A4C
2E06722D

0C47A2BF
53501820
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

is
21C20A19
40408DA1

6A1DE24B
ABE8044A

CBCCCDCE

ABE42206
A753EDA2
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

OAEB880C
E8618AB3

12B938D7
79BD737E

1B230784
15D3228D
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

4560D1BD
111FB993

C240E0Q25
6CD95873



rnd_val 1is
52DCD4A4 O7EE8506 DOCFF5BO 1F938959 73D45ES58 52AFAZ9A
8F11ADFC CDF21274 57C3BAB6 DGAQEC28 7DAB83Co6 1011D311
D3CC40D6 FE744874 4A13E811 ABE42206 9118240B Q9B4E330
FB7EB1E1 C1871B73 92CS5B7EF A7S53EDAZ2 260D41ED A4BOASEE

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
AQA1A2 A3A4ASAG6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3(C4(C5Ce6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

additional_input <> NULL, call Update(additional_input, K, V)

Update

provided_data
AQA1AZ A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@AC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

V || 0x00 || provided_data is
27CEQ060 D10422FB 7B643CEQ 629E9DBS
O6A1DE24B C240QEQ25 417CDA29 8C34D886 FA41695C 9FD4364B
A8E8044A 6CDO95873 Q0VAQAIAZ2 A3A4A5A6 A7AS8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6



C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE
F7F8FOFA FBFCFDFE FF000102 03040506

HMAC(K, V || @x00 || provided_data)
517B62B9 F5FFA@61 2AEBEAAA 197F0182
874D25CC D2968468 9513584D ©@5A59A34

HMACCK, V) is
8E003226 D59AC8C3 057114CC
CBOFCBAS E9D3767E 40B57B67

583643DC
C7B9B627

[l @x@1 || provided_data is
8EQ03226
5B30CB9B ABICE@Q9E CBOFCBAS
371D7EF@ EBE@1DOE Q1AQA1A2
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (BCCCDCE CFD@D1D2
DFEQE1E2 E3E4ESE6 EVESEQEA
F7F8FOFA FBFCFDFE FF000102

D59AC8C3
E9D3767E
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

HMACCK, V |l @x@01 || provided_data)
B403259D 1B927583 94D8AF63 84D8548E
B3C49530 77365A85 895CE8A9 247B3EA1

HMACCK, V) is
89BC4ADF FG69AC101 B3B83AA8 4BBFOFOE
39C1D876 47225AF9 DD545E9F 9DED4@11

HMACCK, V) 1is
A8EZ2404D 14F6AE1F A9B66686 3D4C0265
870032C9 DoD3CA10 302DC1C5 FEOQF5BZ1

temp is

A8EZ2404D 14F6AE1F A9B66686 3D4C0265

D7D8D9DA
EFFOF1F2
0708090A

is
81A2A93A
1A063F0Q5

5B30CB9B
371D7EF0Q

057114CC
40B57B67
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
(C962457B
32308830

3880BFA4
E2D2F74E

2B806170
1F760EFB

2B806170

DBDCDDDE
F3F4F5F6
0BOCODOE

E972E47A
F49F628A

AB9CEQ@9E
EBEQ1DOE

583643DC
C7B9B627
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE

14005AB0@
FEBBE984

97C19D27
322D1D34

3F958798
4177684B

3F958798



870032C9 DoD3CA10 302DC1C5

V = HMACCK, V) is
A5056D84 B35BIFCC E4(44818
BOD1713D DF30C671 99EAQAL7

temp is
A8E2404D 14F6AE1F A9B66686
870032C9 DeD3CA10 302DC1C5
A5056D84 B35BOFCC E4(44818
BoOD1713D DF30C671 99EAQA17

returned_bits is
A8E2404D 14F6AE1F A9B66686
870032C9 DoD3CA10 302DC1C5
A5056D84 B35B9FCC E4(44818
BOD1713D DF30C671 99EAQA17

call Update(additional_input, K,

Update

provided_data
AQA1A2
AFBOB1B2 B3B4B5B6 B7B8BOBA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1E2 E3E4ESE6 E7VESEQEA
F7F8FOFA FBFCFDFE FF000102

V || 0x00 || provided_data is
A5056D84
CC9AC610 E4719575 B@D1713D
75390462 D3059C35 Q0OAQA1A2
AFBOB1B2 B3B4B5B6 B7B8B9BA

FEOF5B21

080346AD
B1592E9B

3D4C0265
FEQF5B21
080346AD
B1592E9B

3D4C0265
FEQF5B21
080346AD
B1592E9B

D)

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

B35BIFCC
DF30C671
A3A4A5A6
BBBCBDBE

1F760EFB

CC9AC010
75390462

2B806170
1F760EFB
CC9AC610
75390462

2B806170
1F760EFB
CC9AC610
75390462

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

E4C44818
99EAQA17
A7A8A9AA
BFCOC1C2

4177684B

E4719575
D3059C35

3F958798
4177684B
E4719575
D3059C35

3F958798
4177684B
E4719575
D3059C35

ABACADAE
(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

080346AD
B1592E9B
ABACADAE
C3C4C5Co



C7C8C9CA CBCCCDCE CFD@OD1DZ2 D3D4D5D6 D7D8D9ODA DBDCDDDE
DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A ©0BOCODOE

K = HMAC(CK, V || @x00 || provided_data) is
C1BE3D41 76D35248 9193251F 10D37B56 65045FA1 Q13AEF3F
5A37A984 8FD2387A 59B33F9B 575F73A5 192FDCC7 3BOFAS3E

V = HMACCK, V) is
CSDEQCEC 4C36EDB@ 228BCCCO 9AASEBCO 9286C1A9 3735E767
1QAF8539 A99F3452 FDIDB65A 2F4ASCAL F517B@D5 31824731

V || 0x@1 || provided_data is

CSDE@CEC 4C36EDB@ 228BCCC9 9AASEBC9
9286C1A9 3735E767 10AF8539 A99F3452 FDIDBG5A 2F4A5CA1
F517BOD5 31824731 01A0A1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE
DFEQE1E2 E3E4ESEG EVESEQOEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0OBOCODOE

K = HMACCK, V Il @x@1 || provided_data) is
BB28D41B A296(C891 577EBB93 4CQE5275 24BC193A 4D7D710A
9E265304 82B810QFF (829B71C 13A933D8 A4EE193D 9DDD(C831

V = HMACCK, V) is
5B6628DF 4BBE2767 1ECEDSEF @3ECEDA7 FB399DA3 E756658F
8F86AG6FQ D115F17E A973BEEF B2BE9QSB 9115AACD EESAB92A

rnd_val 1is
A8E2404D 14F6AE1F A9B66686 3D4(C0265 2B806170 3F958798
870032C9 D6D3CA10 302DC1C5 FEQF5B21 1F76QEFB 4177684B
A5056D84 B35BIFCC E4(C44818 080346AD CCOAC610 E4719575
B@OD1713D DF30C671 99EAQA1l7 B1592E9B 75390462 D3059C35

R AR AR AR AR AR AR AR AR AR AR AR A A



HMAC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString

404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

AdditionalInput = <empty>

HHH A A R A



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6CO6D6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is
404142 43444540 4748494A 4B4C4D4E
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596
9798999A 9B9C9DIE 9FAQA1A2 A3A4A5A6c A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is

0001 02030405 06070809 QAQBACOD QEQF1011
12131415 16171819 1A1B1C1D 1E1F2021 22232425 26272829
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041
42434445 46474849 4A4B4C4D 4E4F5051 52535455 56575859
S5A5B5C5D 5E5F6061 62636465 66676869 6A6B6C6D 6E202122
23242526 2728292A 2B404142 43444546 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9C9DI9E 9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE

Key is
00000000 00000000 00000000 V0000000 V0000000 V0000000
00000000 00000000 00000000 V000000 VVVVVVV0 V00V

V is



01010101
01010101

Update

provided_data

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

V Il 0x00 |1

01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

01010101 01010101
01010101 01010101

0001 02030405
16171819 1A1B1C1D
2EZ2F3031 32333435
46474849 4A4B4C4D
S5E5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9D9E 9FAQA1AZ

provided_data is
010101 01010101
01010101 01010101
01000001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
SE5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9DIE 9FAQA1A2

01010101
01010101

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

01010101
01010101
06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

K = HMAC(CK, V || @0x0@ || provided_data)
759FC2E2 D33686FF B43AB4F9 27A9E74D
7A84FF76 479BD8B6 D930A267 6D76D9BC

V = HMACCK, V) is
D873522C BOFC9099 33B67222 16975EAS
BC9AQ873 SDE801C3 GDO1ABES 52B764E9

01010101
01010101

0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is
7C30CE89
B2F420A3

B7EA9349
9514935A

01010101
01010101

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

01010101
01010101
OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

O5C5AEDF
4B76654A

6647EB8B
9567A39D



V || 0x01 || provided_data is

D87352 2CBOF(C9@ 9933B672 2216975E A8B7EA93
496647EB 8BBC9AQ8 735DE80@1 C36DQ1AB E852B764 E9951493
5A9567A3 9D010001 02030405 06070809 QAOBOCOD QEQF1011
12131415 16171819 1A1B1CID 1E1F2021 22232425 26272829
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041
42434445 46474849 4A4B4C4D 4E4F5051 52535455 56575859
S5A5B5C5D S5ES5F6061 62636465 66676869 6A6B6C6D 6E202122
23242526 2728292A 2B404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596
9798999A 9B9CODIE 9FAQA1AZ2 A3A4A5A6c A7A8A9AA ABACADAE

K = HMAC(CK, V || @x@01 || provided_data) is
085987EF 2F1BDZ2B4 @1CF188A EF3E3428 9AB194F5 8@3FB7ES
2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V = HMACCK, V) is
8EQ65B64 B430910B 4950528A F23A9FA2 866FSDAA 9106B72E
38BAQB93 DO33B851 04485F29 D1AD7EB6 FF1643D6 9129654D

Update (Key, V):
Key is

085987EF 2F1BDZ2B4 ©1CF188A EF3E3428 9AB194F5 803FB7ES
2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V is
8EQ65B64 B430910B 4950528A F23A9FA2 866F8DAA 9106B72E
38BA0OB93 D033B851 04485F29 D1AD7EB6 FF1643D6 9129654D

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k %k %k %k 3k 3k 3k 5k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3% %k %k k kK kk



HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
03AB8BCE 4D1DBBB6 36C5C5B7
CD6CFGBB 8F2QEF27 B6F5F905

temp is
03AB8BCE 4D1DBBB6 36C5C5B7
CD6CF6BB 8F20EF27 B6F5F905

V = HMACCK, V) is
BC8D5B51 C965EA22 6FFEE2CA
E42275EQ F7704DC4 4ES5QA522

temp is
03AB8BCE 4D1DBBB6 36C5C5B7
CD6CF6BB 8F20EF27 B6F5F905
BC8D5B51 (C965EA22 GFFEE2CA
E42275EQ F7704DC4 4ES50QA522

returned_bits is
©3AB8BCE 4D1DBBB6 36C5C5B7
CD6CF6BB 8F20EF27 B6F5F905
BC8D5B51 C965EA22 GFFEE2CA
E42275EQ F7704DC4 4E50A522

call Update(Cadditional_input, K,

E1C58499
4FF900DB

E1C58499
4FF900DB

S5AB2EFD@
OADO5AB6

E1C58499
4FF900DB
5ABZEFD@
OADO5AB6

E1C58499
4FF900DB
5ABZEFD@
OADO5AB6

D)

FEB1C619
9EBF7BF3

FEB1C619
9EBF7BF3

0754DC32
98A22640

FEB1C619
9EBF7BF3
0754DC32
98A22640

FEB1C619
9EBF7BF3
0754DC32
98A22640

CDD11D35
OED4DCBB

CDD11D35
OED4DCBB

F357BF7A
AC634829

CDD11D35
OED4DCBB
F357BF7A
AC634829

CDD11D35
OED4DCBB
F357BF7A
AC634829



provided_data <empty>

V || 0x00 |1 provided_data is
BC
8D5B51C9 65EA226F FEE2CASA B2EFDQQ7 54DC32F3 57BF7AE4
2275EQF7 704DC44E S50A5220A DOSAB698 A22640AC 63482900

K = HMAC(CK, V || @x00 || provided_data) is
6FF4623B 22742731 AD3855C1 446809EA 9EC2015B 75140D0OC
C47CFEAD 2F520948 78BFB048 F4FC4C8A 47E52D96 64ADFQ33

V = HMACCK, V) is
QD61885B 765A2E62 Q4BCO2FS BFBF4FAS 4ABB7668 245399A0
B87B4771 QE75CF2A DS8AQSOEF 7827EF56 19CEF3AB 668708C1

rnd_val 1is
©3AB8BCE 4D1DBBB6 36C5C5B7 E1(C58499 FEB1C619 (CDD11D35
CD6CF6BB 8F20EF27 BOGF5F905 4FFOQ0ODB 9EBF7BF3 QED4DCBB
BC8D5B51 (C965EA22 GFFEE2CA SAB2EFDO 0754DC32 F357BF7A
E42275EQ F7704DC4 4E50A522 OADOSAB6 98A22640 AC634829

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k
HMAC_DRBG_Generate
requested_number_of_bits = 768
additional_input is <empty>

V = HMAC(CK, V) 1is
B9O7E771 44FD55A5 4E9BA1A6 AQEEDOAA C780020C 41A15DD8
9A6C1638 30BA1DO9 4E6A1710 OFF71EE3 QA96E1EE ©4D2A966



temp is
BO9Q7E771 44FD55A5 4E9BA1AG
9A6(C1638 30BA1DO9 4E6A1710

V = HMACCK, V) is
03832A4E 404F1966 C2B5F4CB
88C14E8E (96(C3518 1EAEE32A

temp is
BO9Q7E771 44FD55A5 4E9BA1AG
9A6(C1638 30BA1DO9 4E6A1710
03832A4E 404F1966 C2B5F4CB
88C14E8E (96(3518 1EAEE32A

returned_bits is
BO9O7E771 44FD55A5 4E9BA1AG
9A6C1638 30BA1D0O9 4EGA1710
03832A4E 404F1966 C2B5F4CB
88C14E8E (C96(C3518 1EAEE32A

call Update(additional_input, K,

Update
provided_data <empty>
V || 0x00 || provided_data is

832A4E40 4F1966C2 B5F4CBo61l
C14E8EC9 6C35181E AEE32AAA

AQEEDQOAA
OFF71EE3

61B9927E
AA46330D

AQEEDQOAA
OFF71EE3
61B9927E
AA46330D

AQEEDQOAA
OFF71EE3
61B9927E
AA46330D

D)

B9927E8D
46330DEA

K = HMAC(K, V || @x0@ || provided_data)

EC249919 FFD99A78 321BB(13

DD7C3718

C780020C 41A15DD8
OA96E1EE 04D2A9%66

8D12AC1E 1A24CF23
EAAFESE7 CE783(C74

C780020C 41A15DD8
OA96E1EE 04D2A9%66
8D12AC1E 1A24CF23
EAAFESE7 CE783C74

C780020C 41A15DD8
OA96E1EE 04D2A9%66
8D12AC1E 1A24CF23
EAAFESE7 CE783C74

03
12AC1E1A 24CF2388
AFESE7CE 783C7400

is
DC349F49 A255AC62



D691306F BSBAFBDD @35BEADD 49D42BOC 7D4EA325 A0649B04

V = HMAC(CK, V) 1is
S5CE2AACO 55EA1A@D 199DAF5C F25@QEB3E E8711ED5 5D2589E3
AEDI9FF62 9F47199D 7EB1669E 7CE6CD51 90C528D5 63D72107

rnd_val 1is
BO9Q7E771 44FD55A5 4E9BA1AG AQEEDQAA C780020C 41A15DD8
9A6C1638 30BA1DQ9 4E6A1710 QFF71EE3 QA96GE1EE ©4D2A966
03832A4E 404F1966 C2BS5F4CB 61B9927E 8D12AC1E 1A24CF23
88C14E8E (96(C3518 1EAEE32A AA46330D EAAFESE7 CE783C74

HHHRH IR R R R R R R R
HMAC_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4ADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6c D7D8DI9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E



Nonce =
20212223 24252627 28292AZB

PersonalizationString =
404142 43444546 4748494A 4BAC4ADAE
4F505152 53545556 5758595A 5B5C5DSE S5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596
9798999A 9BOC9DI9E 9FAQA1AZ2 A3A4A5A0 A7ASA9AA ABACADAE

Additionallnputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

AdditionallInput2 =
AQA1AZ A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@AC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

HHHH A A A A

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k 3% % >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

nonce 1is
20212223 24252627 28292A2B



personal_str

is

404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance"

Seed_Material is

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

Key is
00000000
00000000

V is
01010101
01010101

Update

provided_data

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526

0001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
S5E5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

00000000 00000000
00000000 00000000

01010101 01010101
01010101 01010101

0001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
5E5F6061 62636465
2728292A 2B404142

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

00000000
00000000

01010101
01010101

06070809
1E1F2021
36373839
AE4F5051
66676869
43444546

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

00000000
00000000

01010101
01010101

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
939495906
ABACADAE

00000000
00000000

01010101
01010101

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE



4F505152
6768696A
7F808182
9798999A

V Il 0x00 |1

01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

provided_data is
010101 01010101
01010101 01010101
01000001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
SE5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9DIE 9FAQA1A2

5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

01010101
01010101
06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4A5A6

K = HMAC(CK, V || @x0@ || provided_data)
759FC2E2 D33686FF B43AB4F9 27A9E74D
7A84FF76 479BD8B6 D930A267 6D76D9BC

V = HMACCK, V) is

D873522C
BC9AQ873

VIl ox01 |1

49664 7EB
5A9567A3
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A

BOF(C9099 33B67222
SDE801C3 ©6DO1ABES

provided_data is
D87352 2CBOFC90
8BBC9AQ8 735DE801
90010001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
SE5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172

16975EA8
52B764E9

9933B672
C36D01AB
06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576

5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
0OAOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is
7C30CE89
B2F420A3

B7EA9349
9514935A

2216975E
E852B764
0OAGBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A

63646566
7B7C7D7E
93949596
ABACADAE

01010101
01010101
OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

O5C5AEDF
4B76654A

6647EB8B
9567A39D

A8B7EA93
E9951493
OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E



7F808182 83848586 8788898A 8B8(C8D8E 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x@1 || provided_data) is
085987EF 2F1BDZ2B4 @1CF188A EF3E3428 9AB194F5 8@3FB7ES
2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V = HMACCK, V) is
8EQ65B64 B430910B 4950528A F23A9FA2 866FSDAA 9106B72E
38BAQB93 DO33B851 04485F29 D1AD7EB6 FF1643D6 9129654D

Update (Key, V):

Key is
085987EF 2F1BDZ2B4 ©@1CF188A EF3E3428 9AB194F5 8@3FB7ES
2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V is
8EQ65B64 B430910B 4950528A F23A9FA2 866F8DAA 9106B72E
38BA0OB93 D033B851 04485F29 D1AD7EB6 FF1643D6 9129654D

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k >k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F70Q7172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

additional_input <> NULL, call Update(additional_input, K, V)



Update
provided_data

6F707172
8788898A
9FAQOA1AZ
B7B8BI9BA

V Il 0x00 ||

866F8DAA
FF1643D6
6F707172
8788898A
9FAQA1AZ
B7B8BI9BA

606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

provided_data is
8E065B64
9106B72E 38BAOB93
9129654D 00606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4AS5A6 A7A8SA9AA
BBBCBDBE BFCQC1C2

63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

B4309108B
DO33B851
63646566
7B7C7D7E
939495906
ABACADAE
(C3C4C5C6

K = HMAC(K, V || @0x0@ || provided_data)
4QF45F9B DB63CEZ2D C49A99E2 22EB624D
E4FBA82F 7BB4F4B6 1A26C174 B21EBBB7

V = HMACCK, V) is

BB1F9BOF
4D988A48

VIl ox01 |1

4CCASD1F
D3B981FE
6F707172
8788898A
9FAQA1A2
B7B8B9BA

08693EE1 512D9E7E
4E6CABDD @BDBCAA?7

provided_data is
BB1FOBOF
07B74BCB 4D988A48
6FO588DE 01606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

94CED7F8
0073F85D

08693EE1
4E6CABDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

K = HMACCK, V Il 0x01 || provided_data)

6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

4950528A
04485F29
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is
1392BF1E
843E7378

4CCA5D1F
D3B981FE

512D9E7VE
OBDBCAA7
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

F23A9FA2
D1AD7EB6
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

31F6BE87
31F2D481

07B74BCB
6FO588DE

94CED7F8
0073F85D
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



F43A39BD 8EBD1620 2FD2A304
E3EC8A77 8F45378E DFF8936C

V = HMACCK, V) is
F2BO3FB9 BA930DE3 71C@8DD4
2C30AFC9 BA96423A CD267E78

V = HMACCK, V) is
3918F6DF SE50B922 CDD7DOFB
B2B3970A F1D3@DOF 344225A1

temp is
3918F6DF 5E50B922 CDD7DOFB
B2B3970A F1D30DOF 344225A1

V = HMACCK, V) is
QCOED74F S56BC8FB4 8145FB36
AC@OFCCS D35E5898 3570F37C

temp is
3918F6DF 5E50B922 CDD7DOFB
B2B3970A F1D30DOF 344225A1
@C9ED74F 56BC8FB4 8145FB36
AC@9FCC5 D35E5898 3570F37C

returned_bits is
3918F6DF 5E50B922 CDD7DOFB
B2B3970A F1D30DOF 344225A1
@C9ED74F 56BC8FB4 8145FB36
AC@9FCC5 D35E5898 3570F37C

call Update(additional_input, K,

EE4D3F5A
DO73D36A

D1D26541
F84671DE

87967822
53848698

87967822
5384869B

90FDA956
CE516D76

87967822
5384869B
90FDA956
CE516D76

87967822
5384869B
90FDA956
CE516D76

D)

C29A8855
6AC105FF

2A7AC84A
43B61E79

33141EEE
208ADB4B

33141EEE
208ADB4B

1AD6@38A
407A2342

33141EEE
208ADB4B
1AD6038A
407A2342

33141EEE
208ADB4B
1AD6038A
407A2342

98BD4370
AZBE704C

B2314D89
6C6687D1

8A14AB69
5674C6DA

8A14AB69
5674C6DA

5B1E@BAZ
F802CCB9

8A14AB69
5674C6DA
5B1E@BAZ
F802CCB9

8A14AB69
5674C6DA
5B1E@BAZ
F802CCB9



Update
provided_data

6F707172
8788898A
9FAQOA1AZ
B7B8BI9BA

V Il 0x00 ||

1AD6@38A
407A2342
6F707172
8788898A
9FAQOA1A2
B7B8BI9BA

606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

provided_data is
OCOED74F
SB1E@BAZ2 AC@Q9FCC5
F802CCB9 00606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4AS5A6 A7ASA9AA
BBBCBDBE BFCQC1C2

63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

56BC8FB4
D35E5898
63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

K = HMAC(CK, V || @0x00 || provided_data)
B28EF895 QD1FQOF9E 7528FE77 6QADBCFD
DO9B0O70B 44526378 83FC310B 32FA6(C16

V = HMACCK, V) is

0OA4B15DE
59D3FCB8

VIl ox01 |1

DD4553F1
350C8ECB
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

6B992614 D3502202
73635241 79C956AA

provided_data is
OA4B15DE
CO68FQOOD 59D3FCB8
35EB71A4 01606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

23171C33
281FFDoB

6B992614
73635241
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C0

K = HMACCK, V Il 0x01 || provided_data)

6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

8145FB36
3570F37C
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is
3EE1100C
700AAAFE

DD4553F1
350C8ECB

D3502202
79C956AA
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

90FDA956
CE516D76
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

1DE8173B
61A0A397

Co68F00D
35EB71A4

23171C33
281FFD6B
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



1D99B92D E9846(C92 22DOEE91 E7423C62 (Cl65B662 B6B29D59
8DOAAA82 D354FC3F C3ACZ2D65 E92D43A5 012A494D D8995AEB

V = HMACCK, V) is
ASGE8815 2A533A42 829BOF7E 2589A79B B4FBACFO 51349F14
FFOD2538 0669EBO8 683F1BOF BE4SFSFF D3DB2AGD 5412522B

rnd_val 1is
3918F6DF 5E50B922 CDD7DOFB 87967822 33141EEE 8A14AB69
B2B3970A F1D30DOF 344225A1 5384869B 208ADB4B 5674C6DA
OC9ED74F 506BC8FB4 8145FB36 90FDA956 1AD6@38A SB1EQBAZ2
AC@9FCC5 D35E5898 3570QF37C CE516D76 407A2342 F8@2CCB9

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
AQOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@OC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D88D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

additional_input <> NULL, call Update(additional_input, K, V)

Update

provided_data
AQA1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQAC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE



V Il 0x00 || provided_data is

A86E8815
B4FBACF9 51349F14 FF9D2538
D3DB2A6D 5412522B Q0OAQA1A2
AFBOB1B2 B3B4B5B6 B7B8BOBA
C7C8C9CA (BCCCDCE CFDOD1D2
DFEQE1EZ2 E3E4ESE6 E7VESEQEA
F7F8F9FA FBFCFDFE FF000102

2A533A42
0669EBO8
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

K = HMAC(CK, V || @x00 || provided_data)

D8618675 35A0AC79 ECA3(C968
BO89D770 8B6OFOC3 72234ACA

V = HMACCK, V) is
3072E24D Q8F157E1 FO446641
98927025 BBCF3B82 BB82BOBF

V || 0x01 || provided_data is

3072E24D
1BBE5209 @59DE17E 98927025
7C891877 9D86858D Q1AQA1A2
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1E2 E3E4ES5EG E7ESEQEA
F7F8FOFA FBFCFDFE FF000102

6BDE77B8
2B791B75

BDCEAB6O@
7440DBC6

08F157E1
BBCF3B8&2
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMAC(CK, V || @x@1 || provided_data)

EQ70149D 96AD5AEZ CAED9BC9
CDC186B7 A843F3F6 848(8502

V = HMACCK, V) is
9FAG2895 A425AD21 F19FFC95
OBCGEBAD E3F1793A 41422A7E

3A875FD8
CCo88B04

6341DEAB
078B98D8

829BIF7E
683F1BOF
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
BF7D52A0
5B31E7AC

1BBE5209
7C891877

Fo446641
BB82BOBF
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
B6291122
3556C54D

7B940EBE
C740D638

2589A79B
BE45F5FF
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

EE50D8D3
E515336B

@O59DE17E
9D86858D

BDCEABGQ@
7440DBC6
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

58E92889
3CD5A28A

ESA2E475
EQC6526A



V = HMACCK, V) is
BFFE3657 BE463125 BC247C54
34ECAC69 2837F275 FO449FB1

temp 1is
BFFE3657 BE463125 BC247(C54
34ECACG9 2837F275 F0449FB1

V = HMACCK, V) is
10370288 FFQQ74CA 6D99DDOB
1D2E3AQC FFO5F45E 49BO2FBS

temp 1is
BFFE3657 BE463125 BC247(C54
34ECACG9 2837F275 F0449FB1
10370288 FFO@74CA 6D99DDOB
1D2E3AQC FFO5F45E 49B0Q2FB8

returned_bits is
BFFE3657 BE463125 BC247C54
34ECACE9 2837F275 FO449FB1
10370288 FF0O74CA 6D99DDOB
1D2E3AQC FF9O5F45E 49B02FB8

call Update(additional_input, K,

Update

provided_data
AQAL1A2
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1E2 E3E4ESE6 E7VESEQEA
F7F8FOFA FBFCFDFE FF000102

B3A5B608
5B04C2F1

B3A5B608
5B04C2F1

5912AE3A
CFBDE860

B3A5B608
5B04C2F1
5912AE3A
CFBDE860

B3A5B608
5B04C2F1
5912AE3A
CFBDE860

v

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

A7198008
2F12A189

A7198008
2F12A189

B2875B18
0B222872

A7198008
2F12A189
B2875B18
0B222872

A7198008
2F12A189
B2875B18
0B222872

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

78F5058A
87FF1ESB

78F5058A
87FF1ESB

201626E6
82EQ1DF3

78F5058A
87FF1ESB
201626E6
82EQ1DF3

78F5058A
87FF1ESB
201626E6
82EQ1DF3

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE



V Il 0x00 || provided_data is

10370288
B2875B18 201626E6 1DZE3AQC
0B222872 82EQ1DF3 00AQA1A2
AFBOB1B2 B3B4B5B6 B7B8BIBA
C7C8C9CA (CBCCCDCE CFD@D1DZ
DFEQE1EZ2 E3E4ES5E6 E7ESEQEA
F7F8FOFA FBFCFDFE FF000102

FFO@74CA
FFO5F45E
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

HMAC(K, V || @x00 || provided_data)

OE744D90 FEQ8D1BD 53ACODEE
63352A8C 17ED67D3 90FE4950

HMACCK, V) is
12677BF7 2691959E 9CQIF5F2
BAFF4230 FCE4F512 19829624

V || 0x@01 || provided_data is

rnd_val

12677BF7
97EQE4C1 51873C3A BAFF4230
A1130840 4625EA69 01A0A1A2
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (CBCCCDCE CFD@D1D2
DFEQE1EZ2 E3E4ESE6 E7ESEQEA
F7F8F9FA FBFCFDFE FF000102

E23659C5
C7DA111B

AA618376
9348EFC8

2691959E
FCE4F512
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

HMACCK, V || @x01 || provided_data)

©0B77DD3B ED4BFFE4 F6494(C1B
6CF81218 4E133482 AQ4F7007

HMACCK, V) is
020E9776 277D8B88 4E16E4QD
2ADB6417 D726E901 46142F6E

is

7522F2AB
BF4A4D85

7B7AF404
B388A3A3

6D99DDOB
49B02FB8
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
AQ7BCC3E
2555A82A

97EQE4(C1
A1130840

9CO9F5F2
19B29624
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
93EE1338
FA138745

4952A9B9
7A669D27

5912AE3A
CFBDE86@
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

FE9FA961
D3BFCESD

51873C3A
4625EA6G9

AA618376
9348EFC8
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

ED89CFC1
1B6D8BE3

5DA33382
9432DACD



BFFE3657 BE463125 BC247(C54 B3A5B608 A7198008 78F5058A
34ECAC69 2837F275 FO449FB1 5B04C2F1 2F12A189 87FF1ESB
10370288 FFO074CA 6D99DDOB 5912AE3A B2875B18 201626E6
1D2E3AQC FF95F45E 49B02FB8 CFBDE860 ©0B222872 82E@1DF3

HHHRH IR R R R R R R R
HMAC_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALAZ2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9QEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6c D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292AZB

PersonalizationString = <empty>

AdditionalInput = <empty>



B B B v

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3% 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Seed_Material is
000102
03040500 0708090A OBOCODOE OF101112 13141516 1718191A
1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E 2F303132
33343536 3738393A 3B3C3D3E 3F404142 43444546 4748494A
4B4C4D4E 4F505152 53545556 5758595A 5B5C5D5E 5F606162
63646566 6768696A 6B6CODOE 20212223 24252627 28292A2B

Key is
00000000 00000000 V0000000 V00000 V0000000 0000000
00000000 00000000 00000000 0000000 00000000 00000000

V is
01010101 01010101 01010101 01010101 01010101 01010101
01010101 01010101 01010101 01010101 01010101 01010101



provided_data

03040500
1B1C1D1E
33343536
4B4C4D4E
63646566

V Il 0x00 |1

01010101
01010101
030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6CODGE

provided_data is

01010101 01010101
01010101 01010101
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6C6D6E

0F101112
2728292A
3F404142
5758595A
20212223

01010101
01010101
0F101112
2728292A
3F404142
5758595A
20212223

K = HMAC(K, V || @x00 || provided_data)
E5675B81 A558502A 38EBFD@9 A9753D3E
1808526C D64ABF8C 3502D83F 20CEQ7DB

V = HMACCK, V) is

F7QF7FF2
41402759

V Il oxo1 ||

45023323
CD72F743
030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

45023323 7528314F
CD72F743 72924730

provided_data is

7528314F A8EBF4DZ
72924730 1F85(C172
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6COD6E

A8EBF4D2
1F85C172

50B95649
1CCB323D
0F101112
2728292A
3F404142
5758595A
20212223

K = HMACCK, V Il 0x01 || provided_data)

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

01010101
01010101
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
F31388D1
68FOFA99

50B95649
1CCB323D

O6FOEF58
4D8B887F
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

01010101
01010101
00000102
1718191A
2F303132
4748494A
5F606162
28292A2B

EF8EFC89
22789E4C

O6FOEF58
4D8B887F

F70F7FF2
41402759
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B



DE2451BA AF677086 D7CoFBDB 53638AC@ QFE1EVE9 B1CF6A30
4ABC2005 D1A8A726 77A4E48A B5B3D2D1 35BA251A 764C77C7

V = HMACCK, V) is
D6F45225 560DF998 B7006216 DAFFAE27 44D97518 D7585280
@9A9DCE6 1D5@A2FF B4C53COE D7B405C5 6692FDA8 5523EC69

Update (Key, V):
Key is

DE2451BA AF677086 D7CoFBDB 53638AC0 QFE1EVE9 B1CF6A30
4ABC2005 D1A8A726 77A4E48A B5B3D2D1 35BA251A 764C77C7

V is
D6F45225 560DF998 B7006216 DAFFAEZ27 44D97518 D7585280
Q9A9DCE6 1D5QA2FF B4C53C9E D7B405C5 6692FDA8 5523EC69

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok k k
HMAC_DRBG_Generate
requested_number_of_bits = 768
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BIC9DIE 9FAQALIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVES8EQEA EBECEDEE



additional_in
Seed_Material 1

8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

Key is
DE2451BA
4ABC2005

V is
D6F45225
@9A9DCE6

Update
provided_data

8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

V Il 0x00 ||

44D97518
6692FDA8
8F909192
A7A8A9AA
BFCOC1C2
D7D8DI9DA

put is <empty>
s

808182
93949596 9798999A
ABACADAE AFBOB1B2
(C3C4C5C6 C7C8COCA
DBDCDDDE DFEQE1EZ2

AF6770806 D7CoFBDB
D1A8A726 77A4E48A

560DF998 B7006216
1D50A2FF B4C53C9E

808182
93949596 9798999A
ABACADAE AFBOB1B2
(3C4C5C6 C7C8COCA
DBDCDDDE DFEQE1EZ

provided_data is
D6F45225
D7585280 ©9A9DCE6
5523EC69 00808182
93949596 9798999A
ABACADAE AFB@B1B2
(C3C4C5C6 C7C8CICA
DBDCDDDE DFEQE1EZ2

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

53638AC0O
B5B3D2D1

D4FFAEZ27
D7B405C5

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

560DF998
1D50A2FF
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

HMAC(K, V || @0x00 || provided_data)

4BEF4E9F 3D8105E6 700CBA90@ 8ABAZ29CB

8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7ESEQEA

OFE1E7E9
35BA251A

44D97518
6692FDA8

8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

B7006216
B4C53C9E
8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

is
42D3F72D

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

B1CF6A30
764C77C7

D7585280
5523EC69

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

D4FFAE27
D7B4@5C5
8B8C8DSE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

9EEF2FE3



DE136559 1A50E527 21318D64 8944859C A97B12C7 672BD3E3

V = HMACCK, V) is
7FFBCSF8 8ABDFQ11 51737QF2 D6081072 C680E523 14F66156
42F38C60 CF73C071 13F90DOF A85FC132 B24753DC 119FBF74

V || 0x01 || provided_data is

7FFBC5F8 8ABDFQ11 517370E2 D6081072
C680E523 14F66156 42F38C60 CF73C@Q71 13F90D9F A85FC132
B24753DC 119FBF74 01808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9C9DIE 9FAQALIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFC@OC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ES5E6 E7ES8E9EA EBECEDEE

K = HMAC(CK, V || @x@1 || provided_data) is
F51761FD 6C4C10BC ©6843A51A FE4QEFE9 2AC78D7C 2CEG2FFA
562E530C 40F165CB 58EA3DF8 447FB5CA 75A4AQ0C9 7004431E

V = HMACCK, V) is
5279E3F8 A1887F7C OCE2A9FC 1CCE9@B1 E3B8Q21A 8FFACEE2
66F1DACB F8589D67 OSDOFE7B 6B7EAFC6 7@0B73EC3 6@ASBD35

Update (Key, V):
Key is

F51761FD 6C4C10BC 6843A51A FE4QEFE9Q 2AC78D7C 2CE62FFA
562E530C 40F165CB 58EA3DF8 447FB5CA 75A4A0C9 7004431E

V is
5279E3F8 A1887F7C QCE2A9FC 1CCE90B1 E3B8@21A 8FFACEE2
66F1D4CB F8589D67 @OS5DOFE7B 6B7EAFC6 70B73EC3 6QA5BD35

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate



requested_number_of_bit

additional_input is

V = HMACCK, V) is
ODC4AC80 D862FBB4
3A4229B2 8D277E2A

temp is
@DC4AC80 D862FBB4
3A4229B2 8D277E2A

V = HMACCK, V) is
0C68069F 3DEQF533
8927FE45 F6168BES

temp is
@DC4AC80 D862FBB4
3A4229B2 8D277E2A
0C68069F 3DEQF533
8927FE45 F6168BES8

returned_bits is
@DC4AC80 D862FBB4
3A4229B2 8D277E2A
0C68069F 3DEQF533
8927FE45 F6168BE8

call Update(additional_

Update

provided_data <empty>

s = 768

<empty>

83980077
BESE7E41

83980077
BESE7E41

57F8B80A
BC56F876

83980077
BESE7E41
57F8B80A
BC56F876

83980077
BESE7E41
57F8B80A
BC56F876

input, K,

5BF1E7D3
AC5A870E

S5BF1E7D3
AC5A870E

FE695876
8ED2065D

S5BF1E7D3
AC5A870E
FE695876
8ED2065D

S5BF1E7D3
AC5A870E
FE695876
8ED2065D

D)

7AE1E195
F3824657

7AE1E195
F3824657

C731D774
0C5829D7

7AE1E195
F3824657
C731D774
0C5829D7

7AE1E195
F3824657
C731D774
0C5829D7

A9A30C44
4203FD@D

A9A30C44
4203FD@D

E8OCCDAS
8694EDCF

A9A30C44
4203FD@D
E8@OCCDAS
8694EDCF

A9A30C44
4203FD@D
E8OCCDAS
8694EDCF



V || 0x00 |1 provided_data is
oC
68069F3D EQF53357 F8B8OAFE 695876C7 31D774E8 @CCDA589
27FE45F6 168BE8BC 56F8768E D2065DQC 5829D786 94EDCFQ0Q

K = HMAC(CK, V || @x0@ || provided_data) is
24CBF22F 1D9D6c@9B 0@57Do6lF FA38E1FE 4C3A248F 670Q3EF33
7AC3342E 16764CCO 9FA53FQ1 F7A89CED 3543(990 QA4A84AB

V = HMACCK, V) is
CCO54BC6 66BF8793 429D4B82 E23059CC BAD4ABB4 F9368AF2
@D54F4C5 63C1BE92 SDADFSE3 BQ39D3C8 ALFE432A DC573A31

rnd_val 1is
@DC4AC80 D862FBB4 83980077 S5BF1E7VD3 7AE1E195 A9A30C44
3A4229B2 8D277E2A BESE7VE41 ACS5A870QE F3824657 4203FDOD
0C68069F 3DEQF533 57F8B80QA FEG95876 (731D774 E8QCCDAS
8927FE45 F6168BE8 BC56F876 8ED2065D 0C5829D7 8694EDCF

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k sk 5k %k %k >k kk ok k
HMAC_DRBG_Generate
requested_number_of_bits = 768
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k >k 5k %k %k >k kkkk

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE



FF000102
1718191A

additional_in
Seed_Material i

CFD@D1D2
E7E8EQEA
FF000102
1718191A

Key is
24CBF22F
7AC3342E

V is
CCO54BCo
0@D54F4(C5

Update
provided_data

CFDOD1D2
E7E8EQEA
FF000102
1718191A

V Il 0x00 |1

BAD4ABB4
A1FE432A
CFDOD1D2
E7E8EQEA
FF000102
1718191A

03040506 0708090A
1B1C1D1E 1F202122

put is <empty>
s

cecicz
D3D4D5D6 D7D8D9IDA
EBECEDEE EFFQF1F2
03040506 0708090A
1B1C1D1E 1F202122

1D9D609B ©@57D661F
16764CCO 9FA53F0Q1

66BF8793 429D4B82
63C1BE92 5DADF8E3

cocC1cz
D3D4D5D6 D7D8D9ODA
EBECEDEE EFFQF1F2
03040500 0708090A
1B1C1D1E 1F202122

provided_data is
CC@54BCo6
F9368AF2 @D54F4C5
DC573A31 00C0OC1C2
D3D4D5D6 D7D8DIDA
EBECEDEE EFFQF1F2
03040506 0708090A
1B1C1D1E 1F202122

0BOCODOE
23242526

(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

FA38EL1FE
F7A89CED

E23059CC
BO39D3C8

(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

66BF8793
63C1BE92
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

0F101112
2728292A

C7C8COCA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

4C3A248F
3543C990

BAD4ABB4
A1FE432A

C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

429D4B82
SDADF8E3
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

13141516
2B2C2D2E

CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

6703EF33
0A4A84AB

F9368AF2
DC573A31

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

E23059CC
B@39D3C8
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E



096A1F10
8219CDDF

K = HMAC(CK, V || @2x00 || provided_data)
53C01F@8 5511CBB7 900AC343
6847CEFF 9819066B6 6E254A9B

V = HMACCK, V) 1is

A7006AEE 57CEEEF@ BoD4D886
CC9971B2 66C425AF D106A34E

V || 0x@1 || provided_data is

A7Q06AEE
18544E30 397D36E5 CC9971B2
831153CE 6654A4F2 ©1C0C1C2
CFDOD1D2 D3D4D5D6 D7D8DIDA
E7ESE9EA EBECEDEE EFFOF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

C9B31281
220282EA

57CEEEFQ
66C425AF
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

K = HMACCK, V Il 0x01 || provided_data)

BO5AQQCE 2CFD708F 3ACB9092
2(C8220C0 B1C02396 4AQCA788

V = HMACCK, V) is
C9B3C782 GFFA7EFD E6E30723
1A7083A2 711E5366 866502D2

Update (Key, V):

Key is
BO5SAQQOCE 2CFD708F 3ACB9092
2(C8220C0 B1C02396 4AQCA788

V is
(C9B3C782 oFFA7EFD E6E30723

OF152F8A
B4CFEZ25A

E87F5A4C
A74C64D0

OF152F8A
B4CFE25A

E87F5A4C

1A7083A2 711E5366 866502D2 A74(C64D0

is
988EA942
E4FE3B41

18544E30
831153CE

BoD4D886
D106A34E
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

is
DICE740A
70938AA8

EC563A14
71CCEFC@

DICE740A
70938AA8

EC563A14
71CCEFC@

C044BBA8
226FD5CF

397D36E5
6654A4F2

C9B31281
220282EA
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

76C8A56E
D5FF6525

91789FE1
5CEB3CBA

76C8A56E
D5FF6525

91789FE1l
5CEB3CBA



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
018413E2 105E8803 FA13FS8ES 65D538B4 747B3297 2577F180
70A3F1B6 49986781 027DC908 210BADOF OE1DA470 AQ4SQEFD

temp 1is
018413E2 105E8803 FA13F8E8 65D538B4 747B3297 2577F180
70A3F1B6 49986781 027DC908 210BADOF QE1DA470 AQ4SQEFD

V = HMACCK, V) is
QEC93DCO 06D24E95 BCGBAGS6 7AB36074 A29F2C93 B83GFAF9
62F80560 E44D759F F920BCFA 83EF4595 16F7196D 0885C522

temp 1is
018413E2 105E8803 FA13F8E8 65D538B4 747B3297 2577F180
70A3F1B6 49986781 027DC908 210BADOF QE1DA470 AQ4SQEFD
QECI93DCO 06D24E9S5 BC6BAGS6 7AB36074 A29F2(C93 B836FAF9
62F80560 E44D759F F920BCFA 83EF4595 16F7196D 0885(522

returned_bits 1is
018413E2 105E8803 FA13F8E8 65D538B4 747B3297 2577F180
70A3F1B6 49986781 027DCO08 210BADOF QE1DA470 AQ4SQEFD
QEC93DCO 06D24E95 BC6BAG56 7AB36074 A29F2(C93 B836FAF9
62F80560 E44D759F F920BCFA 83EF4595 16F7196D ©0885(522

call Update(additional_input, K, V)



Update

provided_data <empty>

V Il 0x00 || provided_data is
OE
C93DC006 D24E95BC 6BAG567A B36074A2 9F2(C93B8 36FAF962
F80560E4 4D759FF9 20BCFA83 EF459516 F7196D08 8552200

K = HMACCK, V Il 0x00 || provided_data) is
9AA45364 6096D875 @9CE753A CBAGDOB9 00C28240 41340F09
92F198E8 96F4A311 3AFE97D7 BF59F066 9BBF7(C98 80D24887

V = HMACCK, V) is
735DA3B1 @0D10469D 49B2D2DE B56CB890 275222E1 59BD3570
DEE47333 7721C8AA BF(C94350 775D25FB 5DFB3581 AQ48241F

rnd_val is
018413E2 105E8803 FA13F8E8 65D538B4 747B3297 2577F180
70A3F1B6 49986781 027DCO08 210BADOF QE1DA470 AQ4S5QEFD
QEC93DCO 06D24E95 BC6BAG56 7AB36074 A29F2(C93 B836FAF9
62F80560 E44D759F F920BCFA 83EF4595 16F7196D ©885(522

B B T L A Lt B et i
HMAC_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE



EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionallInputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQA1A2 A3A4ASAG6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQAC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

B B L B A Lt B et
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk kR sk sk k
HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCODOE



0OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

nonce 1is

personal_str is <empty>

20212223 24252627 28292A2B

prediction_resistance_flag = "PredictionResistance"

Seed_Material is

03040506 0708090A
1B1C1D1E 1F202122
33343536 3738393A
4B4C4D4E 4F505152
63646566 6768696A

Key is
00000000 00000000
00000000 00000000

V is
01010101 01010101
01010101 01010101

Update
provided_data

03040506 0708090A
1B1C1D1E 1F202122
33343536 3738393A
4B4C4D4E 4F505152
63646566 6768696A

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

00000000
00000000

01010101
01010101

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

0F101112
2728292A
3F404142
5758595A
20212223

00000000
00000000

01010101
01010101

0F101112
2728292A
3F404142
5758595A
20212223

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

00000000
00000000

01010101
01010101

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

000102
1718191A
2F303132
4748494A
5F606162
28292A2ZB

00000000
00000000

01010101
01010101

000102
1718191A
2F303132
4748494A
5F606162
28292A2B



V Il 0x00 |1

01010101
01010101
030405006
1B1C1D1E
33343536
4B4C4D4E
63646566

provided_data is

01010101 01010101
01010101 01010101
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6C6D6E

01010101
01010101
0F101112
2728292A
3F404142
5758595A
20212223

K = HMAC(CK, V || @x00 || provided_data)
E5675B81 A558502A 38EBFD@9 A9753D3E
1808526C D64ABF8C 3502D83F 20CEQ7DB

V = HMACCK, V) is

F7QF7FF2
41402759

V Il oxo1 ||

45023323
CD72F743
03040500
1B1C1D1E
33343536
4B4C4D4E
63646566

45023323 7528314F
CD72F743 72924730

provided_data is

7528314F A8EBF4DZ2
72924730 1F85(C172
0708090A 0BOCODOE
1F202122 23242526
3738393A 3B3C3D3E
4F505152 53545556
6768696A 6B6CODGE

A8EBF4D2
1F85C172

50B95649
1CCB323D
0F101112
2728292A
3F404142
5758595A
20212223

K = HMACCK, V Il 0x01 || provided_data)
DE2451BA AF677086 D7CoFBDB 53638AC0O
4ABC2005 D1A8A726 77A4E48A B5B3D2D1

V = HMACCK, V) is
D6F45225 560DF998 B7006216 D4FFAE27
@9A9DCE6 1DSQA2FF B4C53COE D7B4@5CS

01010101
01010101
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
F31388D1
68FOFA99

50B95649
1CCB323D

O6FOEF58
4D8B887F
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

is
QFE1E7E9
35BAZ251A

44D97518
6692FDA8

01010101
01010101
00000102
1718191A
2F303132
4748494A
5F606162
28292A2B

EF8EFC89
22789E4C

O6FOEF58
4D8B887F

F70F7FF2
41402759
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

B1CF6A30
764C77C7

D7585280
5523EC69



Update (Key, V):

Key is
DE2451BA AF677086 D7C6FBDB 53638ACO QFE1E7E9 B1CF6A30
4ABC2005 D1A8A726 77A4E48A BS5B3D2D1 35BA251A 764C77C7

V is
D6F45225 560DF998 B7006216 DAFFAEZ27 44D97518 D7585280
@9A9DCE6 1D5QA2FF B4C53C9E D7B405C5 6692FDA8 5523EC69

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3% 3k >k 3k %k 3k %k 3%k >k >k 3k %k 3%k %k 3% %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BIC9DIE 9FAQALIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input is
606162 63646566 6768696A 6B6COEDGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586



8788898A
9FAQA1AZ
B7B8BI9BA

8B8C8D8E
A3A4A5A6
BBBCBDBE

Seed_Material is

Key 1is

V is

86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9
6F707172
8788898A
9FAQA1A2
B7B8B9BA

DE2451BA
4ABC2005

D6F45225
©@9A9DCE6

8A8B8C8D
AZA3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DSE
A3A4A5A6
BBBCBDBE

AF677086
D1A8A726

560DF998
1D50A2FF

8F909192
A7A8A9AA
BFCOC1C2

8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

D7C6FBDB
77A4E48A

B7006216
B4C53C9E

Update

prov

ided_data

86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9
6F707172
8788898A
9FAQA1A2
B7B8B9BA

8A8B8C8D
AZA3A4A5
BABBBCBD
D2D3D4D5
EAEBECED
73747576
8B8C8DSE
A3A4A5A6
BBBCBDBE

8E8F9091
AGA7A8A9
BEBFCOC1
DeD7D8D9
EE606162
7778797A
8F909192
A7A8A9AA
BFCOC1C2

93949596
ABACADAE
(C3C4C5C6

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

53638AC0O
B5B3D2D1

D4FFAEZ27
D7B4@5C5

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

9798999A
AFBOB1B2
C7C8C9CA

8081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

OFE1E7E9
35BA251A

44D97518
6692FDA8

8081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

9B9C9D9E
B3B4B5B6
CBCCCDCE

82838485
9A9B9C9D
B2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

B1CF6A30
764C77C7

D7585280
5523EC69

82838485
9A9B9C9D
B2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



V Il 0x00 ||

98B70062
FFB4C53C
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

provided_data is

16D4FFAE 2744D975
9ED7B405 (C56692FD
8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQOC1C2

18D75852
A85523EC
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

HMAC(K, V || @x00 || provided_data)
9FADF2CA B5F52BCD 4ED1DDC8 3A7A3333
4F4DQODD 0156984F 7AE3882D 6B938BCD

HMACCK, V) 1is

OB4AEBQOC
1CEB37A0

V Il oxo1 ||

932ED81E
9287C3BA
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAOA1AZ
B7B8B9BA

12A47693 2ED81E9F
DA9EB792 87C3BA50

provided_data is

9FB89818 07CFOB35
50F9F23E 288A5B4F
8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQOC1C2

B8981807
FOF23E28

B794F53F
20F3ED87
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

HMAC(K, V || @x@1 || provided_data)
17C9901C CA@56D1D 21D8D70B 9893574B
7B931108 1FQA9F3A 2D4BF499 CC551F63

D6F452
8009A9DC
69008081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

is
FO4771A6
30A657B3

CF@B35B7
8A5B4F20

OB4AEB
AA1CEB37
A3018081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

is
451CFF6F
7D693B66

25560DF9
E61D50A2
82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

C45949C2
74B8FBIF

94F53FAA
F3ED87A3

0C12A476
A@DA9EB7
82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

385AB5CC
9433E536



V = HMACCK, V) is
6B29D52D E3BB63A9 8642E78B 2BE7703D 2A35750F FBOEAALC
3D3EFBF1 BBG6COABL1 8564DB62 D3B6@133 397BOEDB B2C06D53

Update (Key, V):

Key is
17C9901C CA@56D1D 21D8D7@B 9893574B 451CFF6F 385AB5CC
7B931108 1FQA9F3A 2D4BF499 (CC551F63 7D693B66 9433E536

V is
6B29D52D E3BB63A9 8642E78B 2BE7703D 2A35750F FBOEAALC
3D3EFBF1 BB6CQAB1 8564DB62 D3B60133 397BQEDB B2CQ6D53

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k >k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % *k 3% %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
61AA7FC4 4CDID28E 5A19092C SADBA@SD F7A4EADC FBBBI20F
2A2EF8DC 1692F203 EC3EACSD 38FD917D 13CA8QAC A874003E

temp is
61AA7FC4 4CDID28E 5A19092C SADBA@SD F7A4EADC FBBB920F
2A2EF8DC 1692F203 EC3EACSD 38FD917D 13CA8QAC A874003E

V = HMACCK, V) is
CD556DD9 954C5802 4AA6B155 1049E612 D548C6EA CACCSC26
@CACCD88 47CFE880 8B5B57D2 F3405ECD 1DD84756 S85SE8FBE



temp

is
61AA7FC4 4CD9ODZ8E
2A2EF8DC 1692F203
CD556DD9 954(C5802
OCACCD88 47CFE880

5A19092C 5ADBAQ@SD
EC3EAC8D 38FD917D
4AA6B155 1049E612
8B5B57D2 F3405ECD

return

ed_bits is

61AA7FC4 4CD9D28E
2A2EF8DC 1692F203
CD556DD9 954(5802
@CACCD88 47(CFE880

5A19092C S5ADBAQSD
EC3EAC8D 38FD917D
4AA6B155 1049E612
8B5B57D2 F3405ECD

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is

rnd_val

556DD995 4(58024A
ACCD8847 CFE8808B

HMACCK, V || 0x00
5B78D72D D7D4EFB3
EC6D@385 DF1E750C

HMAC(CK, V) 1is
758EFB2B 4B1FCD20
5838BD43 DB6C42AE

is

61AA7FC4 4CD9ODZ8E
2AZ2EF8DC 1692F203
CD556DD9 954(5802
OCACCD88 47CFE880

A6B15510 49E612D5
5B57D2F3 4@5ECD1D

|| provided_data)
F45AC31B 89802B49
08DOB874 B3A3814E

CBAQZ2FOA E71F3A3E
DESCE9BD 4B3827F1

5A19092C 5ADBAQSD
EC3EAC8D 38FD917D
4AA6B155 1049E612
8B5B57D2 F3405ECD

F7A4EADC
13CA80AC
D548C6EA
1DD84756

F7A4EADC
13CA80AC
D548C6EA
1DD84756

48C6EACA

D8475658

is
OFF3CFB4
521B229B

EDD9B1D1
1B1806BA

F7A4EADC
13CA80AC
D548C6EA
1DD84756

FBBB920F
A874003E
CACC5C26
585E8FBE

FBBB920F
A874003E
CACC5C26
585E8FBE

CD
CC5C260C
SE8FBEQQ

D324A419
B6C67497

CC7CA8AE
A22275E9

FBBB920F
A874003E
CACC5C26
585E8FBE



Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k k >k %k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
AQA1A2 A3A4ASAG6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 (C3(C4(C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A ©OBOCODOE

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k 3k sk 3k sk sk >k sk 3k %k sk 3k 3k sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input is
AQA1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQAC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

Seed_Material is
CoC1 C2C3C4C5
C6C7C8C9 CACBCCCD CECFDOD1 D2D3D4D5 D6D7D8D9 DADBDCDD
DEDFEQE1 EZ2E3E4ES5 EOE7E8E9 EAEBECED EEEFFOF1 F2F3F4F5
FoF7F8F9 FAFBFCFD FEFFQ001 02030405 06070809 QAOBOCAOD



OEQOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FIOFA

5B78D72D
EC6DO385

758EFBZB
5838BD43

12131415 16171819
2A2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

D7D4EFB3 F45AC31B
DF1E750C 08D0OB874

4B1FCD20 CBAQZFOA
DB6C42AE DESCE9BD

1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

89802B49
B3A3814E

E71F3A3E
4B3827F1

1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

OFF3CFB4
521B229B

EDD9B1D1
1B1806BA

22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

D324A419
B6C67497

CC7CABAE
A22275E9

Update

provided_data

CeC7C8C9
DEDFEQE1
FoF7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FIOFA

V Il 0x00 ||

20CBAQZF
AEDE8CE9
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEOF1011
26272829

CACBCCCD CECFD@D1
E2E3E4E5 EGE7E8EOQ
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

provided_data is

OAE71F3A 3EEDD9B1
BD4B3827 F11B1806
CACBCCCD CECFDoD1
EZ2E3E4E5 EGE7E8E9Q
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

D1CC7CA8
BAA22275
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6

coC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

758EFB
AE5838BD
E900C0oC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA

C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

2B4B1FCD
43DB6C42
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE



AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
DFEQE1EZ E3E4E5E6 E7VE8E9EA EBECEDEE
F7F8FOFA FBFCFDFE FF000102 03040506

~
1l

HMAC(K, V || @x00 || provided_data)

OAF353E9 02F91380 (592800E A2C074F0
1114AE83 51925AD7 7AC74BBE 516FD004

<
Il

3A34E67C
9E42EQ9%6

V Il ox0o1 ||

8B134C4E
2B8C86E9
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

HMACCK, V) is

3AF1808B 134C4EBA
E981B82B 8C86E9E6

provided_data is

BA578CFC 96B21F49
E6OFC184 F18FD68D
CACBCCCD CECFD@D1
E2E3E4E5 EGE7VESE9
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ2
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1D2
E3E4E5E6 E7E8E9EA
FBFCFDFE FF000102

578CFC9%6
OFC184F1

427EA747
7425601E4
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMACCK, V Il 0x01 || provided_data)
DDE62D1D 19862D57 3E96719E 2E783954
E1FC41C2 FCA96B44 29F41F62 5B19769B

V = HMACCK, V) is
7F4C4B95 7AF571A9 (7178615 C105D370
ES53BCOA 22A790CF B55ADSB6 B6A9F9I95

Update (Key, V):

Key is

BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
C27BDC69
D590A0D6

B21F4942
8FD68D74

3A34E6
4A9E42E0Q
4101C0C1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
C8D7CC72
7454FC6E

10FQ2FFB
89CB230F

C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

519AA7B5
66FFC44F

7EA7474A
2561E441

7C3AF180
96E981B8
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCAD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE

DA242(C94
C0133D85

BF35A3B3
7@C43A5D



DDE62D1D 19862D57 3E96719E 2E783954 (C8D7CC72 DA242(C94
E1FC41C2 FCA96B44 29F41F62 5B19769B 7454FC6E (C0133D85

V is
7F4C4B95 7AF571A9 (7178615 C105D370 10FQ2FFB BF35A3B3
ES553BC9A 22A790CF B55AD5B6 B6A9F995 89CB230QF 70C43ASD

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
8659E679 E61EF663 2374C514 @7F7DDA2 7DCOCESD 8A444EBS
CA912CE1 3BB20D88 9E88QE65 71913D67 2498DE9Q 2B71CEDA

temp 1is
8659E679 E61EF663 2374C514 Q7F7DDA2 7DCOCESD 8A444EB8
CA912CE1 3BB20D88 9E88QEGS5 71913D67 2498DE9@ 2B71CEDA

V = HMACCK, V) is
5D644344 (63CD4D9 43CB6872 30867D6@ FA4712AEC 962EB77C
CDB141F6 678C622A 65AQB2B3 E3DBD812 891EASFC FQID2F19

temp 1is
8659E679 E61EF663 2374C514 Q7F7DDA2 7DCOCESD 8A444EB8
CA912CE1 3BB20D88 9E88QEGS5 71913D67 2498DE9@ 2B71CEDA
5D644344 (C63CD4D9 43(B6872 30867D6@ F4712AEC 962EB77C
(DB141F6 678C622A 65A0B2B3 E3DBD812 891EASFC F@9D2F19

returned_bits is



8659E679 E61EF663 2374(C514 @7F7DDAZ 7DCOCE8D 8A444EB8
CA912CE1 3BB20D88 9E88QE65 71913D67 2498DE9@ 2B71CEDA
5D644344 Co3CD4D9 43CB6872 30867D6@ F4712AEC 962EB77C
CDB141F6 678C622A 65A0BZ2B3 E3DBD812 891EASFC F@9DZ2F19

call Update(additional_input, K, V)

Update

provided_data <empty>

V I 0x00 || provided_data is
5D
644344Co 3CD4D943 (B687230 867D6QF4 712AEC96 2EB77CCD
B141F667 8C622A65 AOB2B3E3 DBD81289 1EASFCFQ 9D2F1900

K = HMACCK, V Il 0x00 || provided_data) is
8650C034 55987FF7 37FDB25C BOB5587A 88BESDFB 57B3(993
396F7E3F 194FCCOF 6E609234 15784F56 E77D9046 6225D4B2

V = HMACCK, V) is
B3D93B3A 3FAFCB35 81C2E98F 1BO6BADE 9C31142F OFQ47C08
EEE7F281 A9AG6129F QEBIF380 A9E3DF62 E2DD2CCB 735DC4E2

rnd_val is
8659E679 E61EF663 2374C514 Q7F7DDAZ2 7DCOCE8D 8A444EBS
CA912CE1 3BB20D88 9E88QEGS5 71913D67 2498DE9® 2B71CEDA
5D644344 (C63CD4D9 43CB6872 30867D60 FA4712AEC 962EB77C
(CDB141F6 678C622A 65A0B2B3 E3DBD812 891EASFC FQ9D2F19

B L A Lt B et
HMAC_DRBG
Requested Security Strength = 192

Requested Hash Algorithm = SHA-384



prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CICA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9ODA DBDCDDDE DFEQE1E2 E3E4ESEG
EVESEQEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZ2E

Nonce =
20212223 24252627 28292A2B

PersonalizationString
404142 43444546 4748494A 4B4C4D4E

4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596
9798999A 9BI9CIDIE 9FAQA1AZ A3A4ASA6 A7A8A9AA ABACADAE

AdditionalInput = <empty>
B b bt g id
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k 5k kkk
HMAC_DRBG_Instantiate_algorithm

entropy_input is



0OF101112
2728292A
3F404142
5758595A

nhonce 1is

personal_str

4F505152
6768696A
7F808182
9798999A

000102
13141516 1718191A
2B2C2D2E 2F303132
43444546 4748494A
5B5C5D5E 5F606162

is

404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9D9E 9FAQA1A2

03040500
1B1C1D1E
33343536
4B4C4D4E
63646566

20212223

43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4ASAG

0708090A
1F202122
3738393A
4F505152
6768696A

24252627

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

28292AZB

4B4C4DAE
63646566
7B7C7D7E
939495906
ABACADAE

prediction_resistance_flag = "PredictionResistance"

Seed_Material is

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

Key 1is
00000000
00000000

V is
01010101
01010101

0001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
S5E5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

00000000 00000000
00000000 00000000

01010101 01010101
01010101 01010101

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

00000000
00000000

01010101
01010101

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

00000000
00000000

01010101
01010101

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4AE
63646566
7B7C7D7E
93949590
ABACADAE

00000000
00000000

01010101
01010101



Update
provided_data

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

V Il 0x00 |1

01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

0001 02030405
16171819 1A1B1C1D
2EZ2F3031 32333435
46474849 4A4B4C4D
S5E5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

provided_data is
010101 01010101
01010101 01010101
01000001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
SE5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9DIE 9FAQA1AZ2

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

01010101
01010101
06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

K = HMAC(CK, V || @0x0@ || provided_data)
759FC2E2 D33686FF B43AB4F9 27A9E74D
7A84FF76 479BD8B6 D930A267 6D76D9BC

V = HMACCK, V

) is

D873522C BOF(C9099 33B67222 16975EA8
BCO9A0O873 5DE8Q1C3 ©6DO1ABE8 52B764E9

VIl ox01 |1

provided_data is
D87352 2CBOFC90

9933B672

0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
0OAOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is
7C30CE89
B2F420A3

B7EA9349
9514935A

2216975E

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

01010101
01010101
OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

O5C5AEDF
4B76654A

6647EB8B
9567A39D

A8B7EA93



490647EB 8BB(C9AQ8 735DE801 (C36D0O1AB E852B764 E9951493
5A9567A3 9D010001 02030405 06070809 OAOBOCOD QEQF1011
12131415 16171819 1A1B1C1D 1E1F2021 22232425 26272829
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041
42434445 46474849 4A4B4C4D 4E4F5051 52535455 56575859
5A5B5C5D 5E5F6061 62636465 66676869 6A6B6C6D 6E202122
23242526 2728292A 2B404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DSE 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x@1 || provided_data) is
085987EF 2F1BDZ2B4 @1CF188A EF3E3428 9AB194F5 8@3FB7ES
2A0072E2 A4B86949 38AD0O44F BEDCEAAD EB9618C7 D7393448

V = HMACCK, V) 1is
8E065B64 B430910B 4950528A F23A9FA2 866F8DAA 9106B72E
38BAOB93 DO33B851 04485F29 D1AD7VEB6 FF1643D6 9129654D
Update (Key, V):
Key is

085987EF 2F1BDZ2B4 ©1CF188A EF3E3428 9AB194F5 803FB7ES
2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V is
8EQ65B64 B430910B 4950528A F23A9FA2 866F8DAA 9106B72E
38BA0OB93 D033B851 04485F29 D1AD7EB6 FF1643D6 9129654D

First call to Generate
3K 3k 3k 3K sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk %k 5K sk %k 5k sk %k 5k sk %k ok sk k ok
HMAC_DRBG_Generate

requested_number_of_bits = 768

additional_input is <empty>



Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k %k 3k %k 3k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

additional_input is <empty>

Seed_Material 1is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9B9CIDOE 9FAQA1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESEG E7VE8EQEA EBECEDEE

Key is
085987EF 2F1BD2B4 @1CF188A EF3E3428 9AB194F5 80Q3FB7ES
2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V is
8EQ65B64 B430910B 4950528A F23A9FA2 866F8DAA 9106B72E
38BAQB93 DO33B851 04485F29 D1AD7EB6 FF1643D6 9129654D

Update

provided_data
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIOE 9FAQALAZ2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9QEA EBECEDEE



V || 0x00 || provided_data is

8EQ65B64
866F3DAA 9106B72E 38BAOB93
FF1643D6 9129654D 00808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFCAC1C2 C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQ@E1E2

B4309108B
DO33B851
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

K = HMAC(K, V || @x@00 || provided_data)

1C9FA6D8 1D8DFE6C FOBB52AA
43732C17 7E16D25F E60376EC

V = HMACCK, V) is
636BA84D AEECES02 2D2D64(9
D5E684A4 ED3@QDEFC 4B52F771

V Il 0x01 || provided_data is

636BA84D
01291377 3BOA12D2 DSE684A4
D27B13D7 (C3C89A27 01808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQE1E2

ABBFD392
2B288F9A

DEOFA460
A1FAF136

AEECE502
ED3@DEFC
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

K = HMAC(CK, V || @x@1 || provided_data)

4D2276F7 3EA64903 043B719C
2C9A74A2 88E692B8 AAFA77E9

V = HMACCK, V) is
AOF9444C 4Q6CBLF5 474077CE
58367BA6 48D99E24 75994FF3

Update (Key, V):

A9070167
7E5BA72B

B92954A5
AA4F9C3E

4950528A
04485F29
8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7ESE9EA

is
QEG4EBB5S
83263608

01291377
D27B13D7

2D2D64(9
4B52F771
8788898A
9FAQA1AZ
B7B8BI9BA
CFDOD1D2
E7ESEQEA

is
CDCCCC14
33F9212F

O1EEBB4F
FADD63B7

F23A9FAZ
D1AD7EB6
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

D4ECAQCB
FD@2235D

3BOA12D2
C3C89A27

DEOFA460
A1FAF136
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

4C0112E4
B358347D

C46C8757
OB67EE71



Key is
4D2276F7 3EAG64903 043B719C A9070167 CDCCCC14 4CQ112E4
2C9A74A2 88E692B8 AAFA77E9 7ES5BA72B 33F9212F B358347D

V is
AQF9444C 406CB1F5 474077CE B92954A5 Q1EEBB4F C46(C8757
58367BA6 48D99E24 75994FF3 AA4F9C3E FADD63B7 @QBG7EE71

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k %k >k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
804A3AD7 20F4AFCE8 738D0632 514FEF16 430CB7D6 3A8DF1AS
FO2A3CE3 BD7ED6A6 68B6IEG3 E2BBI3FQ 96EE753D 6194A0F1

temp is
804A3AD7 20F4FCE8 738D0632 514FEF16 430CB7D6 3A8DF1A5
FO2A3CE3 BD7EDoA6 68B69E63 EZ2BBO93FQ 96EE7V53D 6194A0F1

V = HMACCK, V) is
A3271106 36530096 36337D22 167CC440 2D019AC2 16FAS74F
091CF6EA 283568D7 37A77BE3 8E8F0938 2C69E76B 142ABC3A

temp is
804A3AD7 20F4FCE8 738D0632 514FEF16 430CB7D6 3A8DF1A5
FO2A3CE3 BD7EDoA6 68B69E63 EZ2BBO93FQ 96EE7V53D 6194A0F1
A3271106 36530096 36337D22 167CC440 2D0Q19AC2 16FA574F
091CFOEA 283568D7 37A77BE3 8E8F0938 2C69E76B 142ABC3A



returned_bits 1is
804A3AD7 20FAFCE8 738D0632 514FEF16 430CB7D6 3A8DF1A5
FO2A3CE3 BD7ED6AG6 68B69E6G3 EZ2BB93F0Q 96EEV53D 6194A0F1
A3271106 36530096 36337D22 167CC440 2D0Q19ACZ2 16FAS574F
091CFoEA 283568D7 37A77BE3 8E8F0938 2C69E76B 142ABC3A

call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
A3
27110636 53009636 337D2216 7CC4402D ©19AC216 FAS574F09
1CFOEA28 3568D737 A77BE38E 8F09382C 69E76B14 2ABC3A00

K = HMAC(CK, V || @x00 || provided_data) is
E2COEF35 375E7405 0OBO5DC11 BEAA9A8B 336FFC44 478234D7
@DDCDOCD 58C798EQ@ FBEQAQ@3D 9D2110F7 024CoD88 E7497BB0O

V = HMACCK, V) is
062FD25F 4544B9F9 C1AGAC78 EQ909B18 B447332D C1E4D48B
EDF84413 1D0213C6 70480FQA 5308D2AE QQ1BASEB ABFBSE3F

rnd_val 1is
804A3AD7 20F4FCE8 738D0632 514FEF16 430CB7D6 3A8DF1A5
FO2A3CE3 BD7ED6A6 68B69E63 E2BB93F0Q 96EE753D 6194A0F1
A3271106 36530096 36337D22 167CC440 2D0O19AC2 16FA574F
091CFOEA 283568D7 37A77BE3 8E8FQ938 2C69E76B 142ABC3A

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k %k 3%k 3k 5%k 3k %k 3k %k 3%k 3k >k 3k >k %k %k 3% %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate



requested_number_of_bits = 768
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k >k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input is <empty>

Seed_Material is
C@C1C2 (C3C4C5Co C7C8CICA (CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE DFEQE1EZ2 E3E4ESE6G
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FFO00102 03040500 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Key is
E2CQEF35 375E7405 0BO5DC11 BEAA9A8B 336FFC44 478234D7
@DDCDOCD 58C798EQ FBEQA@3D 9D2110F7 024Ce6D88 E7497BB0O

V is
062FD25F 4544B9F9 C1A0AC78 EQ909B18 B447332D C1E4D48B
EDF84413 1D0213Co6 70480FQA 5308D2AE QO01BASEB ABFB8E3F

Update

provided_data
COC1C2 (C3C4C5C6 C7C8CIOCA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE



FF000102
1718191A

V Il 0x00 ||

B447332D
001BASEB
CFDOD1D2
E7E8EQEA
FF000102
1718191A

03040506 0708090A
1B1C1D1E 1F202122

provided_data is
062FD25F
C1E4D48B EDF84413
ABFB8E3F 00CQC1C2
D3D4D5D6 D7D8DIDA
EBECEDEE EFFOF1F2
03040506 0708090A
1B1C1D1E 1F202122

0BOCODOE
23242526

4544B9F9
1D0213C6
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

K = HMAC(K, V || @x00 || provided_data)
BAFFB234 45445961 91E1AAA1 6E7B3E61
2B53A319 5F55C@OD7 BAF8GAE7 CAAD72F5

V = HMACCK, V) is

99E49A1C
F856A566

V Il oxo1 ||

75759443
E4565CD6
CFD@D1D2
E7E8EQEA
FF000102
1718191A

9CBCFF92 46FBE4D8
B5ADAQ88 40B845B8

provided_data is
99E49A1C
CEF5A876 F856A566
224D46F7 01C0C1C2
D3D4D5D6 D7D8D9DA
EBECEDEE EFFQF1F2
03040506 0708090A
1B1C1D1E 1F202122

2149EF06
4A170D65

9CBCFF92
BSADAQ8S
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

K = HMAC(CK, V || @x@1 || provided_data)
938C379D EBCOFGE7 E31F9D37 20BDF8A9
A42D48CF 5CC0048B E7593F8F 621C3A11

V = HMACCK, V) is
A1E2B41D 1A621EGE B4444042 B18EQE93
904155E7 7C3E555D 80CSFOFB 7AS50F71

0F101112
2728292A

C1A6AC78
70480F0A
C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

is
FO828D06
66CB9048

75759443
E4565CD6

46FBE4D8
40B845B8
C7C8COCA
DFEQE1EZ
F7F8FIFA
0F101112
2728292A

is
F6DFI97D9
3D6AEA12

4084F074
8150E52F

13141516
2B2C2D2E

E0909B18
5308D2AE
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

EA466F4C
E88E8700

CEF5A876
224D46F7

2149EF06
4A170D65
CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

1D56E1E4
3BE358A1

6694E7604
3BODEB34



Update (Key, V):

Key is
938C379D EBCO9F6E7 E31F9D37 20BDF8A9 F6DF97D9 1DS56E1E4
A42D48CF 5CC0048B E7593F8F 621C3A11 3D6AEA1Z2 3BE358A1

V is
A1EZ2B41D 1A621EGOE B4444042 B18EQE93 4084F074 6694E764
904155E7 7C3E555D 8QC5F9FB 7AS550F71 8150ES52F 3BODEB34

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3% 3k %k %k %k % 3k >k %k %k %k % %k %k %k %k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
73B8ES5C 75320217 6A17B9B9 754A9FE6 F23B0186 1FCD4@59
GAEAA301 AF1AEFSA FOEAF22F BF34541FE FFAB1431 666ACACC

temp is
73B8ES5C 75320217 6A17B9B9 754A9FE6 F23B0186 1FCD4059
6AEAA301 AF1AEF8A FOEAF22F BF34541E FFAB1431 666ACACC

V = HMACCK, V) is
759338C7 E2867281 9D53CFEF 1QA3E19D AFBD5329 5F1980A9
F491504A 27255067 84B7AC82 6D92C838 A8668171 CAAASGE?

temp is
73B8ES5C 75320217 6A17B9B9 754A9FE6 F23B0186 1FCD4059
6AEAA301 AF1AEF8A FOEAF22F BF34541E FFAB1431 666ACACC
759338C7 E2867281 9D53CFEF 1QA3E19D AFBD5329 5F1980A9
F491504A 27255067 84B7AC82 6D92C838 A8668171 CAAA8GE7



returned_bits is
73B8ES55C 75320217 6A17B9B9 754A9FE6 F23B0186 1FCD4059
OAEAA301 AF1AEF8A FOEAF22F BF34541E FFAB1431 666ACACC
759338C7 E2867281 9D53CFEF 10QA3E19D AFBD5329 5F1980A9
F491504A 27255067 84B7AC82 6D92C838 A8668171 CAAA8GE7

call Update(Cadditional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
75
9338C7E2 8672819D 53CFEF10 A3E19DAF BD53295F 1980A9F4
91504A27 25506784 B7AC826D 92C838A8 668171CA AA8GE700

K = HMAC(CK, V || @x00 || provided_data) is
06F77A08 CO7BABD4 ACC67061F 0726141B E48E3DAO D14QEBSA
7BO5EQ53 168F92A1 CooB625D AQ46E9DQ 31E414E1 21AB0Q33

V = HMACCK, V) is
FC7C27C8 34FBE90C 6539863F DFIB9478 3A98D67D ESCF1BDS
4682E95F 80B48AC7 6935EQE2 BGE2876E 24DBOSD4 72A65292

rnd_val 1is
73B8ES55C 75320217 6A17B9B9 754A9FE6 F23B0186 1FCD4059
O0AEAA301 AF1AEF8A FOEAF22F BF34541E FFAB1431 666ACACC
759338C7 E2867281 9D53CFEF 1QA3E19D AFBD5329 5F1980A9
F491504A 27255067 84B7AC82 6D92C838 A8668171 CAAA8GE7

B B

HMAC_DRBG



Requested Security Strength = 192

Requested Hash Algorithm = SHA-

384

prediction_resistance_flag = "ENABLED"

EntropyInput =
000102
OF101112 13141516 1718191A
2728292A 2B2(C2D2E 2F303132
3F404142 43444546 4748494A
5758595A 5B5C5D5E 5F606162

EntropyInputl (for Reseedl) =
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFB@B1BZ2
BFCOC1C2 C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQ@E1E2

EntropyInput2 (for Reseed2) =
cocicz
CFDOD1D2 D3D4D5D6 D7D8DIDA
E7ESE9EA EBECEDEE EFFOF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

Nonce =

PersonalizationString
404142

4F505152 53545556 5758595A
6768696A 6B6C6D6GE 6F707172
7F808182 83848586 8788898A
9798999A 9BI9C9D9E 9FAQA1AZ

Additionallnputl =
606162
6F707172 73747576 7778797A
8788898A 8B8C8DEE 8F909192

03040506
1B1C1D1E
33343536
4B4C4D4E
63646566

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

20212223

43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

63646566
7B7C7DYE
93949596

0708090A
1F202122
3738393A
4F505152
6768696A

8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7EBEQEA

C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

24252627

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

6768696A
7F808182
9798999A

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

28292A2B

4B4C4D4E
63646566
7B7C7DY7E
93949596
ABACADAE

6B6C6D6E
83848586
9B9C9D9E



9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCOC1CZ2 (C3C4C5C6 C7C8C9CA CBCCCDCE

AdditionallInput2 =
AQA1AZ A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@OC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k %k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4AC4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

nonce 1is
20212223 24252627 28292A2B

personal_str is
404142 43444546 4748494A 4BACADAE
4F505152 53545556 5758595A 5B5C5DSE S5F606162 63646566
6768696A 6B6C6DGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DE 8F909192 93949596
9798999A 9B9C9DI9E 9FAQA1AZ2 A3A4A5A60 A7ASA9AA ABACADAE

prediction_resistance_flag = "PredictionResistance"

Seed_Material 1is
0001 02030405 06070809 QAQBOCOD QEQF1011
12131415 16171819 1A1B1C1D 1E1F2021 22232425 26272829
2A2B2C2D 2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041
42434445 46474849 4A4B4C4D 4E4F5051 52535455 56575859
S5A5B5C5D S5ES5F6061 62636465 66676869 6A6B6C6D 6E202122



23242526
4F505152
6768696A
7F808182
9798999A

Key is
00000000
00000000

V is
01010101
01010101

Update

provided_data

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

V Il 0x00 ||

01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152

2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

00000000 00000000
00000000 00000000

01010101 01010101
01010101 01010101

0001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
S5E5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

provided_data is
010101 01010101
01010101 01010101
01000001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4AD
SE5F6061 62636465
2728292A 2B404142
53545556 5758595A

43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4ASAG

00000000
00000000

01010101
01010101

06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

01010101
01010101
06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

00000000
00000000

01010101
01010101

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162

4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

00000000
00000000

01010101
01010101

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

01010101
01010101
OEQOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566



6768696A 6B6CODGE 6F707172 73747576
7F808182 83848586 8788898A 8B8C8DSE
9798999A 9BI9C9DIE 9FAQA1AZ2 A3A4A5A6

~
Il

HMACCK, V || @x00 || provided_data)

759FC2E2 D33686FF B43AB4F9 27A9E74D
7A84FF76 479BD8B6 D930A267 6D76D9BC

<
I

D873522C
BC9AQ873

VIl ox01 |1

49664 7EB
5A9567A3
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4F505152
6768696A
7F808182
9798999A

HMACCK, V) is

BOF(C9099 33B67222
SDE8Q1C3 ©DO1ABES

provided_data is
D87352 2CBOFC90
8BBC9AQ8 735DE801
90010001 02030405
16171819 1A1B1C1D
2E2F3031 32333435
46474849 4A4B4C4D
SE5F6061 62636465
2728292A 2B404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9DIE 9FAQA1A2

16975EA8
52B764E9

9933B672
C36D01AB
06070809
1E1F2021
36373839
4E4F5051
66676869
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

K = HMAC(CK, V || @x@1 || provided_data)
085987EF 2F1BD2B4 @1CF188A EF3E3428
2A0072E2 A4B86949 38AD0Q44F BEDCEAAD

V = HMACCK, V) is
8E065B64 B430910B 4950528A F23A9FA2
38BAQB93 DO33B851 04485F29 D1AD7EB6

Update (Key, V):

Key is

085987EF 2F1BDZ2B4 ©1CF188A EF3E3428

7778797A
8F909192
A7A8A9AA

is
7C30CE89
B2F420A3

B7EA9349
9514935A

2216975E
E852B764
0OAOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is
9AB194F5
EB9618C7

866F8DAA
FF1643D6

9AB194F5

7B7C7D7E
93949596
ABACADAE

O5C5AEDF
4B76654A

664 7EB8B
9567A39D

A8B7EA93
E9951493
OEOF1011
26272829
3E3F4041
56575859
6E202122
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

803FB7ES
D7393448

9106B72E
9129654D

803FB7ES



2A0072E2 A4B86949 38AD044F BEDCEAAD EB9618C7 D7393448

V is
8EQ65B64 B430910B 4950528A F23A9FA2 866F8DAA 9106B72E
38BA0OB93 D033B851 04485F29 D1AD7EB6 FF1643D6 9129654D

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9BICIDIE
9FAQA1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8BOBA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k %k sk 3k %k sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOC9DIE 9FAQAL1AZ A3A4AS5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6c B7B8B9BA BBBCBDBE
BFC@OC1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE



Seed_Material 1

86878889
9E9FAQAL
BoB7B38B9
CECFD@D1
EGE7E8E9Q
6F707172
8788898A
9FAQOA1AZ
B7B8BI9BA

Key is
085987EF
2A0072E2

V is
8EQ65B064
38BAOB93

Update
provided_data

86878889
9E9FAQAL
BoB7B8B9
CECFD@D1
EGE7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8BI9BA

V Il 0x00 ||

0B495052

S

8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

2F1BD2B4 ©@1CF188A
A4B86949 38AD044F

B430910B 4950528A
DO33B851 04485F29

8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

provided_data is

8AF23A9F A2866F8D

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

EF3E3428
BEDCEAAD

F23A9FA2
D1AD7EB6

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7DYE
939495906
ABACADAE
(C3C4C5C6

AA9106B7

8081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

9AB194F5
EB9618C7

866F8DAA
FF1643D6

8081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

8E065B
2E38BAOB

82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

803FB7ES5
D7393448

9106B72E
9129654D

82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

64B43091
93D033B8



5104485F
86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

29D1AD7E B6FF1643
8A8B8C8D 8E8F9091
AZA3A4AS5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7ABA9AA
BBBCBDBE BFCOC1CZ2

D6912965
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

K = HMAC(K, V || @x@00 || provided_data)
840E795F 167DF10E 956213C5 2BC483BC
C3E8DI9CC 54F19C6B 3B0O9B8AC 5CO01A83

V = HMACCK, V) is

EQ2485E8
8AD3BZB1

V Il oxo1 ||

127D7339
5430DBC1
86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

1BOEZ2312 7D733900
24806654 30DBC1EA

provided_data is

00A6D9A6 7AC5255B
EA8BDSCF ©525895C
8A8B8C8D 8E8F9091
AZA3A4AS5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

AGD9AG7A
8BD5CF05

9AB7EC71
OF1C24C4
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

K = HMACCK, V Il 0x01 || provided_data)
82F6395B 724D720E 5C3A4ADO FEDD38BF
BC7F9542 ES557E84D CS5F034FC 6A33D4A7

V = HMACCK, V) is
34CA293B AE154FAQ 3531B6B@ A17F7D54

4D008081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

is
BGECD132
67F69B16

C5255B9A
25895C0F

E02485
9A8AD3B2
B8018081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

is
78642799
288B2A28

2BE4(C52C

82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

849DF730
016B20DD

B7EC719A
1C24C4B8

E81BOEZ3
B1248066
82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

23646108
CD3CBo6B6

2AF71CB2



9372160E 34403801 FF392CAB DE4B6332 F3C508A3 AB4B404C

Update (Key, V):

Key is
82F6395B 724D720E 5C3A4ADO FEDD38BF 78642799 23646108
BC7F9542 ES557E84D C5F034FC ©6A33D4A7 288B2A28 (D3CB6B6

V is
34CA293B AE154FAQ 3531B6BO A17F7D54 2BE4(C52C 2AF71CB2
9372160E 34403801 FF392CAB DE4B6332 F3C508A3 AB4B404C

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMACCK, V) is
SEDACD29 898A1ESF BOE32CCD 77EF56C6 CBDODIBD 7027CFFS
3FEF9050 047682C6 9CE18B27 31CEDEF6 7E9066B9 4EDD2CAF

temp 1is
SEDACD29 898A1E8F BOE32CCD 77EF56C6 CBDOD9BD 7@27CFF5
3FEF9050 047682C6 9CE18B27 31CEDEF6 7E9066B9 4EDD2CAF

V = HMACCK, V) is
6683302E 3FB51FF8 6767A6FD B607BFD8 744DA141 E67E8326
7850F789 7C927DE7 D4A27EEA 9A7A8131 C4C22D76 9CCA49EQ

temp 1is
SEDACD29 898A1E8F BOE32CCD 77EF56C6 CBDQOD9BD 7@27CFF5
3FEF9050 047682C6 9CE18B27 31CEDEF6 7E9066B9 4EDD2CAF
6683302E 3FB51FF8 6767A6FD B6@7BFD8 744DA141 E67E8326



7850F789 7C927DE7 D4A27EEA 9A7A8131 (C4C22D76 9CCA49E0Q

returned_bits is
SEDACD29 898A1E8F BQE32CCD 77EF56C6 CBDOD9OBD 7027CFF5
3FEF9050 047682C6 9CE18B27 31CEDEF6 7E9066B9 4EDD2CAF
6683302E 3FB51FF8 6767A6FD B6@7BFD8 744DA141 E67E8326
7850F789 7(C927DE7 D4A27EEA 9A7A8131 (C4C22D76 9CCA49E0Q

call Update(additional_input, K, V)

Update

provided_data <empty>

V Il 0x00 || provided_data is
66
83302E3F B51FF867 67A6FDB6 @7BFD874 4DA141E6 7E832678
SQF7897C 927DE7D4 A27EEA9A 7A8131(C4 (C22D769C CA49E0Q00

K = HMACCK, V Il 0x00 || provided_data) is
3893A359 D9196DC2 3573E2B6 CC3677FF ©6D8175AF 71E93A4F
C90DFE43 970EQQ@6A D6BCDC8A 7AC450D8 Q6GE9E4A4 65D507F2

V = HMACCK, V) is
AQDIC554 9FF79334 491E459B 64Q9ED7B A0641663 Q82F4BEB
9FBCOB8@ 43FD87F5 29077B50 15CE5689 40E903A2 3BASQ9EG

rnd_val 1is
S5EDACD29 898A1E8F BQE32CCD 77EF56C6 CBDOD9BD 7027CFF5
3FEF9050 047682C6 9CE18B27 31CEDEF6 7E9066B9 4EDD2CAF
6683302E 3FB51FF8 6767A6FD B6@7BFD8 744DA141 E67E8326
7850F789 7C927DE7 D4A27EEA 9A7A8131 (C4C22D76 9CCA49EQ



Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is
AQOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@C1C2 (C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D8D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A @OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input is
AQOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@OC1C2 (C3C4C5C6
C7C8C9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

Seed_Material is

COC1 C2C3C4C5
CoC7C8C9 CACBCCCD CECFD@D1 D2D3D4D5 DoD7D8D9 DADBDCDD
DEDFEQE1 E2E3E4ES5 EGEVE8EOQ EAEBECED EEEFFOF1 F2F3F4F5
FOF7F8F9 FAFBFCFD FEFFQ001 02030405 06070809 QAOBOCAD
QEQF1011 12131415 16171819 1A1B1C1D 1E1F2021 22232425
26272829 2A2B2C2D 2EAQA1IA2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BI9BA BBBCBDBE BFCOC1CZ2 C3C4(C5Co
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE



DFEQE1E2
F7F8FIFA

Key is
3893A359
C90DFE43

V is
AQD9(C554
9FBCOB8&0

Update

provided_data

CeC7C8C9
DEDFEQE1
F6F7F8F9
OEOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

V Il 0x00 ||

34491E45
F529077B
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

E3E4ES5E6 E7ESE9QEA
FBFCFDFE FF000102

D9196DC2 3573EZ2B6
970E006A D6BCDCSA

9FF79334 491E459B
43FD87F5 29077B50

CACBCCCD CECFDoD1
EZ2E3E4E5 EGE7E8E9Q
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1DZ
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

provided_data is

9B6409ED 7BA06416
5015CE56 8940E903
CACBCCCD CECFD@D1
E2E3E4E5 EGE7VESE9
FAFBFCFD FEFF0001
12131415 16171819
2AZ2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1D2
E3E4E5E6 E7E8E9EA
FBFCFDFE FF000102

EBECEDEE
03040506

CC3677FF
7AC450D8

6409ED7B
15CE5689

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

63082F4B
A23BA509
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

EFFOF1F2
0708090A

6D8175AF
O6E9E4A4

A0641663
40E903A2

coc1
D6D7D8DI
EEEFFOF1
06070809
1E1F2021
A7ASAIAA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

A@DIC5
EBOFBCOB
E600C0oC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

F3F4F5F6
0BOCDOE

71E93A4F
65D507F2

082F4BEB
3BA509E6

2C3C4C5
DADBDCDD
F2F3F4F5
0A@BOCOD
22232425
ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

549FF793
8043FD87
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCAD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE



~
Il

HMAC(K, V || @x00 || provided_data)

0C11B5B3 6E11FA9C 5A935C54 770D810A
9QEE1E80 84705589 9F95E9D9 DB32E433

<
I

94181C3E
A194B127

VIl ox01 |1

28E25707
DD53D32F
CeC7C8C9
DEDFEQE1
FoF7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

HMACCK, V) is

1EBB1828 EZ257070@9
E37A12DD 53D32F7E

provided_data is

@9FC31E3 29134F34
7EE7BB26 7912B3EZ2
CACBCCCD CECFD@D1
E2E3E4E5 EGE7E8E9Q
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

FC31E329
E7BB2679

F61A03FC
60BF77A2
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMAC(CK, V || @x@1 || provided_data)
374602CC 90D287DA 7C4A8F59 50108A83
BODC7AE2 59FA400B D2833624 BFBGGEG3

V = HMACCK, V) is
(9501771 CEFSFDA8 DE964FOF 2FF1E606
A75DBC11 ©2911BD8 BCCFAFQC AED2FA24

Update (Key, V):

Key is

374602CC 90D287DA 7C4A8F59 50108A83
BODC7AEZ 59FA400B D2833624 BFB66EG3

is
207C2640
8A8F830@D

134F34F6
12B3E260

94181C
E3A194B1
ADO1COC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
AD5B6F@D
7C9BB152

65736893
SFFE@38C

AD5B6F@D
7C9BB152

D61EF548
03142E55

1A@3FCE3
BF77A2AD

3E1EBB18
27E37A12
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

5A388ADB
B857CF75

DZ2EFS5ESE
0302F4A7

5A388ADB
B857CF75



V is
(9501771 CEFSFDA8 DE964F9F 2FF1E6Q6 65736893 D2EFSESE
A75DBC11 02911BD8 BCCFAFQC AEDZ2FA24 S5FFEQ38C 0302F4A7

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k k

HMAC_DRBG_Generate
requested_number_of_bits = 768

additional_input is <empty>

V = HMAC(CK, V) 1is
EFE5120A 69A85539 27016001 ©3492DFF 3D7F253E 83765107
E2301DFA 51DCB14C 2F61DB1B 0030BF70 CCA6FB38 9BD34914

temp is
EFES5120A 69A85539 27016001 03492DFF 3D7F253E 83765107
E2301DFA 51DCB14C 2F61DB1B 0030BF70 CCA6FB38 9BD34914

V = HMACCK, V) is
8929CC00 CCC8CAGF B9138FD4 SBBOAIBA 136DOE2B 9CE54D63
4BC4D139 B238A097 1883C693 B9958354 A2CAFAFE 3654958D

temp is
EFES5120A 69A85539 27016001 03492DFF 3D7F253E 83765107
E2301DFA 51DCB14C 2F61DB1B 0030BF70 CCA6FB38 9BD34914
8929CCO0 CCC8CAGF B9138FD4 SBBOA9BA 136DOEZ2B 9CE54D63
4BC4D139 B238A097 1883C693 B9958354 A2CAFAFE 3654958D

returned_bits is
EFE5120A 69A85539 27016001 ©03492DFF 3D7F253E 83765107
E2301DFA 51DCB14C 2F61DB1B 0030BF70 CCAG6FB38 9BD34914
8929CC0O0 CCC8CAGF B9138FD4 5BBOA9BA 136DOE2B 9CE54D63
4BC4D139 B238A097 1883C693 B9958354 A2CAFAFE 3654958D



call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 |1 provided_data is
89
29CCOOCC C8CAGFB9 138FD45B BOA9BA13 6DOEZ2BIC E54D634B
C4D139B2 38A09718 83C693B9 958354A2 CAFAFE36 54958D00

K = HMAC(CK, V || @x00 || provided_data) is
8B7EDEA8 A8777A75 56CAD7QE 21211E@4 DEB8819F ©6940BFDF
373A03D2 8CDD8B22 990B6749 798F211B A8369112 AB0817CB

V = HMACCK, V) is
3E747542 B960Q7748 97BOF107 523DEC6A E21FE528 86E471B1
B8711BEB 10A653DB F3AQQDF5 9F18AF74 7C6BBCC4 20208C6E

rnd_val 1is
EFE5120A 69A85539 27016001 03492DFF 3D7F253E 83765107
E2301DFA 51DCB14C 2F61DB1B 0030BF70 CCAG6FB38 9BD34914
8929CCO0 CCC8CAGF B9138FD4 S5BBOA9BA 136DOE2B 9CE54D63
4BC4D139 B238A097 1883C693 B9958354 A2CAFAFE 3654958D



HHHR R R R R R R R R
HMAC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4ADAE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALAZ2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7BS8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8DIDA DBDCDDDE DFEQE1E2 E3E4ESE6 E7ES8E9EA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2C2D2E2F
PersonalizationString = <empty>
AdditionalInput = <empty>
HHH T R

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k >k 3k 3k 5k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3%k %k 5% 3k %k % %k % %k %k %k *k

HMAC_DRBG_Instantiate_algorithm



entropy_input 1is

nonce 1is

personal_str

000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6C6DGE

20212223 24252627 28292A2B 2C2D2EZ2F

1s <empty>

prediction_resistance_flag = "No PredictionResistance”

Seed_Material 1

0708090A
1F202122
3738393A
4F505152
6768696A

Key is

00000000

00000000

V is

01010101
01010101

S

0BOCODOE
23242526
3B3C3D3E
53545556
6B6C6D6E

00000000
00000000

01010101
01010101

0F101112
2728292A
3F404142
5758595A
20212223

00000000
00000000
00000000

01010101
01010101
01010101

Update

provided_data

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

00000000
00000000
00000000

01010101
01010101
01010101

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

00000000
00000000
00000000

01010101
01010101
01010101

000102

0708090A 0OBOCODOE 0F101112 13141516 1718191A
1F202122 23242526 2728292A 2B2C2D2E 2F303132

03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

00000000
00000000
00000000

01010101
01010101
01010101

03040506
1B1C1D1E
333435306



3738393A
4F505152
6768696A

V Il 0x00 ||

01010101
01010101
01010101
0708090A
1F202122
3738393A
4F505152
6768696A

3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

provided_data is

01010101 01010101
01010101 01010101
01010101 01010101
OBOCODOE 0OF101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

43444546
5B5C5D5E
24252627

01010101
01010101
01010101
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

HMAC(K, V || @x00 || provided_data)

D32CF71C
EBOOEC14

45A111E3
2CA703C8 3708DDC3
BO5853A0 793D492D

HMACCK, V) 1is

37948762
2C39FB40

VIl ox01 |1

B4F4EAD4
B91B6150
4F092229
0708090A
1F202122
3738393A
4F505152
6768696A

B4F4EAD4
32662A75 B91B6150
CE3EF53D 4F092229

provided_data is

4DA5EF54 6C9CES52C
ESBB1802 (C68698C7
4CA844A1 6E67EZ2B2
OBOCODOE 0QF101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6DOE 20212223

AB3725B8
ABOBDBEC
C256DD1C

4D45EF54
E5BB1802
4CA844A1

C9BOB50OF
1ES5BBCEB
710250CA
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

HMAC(K, V || @x@1 || provided_data)

A7E118A5

31DEF956

5DC68F91 696A434C (C25EZ270E 639044E1

4748494
5F606162
28292A2B

01010101
01010101
00000102
1718191A
2F303132
4748494A
5F606162
28292A2B

is

D@2D1D8C
23719C1A
7DA4D148

6C9CE52C
C68698C7
6E67EZ2B2

37948762
2C39FB40
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

is
DCFF94BB
A7240266

4B4C4D4E
63646566
2C2D2E2F

01010101
01010101
030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

AQAEDQ99
4C7273A8
BE8516CD

CO9BOBS50F
1E5BBCEB
710250CA

32662A75
CE3EF53D
03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

3D8@1F77
D3AA202D



46C1054B 61024753 5007DF12 CFC8DA45 982A587F (C81C47D5

V = HMACCK, V) is
110793EA AGODCIDB CD420810 4088A23D
AECC1226 EAF1D@3B BA9D83A6 95999165 71907346 B15A0439
362B9C8E E330E52D EACC639B 98E8030A 95780CD7 C24BO4D5

Update (Key, V):

Key is
A7E118A5 31DEF956 DCFF94BB 3D8Q1F77
5DC68FI91 696A434C C25E27QE 639044E1 A7240266 D3AA202D
46C1054B 61024753 5007DF12 CFC8DA45 982A587F (81C47D5

V is
110793EA A6@ODCODB (CD420810 4088A23D
AECC1226 EAF1D@3B BA9D83A6 95999165 71907346 B15A0439
362B9C8E E330QE52D EACC639B 98E80Q30A 95780CD7 C24B0@4D5

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k kK k k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
A463395A A79F237A 22ES5BD24 462BD303
E1BE5103 BA37299B ED17QE10 713EE9CD A62FABD5 171231E1
F6D82629 BC521D41 178DQ02D 92918F39 7824E449 QO4EOAEL

temp is
A463395A A79F237A 22E5BD24 462BD303
E1BE5103 BA37299B ED17QE10 713EE9CD A62FABDS 171231E1l



F6D82629 BC521D41 178D002D

V = HMACCK, V) is

851F7BFA

108AB389 59CA7E9E 80B18ADF
6C8571DD CE@Q35CA6 890C7A1A

temp is

22E5BD24 462BD303 E1BE5103
A62FABD5 171231E1 FoD82629
7824E449 QQ4E9AE1 851F7BFA
108AB389 59CA7E9E 80B18ADF
6C8571DD CE@Q35CA6 890C7A1A

returned_bits 1is

22E5BD24 462BD303 E1BE5103
A62FABD5 171231E1 F6D82629
7824E449 Q0O4ESAE1 851F7BFA
108AB389 59CA7E9E 80B18ADF
6C8571DD CE@35CA6 890C7A1A

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 || provided_data is
85 1F7BFA11 CD616EF5 19A9E2A0 5951D910
8AB38959 CA7EQE8@ B18ADFCC 62238949 5795CBFB 7D39AF6C
8571DDCE ©035CA689 QC7A1AF8 0861F062 9EF1B695 2BA20600

92918F39

11CDo616E
CC622389
F80861F0

BA37299B
BC521D41
11CDo616E
CC622389
F80861F0

BA37299B
BC521D41
11CD616E
CC622389
F80861F0

v

7824E449

F519A9E2
495795(CB
629EF1B6

A463395A
ED170E10
178D002D
F519A9E2
495795(CB
629EF1B6

A463395A
ED170E10
178D002D
F519A9E2
495795(CB
629EF1B6

004E9AE1

A@5951D9
FB7D39AF
952BA206

A79F237A
713EE9CD
92918F39
A@5951D9
FB7D39AF
952BAZ206

A79F237A
713EE9CD
92918F39
A05951D9
FB7D39AF
952BA206



K = HMACCK, V Il 0x00 || provided_data) is
8B4FD7FC BOECBGEG 28F90F71 57A26D11
58B7269B 5FA2C7F5 54C49FFE 1E24F566 9F69BOF8 6D83FBES
DCA24E24 EGF652E2 EEE97482 8DC99CD1 ©5D12D5D 6D539188

V = HMACCK, V) is
27383F81 81766C53 AG7EBAGD 822DFOF3
6EF30976 OF1CAA2D 1D41F5B4 EA54DAC3 BIFFCCOC F8303EFA
6803D7E9 F722F8D1 SOQEQE83 SABSCCSF 7B3F3B99 (9472DB2

rnd_val 1is
A463395A A79F237A
22E5BD24 462BD303 E1BES5103 BA37299B ED170E10 713EE9CD
A62FABD5 171231E1 FoD82629 B(521D41 178D@@2D 92918F39
7824E449 QQ4E9AE1 851F7BFA 11CD616E F519A9E2 A@5951D9
108AB389 59CA7E9E 80B18ADF (C(C622389 495795CB FB7D39AF
6C8571DD CE@35CAG 890C7A1A F80861F@ 629EF1B6 952BA206

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
FB5BDI8D 2CB25EC4 955CD152 @4D68C49
7281CAQC E2201DAC ASE412DD FDEBAF98 D724D216 62E45ABA
9AE200D9 41C4CF76 039808F2 9A800034 GAGCCO7D 44417737

temp is
FB5BD98D 2CB25EC4 955(CD152 04D68C49
7281CAQC E2201DAC AS5E412DD FDEBAF98 D724D216 62E45ABA
9AE200D9 41C4CF76 ©39808F2 9A800034 6A6CCO7D 44417737



V = HMACCK, V) is

1745228F 11ED556A
C5139FDE E1E8BDBO

temp 1is

955CD152 04D68C49
D724D216 ©62E45ABA
6A6CCI7D 44417737
1745228F 11ED556A
C5139FDE E1E8BDBO

returned_bits is

955CD152 04D68C49
D724D216 62E45ABA
6A6CCI7D 44417737
1745228F 11ED556A
C5139FDE E1E8BDB@

A89F9047
519DA9AA
F328D4B1

7281CAQC
9AEZ200D9
A89F9047
519DA9AA
F328D4B1

7281CAQC
9AE200D9
A89F9047
519DA9%AA
F328D4B1

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 || provided_

data 1is

2AC6088B
1646D158B
05865BD1

E2201DAC
41C4CF76
2AC6088B
1646D15B
05865BD1

E2201DAC
41C4CF76
2ACo088B
1646D15B
05865BD1

D)

A8 9F90472A Co088B45
45228F11 ED556A51 9DA9AA16 46D15B90
139FDEE1 E8BDBOF3 28D4B105 865BD1D8

K = HMAC(CK, V || @0x0@ || provided_data)

1A8D4FBF

BOFCE595

45C666C5
901382D8
D815641E

FB5BD98D
A5E412DD
039808F2
45C666C5
901382D8
D815641E

FB5BD98D
A5E412DD
039808F2
45C666C5
901382D8
D815641E

C666C561
1382D877
15641E6B

is
14C1CDB3

61686F19
7726D17D
6B1DBAZ3

2CB25EC4
FDEBAF98
9A800034
61686F19
7726D17D
6B1DBAZ3

2CB25EC4
FDEBAF98
9A800034
61686F19
7726D17D
6B1DBAZ23

686F1917
26D17DC5
1DBA2300

A@25DE7E



FEAAGOED EF3E73A1 B4518CC6 003A67C3 (C9E4837E FEQE84B2
C98COE87 6D2F6D2A AF583347 01261298 CA98D068 FEF520B8

V = HMACCK, V) is
8A43F190 1AGACFFF F8D6QAQC 1BCO2E47
48088830 DFEF309B E595FE6@ BCA7DCOD EA918356 4EE4ASBS
005D6435 39D9976F 270DD2D2 91CCE62A E56788F8 CCLCAEBS

rnd_val 1is
FB5BD98D 2(CB25EC4
955CD152 04D68C49 7281CAQC E2201DAC A5E412DD FDEBAF98
D724D216 62E4S5ABA 9AE200D9 41C4ACF76 039808F2 9A800034
6A6CCI7D 44417737 A89F9047 2AC6088B 45C666C5 61686F19
1745228F 11ED556A 519DA9AA 1646D15B 901382D8 7726D17D
C5139FDE E1E8BDB@ F328D4B1 05865BD1 D815641E 6B1DBA23

B e b b G e b
HMAC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE



CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1EZ E3E4ESE6
E7ESEQEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZE

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString

<empty>

Additionallnputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C/7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@C1C2 (C3C4C5C6
C7C8COCA (CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE

L B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3% 3%k %k %k %k 3k 3%k %k %k k k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F



personal_str

is <empty>

prediction_resistance_flag = "No PredictionResistance"

Seed_Material 1

0708090A
1F202122
3738393A
4F505152
6768696A

Key is

00000000
00000000

V is

01010101
01010101

Update
provided_data

0708090A
1F202122
3738393A
4F505152
6768696A

V Il 0x00 ||
01010101
01010101
01010101
0708090A
1F202122

S

OBOCODOE 0F101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

00000000
00000000 00000000
00000000 00000000

01010101
01010101 01010101
01010101 01010101

OBOCODOE 0F101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6BoC6D6E 20212223

provided_data is

01010101 01010101
01010101 01010101
01010101 01010101
OBOCODOE 0OF101112
23242526 2728292A

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

00000000
00000000
00000000

01010101
01010101
01010101

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

01010101
01010101
01010101
13141516
2B2C2D2E

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

00000000
00000000
00000000

01010101
01010101
01010101

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

01010101
01010101
00000102
1718191A
2F303132

03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

00000000
00000000
00000000

01010101
01010101
01010101

03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

01010101
01010101
03040506
1B1C1D1E
33343536



3738393A 3B3(C3D3E 3F404142 43444546
4F505152 53545556 5758595A 5B5C5D5E
6768696A 6B6CO6DOE 20212223 24252627

HMACCK, V || 0x00 || provided_data)

D32CF71C
EBOGEC14

45A111E3
2CA703C8 3708DDC3
B05853A0 793D492D

HMACCK, V) is

37948762
2C39FB40

V Il oxo1 ||

B4F4EAD4
B91B6150
4F@92229
0708090A
1F202122
3738393A
4F505152
6768696A

B4F4EAD4
32662A75 B91B6150
CE3EF53D 4F@92229

provided_data is

4D45EF54 6C9CE52C
ESBB1802 (C68698C7
4CA844A1 6EG7E2B2
OBOCODOE 0OF101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

AB3725B8
ABOBDBEC
C256DD1C

4D45EF54
ESBB1802
4CA844A1

C9BOB50F
1E5BBCEB
710250CA
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

HMACCK, V |l @x@1 || provided_data)

A7E118A5

31DEF956

5DC68F91 696A434C C25E270E 639044E1
46C1054B 61024753 5007DF12 CFC8DA45

HMACCK, V) is

110793EA

A60DCODB

AECC1226 EAF1D@3B BA9D83A6 95999165
362B9C8E E330E52D EACC639B 98E8030A

4748494A
5F606162
28292A2B

is

D@2D1D8C
23719C1A
7DA4D148

6C9CE52C
C68698C7
6E67E2B2

37948762
2C39FB40
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

is

DCFF94BB
A7240266
982A587F

CD420810
71907346
95780CD7

4B4C4DAE
63646566
2C2D2E2F

AQAEDQ99
4C7273A8
BE8516CD

C9BOBS50F
1E5BBCEB
710250CA

32662A75
CE3EF53D
030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

3D801F77
D3AA202D
C81C47D5

4088A23D
B15A0439
C24B04D5

Update (Key, V):

Key is

A7E118A5 31DEF956 DCFF94BB 3D80Q1F77



S5DC68F91 696A434C C25EZ270E 639044E1 A7240266 D3AA202D
46C1054B 61024753 5007DF12 CFC8DA45 982A587F (81C47D5

V is
110793EA A6@ODCODB (CD420810 4088A23D
AECC1226 EAF1D@3B BA9D83A6 95999165 71907346 B15A0439
362B9C8E E33QE52D EACC639B 98E80Q30A 95780CD7 C24B0@4D5

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% 3k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F7@7172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

additional_input <> NULL, call Update(additional_input, K, V)

Update

provided_data
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C/7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

V || 0x00 || provided_data is
110793EA Ao@DCODB
(CD420810 4088A23D AECC1226 EAF1D@3B BA9D83A6 95999165



71907346 B15A0439 362B9C8E E330E52D EACC639B 98E8030A
95780CD7 (C24B04D5 00606162 63646566 6768696A 6B6CODGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFC@C1CZ2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

K = HMAC(CK, V || @x00 || provided_data) is
613F9906 1E248B2D E0Q5965D5 362A900C
E20476AE 34433771 BD38AD34 B9307F5A EE280580 6EB35336
9A5FB4BF 74FF9BB6 (5357745 927ACC89 99D9(257 34F9A35D

V = HMACCK, V) is
@BI2DBDO 91064624 8985C9F6 21C23574
26F1E13F C24FF4CD 554DE629 A77853C8 B65D91B9 S6DBCSE7
4CE12E6A E9197529 043CA9QE ©232D6A9 7F26DCSB 32E53822

V || 0x01 || provided_data is

0OB92DBDO 91064624
8985C9F6 21C23574 26F1E13F C24FF4CD 554DE629 A77853C8
B65D91B9 56DBCS5E7 4CE12E6A E9197529 043CA9QE 0232D6A9
7F26DC5B 32E53822 01606162 63646566 6768696A 6B6CODGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BF(CQ@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

K = HMACCK, V Il @x01 || provided_data) is
5284605C F2AFEBOD BAE2129E B7BFFE7C
14332DB8 F74B92E9 82458FD9 32E18BOC 29F0B522 D9AOZ2EGB
09054ACF 9E932A02 AADD3EE3 3378E452 EZ2FAB625 QFB919AC

V = HMACCK, V) is
OAB65B16 AE880563 FI4A9459 30747960
130144BE FA7C6298 D2BCFC44 Q2E29199 E5899F19 1A74F635
727D3220 2C3300BD 48EB39F6 F9870C18 B4Q7E507 BE14E15C



V=

temp

V=

temp

HMACCK, V) is

D57144E@Q C55EZ2B17
E28FEAQC E1EBZED7

is

D57144E@Q C55EZ2B17
E28FEAQC E1EBZED7

HMACCK, V) 1is

FO378106 OC66A36A
E1C8D6CF EF2DE302

is

80F7C35F 96A4AA78
A19A474E EAE90D73
8033B56E F4F8545D
FO378106 OC66A36A
E1C8D6CF EF2DE302

0469527C
AE42BD79
EA727875

0469527C
AE42BD79
EA727875

E7AC23F4
604AEEGE
453C4CE9

D57144EQ
E28FEAQC
E7AC23F4
604AEEGE
453C4CE9

return

ed_bits is

80F7C35F 96A4AA78
A19A474E EAE9@D73
8033B56E F4F8545D
F@378106 OC66A36A
E1C8D6CF EFZDE302

D57144EQ
E28FEAQC
E7AC23F4
604AEEGE
453C4CE9

call Update(additional_input, K,

F922093E
FBZBE771
11384F8C

F922093E
FBZBE771
11384F8C

88A8BBBE
F22E5E1F
20175EDA

C55E2B17
E1EBZ2ED7
88A8BBBE
F22E5E1F
20175EDA

C55E2B17
E1EBZ2ED?Y
88A8BBBE
F22ESE1F
20175EDA

D)

80F7C35F
A19A474E
8033B56E

80F7C35F
A19A474E
8033B56E

Co76D614
78E5BE71
F99664(2

0469527C
AE42BD79
EA727875
Co76D614
78E5BE71
F99664(2

0469527C
AE42BD79
EA727875
Co76D614
78E5BE71
F99664(C2

96A4AA78
EAE9QD73
F4F8545D

96A4AA78
EAE9QD73
F4F8545D

E9572429
61D51308
339D9F07

F922093E
FB2BE771
11384F8C
E9572429
61D51308
339D9F07

F922093E
FB2BE771
11384F8C
E9572429
61D51308
339D9F07



provided_data

6F707172
8788898A
9FAQOA1A2
B7B8BI9BA

V Il 0x00 ||

Co76D614
78ESBE71
F99664(C2
6F707172
8788898A
9FAQA1A2
B7B8B9BA

606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

provided_data is

E9572429 F0378106
61D51308 E1C8D6CF
339D9F07 00606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7ABA9AA
BBBCBDBE BFCOC1CZ2

63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

0CO66A36A
EF2DE302
63646566
7B7C7D7E
93949596
ABACADAE
(3C4C5C0

K = HMAC(K, V || @x@00 || provided_data)

052FF2F9

9579ABDD

5AA83978 810A2F22 41A24CA4 OFF4468A
817FD4B3 EDFCF755 E3E4BDBC A4109F1C

V = HMACCK, V) is

5138C747
03BC97AB

VIl ox01 |1

9F4E190C
36B464E6
CBFB4063
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

6EFD8779
C2F76CC7 O6EZ2(C8F4
65E83467 C8COFE34

provided_data is

1FE488F6 5138(C747
518901A5 03BC97AB
B4A30A40 01606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQOC1C2

2A059B91
181FE8E3
EF@BDODE

C2F76CC7
65E83467
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

E7AC23F4
604AEEGE
453C4CE9
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is

989F7EC2
01775B2A
7F941774

9F4E190C
36B464E6
CBFB4063

6EFD8779
06E2C8F4
C8COFE34
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

88A8BBBE
F22ESE1F
20175EDA
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

2A8ACFA6
36D2600E
13F91DOF

1FE488F6
518901A5
B4A30A40

2A059B91
181FES8E3
EFOBDODE
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



K = HMACCK, V Il @x@1 || provided_data) is
8C1D655B 79BB63C8 591A3016 DO1F8122
06557FEC 61DC13A6 1701CD4C 6A4597BF 13B9Q8SEB 9BA30A81
D1@ODCB71 8364CD6B EC343E27 3F6AD936 B2A2598E 173F61DF

V = HMACCK, V) is
53BC68CO F6692CD1 A94C8376 AB7CO76C
SEFE2681 26197A3F 2A3045B1 4E9B1AE3 A3BD944C 254BDCF1
94A81F9A 7QEE34F9 8DCFOD9I2 B63C4B2C 2DFA523C DC32B6CF

rnd_val 1is
0469527C F922093E
8OF7C35F 96A4AA78 D57144EQ (CS55EZ2B17 AE42BD79 FBZ2BE771
A19A474E EAE9QD73 EZ28FEAQC E1EBZ2ED7 EA727875 11384F8C
8033B56E F4F8545D E7AC23F4 88A8BBBE C676D614 E9572429
FO378106 OCo6A36A OO4AEEGE F22ESE1F 78ESBE71 61D51308
E1C8D6CF EF2DE302 453C4CE9 20175EDA F99664C2 339D9FQ7

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k 3k >k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k %k 3% 3k %k % *k 3k %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
AQA1AZ A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@OC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
AOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE



AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

V Il 0x00 |1

A94(8376
A3BD944C
2DFA523C
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1D2
E3E4E5E6 E7E8E9EA
FBFCFDFE FF000102

provided_data is

AB7C076C 5SEFE2681
254BDCF1 94A81F9A
DC32B6CF Q0AQA1AZ
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1DZ
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

26197A3F
7QEE34F9
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
030405006

K = HMAC(CK, V || @x00 || provided_data)

040A763E

76ED2B13

OA7E261E DCOD1415 48AES54AA 04139348
13A72696 DBF90774 38CA4C18 40BIFI7E

V = HMACCK, V) is

OBAABBC(C3
6AB44A9E

V Il oxo1 ||

AA3GE1E2
319EA959
O7EQEB42
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FIOFA

9F3CCCA2
4E1C3687 FCZ2EC11A
AD95F5C0Q E2B0412A

provided_data is

3DA30378 OBAABBC3
8EEB0O865 6AB44A9E
76D44191 01A0QA1AZ
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESE9QEA
FBFCFDFE FF000102

F3A2C033
@9F20BD5
F918773C

4E1C3687
AD95F5(C0
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMAC(CK, V || @x@1 || provided_data)

D4ECAA91

73A92CA6

BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

53BC68C9
2A3045B1
8DCFOD92
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is

78C2DEF1
65F599E4
C68C766E

AA36E1E2
319EA959
O7EQEB42

9F3CCCA2
FCZEC11A
E2B0O412A
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is
3EQAFBOB

(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

F6692CD1
AE9BI1AE3
B63C4B2C
ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

AB37EFAF
FB22CB2E
BO5B5951

3DA30378
8EEB0865
76D44191

F3A2C033
09F20BD5
F918773C
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

827518FA



3868168A A43E877B
BA11BB2F 7D611FB9

V = HMACCK, V) is

A8230594 7D8960FD
50QE3BCAB 5DF3A7C7

V = HMACCK, V) is

BD884880 A71405D7
9E577BC8 4FCF85D7

temp 1is

BD884880 A71405D7
9E577BC8 4FCF85D7

V = HMACCK, V) is

56427905 30846F3A
D1EZ2B917 F7A7FA86

temp is

D62DF426 ED92B3DA
3B82C599 A9D5EZ22D
0OA86D8BB 4B5C59D4
56427905 30846F3A
D1EZ2B917 F7A7FA86

returned_bits 1is

D62DF426 ED92B3DA

A66F64FC
5F4D@D8E

020FD4F6
7080DDOE
8EB729A3

15A45211
D37217EB
D490798B

15A45211
D37217EB
D490798B

8733D44B
B4019E60
CCEA498F

BD884880
9E577BC8
8733D44B
B4019E60
CCEA498F

BD884880

A4D1AFCD
104EEQD6

C9F76CB6
B4C7B81B
CB440BF5

78CE9F71
0195FEC1
1F3033DB

78CE9F71
0195FEC1
1F3033DB

4C9D831E
D6E7241C
F18181E6

A71405D7
4FCF85D7
4C9D831E
D6E7241C
F18181E6

A71405D7

EFOCCCZE
512B8FEE

5CD6E6Q3
6BBCB568
0276F507

D62DF426
3B82(C599
0A86D8BB

D62DF426
3B82(C599
0A86D8BB

B844329F
17AAQ710
E1BEDIFO

15A45211
D37217EB
D490798B
B844329F
17AAQ710
E1BEDIFO

15A45211
D37217EB

214A2ED2
@QEE593(C5

1AB79A5A
1C4BC0o66
D3591177

ED92B3DA
A9D5E22D
4B5C59D4

ED92B3DA
A9D5E22D
4B5C59D4

A0B1CoB9
9BBB6ASE
7B2F612F

78CE9F71
0195FEC1
1F3033DB
A0B1C6B9
9BBB6ASE
7B2F612F

78CE9F71
0195FEC1



3B82C599
0A86D8BB
56427905
D1EZ2B917

A9D5E22D 9E577BC8
4B5C59D4 8733D44B
30846F3A B4019E60
F7A7FA86 CCEA498F

4FCF85D7
4C9D831E
DoE7241C
F18181E6

D490798B
B844329F
17AA0710
E1BED9FO

1F3033DB
A0B1C6B9
9BBB6ASE
7B2F612F

call Update(Cadditional_input, K,

D)

Update

provided_data

AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

V Il 0x00 ||

B844329F
17AAQ710
E1BED9FO
AFBOB1B2
C7C8CI9CA
DFEQE1EZ
F7F8FIOFA

AQA1A2
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1DZ
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

provided_data is

AOB1C6B9 56427905
9BBB6ASE D1EZB917
7B2F612F QQOAQA1AZ
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ESE6 E7ESEQEA
FBFCFDFE FF000102

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

30846F3A
F7A7FA86
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

HMAC(K, V || @x00 || provided_data)

95BOCAB3

9F589D71

7FDAA35D DC5CEAF4 63158597 72CDF13C
77F5DFD4 90FDF012 49F825B0 24114FCA

HMACCK, V) is

6F7C0C89

81F9D7F3

F37E8D@1 7D119FF6 0Q6FQ72F8 59EB1ES4
D85328D7 FI9ECABF (4046803 47A33ECY

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

8733D44B
B4019E60
CCEA498F
A7A8A9AA
BFCOC1C2
D7D8D9IDA
EFFOF1F2
0708090A

is

C81F354A
34361836
5465E874

03E99987
BDB3F6F6
E9D017B0O

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

4C9D831E
DoE7241C
F18181E6
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

7BB3AA72
23C73D2F
8DOB8878

4DOAC1F2
9F4A3DAF
735BD55E



V Il 0x01 || provided_data is

6F7COC89 81F9D7F3
03E99987 4DOAC1F2 F37E8DO1 7D119FF6 Q6FQ72F8 S59EB1ES4
BDB3F6F6 9F4A3DAF D85328D7 FI99ECA8F (4046803 47A33ECY
E9DQ17BO 735BDS55E @1AQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0BOCODOE

K = HMAC(CK, V || @x01 || provided_data) is
3216E702 D2ECD57A EQFC73CE 801F@88D
6274ED97 9FQBA437 4093215F 6B53DOF1 408B0OD2D 79C81EAC
2B194436 QA940B23 457B(C989 (C5C24EE3 5BD24312 @4F5C950

V = HMACCK, V) is
75EQC067 A35850EQ CAAAS4AE 4D61B409
8D58EFF7 1118F6B2 Q65DC4AA 89FA3A44 6C49E753 S9DC7FSF
E9CC26E6 CBEBB461 1142DBBA 9DD102EF 67DGE7AF 981F969A

rnd_val 1is
15A45211 78CE9F71
D62DF426 ED92B3DA BD884880 A71405D7 D37217EB ©Q195FEC1
3B82C599 A9DS5E22D 9E577BC8 4FCF85D7 D490798B 1F3033DB
©OA86D8BB 4B5C59D4 8733D44B 4(C9D831E B844329F AQB1C6B9
56427905 30846F3A B4019E6O D6E7241C 17AA0710 9BBBGASE
D1EZ2B917 F7A7FA86 CCEA498F F18181E6 E1BED9FQ 7B2F612F

B L A Lt B et i
HMAC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556



5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6E

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
CoC1C2 C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2CZ2DZ2EZ2F

PersonalizationString

404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

AdditionalInput = <empty>

HHH A A A A A

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k 3%k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k 3% % >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE



nonce 1is

personal_str

20212223 24252627 28292A2B 2C2D2EZ2F

is

404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CO6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance”

Seed_Material i
0001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

Key is

00000000

00000000

V is

01010101
01010101

Update

provided_data
0001

s

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

00000000
00000000 00000000
00000000 00000000

01010101
01010101 01010101
01010101 01010101

02030405 06070809

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

00000000
00000000
00000000

01010101
01010101
01010101

0AQBOCAD

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

00000000
00000000
00000000

01010101
01010101
01010101

OEQOF1011

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4AE
63646566
7B7C7D7E
93949596
ABACADAE

00000000
00000000
00000000

01010101
01010101
01010101

12131415



16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

V Il 0x00 ||

01010101
01010101
01000001
16171819
2E2F3031
46474849
SE5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6CoD6E 6F707172
83848586 8788898A
9B9CI9D9E 9FAQA1A2

provided_data is
010101
01010101 01010101
01010101 01010101
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4AD 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9DIE 9FAQA1A2

22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4A5A6

01010101
01010101
01010101
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

K = HMAC(K, V || @0x00 || provided_data)

8FE3241B

7CEC3C91

CE7885EC OCFB79F@ A110CDDA 5CZ25FBDF
656BAC39 9CE61ABA DA1D@D75 7B2AB666

V = HMACCK, V) is

496DABED

7FE15C71

72A53FC3 49091FBF 5060584F CF9BAAS6
AD170616 E98B6DC8 BC4D77A2 EA17DFDE

VIl ox01 ||

provided_data is
496DAB

ED7FE15C

5C72A53F (C349091F BF506058 4FCFOBAA

26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
01010101
OEOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is

831FEBC5
2724481F
F4(98216

16E221B4
70592E2F
4E64BODF

7116E221
5670592E

2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

01010101
01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7DY7E
93949596
ABACADAE

664A324E
E501C813
C1482F59

30EE825C
BB7EQESA
260D9DCB

B430EE82
2FBB7EQE



5AAD1706 16E98BoD C8BC4D77 AZEA17DF DE4E64B@ DF260D9D
(CB010001 02030405 06070809 0AOBOCOD QEOF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041 42434445
46474849 4A4B4C4D 4E4F5051 52535455 56575859 5A5B5C5D
S5E5F6061 62636465 66676869 6A6B6C6D 6E202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8DEE 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE

K = HMAC(CK, V || @x@1 || provided_data) is
96477F38 6DC67E91 FBE26228 31EQ0384
E017C17F ©654AD9B7 1B2395A1 870DOBCZ2 48378809 87061D81
EE39A9B2 ECS5E9F65 98193BB8 43F3EFA8 D82COCA7 F5543BF1

V = HMACCK, V) is
FAEGSEQC ED@6928D 3D6ECO78 2D3FF3ED
D3E6D364 B11EF22B 715D26C4 485QFQ1D 7074E6C8 13109CD4
8BDI1FC8 678E972C 205511F4 3622FQ79 72ADB6BC 61BEAF7E

Update (Key, V):
Key is
96477F38 6DC67E91 FBE26228 31E00384

EQ17C17F ©54AD9B7 1B2395A1 870DOBCZ2 48378809 87061D81
EE39A9B2 ECS5E9F65 98193BB8 43F3EFA8 D82COCA7 F5543BF1

V is
FAEG8EQC EDQ6928D 3DGECQ78 2D3FF3ED
D3EoD364 B11EF22B 715D26C4 4850FQ1D 7074E6C8 13109CD4
8BDI91FC8 678E972C 205511E4 3622F079 72ADB6BC 61BE4F7E

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k >k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k 5% 3k %k % %k % %k %k %k *k

HMAC_DRBG_Generate



requested_number_of_bits = 1024

additional_input is

V = HMACCK, V) is

FO75EEC9 AQ15137D
2BB99942 4009EBOE

temp is

FO75EEC9 AQ15137D
2BB99942 4009EBOE

V = HMACCK, V) is

60A5AA89 73841FDF
6DF85C8A 5C6FF31C

temp 1is

D5EA431B D4AEACS58
9D611DDE ECEB34A5
0AQ2164E EBBC6492
60A5AA89 73841FDF
6DF85C8A 5C6FF31C

returned_bits is

DSEA431B D4AEACS8
9D611DDE ECEB34A5
0AQ2164E EBBC6492
60A5AA89 73841FDF
6DF85C8A 5C6FF31C

<empty>

2A5FF652
5C94B73A
AC5353F9

2A5FF652
5C94B73A
AC5353F9

941E1042
3446FB6E
DEGGOBF8

F975EEC9
2BB99942
941E1042
3446FB6E
DEGGOBF8

FO75EEC9
2BB99942
941E1042
3446FB6E
DE66OBF8

0C20F66E
A@9CB8B5
2A6699D2

0C20F66E
A@9CB8B5
2A6699D2

63238984
72A58DA8
A841B21D

A015137D
4009EBIE
63238984
72A58DA8
A841B21D

AQ15137D
4009EB9E
63238984
72A58DA8
A841B21D

D5EA431B
9D611DDE
0AQ2164E

D5EA431B
9D611DDE
0AQ2164E

65DFD731
BDAZA57A
D6AA9D3A

2A5FF652
5C94B73A
AC5353F9
65DFD731
BDAZA57A
D6AA9D3A

2A5FF652
5C94B73A
AC5353F9
65DFD731
BDA2AS57A
D6AA9D3A

D4AEACS8
ECEB34A5
EBBC6492

D4AEACS8
ECEB34A5
EBBC6492

C7EQ4730
36F3DD98
C356B87B

0C20F66E
AQ9CB8B5
2A6699D2
C7EQ4730
36F3DD98
C356B87B

0C20F66E
A@9CB8B5
2A6699D2
C7E04730
36F3DD98
(C356B87B



call Update(additional_input, K, V)

Update

provided_data <empty>

V || 0x00 || provided_data is
94 1E104263 23898465 DFD731C7 EQ473060
AS5AA8973 841FDF34 46FBGE72 A58DA8BD A2A57A36 F3DD986D
F85C8A5C oFF31CDE 66@BF8A8 41B21DDo AA9D3AC3 56B87B00

K = HMAC(CK, V || @x00 || provided_data) is
C2A6A666 DGEBF5F6 A96D1EDA 13AFA820
8D388E17 C2DAE33A F5614506 (3686998 FA9728AC 17361(C26
6FB28BB6 54D73642 DASFD913 3B9BCA86 6920A66F 332ADE84

V = HMACCK, V) is
F644A36F 1D274552 CCA57438 296DB616
9C727402 7367C3D2 E3BD1A99 8DD31B1Q 9401B2A9 E7DSESDF
COS5F5AA4 677B3D6F 7867E944 81922620 8F607119 ED71709A

rnd_val 1is
2A5FF652 OC20F66E
D5EA431B D4AEACS58 F975EECO AQ15137D 5C94B73A AQ9CB8B5S
9D611DDE ECEB34A5 2BB99942 40Q09EB9E AC5353F9 2A6699D2
0AQ2164E EBBC6492 941E1042 63238984 65DFD731 C7EQ4730
060A5AA89 73841FDF 3446FBGE 72A58DA8 BDA2AS57A 36F3DD98
6DF85C8A 5C6FF31C DE66@OBF8 A841B21D D6AA9D3A (C356B87B

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k

HMAC_DRBG_Generate

requested_number_of_bits = 1024



additional_input is

V = HMACCK, V) is

27AAOBEC BF075568
5880909E DFO68FDA

temp is

27AAOBEC BFO75568
5880909E DFO68FDA

V = HMACCK, V) is

BA87EC68 4DOAF9A6
212CEC32 5466F3AC

temp is

36333FB3 0COA9A4B
OF84769C 213F98EB
4FC23AFB E982FE4B
BA87EC68 4DOAF9A6
212CEC32 5466F3AC

returned_bits is

36333FB3 QCOA9A4B
OF84769C 213F98EB
4FC23AFB E982FE4B
BAB7EC68 4DOAF9A6
212CEC32 5466F3AC

<empty>

@QEDC8D7D
BO06C1C3
6BFC4350

@QEDC8D7D
BO06C1C3
6BFC4350

4B007910
101D9DB7
7C48A561

27AAGBEC
5880909E
4B007910
101D9DB7
7C48A561

27AAGBEC
5880909E
4B007910
101D9DB7
7C48A561

call Update(additional_input, K,

7CEEC7FE
693B1C29
3987BBBD

7CEEC7FE
693B1C29
3987BBBD

CC4874EE
87AE82(C3
66DDOB11

BFO75568
DFO68FDA
CC4874EE
87AE82(C3
66DDOB11

BFO75568
DF@68FDA
CC4874EE
87AE82C3
66DDOB11

D)

36333FB3
0OF84769C
4FC23AFB

36333FB3
0OF84769C
4FC23AFB

C2174054
AGAZ5ED4
9C8673A1

@OEDC8D7D
BO06C1C3
6BFC4350
C2174054
AGAZ5ED4
9C8673A1

QEDC8D7D
B006C1C3
6BFC4350
C2174054
AGA25ED4
9C8673A1

OCOA9A4B
213F98EB
E982FE4B

OCOA9A4B
213F98EB
E982FE4B

21C8D8A1
78DF1B12
A9D54F67

7CEEC7FE
693B1C29
3987BBBD
21C8D8A1
78DF1B12
A9D54F67

7CEEC7FE
693B1C29
3987BBBD
21C8D8A1
78DF1B12
A9D54F67



Update

provided_data <empty>

V || 0x00 || provided_data is
4B 007910CC 4874EEC2 17405421 C8D8A1BA
87EC684D QAF9A610 1D9DB787 AE82C3A6 A25ED478 DF1B1221
2CEC3254 66F3AC7C 48A56166 DDOB119C 8673A1A9 D54F6700

K = HMAC(CK, V || @x00 || provided_data) is
AB5E2153 B7DFBE45 7FCE345B 7DADCA8D
S5BFB3C98 58C36ECD F124C147 23B4(CD39 F446E749 44QFEG9D
DOSEG25F DC4625AC 8B7A47C5 465590E6 4662DB37 986C1335

V = HMACCK, V) is
02D99E7B 03B96288 2D288D6@ AF87C466
82FB7E21 13461E2B 3652EDF4 86DCE759 1BDSBE18 A78CFD69
SE5B5C51 F72AC509 5DB5D786 C432EE91 FE8B292C 2309E470

rnd_val 1is
QEDC8D7D 7CEEC7FE
36333FB3 QCQA9A4B 27AAQBEC BFQ75568 BO0O6C1C3 693B1C29
QF84769C 213F98EB 5880909E DFQ68FDA 6BFC4350 3987BBBD
4FC23AFB E982FE4B 4B007910 CC4874EE (2174054 21C8D8A1
BA87EC68 4DOAFOAG 101D9DB7 87AE82C3 AGA25ED4 78DF1B12
212CEC32 5466F3AC 7C48A561 66DDOB11 9C8673A1 A9D54F67

B B B B B B B
HMAC_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
000102 03040506 0708090A OBOCODOE



0F101112 13141516 1718191A
2728292A 2B2C2D2E 2F303132
3F404142 43444546 4748494A
5758595A 5B5C5D5E 5F606162

EntropyInputl (for Reseedl) =
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFCOC1C2 (C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQE1EZ2

EntropyInput2 (for Reseed2) =
cocicz
CFDOD1D2 D3D4D5D6 D7D8DIDA
E7ESE9EA EBECEDEE EFFQF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

Nonce =
20212223

PersonalizationString

404142
4F505152 53545556 5758595A
6768696A 6B6C6D6E 6F707172
7F808182 83848586 8788898A
9798999A 9BI9C9D9E 9FAQA1AZ

AdditionallInputl =
606162
6F707172 73747576 7778797A
8788898A 8B8C8DEE 8F909192
9FAQAL1AZ A3A4A5A6 A7A8A9AA
B7B8B9BA BBBCBDBE BFCQC1(C2

Additionallnput2 =
AQAL1AZ
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (CBCCCDCE CFD@D1D2

1B1C1D1E
33343536
4B4C4D4E
63646566

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

24252627

43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4ASAG

63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

A3A4A5A6
BBBCBDBE
D3D4D5D6

1F202122
3738393A
4F505152
6768696A

8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

C7C8CICA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

28292A2B

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

A7A8A9AA
BFCOC1C2
D7D8D9DA

23242526
3B3C3D3E
53545556
6B6C6D6E

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

2C2D2E2F

4B4C4D4E
63646566
7B7C7D7E
93949596
ABACADAE

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

ABACADAE
(C3C4C5C6
DBDCDDDE



DFEQE1EZ2 E3E4ES5E6 E7VESEQEA EBECEDEE EFFOF1FZ2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

B B B e

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3%k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6CE6D6GE

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
404142 43444546 4748494A 4B4C4DAE
4F505152 53545556 5758595A 5B5C5DS5E S5F606162 63646566
6768696A 6B6CODOE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9CODIE 9FAQAL1AZ2 A3A4A5A6c A7A8A9AA ABACADAE

prediction_resistance_flag = "No PredictionResistance”

Seed_Material is

0001 02030405 00070809 QAQBACOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3C3D 3E3F4041 42434445
46474849 4A4B4C4D 4E4F5051 52535455 56575859 5A5B5C5D
SE5F6061 62636465 66676869 6A6B6C6D OE202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4D4E
4F505152 53545556 5758595A 5B5C5DS5E 5F606162 63646566
6768696A 6B6C6D6GE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9C9DI9E 9FAQAIAZ2 A3A4A5Ac A7A8A9AA ABACADAE

Key 1is



00000000
00000000

V is

01010101
01010101

Update

provided_data

0001
16171819
2E2F3031
46474849
SE5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

V Il 0x00 ||

01010101
01010101
01000001
16171819
2E2F3031
46474849
5E5F60601
2728292A
4F505152
6768696A
7F808182
9798999A

00000000
00000000 00000000
00000000 00000000

01010101
01010101 01010101
01010101 01010101

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9BI9C9D9E 9FAQA1AZ

provided_data is
010101
01010101 01010101
01010101 01010101
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6CoD6E 6F707172
83848586 8788898A
9B9CI9DOE 9FAQA1A2

00000000
00000000
00000000

01010101
01010101
01010101

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DBE
A3A4A5A6

01010101
01010101
01010101
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

00000000
00000000
00000000

01010101
01010101
01010101

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
01010101
OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

00000000
00000000
00000000

01010101
01010101
01010101

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4AE
63646566
7B7C7D7E
939495906
ABACADAE

01010101
01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE



~
1l

8FE3241B

HMAC(K, V || @x00 || provided_data)

7CEC3C91

CE7885EC OCFB79F@ A110CDDA 5CZ25FBDF
656BAC39 9CE61ABA DA1D@D75 7BZ2AB666

<
1l

72A53FC3
AD170616

VIl ox01 |1

5C72A53F
5AAD1706
CB010001
16171819
2EZ2F3031
46474849
SE5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

HMACCK, V) is

496DABED
49091FBF 5000584F
E98B6DC8 BC4D77A2

provided_data is
496DAB
C349091F BF506058
16E98B6D C8BC4D77
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9CI9DOE 9FAQA1A2

7FE15C71
CF9BAA5S6
EA17DFDE

ED7FE15C
4FCFOBAA
A2EA17DF
0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

K = HMACCK, V Il 0x01 || provided_data)

96477F38

6DC67E91

EQ17C17F ©54AD9B7 1B2395A1 870DOBC2
EE39A9B2 ECSE9F65 98193BB8 43F3EFAS8

V = HMACCK, V) is

FAEGSEQC

ED06928D

D3E6D364 B11EF22B 715D26C4 4850FQ1D
8BD91FC8 678E972C 205511E4 3622F079

Update (Key, V):

Key is

96477F38

6DC67E91

is

831FEBC5
2724481F
F4(98216

16E221B4
70592E2F
4E64BODF

7116E221
5670592E
DE4E64B0@
OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is

FBE26228
48378809
D82CQCA7

3D6ECO78
7074E6C8
72ADB6BC

FBE26228

664A324E
E501C813
C1482F59

30EE825C
BB7EQESA
260D9DCB

B430EES82
2FBB7EQE
DF260D9D
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4E
63646566
7B7C7DY7E
93949596
ABACADAE

31E00384
87061D81
F5543BF1

2D3FF3ED
13109CD4
61BE4F7E

31E00384



EQ17C17F ©654AD9B7 1B2395A1 870DOBCZ 48378809 87061D81
EE39A9B2 ECS5E9F65 98193BB8 43F3EFA8 D82COCA7 F5543BF1

V is
FAEG8EQC ED06928D 3D6ECQ78 2D3FF3ED
D3E6D364 B11EF22B 715D26C4 4850FQ1D 7074E6C8 13109CD4
8BDI91FC8 678E972C 205511E4 3622FQ79 72ADB6BC 61BE4F7E

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k % 3% %k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F7@7172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9BICIDIE
9FAQA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BOBA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

additional_input <> NULL, call Update(additional_input, K, V)

Update

provided_data
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

V || 0x00 || provided_data is
FAEGBEQC ED@6928D
3DoEC@A78 2D3FF3ED D3E6D364 B11EF22B 715D26C4 485QFQ1D



7074E6C8 13109CD4 8BDI91FC8 678E972C 205511E4 3622F079
72ADB6BC 61BE4F7E 00606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BFC@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

K = HMAC(CK, V || @x0@ || provided_data) is
519297BD BQEDA5D1 @84F8B3B (C203347D
@C930D32 CEE2E49D F4BACBCo D83AF8D9 EBD72991 B42(C248E
CD4EFAE9 1021F388 381D8659 AZ2ECBEEE F3E41952 E7A2451A

V = HMACCK, V) is
D7DA4ED@ 3A73A57B 54BF8D1D 33A1593D
69FFDCA4 D66D74D9 89301F48 A8922ECQ E221977F 8F47QA9B
9486B5B6 DCID7214 59A2A371 444894DE QCOIA8C8 9E599256

V || 0x01 || provided_data is

D7DA4EDQ 3A73A57B
54BF8D1D 33A1593D 69FFDCA4 DooD74D9 89301F48 A8922ECO
E221977F 8F470A9B 9486B5B6 DCID7214 59A2A371 444894DE
OCO9A8C8 9E599256 01606162 63646566 6768696A 6B6CO6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8D8E 8F909192 93949596 9798999A 9BOCI9DIE
9FAQA1AZ A3A4AS5A6 A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6
B7B8B9BA BBBCBDBE BF(C@C1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE

K = HMACCK, V Il @x01 || provided_data) is
CEFBD1FE AB9E394C OBBSAEEA AQ432A7F
oF1B3A0B 3ECB72E9 DO8AF37E 1DCVD7B9 7C173D7D B2711ECA
EASAFD3F 138E7097 13401FCC D1E813A9 OBFA720E 39A765CB

V = HMACCK, V) is
653FED49 BF632DDF 3EC4182C 3ECB3BE1
CE9COSA8 231E90F1 7BA624C7 366131F9 876CB3E9 (27C453C
1DF40471 Q7BADDD9 81D09078 C2DIC3FC ©94A2BDC QA8405BB



V=

temp

V=

temp

HMACCK, V) is

CoD415C5 693001BE
©OD87B79B ©B4ES5D0O8

is

CoD415C5 693001BE
©OD87B79B ©B4ESD0O8

HMACCK, V) 1is

22F60F35 235DEQES8
2FAS1DE3 F44FCEQC

is

E5972660 C16D22EC
43F647F8 D681AEEA
0254E6BO 4690D77A
22F60F35 235DEQES8
2FAS1DE3 F44FCEQC

7AE31A2D
5A468B59
9CA2(C9D3

7AE31A2D
5A468B59
9CA2(C9D3

71A294DA
FOD7E981
S5F3A27FC

CoD415C5
©OD87B79B
71A294DA
FOD7E981
S5F3A27FC

return

ed_bits is

E5972660 C16D22EC
43F647F8 D681AEEA
0254E6BO 4690D77A
22F60F35 235DEOES
2FA51DE3 F44FCEQC

CoD415C5
©0D87B79B
71A294DA
FOD7E981
5F3A27FC

call Update(additional_input, K,

EC31075F
OBC1AE2C
27534234

EC31075F
OBC1AEZ2C
27534234

9568479E
05D84AA2
E8BOF6E4

693001BE
©OB4E5D08
95684 79E
05D84AA2
E8BOF6E4

693001BE
©OB4E5D0O8
95684 79E
O5D84AA2
E8BOF6OE4

D)

E5972660
43F647F8
0254E6BO

E5972660
43F647F8
0254E6BO

EF8BB2A2
4AFQ757A
A3F7C7B5

7AE31A2D
5A468B59
9CA2C9D3
EF8BB2AZ
4AFQ757A
A3F7C7B5

7AE31A2D
5A468B59
9CA2(C9D3
EF8BB2AZ
4AFQ757A
A3F7C7B5

CleD22EC
D681AEEA
4690D77A

C1leD22EC
D681AEEA
4690D77A

110F18B6
FOO5DFD5
3CE34A3D

EC31075F
OBC1AE2C
27534234
110F18B6
FOO5DFD5
3CE34A3D

EC31075F
OBC1AE2C
27534234
110F18B6
FOO5DFD5
3CE34A3D



provided_data

6F707172
8788898A
9FAQA1AZ
B7B8BI9BA

V Il 0x00 ||

EF8BB2AZ
4AFQ757A
A3F7C7B5
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

provided_data is

110F18B6 22F60F35
FOO5DFD5 2FAS51DE3
3CE34A3D 00606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7ABA9AA
BBBCBDBE BFCOC1CZ2

63646566
7B7C7DYE
93949596
ABACADAE
(C3C4C5C6

235DEQES8
F44FCEQC
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

K = HMAC(K, V || @x@00 || provided_data)

1122DF2D
6ED3AZ236

40587E1D
EF5CC623 ©QA987605
232B748E BAD48809

V = HMACCK, V) is

CB@O8C9B5
D7E7CC30

VIl ox01 |1

FBOD105E
00DCA586
E1FF6499
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

58D27756
EBCASF19 753AE981
10C82510 @79EB2F4

provided_data is

672EB72B CB@8C9B5
87E29642 D7E7CC30
E@5551F1 01606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1C2

S5EB9F3D1
7513A4F0
19D8C114

7DFE2227
FCCFA587
DF4795B8

EBCA5F19
10C82510
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

71A294DA
FOD7E981
S5F3A27FC
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

is

A6811767
OADB49E4
F8B02820

FBOD105E
00DCA586
E1FF6499

58D27756
753AE981
079EB2F4
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

95684 79E
O5D84AA2
E8BOF6E4
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

EFAGA242
4A98478F
35763FE2

672EB72B
87E29642
E@5551F1

7DFE2227
FCCFA587
DF4795B8
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



K = HMACCK, V Il @x@1 || provided_data) is
(64282B6 5A169138 8C94D85B 470D6FB3
9DA8OF71 A59D1160 (96B1FFC @OF77EDF9 11553ADC 552FC5B9
9BDEQ10F 861FB9QE 1EC9CD69 BAG6BOC6Z2 490D43FD 9FAGFE19

V = HMACCK, V) is
F12FA531 4QE9A7DE 07D1EAQ8 3E31AF42
5836A08F B59D2B1C 463263AD D1D4FCAD 5DA77F94 BE3ELAGA
ACFC8845 33A2B5F6 685D6F66 F77D333A 43A119D9 56577B47

rnd_val 1is
7AE31A2D EC310Q75F
E5972660 C16D22EC C@D415C5 693001BE 5A468B59 @OBCI1AEZ2C
43F047F8 D681AEEA @D87B79B @QB4ESDO8 9CA2(C9D3 27534234
0254E6BO 4690D77A 71A294DA 9568479E EF8BBZ2AZ 110F18B6
22F60F35 235DEQE8 FOD7E981 QSD84AA2 4AFQ757A FOOSDFDS
2FAS51DE3 F44FCEQC S5F3A27FC E8BOF6E4 A3F7C7B5 3CE34A3D

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k >k 3k >k 3k 3k 5k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3%k >k 3% 3k 5%k 3k %k 3%k %k 3%k 3k > 3k >k %k %k 3% >k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
AQA1AZ A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFCQOC1C2 (C3C4C5C6
C7C8C9CA (BCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ES5E6 EVESEQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0BOCODOE

additional_input <> NULL, call Update(Cadditional_input, K, V)

Update

provided_data
AQOA1AZ2 A3A4AS5A6 A7A8A9AA ABACADAE



AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

V Il 0x00 |1

07D1EAQ8
S5DA77F94
43A119D9
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1D2
E3E4E5E6 E7E8E9EA
FBFCFDFE FF000102

provided_data is

3E31AF42 5836A08F
BE3E1AcA ACF(C8845
56577B47 Q0OAQA1AZ
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1DZ
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

B59D2B1C
33AZB5F6
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

K = HMAC(CK, V || @x00 || provided_data)

3EA26EC3
C754C53C

66CDD877
D7EACB28 48091406
9F5F51B4 A876BA90

V = HMACCK, V) is

1E361D00
E8D52968

V Il oxo1 ||

753DBDAE
B12F7C18
39A9FCAB
AFBOB1B2
C7C8CI9CA
DFEQE1EZ
F7F8FIOFA

CB@42BOE
OEEE983F E53293AB
48C450C2 0942DA83

provided_data is

E68D7EQE 1E361D00
85AD2795 E8D52968
49C7DAFE 01A0A1A2
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

BDBCO1F@
E371CFFD
25E6812B

F4D993CF
859E90E8
130898BE

OEEE983F
48C450C2
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMAC(CK, V || @x@1 || provided_data)

EA829A96

FF1A6598

BFCOC1(2
D7D8DIDA
EFFOF1F2
0708090A

F12FA531
463263AD
685D6F66
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is

B8C593E6
DESFD3A7
15DF9C9%4

753DBDAE
B12F7C18
39A9FCAB

CB@42BOE
E53293AB
0942DA83
A7A8A9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

is
AG3F82AC

C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

4QE9A7DE
D1D4FCAD
F77D333A
ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

DB68698D
DOF689AA
B4513C3C

E68D7EQE
85AD2795
49C7D4FE

F4D993CF
859E90E8
130898BE
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

4683837D



46957868 3AF5D469
D40F7A56 F2520441

V = HMACCK, V) is

SF3F2E58 7AAQ21B7
A30CAB16 91020EF2

V = HMAC(CK, V) 1is

993F7F13 97EA@DGF
EDE962F9 3D920A1D

temp 1is

993F7F13 97EA@DGF
EDE962F9 3D920A1D

V = HMACCK, V) is

B6E2CA83 A97E91F6
5AZBEB9E 752203A6

temp is

A4DB49B9 F6F608C8
AB823C29 FZEBDEC3
5F9995FC 3A6A3AF9
B6E2CA83 A97E91F6
5AZBEB9E 752203A6

returned_bits 1is

A4DB49B9 FoF608C8

47146C05
A7EBCZ2F5

4A97F3E7
4DB140D4
A5C40821

D83A8084
4A72CF3E
B59C84E1

D83A8084
4A72CF3E
B59C84E1

B587CA7C
B298266A
94E1F3FE

993F7F13
EDE962F9
B587CA7C
B298266A
94E1F3FE

993F7F13

16A1B3BC
F449FA1C

84A888F2
C629E42F
871D9C21

630F286D
F2733A11
E879C29F

630F286D
F2733A11
E879C29F

13EA197D
C148A180
2B3E6AQC

97EAQDGF
3D920A1D
13EA197D
C148A180
2B3E6AQC

97EAQDGF

7F32B337
9F80B624

CFoACE46
87D3A5CE
343DCE92

A4DB49B9
AB823(C29
5F9995FC

A4DB49B9
AB823(C29
5F9995FC

423E81E1
9776C26A
9C314421

D83A8084
4A72CF3E
B59C84E1
423E81E1
9776C26A
9C314421

D83A8084
4A72CF3E

EC80QBODF
189FE4DF

3C0AAGC1
78BCA47A
988697BE

F6F608C8
FZ2EBDEC3
3A6A3AF9

F6F608C8
FZ2EBDEC3
3A6A3AF9

D6469942
F5E239A5
CDB55FBD

630F286D
F2733A11
E879C29F
D6469942
F5E239A5
CDB55FBD

630F286D
F2733A11



AB823C29
5F9995FC
BOEZ2CA83
5AZBEB9E

FZEBDEC3 EDE962F9
3A6A3AF9 B587CA7C
A97E91F6 B298266A
752203A6 94E1F3FE

call Update(additional_input, K,

Update

provided_data

AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

V Il 0x00 ||

423E81E1
9776C26A
9C314421
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

AQA1A2
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1DZ
E3E4ES5E6 E7ESEQEA
FBFCFDFE FF000102

provided_data is

D6469942 BOEZCA83
F5E239A5 5AZBEBOE
CDB55FBD 00AQA1A2
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESE9QEA
FBFCFDFE FF000102

3D920A1D
13EA197D
C148A180
2B3E6AQC

D)

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

A97E91F6
752203A6
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMAC(CK, V || @x0@ || provided_data)

715D6185

7CE5456B

EEOD7EAQ@ EA9B2530 62733A9F DAF8EB8Z2
1A765247 7@051C55C A3FA8C92 8D47B5B2

V = HMACCK, V) is

44894(C5E

D321DD8E

ESBBCF20 33ECCE57 1FQEBF27 1FF4559A
6FBI9BF0O0® 32DBO8FA 5702D025 FD52FC7D

B59C84E1
423E81E1
9776C26A
9C314421

A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

B587CA7C
B298266A
94E1F3FE
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is

7FABA13E
A2896F50
4EBFOFE3

80C4171B
42D39CFD
ECEAA4FB

E879C29F
D6469942
F5E239A5
CDB55FBD

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

13EA197D
C148A180
2B3E6AQC
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

ABA449AB
6F71B24A
144CF727

1C97965D
2473F47E
AADED3A1



V Il 0x01 || provided_data is

44894(C5E D321DD8E
80C4171B 1(C97965D E5BBCF20 33ECCES7 1FQEBF27 1FF4559A
42D39CFD 2473FA7E 6FBOBFQ@ 32DBO8FA 5702D025 FD52FC7D
ECEAA4FB AADED3A1 Q1AQA1A2 A3A4A5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCQOC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE

K = HMAC(CK, V || @x@1 || provided_data) is
43175BC3 737F59B4 6EE92380 8CF3DAS3
68933814 772FA1E8 4EFB1B7E EQF7C62E ©525A3D7 3D951FF4
C9BE97DA D3722D12 ACA772FB D41D5100 5ES50943F C5C95D6F

V = HMACCK, V) is
5575680B DOSBA728 92CB32C4 7D8288E3
8AQ746C4 A23CECA7 5DFD1573 52165638 EFFBEA34 03DD40F1
58B7B369 663D4B8C C1D280ED C34A1AB7 621746B1 DCOBI24F

rnd_val 1is
D83A8084 630F286D
A4DB49B9 FoFo@8C8 993F7F13 97EAQDOF 4A72CF3E F2733A11
AB823C29 FZ2EBDEC3 EDE962F9 3D920A1D B59C84E1 E879C29F
5F9995FC 3A6A3AF9 B587CA7C 13EA197D 423E81E1 D6469942
BGE2CA83 A97E91F6 B298266A C148A180 9776C26A FS5E239A5
S5A2BEBOE 752203A6 94E1F3FE 2B3E6AQC 9(C314421 CDBS5FBD

B L B A Lt B et i
HMAC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556



5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6E

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2C2D2EZ2F

PersonalizationString = <empty>
AdditionalInput = <empty>
B B B B B B B B e e et i
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
HMAC_DRBG_Instantiate_algorithm
entropy_input is
000102 03040506 0708090A OBOCADOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E

3F404142 43444546 4748494A 4B4C4DAE 4F505152 53545556
5758595A 5B5C5D5E 5F606162 63646566 6768696A 6B6COD6E

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>



prediction_resistance_flag = "PredictionResistance"

Seed_Material is

Key is

V is

0708090A
1F202122
3738393A
4F505152
6768696A

00000000
00000000

01010101
01010101

OBOCODOE 0F101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6COoD6E 20212223

00000000
00000000 00000000
00000000 00000000

01010101
01010101 01010101
01010101 01010101

Update

provided_data

VI

0708090A
1F202122
3738393A
4F505152
6768696A

0x00 ||
01010101
01010101
01010101
0708090A
1F202122
3738393A

OBOCODOE 0F101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

provided_data is

01010101 01010101
01010101 01010101
01010101 01010101
OBOCODOE 0QF101112
23242526 2728292A
3B3C3D3E 3F404142

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

00000000
00000000
00000000

01010101
01010101
01010101

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

01010101
01010101
01010101
13141516
2B2C2D2E
43444546

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

00000000
00000000
00000000

01010101
01010101
01010101

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

01010101
01010101
00000102
1718191A
2F303132
4748494A

030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

00000000
00000000
00000000

01010101
01010101
01010101

03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

01010101
01010101
03040500
1B1C1D1E
33343536
4B4C4DAE



4F505152 53545556 5758595A 5B5C5D5E
6768696A 6B6COD6E 20212223 24252627

K = HMAC(CK, V || @x00 || provided_data)

D32CF71C
EBOGEC14

45A111E3
2CA703C8 3708DDC3
BO5853A0 793D492D

V = HMACCK, V) is

37948762
2C39FB40

V I 0x01 ||
B4F4EAD4
B91B6150
4F@92229
0708090A
1F202122
3738393A
4F505152
6768696A

B4F4EAD4
32662A75 B91B6150
CE3EF53D 4F092229

provided_data is

4DA5SEF54 6C9CES52C
ESBB1802 (68698C7
4CA844A1 6E6G7EZ2B2
OBOCODOE 0QF101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6DOE 20212223

AB3725B8
ABOBDBEC
C256DD1C

4D45EF54
ESBB1802
4CA844A1

C9BOB50OF
1E5BBCEB
710250CA
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

K = HMAC(CK, V || @x@1 || provided_data)

A7E118A5

31DEF956

5DC68F91 696A434C (C25E270QE 639044E1
46C1054B 61024753 5007DF12 CFC8DA45

V = HMACCK, V) is

110793EA

A60DCODB

AECC1226 EAF1D@3B BA9D83A6 95999165
362B9C8E E330E52D EACC639B 98E8030A

Update (Key, V):

Key 1is

A7E118A5

31DEF956

5DC68F91 696A434C (C25EZ270QE 639044E1

5F606162
28292A2B

is

D@2D1D8C
23719C1A
7DA4D148

6C9CE52C
C68698(C7
6E67EZ2B2

37948762
2C39FB40
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

is

DCFF94BB
A7240266
982A587F

CD420810
71907346
95780CD7

DCFF94BB
A7240266

636465606
2C2D2E2F

AQAED@99
4C7273A8
BE8516CD

C9BOB50OF
1E5BBCEB
710250CA

32662A75
CE3EF53D
03040500
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

3D801F77
D3AA202D
C81C47D5

4088A23D
B15A0439
C24B04D5

3D801F77
D3AA202D



46C1054B 61024753 5007DF12 CFC8DA45 982A587F (81C47D5

V is
110793EA A6ODCODB CD420810 4088A23D
AECC1226 EAF1D@3B BA9D83A6 95999165 71907346 B15A0439
362B9C8E E33QES52D EACC639B 98E8030QA 95780CD7 C24B0Q4D5

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k %k >k 3k 3k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k %k % >k %k % %k % %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk 3k sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BIC9DIE 9FAQALIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1BZ2 B3B4B5B6 B7BS8BOBA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input is <empty>

Seed_Material is
808182 83848586 8788898A 8B8C8DE
8F909192 93949596 9798999A 9BI9CIDOE 9FAQGAIAZ A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 C3C4C5C6 C7C8C9CA CBCCCDCE CFD@D1D2 D3D4D5Do
D7D8D9DA DBDCDDDE DFEQE1EZ? E3E4ESEG E7VES8EQEA EBECEDEE

Key is
A7E118A5 31DEF956 DCFF94BB 3D8Q1F77



5DC68F91
46C10548B

V is

AECC1226
362B9C8E

Update
provided_data

8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

V Il 0x00 ||

CD420810
71907346
95780CD7
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

696A434C C25E270E
61024753 5007DF12

110793EA
EAF1D03B BA9D83A6
E330E52D EACC639B

808182
93949596 9798999A
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA
DBDCDDDE DFE@E1EZ

provided_data is

4088A23D AECC1226
B15A0439 362B9C8E
C24B04D5 00808182
93949596 9798999A
ABACADAE AFBOB1B2
(3C4C5C6 C7C8COCA
DBDCDDDE DFEQE1EZ

55630E7A

639044E1
CFC8DA45

A60DCODB
95999165
98E8030A

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

EAF1D@3B
E330E52D
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

HMAC(K, V || @x00 || provided_data)

8BD664AE

24656B8A 9F0667C9 C81A89E7 (B1269C8
4C2EQ3EC E2B62A08 B93045CC C808DC2B

HMAC(K, V

) is

4247B361 AF91E466
FCO6DAD2A 7C46902B 7A7FFC6C C618B605
0CBC76D6 E6OB5FC6 9965D59F 6F8B66FB

A7240266
982A587F

CD420810
71907346
95780CD7

8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7ESEQEA

110793EA
BA9D83A6
EACC639B
8788898A
9FAQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA

is

AA8B1CEG
4Q8BD712
9C195647

DC4C3(C35
0A48953C
4A2EAF68

D3AA202D
(C81C47D5

4088A23D
B15A0439
C24B04D5

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

A60DCODB
95999165
98E8030A
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

1EFGBF5B
7AQE46D2
4790C2B3

86ECIF3C
BBAQOCF78
99EC5447



V Il 0x01 || provided_data is

4247B361 AF91E466
DC4C3C35 86ECIF3C FCO6DAD2A 7C46902B 7A7FFCoC (C618B60S
0A48953C BBAQCF78 @CBC76D6 E6@BS5FC6 9965D59F 6F8B66FB
4A2EAF68 99E(C5447 01808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

K = HMAC(CK, V || @x@1 || provided_data) is
06CE30C3 A6C36878 BDE5(626 37F9454F
AGFQ34FB A6751139 1DF82E7F FQ76B2DE CBCAC1QF 15744E3F
@75C1DDF 46E934Co EDDADDB9 CFC68587 467E2296 1D9166DC

V = HMACCK, V) is
59133BDF 3FEFAE3C AC734B81 F307CA18
6D6E6228 2CD1BFFE 3F48E3FE 672C81BB 1325ACED 3AE6BLFF
C386DC6A ECC8BBO3 58CE2F43 7CE38674 4014A3BC OCFAD33B

Update (Key, V):
Key 1is
06CE30C3 A6(C36878 BDES5(626 37F9454F

A6F@34FB A6751139 1DF82E7F FO76BZ2DE CBCAC1QF 15744E3F
075C1DDF 46E934C6 EDDADDBY CFC68587 467E2296 1D9166DC

V is
59133BDF 3FEFAE3C AC734B81 F307CA18
o6D6E6228 2CD1BFFE 3F48E3FE 672C81BB 1325ACED 3AEGBI1FF
C386DCOA ECC8BBO3 58CE2F43 7CE38674 4014A3BC QCFAD33B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k 3k 3k %k 3k %k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k >k 3k >k 3k %k 3%k >k 5% 3k %k %k %k 3% %k 3% 3k %k % %k %k %k %k %k *k

HMAC_DRBG_Generate

requested_number_of_bits = 1024



additional_input is

V = HMACCK, V) is

EODAA330 F3F5650B
A85DCZ2ED 29A9BZBA

temp is

EODAA330 F3F5650B
A85DCZ2ED 29A9BZBA

V = HMACCK, V) is

B0149969 7C2F0794
F3BB6B82 7E40AF16

temp 1is

317AB206 QEE32019
6F25D1B@ 1F3601ED
1A2BD937 8AE3(C655
B0149969 7C2F0794
F3BB6B82 7E40AF16

returned_bits is

317AB206 QEE32019
6F25D1B@ 1F360Q1ED
1A2BD937 8AE3(C655
B0149969 7C2F0794
F3BB6B82 7E40AF16

<empty>

28FD6060
BCA57CB6
4C85CF49

28FD6060
BCA57CB6
4C85CF49

BD1CECZE
5CEQ2C5E
279580FC

EODAA330
A85DCZED
BD1CECZE
5CEQ2C5E
279580FC

EODAA330
A85DCZED
BD1CECZE
5CEQ2C5E
279580FC

call Update(additional_input, K,

C4F35F4D
7EEGAF1C
1CE7185F

C4F35F4D
7EEGAF1C
1CE7185F

E108AE7F
D617D042
F1FDAD83

F3F56508B
29A9BZBA
E108AE7F
D617D042
F1FDAD83

F3F5650B
29A9BZ2BA
E108AE7F
D617D042
F1FDAD83

D)

317AB206
6F25D1B0
1A2BD937

317AB206
6F25D1B0
1A2BD937

C382989F
87FEAF3B
0930F7FD

28FD6060
BCA57CB6
4C85CF49
C382989F
87FEAF3B
@930F7FD

28FD6060
BCA57(CB6
4C85CF49
C382989F
87FEAF3B
0930F7FD

OEE32019
1F3601ED
8AE3(655

OEE32019
1F3601ED
8AE3(655

6D4FEA8A
A638A4CE
E341E2AF

C4F35F4D
7EEGAF1C
1CE7185F
6D4FEA8A
A638A4CE
E341E2AF

C4F35F4D
7EEGAF1C
1CE7185F
6D4FEA8A
A638A4CE
E341E2AF



Update

provided_data <empty>

V || 0x00 || provided_data is
BD 1CECZ2EE1 @8AE7FC3 82989F6D 4FEA8ABO
1499697C 2F@7945C EQ2C5ED6 17D04287 FEAF3BA6 38A4CEF3
BBoB827E 40QAF1627 9580FCF1 FDAD8309 30QF7FDE3 41E2AFQ0Q

K = HMAC(CK, V || @x00 || provided_data) is
744B3A07 D7S5D8FA7 C894A730 (C642D564
71291E34 A93CE631 8BB20CCO 576F1142 1F332C9A 2A596B2D
410ED227 DAD3520A 9D6C8A72 2CDDC825 B4CS5DEF3 87FABF86

V = HMACCK, V) is
5918A9CE AA@4C275 3BDI5BD2 4BDA176C
7A73E42E A519AC98 BI5BBOQQ 5D7065AD 715D9F55 QCO5D4DB
3A4E6774 B352DBC6 5344B54A 828727F8 86D67426 DBSE1997

rnd_val 1is
28FD606@ C4F35F4D
317AB206 QEE32019 EODAA330 F3F5650B BCAS57CB6 7EEGAF1C
6F25D1B0® 1F3601ED A85DC2ED 29A9B2BA 4C85CF49 1CE7185F
1A2BD937 8AE3(C655 BD1CECZ2E E108AE7F C382989F GD4FEA8A
B0149969 7C2F0794 S5CEQ2CSE D617D042 87FEAF3B A638A4CE
F3BB6B82 7E40AF16 279580FC F1FDAD83 0930F7FD E341EZ2AF

Second call to Generate
3K 3k 3k 3K 3k sk 3k 3k sk 3k sk sk 3k sk sk 3k 3k sk 3k 3k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 5k sk sk 3K sk sk 5K sk sk 5k sk sk 5k sk sk 5k sk %k 5k %k %k k
HMAC_DRBG_Generate

requested_number_of_bits = 1024

additional_input is <empty>



Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

HMAC_DRBG_Reseed_algorithm

entropy_input is
CoC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFEQE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input is <empty>

Seed_Material is
COC1C2 (C3C4C5Co C7C8CICA (CBCCCDCE
CFDOD1D2 D3D4D5Do D7D8DODA DBDCDDDE DFEQE1EZ2 E3E4ESEG
E7ESEQEA EBECEDEE EFFOF1F2 F3F4F5Fo F7F8F9FA FBFCFDFE
FFO00102 03040500 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Key is
744B3A07 D75D8FA7 (C894A730 (C642D564
71291E34 A93CE631 8BB20CCO 576F1142 1F332C9A 2A596B2D
41QED227 DAD3520A 9D6C8A72 2CDDC825 B4CS5DEF3 87FABF86

V is
5918A9CE AAQ@4C275 3BD95BD2 4BDA176C
7A73E42E AS519AC98 B95BB90@ 5D7Q65AD 715D9F55 @C95D4DB
3A4E6774 B352DBC6 5344B54A 828727F8 806D67426 DB5E1997

Update

provided_data
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A ©OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E



V Il 0x00 ||

3BD95BDZ
715D9F55
86D67426
CFD@D1D2
E7E8EQEA
FF000102
1718191A

provided_data is

4BDA176C 7A73E42E
0C95D4DB 3A4E6774
DB5E1997 00C0OC1C2
D3D4D5D6 D7D8DIDA
EBECEDEE EFFOF1F2
03040506 0708090A
1B1C1D1E 1F202122

A519AC98
B352DBC6
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

HMAC(K, V || @x00 || provided_data)

E72E44B3
2CEC282C

E21D7EEC
CC75F1B3 QAA15AA5
8A4223DA 10A228(C1

HMACCK, V) is

D7BD2C9E
DBE19BE6

V Il oxo1 ||

~
1l

<
1l

5F@9DB28
6330E12F
815EB4EF
CFDOD1D2
E7E8EQEA
FF000102
1718191A

6E7BI9E6G2
88DB9QE9 C4FEF91F
D0017B92 CDCOGEGA

provided_data is

9EAA8F92 D7BD2C9E
1345BF1C DBE19BEG6
2F8847F7 01C0C1C2
D3D4D5D6 D7D8D9ODA
EBECEDEE EFFQF1F2
03040500 0708090A
1B1C1D1E 1F202122

44625C70
69DF6CEF
AFF8F48F

F29C3F65
0OD45F67B
F84D0O56A

88DB90QE9
D0017B92
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

HMACCK, V |l @x@01 || provided_data)

5B7FDA36

07BFB790

AB8880OF3 66491ADB 3E338343 3EQD3238
C2CFe96F 3CBBE826 1167EF87 6A176071

HMACCK, V) is

5918A9CE
B95BB900@
5344B54A
C7C8COCA
DFEQE1EZ
F7F8FIFA
0F101112
2728292A

is

56119BB4
B25A7E73
32477C40

5F@9DB28
6330E12F
815EB4EF

6E7B9E62
C4FEFO1F
CDCOGEGA
C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

is

442F742F
F67146F6
23FE23EG

AAQ4C275
5D7065AD
828727F8
CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

(C3D19587
F5C0D643
AQCG8E3F

9EAA8F92
1345BF1C
2F8847F7

F29C3F65
0OD45F67B
F84DO56A
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

147E1722
96968B5F
BBB8F891



25069D7D 3C99972A D1816407 9061C5FC
B12AA76F DB71519C 5C009B63 1DB75344 DB55BF4C A1Q80QFES8
893036DD 60C38A1B EQB8DB65 2E11B679 ACC3BD38 6DF6995B

Update (Key, V):

Key is
SB7FDA36 Q7BFB790 442F742F 147vE1722
AB8880OF3 66491ADB 3E338343 3EOD3238 F67146F6 96968B5F
C2CF696F 3CBBE826 1167EF87 6A176071 23FE23E6 BBB8F891

V is
25009D7D 3C99972A D1816407 9061C5FC
B12AA76F DB71519C 5C009B63 1DB75344 DBS55BF4C A1Q8QFE8
893036DD 60C38A1B EQB8DB65 2E11B679 ACC3BD38 6DF6995B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3% %k 5% >k %k % %k 3k %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
COB16@1A FE39338B 58DC2BE7 C256AEBE
3C21C5A9 39BEEC7E 97B3528A (420FQC6 34184718 76G6EQFF
578A8EBO A37809F8 77365A28 DF2FAQFQ 6354A6FQ 24967473

temp is
COB1601A FE39338B 58D(Z2BE7 C256AEBE
3C21C5A9 39BEEC7E 97B3528A (C420F0C6 34184718 7666EQFF
578A8EBQ A37809F8 77365A28 DF2FAQFQ 6354A6FQ 24967473

V = HMACCK, V) is
69375B9A 9D6B756F DCAASFB3 OSEQ8256
9D79A85B BIGOF747 25662638 9A3B45BQ ABE7ZECBC 39D5CD7B



2C18DF2E 5FDE8C9B

temp 1is

58DC2BE7 C256AEBE
34184718 7666EQFF
6354A6F0 24967473
9D79A85B B96OF747
2C18DF2E 5FDE8C9OB

returned_bits is

58DCZ2BE7 C256AEBE
34184718 7666EQFF
6354A6F0 24967473
9D79A85B B96OF747
2C18DFZ2E 5FDE8C9B

8D43474C

3C21C5A9
578A8EBO
69375B9A
25662638
8D43474C

3C21C5A9
578A8EBO@
69375B9A
25662638
8D43474C

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 || provided_data is

54B6F983

39BEEC7E
A37809F8
9D6B756F
9A3B45B0
54B6F983

39BEECYE
A37809F8
9D6B756F
9A3B45B0
54B6F983

D)

69 375B9A9D 6B756FDC

79A85BB9 60F74725 6626389A 3B45B0OAB
18DF2E5F DE8COB8D 43474(C54 B6F98394

K = HMAC(CK, V || @0x00 || provided_data)

3E88DDDE

D73DOF04

9DDZDA82 71DD4977 48932721 71D40ACD
49DFEZ2FB 46085F2D 62F99535 FC1C1B38

V = HMACCK, V) is

E36E1391

DEE6220C

94684459

COB1601A
97B3528A
77365A28
DC4A8FB3
ABE7ECBC
94684459

COB1601A
97B3528A
77365A28
DC4A8FB3
ABE7ECBC
94684459

4A8FB308
E7ECBC39
68445929

is

35F64858
8F97E19B
2684CFAQ

5CC7D84B

29B438C7

FE39338B
C420F0Co
DF2FAQFQ@
08E08256
39D5CD7B
29B438C7

FE39338B
C420F0Co
DF2FAQFQ@
08E08256
39D5CD7B
29B438C7

E082569D
D5CD7B2C
B438C700

4E5FCA52
1DC644B1
1412AB@9

BoD7DBB4



1CC88316 5EF43866 EQ2F30C3 EEZ2AF4EC CF13F324 C69FFOCS
0963BDA7 FAB59647 FCO6E343 8F3A06D3 A4E48ABD 7ED1BA99

rnd_val 1is
COB16@1A FE39338B
58DC2BE7 C256AEBE 3C21C5A9 39BEECYE 97B3528A C420F0C6
34184718 7666EQFF 578A8EBQ A37809F8 77365A28 DF2FAQFOQ
6354A6F0 24967473 69375B9A 9D6B756F DC4A8FB3 Q8EQ8256
9D79A85B B96OF747 25662638 9A3B45B0@ ABE7ECBC 39D5CD7B
2C18DF2E S5FDE8COB 8D43474C 54B6F983 94684459 29B438C7

B b b G e b
HMAC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CIOCA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE DFEQE1E2 E3E4ESEG
EVESE9QEA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A ©OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2DZ2E



Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString = <empty>

Additionallnputl =
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Additionallnput2 =
AQOA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@OC1C2 (C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D8D9DA DBDCDDDE
DFEQE1EZ2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A 0OBOCODOE

B B e

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

HMAC_DRBG_Instantiate_algorithm

entropy_input 1is
000102 03040506 0708090A OBOCADOE
0F101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4AE 4F505152 53545556
5758595A 5B5CSD5E 5F606162 63646566 6768696A 6B6CE6D6GE

nonce 1is

20212223 24252627 28292A2B 2C2D2EZ2F
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Seed_Material is
000102 03040506



0708090A
1F202122
3738393A
4F505152
6768696A

Key is

00000000
00000000

V is

01010101
01010101

Update
provided_data

0708090A
1F202122
3738393A
4F505152
6768696A

V I 0x00 ||
01010101
01010101
01010101
0708090A
1F202122
3738393A
4F505152
6768696A

K = HMAC(K, V || @x@00 || provided_data) i

OBOCODOE 0F101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

00000000
00000000 00000000
00000000 00000000

01010101
01010101 01010101
01010101 01010101

OBOCODOE 0F101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

provided_data is

01010101 01010101
01010101 01010101
01010101 01010101
OBOCODOE 0OF101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

00000000
00000000
00000000

01010101
01010101
01010101

13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

01010101
01010101
01010101
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

1718191A
2F303132
4748494A
5F606162
28292A2B

00000000
00000000
00000000

01010101
01010101
01010101

000102
1718191A
2F303132
4748494A
5F606162
28292A2B

01010101
01010101
00000102
1718191A
2F303132
4748494A
5F606162
28292A2B

1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

00000000
00000000
00000000

01010101
01010101
01010101

03040500
1B1C1D1E
33343536
4B4C4D4AE
63646566
2C2D2E2F

01010101
01010101
030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F



D32CF71C
EBOGEC14

45A111E3
2CA7@03C8 3708DDC3
B05853A0 793D492D

V = HMACCK, V) is

37948762
2C39FB40

V I 0x01 ||
B4F4EAD4
B91B6150
4F@92229
0708090A
1F202122
3738393A
4F505152
6768696A

B4F4EAD4
32662A75 B91B6150
CE3EF53D 4F@92229

provided_data is

4D45EF54 6C9OCE52C
ESBB1802 (C68698C7
4CA844A1 6EG7E2B2
OBOCODOE 0OF101112
23242526 2728292A
3B3C3D3E 3F404142
53545556 5758595A
6B6C6D6E 20212223

AB3725B8
ABOBDBEC
C256DD1C

4D45EF54
ESBB1802
4CA844A1

C9BOB50F
1ES5BBCEB
710250CA
13141516
2B2C2D2E
43444546
5B5C5D5E
24252627

K = HMACCK, V Il 0x01 || provided_data)

5DC68F91
46C10548B

A7E118A5
696A434C C25E270E
61024753 5007DF12

V = HMAC(CK, V) 1is

AECC1226
362B9C8E

110793EA
EAF1D@3B BA9D83A6
E330E52D EACC639B

Update (Key, V):

Key is

5DC68F91
46C1054B

V is

A7E118A5
696A434C C25E270E
61024753 5007DF12

110793EA

31DEF956
639044E1
CFC8DA45

A60DCODB
95999165
98E8030A

31DEF956
639044E1
CFC8DA45

A60DCODB

DO2D1D8C
23719C1A
7DA4D148

6C9CE52C
C68698C7
6E67E2B2

37948762
2C39FB40
01000102
1718191A
2F303132
4748494A
5F606162
28292A2B

is

DCFF94BB
A7240266
982A587F

CD420810
71907346
95780CD7

DCFF94BB
A7240266
982A587F

CD420810

AQAEDQ99
4C7273A8
BE8516CD

C9BOBS50F
1E5BBCEB
710250CA

32662A75
CE3EF53D
030405006
1B1C1D1E
33343536
4B4C4DAE
63646566
2C2D2E2F

3D801F77
D3AA202D
C81C47D5

4088A23D
B15A0439
C24B04D5

3D801F77
D3AA202D
C81C47D5

4088A23D



AECC1226 EAF1D@3B BA9D83A6 95999165 71907346 B15A0439
362B9C8E E330E52D EACC639B 98E8030A 95780CD7 (C24B04D5

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3% >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASA6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8BO9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE

additional_input is
606162 63646566 6768696A 6B6CO6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQA1AZ2 A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8BO9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Seed_Material 1is
8081 82838485
86878889 8A8B8C8D 8E8F9091 92939495 96979899 9A9B9IC9ID



9E9FAQAL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

Key is

5DC68F91
46C10548B

V is

AECC1226
362B9C8E

Update
provided_data

86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

V Il 0x00 |1
110793
3BBA9D&3
2DEACC63
86878889

A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQOC1C2

A7E118A5
696A434C C25E270E
61024753 5007DF12

110793EA
EAF1D03B BA9D83A6
E330E52D EACC639B

8A8B8C8D 8E8F9091
AZA3A4AS5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7ABA9AA
BBBCBDBE BFCOC1CZ2

provided_data is

EAAG6ODCO DB(CD4208
A6959991 65719073
9B98E8M3 0A95780C
8A8B8C8D 8E8F9091

AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

31DEF956
639044E1
CFC8DA45

A60DCODB
95999165
98E8030A

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

104088A2
46B15A04
D7C24B04
92939495

AEAFBOB1
C6C7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

DCFF94BB
A7240266
982A587F

CD420810
71907346
95780CD7

8081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

3DAECC12
39362B9C
D5008081
96979899

BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

3D8@1F77
D3AA202D
(C81C47D5

4088A23D
B15A0439
C24B04D5

82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

26EAF1D0O
8EE330E5
82838485
9A9B9CID



9E9FAQAL
B6B7B8B9
CECFDOD1
EGE7E8E9
6F707172
8788898A
9FAOA1AZ
B7B8B9BA

A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQOC1C2

AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

HMAC(K, V || @x00 || provided_data)

4886B37A

A9D553BD

B7CE7FC5 8AB92D89 68D23154 7407016B
COFD87DB D1A9A4BE DB3247F0 9QOEE1EB

HMACCK, V) is

A9A1D9DA
59DBDO8F

V Il oxo1 ||

~
1l

<
1l

8ECO5C
B77EC1B@
45AFAAD2
86878889
9E9FAQAL
B6B7B8B9
CECFD@D1
EGE7ESE9
6F707172
8788898A
9FAQA1A2
B7B8B9BA

8ECO5CF1
3AB15FB7 7EC1B0OA6
DB6EA145 AFAADZFC

provided_data is

F1396D4E 822B@3E4
A6QE4478 53836E64
FC939584 A291F141
8A8B8C8D 8E8F9091
A2A3A4A5 A6A7A8A9
BABBBCBD BEBFCQC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

396D4E82
0E447853
939584A2

450859CE
B834C46B
CF55E8DF
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
C3C4C5Co

HMACCK, V |l @x@01 || provided_data)

91529DF9

C5C21BD7

F4531EB@® 11QED597 EBF65048 8EBEB6GD1
2D2BD4CB 93FQ5DE7 40AAA7AF 28485952

HMACCK, V) is

AEAFBOB1
C6C7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

is

Q9ED84EF
44402F9E
39DDB7CD

2BO3E445
836E64B8
91F141CF

OFA9A1D9
0459DBD0O
D4018081
96979899
AEAFBOB1
CoC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8CICA

is

141EQ5DB
B6D129F2
1E06108F

BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

277C1F0O8
69404796
B712EBZ3

0859CEQF
34C40B04
55E8DFD4

DA3AB15F
8FDBGEA1
82838485
9A9B9C9D
B2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

E7F3678C
47697693
ABA4806C



8C0O3BODB 21C3F1F0 54027000 0CB3821E
3D3C853A 90202E25 BD4AF86A 33A1A2CE 679A9006 C8AGO54E
84E2DF90@ EEADDC78 EC20QAC3C 7745B890 SAB4ED53 927BD958

Update (Key, V):

Key is
91529DF9 (5C21BD7 141E@5DB E7F3678C
F4531EB@ 11QEDS597 EBF65048 S8EBEB6D1 B6D129F2 47697693
2D2BD4CB 93FQSDE7 4QAAA7AF 28485952 1E06108F ABA4806C

V is
8CO3BODB 21C3F1F0 54027000 QCB3821E
3D3C853A 90202E25 BD4AF86A 33A1A2CE 679A9006 C8A6QS54E
84E2DF9@ EEADDC78 ECZ2QAC3C 7745B890 SAB4ED53 927BD958

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k 3k >k 3k >k %k %k 3% %k 5% >k %k % %k 3k %k %k %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
72691D21 @3FB567C CD303707 15B36666
F6343008 7B1C6882 81CA@974 DB456BDB A7EB5C48 CFFG2EAQ
SF9508F3 B530CE99 5A272B11 EC@79C13 923EEF8E @11A93C1

temp is
72691D21 @3FB567C CD303707 15B36666
F6343008 7B1C6882 81CA0974 DB456BDB A7EB5C48 CFF62EAQ
S5F9508F3 B530CE99 5A272B11 ECO79C13 923EEF8E ©11A93C1

V = HMACCK, V) is
9B58CC67 16BC7CB8 BD88GCAA 60C14D85
(0233488 D77738C4 75D6C7E1 DIBFF4B1 2C43D8CC 73F838DC



4F8BD476 CF8328EE B71B3D87

temp 1is

CD303707 15B36666 F6343008
A7EB5C48 CFF62EAQ 5F9508F3
923EEF8E 011A93(C1 9B58CC67
C023348B D77738C4 75D6C7E1
4F8BD476 CF8328EE B71B3D87

returned_bits is

CD303707 15B36666 F6343008
A7EB5C48 CFF62EAQ 5F9508F3
923EEF8E ©011A93(C1 9B58CC67
C023348B D77738C4 75D6C7E1
4F8BD476 CF8328EE B71B3D87

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 || provided_data is
9B 58(CC6716
23348BD7 7738C475 DoC7E1D9
8BD476CF 8328EEB7 1B3D873D

3D6B7B85

7B1C6882
B530CE99
16BC7CB8
D9BFF4B1
3D6B7B85

7B1C6882
B530CE99
16BC7CB8
D9BFF4B1
3D6B7B85

D)

BC7CB8BD
BFF4B12C
6B7B859C

K = HMAC(CK, V || @0x00 || provided_data)

9648218E
B8812E4C 7FD238EZ2 F1AE5C52
8E11E568 7296575E ©5972C3C

V = HMACCK, V) is
509C5F6A

7084C7B9
71649A36
A8F5ED9B

ABABASEA

9(9B2106

72691D21
81CAQ974
5A272B11
BD886CAA
2C43D8CC
9C9B2106

72691D21
81CAQ974
5A272B11
BD886CAA
2C43D8CC
9C9B2106

886CAAGO
43D8CC73
9B210656

is

4678C2DC
8FF93EQ9
4D37817F

799C530F

5638FF95

03FB567C
DB456BDB
ECO79C13
60C14D85
73F838DC
5638FF95

03FB567C
DB456BDB
ECO79C13
60C14D85
73F838DC
5638FF95

C14D85C0O
F838DC4F
38FF9500

7495AC1C
BD@3465E
135FF5E2

Q1EE5423



8E6013B1 6DC1DB7A 4F6E36ED 2EQED112 @7E94187 C10OAF321
449765D1 63DFA6B8 B4A6A629 70D7D4E1 9DB67A89 FGFEQ98D

rnd_val 1is
72691D21 @3FB567C
(CD303707 15B30666 F6343008 7B1C6882 81CAQ974 DB456BDB
A7EB5C48 CFF62EAQ@ 5F9508F3 B530CE99 5A272B11 EC@79C13
923EEF8E ©11A93C1 9B58CC67 16BC7CB8 BD88GCAA 60C14D85
C023348B D77738C4 75D6C7E1 D9BFF4B1 2C43D8CC 73F838DC
4F8BD476 CF8328EE B71B3D87 3D6B7B85 9(9B2106 5638FF95

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k 3%k % %k %k %k %k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
AQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8BOBA BBBCBDBE BFC@OC1C2 (C3C4C5C6
C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5De6 D7D88D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7VES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A 0OBOCODOE

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k >k 5k %k %k >k kk ok k

HMAC_DRBG_Reseed_algorithm

entropy_input is
COC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFEQE1EZ2 E3E4ESE6
E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8FOFA FBFCFDFE
FF000102 03040506 0708090A ©OBOCODOE QF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input is
AQA1A2 A3A4AS5A6 A7A8A9AA ABACADAE



AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

Seed_Material i

CeC7C8C9
DEDFEQE1
F6F7F8F9
OEOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

Key 1is

B8812E4C

8E11E568

V is

8E6013B1
449765D1

B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

S

CACBCCCD
EZ2E3E4ES5
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESE6
FBFCFDFE

7FD238E2
7296575E

6DC1DB7A
63DFAGB8

B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

CECFDoD1
EGE7E8E9
FEFF0001
16171819
2EAQA1AZ
B7B8B9BA
CFDOD1D2
E7EBEQEA
FF000102

9648218E
F1AE5C52
05972C3C

509C5F6A
4F6E36ED
B4A6A629

Update
provided_data

CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

CACBCCCD
E2E3E4ES
FAFBFCFD
12131415
2A2B2C2D
B3B4B5B6
CBCCCDCE
E3E4ESEG
FBFCFDFE

CECFD@D1
EGE7ESE9
FEFFO001
16171819
2EAQA1AZ
B7B8B9BA
CFDOD1D2
E7E8E9EA
FF000102

BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
030405006

7084C7B9
71649A36
A8F5ED9B

ABABA9EA
2EQED112
70D7D4E1

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

coC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

4678C2DC
8FF93EQ9
4D37817F

799C530F
07E94187
9DB67A89

coC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

(3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

7495AC1C
BD@3465E
135FF5E2

O1EE5423
C10AF321
F6FE@98D

C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE



V I 0x00 ||
509C5F
7A4F6E36
B8B4A6AG
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEOF1011
26272829
AFBOB1B2
C7C8C9CA
DFEQE1EZ
F7F8FOFA

provided_data is

6AABABA9 EA799(C53
ED2EQED1 1207E941
2970D7D4 E19DB67A
CACBCCCD CECFD@D1
E2E3E4ES5 EGE7VESEQ
FAFBFCFD FEFFQ001
12131415 16171819
2A2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4ES5E6 E7ESE9QEA
FBFCFDFE FF000102

OFQ1EE54
87C10AF3
89F6FEQ9
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

K = HMAC(CK, V || @x00 || provided_data)

17603D79
EAOB78ES

E4550E14
BF97BA11 15445EA8
9196552F 2C59EB4A

V = HMACCK, V) is

OFAEB0O12
6DCOB1E3

V I 0x01 ||
39717
747DBCD1
54798C7D
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEQF1011
26272829
AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FIOFA

(C39717D6
07958974 7DBCD12F
2EF28F54 798C7DCD

provided_data is

D6DB7399 4560D8F8
2F8334E2 EADDEE36
CD8CCE64 B8773525
CACBCCCD CECFD@D1
E2E3E4E5 EGE7ESE9
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ2
B3B4B5B6 B7B8BI9BA
CBCCCDCE CFD@D1D2
E3E4E5E6 E7ESEQEA
FBFCFDFE FF000102

6FA955BA
CBD@36A5
59424229

DB739945
8334EZEA
8CCE64B8

B877E508
1E69D52A
DEDDEB4F
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

238E6013
21449765
8D00CaC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is

46A1DAA7
4C2F1452
79F77768

60D8F8B8
DDEE361E
773525DE

710FAEBQ
AA6DCOB1
2801C0oC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

B16DC1DB
D163DFA6
C2C3C4C5
DADBDCDD
F2F3F4F5
0A@BOCOD
22232425
ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

95A96A8A
407A59F5
905933D7

77E50871
69D52AAA
DDEB4F28

12079589
E32EF28F
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
C3C4C5Co
DBDCDDDE
F3F4F5F6
0BOCODOE



K = HMAC(CK, V || @x@1 || provided_data) is
3D8DA1FA DoF226D4 CS5B8F1F1 B4A595B2
21F33E44 62F8ABA2 FOD3CB(C8 D27360C6 B295803F D893AQ19
E96E4DD6 COC56301 EB7D2DBD B67585FC 3AC3AA85 74(CBC463
V = HMACCK, V) is

27E8D349 BC72C1l65 1861847B 585BCE91
46D5FA9A 9FBE2820 106ECAC3 1E8B4525 AZ2FF7@0D5 2A1D25A3
F42277B5 3564C37D D745BOF8 39D2CFD1 35B0O8DF6 54E68323

Update (Key, V):

Key is
3D8DA1FA D6F226D4 CSB8F1F1 B4AS595B2
21F33E44 62F8ABAZ2 FOD3CBC8 D27360C6 B295803F D893A019
E96E4DD6 COC56301 EB7D2DBD B67585FC 3AC3AA85 74CBC463

V is
27E8D349 B(C72Cl1lo5 1861847B 585BCE91
46D5FA9A 9FBE2820 106ECAC3 1E8B4525 A2FF7@0D5 2A1D25A3
F42277B5 3564C37D D745BQF8 39D2CFD1 35BQ8DF6 54E68323

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
8570DA3D 47E1E160 5CF3E44B 8D328B99
SEFC6410 7B6292D1 B1036B5F 88CE3160 2F12BEB7 1D801C0@9
42E7C086 4B3DB67A 9356DB20 3490D881 24FE86BC E38AC226

temp is
8570DA3D 47E1E160 5CF3E44B 8D328B99



S5EFC6410 7B6292D1 B1036B5F
42E7C0O86 4B3DB67A 9356DB20

V = HMACCK, V) is
9B4FDAGA
1EB3067C 8FSFOCFO F18DD73B
65FCD1D3 BE640178 ED9093B9

temp 1is

5CF3E44B 8D328B99 5EFC6410
2F12BEB7 1D801C@9 42E7C086
24FE86BC E38AC226 9B4FDAGA
1EB3067C 8F5FOCF@ F18DD73B
65FCD1D3 BE640178 ED9093B9

returned_bits is

5CF3E44B 8D328B99 5EFC6410
2F12BEB7 1D801C@9 42E7C086
24FE86BC E38AC226 9B4FDAGA
1EB3067C 8F5FOCFO F18DD73B
65FCD1D3 BE640178 ED9@93B9

call Update(additional_input, K,

Update

provided_data <empty>

V || 0x00 |1 provided_data is

88CE3160
3490D881

BAA88403
66A7B316
1B36E1D6

7B6292D1
4B3DB67A
BAA88403
66A7B316
1B36E1D6

7B6292D1
4B3DB67A
BAA88403
66A7B316
1B36E1D6

D)

2F12BEB7
24FE86BC

9DF80AQ3
FB19EQZ28
8135F278

8570DA3D
B1036B5F
9356DB20
9DF80AQ3
FB19EQZ28
8135F278

8570DA3D
B1036B5F
9356DB20
9DF80AQ3
FB19EQZ28
8135F278

1D801C09
E38AC226

36A24D79
35CC6293
5BFF505C

47E1E160
88CE3160
34900881
36A24D79
35CC6293
5BFF505C

47E1E160
88CE3160
3490D881
36A24D79
35CC6293
5BFF505C

9B 4FDAGABA A884039D F80A0336 A24D791E
B3067C8F 5FOCFOF1 8DD73B66 A7B316FB 19EQ2835 (CC629365
FCD1D3BE ©640178ED 9093B91B 36E1D681 35F2785B FF505C00



K = HMAC(CK, V || @x00 || provided_data) is
SECC11F5 0Q0ODF823 E91EA756 E3F917(C0O
OAD8BO5C 526EABEE A1EDBCBF D38DA649 F762EBE® B8FFAQGZ2
BO715DD7 635206B7 A746CC4A FC7A54F4 33DB4428 F6212E53

V = HMACCK, V) is
FFA84AA8 DB1089F7 16ECEF15 9C628AF2
48300647 39D87AF4 CBC64C48 GEB2DF2C FS8EDB53 D3D3DE8Y
C58E88CD DB569E57 DF32CC37 D3B3CC82 88786494 0273CB6GE

rnd_val 1is
8570DA3D 47E1E160
S5CF3E44B 8D328B99 S5EFC6410 7B6292D1 B1036B5F 88CE3160
2F12BEB7 1D801C0Q9 42E7C086 4B3DB67A 9356DB20 3490D881
24FE86BC E38AC226 9B4FDAGA BAA88403 9DF80QAQ3 36A24D79
1EB3067C 8F5FQCFQ F18DD73B 66A7B316 FB19E@28 35C(C6293
65FCD1D3 BE640178 ED9093B9 1B36E1D6 8135F278 S5BFF505C

B b b e b
HMAC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5C5DSE 5F606162 63646566 6768696A 6B6C6DGE

EntropyInputl (for Reseedl) =
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOCIDIE 9FAQALA2 A3A4ASAG
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE
BFCOC1C2 (C3C4C5C6 C7C8COCA CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFEQE1E2 E3E4ES5E6 EVES8EQEA EBECEDEE



EntropyInput2 (for Reseed2) =
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 030405060 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString

404142 43444546 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6C6D6E 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5Ac A7A8A9AA ABACADAE

AdditionalInput = <empty>

R AR AR AR AR AR AR AR AR AR AAAAA A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k % %k *k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6CED6GE

nhonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
404142 43444540 4748494A 4B4C4D4E
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596



9798999A 9BI9C9DIE 9FAQA1AZ A3A4A5A6 A7A8A9AA ABACADAE

prediction_resistance_flag = "PredictionResistance"

Seed_Material i
0001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

Key 1is

00000000

00000000

V is

01010101
01010101

S

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B2C2D2E
53545556
6B6C6D6E
83848586
9B9C9D9E

00000000
00000000

01010101
01010101

06070809
1E1F2021
36373839
4E4F5051
66676869
2F404142
5758595A
6F707172
8788898A
9FAQA1A2

00000000
00000000
00000000

01010101
01010101
01010101

Update

provided_data

0001
16171819
2E2F3031
406474849
SE5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

02030405
1A1B1C1D
32333435
4A4B4C4D
62636465
2B2C2D2E
53545556
6B6C6D6E
83848586
9B9CI9D9E

06070809
1E1F2021
36373839
4E4F5051
66676869
2F404142
5758595A
6F707172
8788898A
9FAQA1A2

0AOBOCAD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DEE
A3A4A5A6

00000000
00000000
00000000

01010101
01010101
01010101

0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DSE
A3A4A5A6

OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

00000000
00000000
00000000

01010101
01010101
01010101

OEOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4E
63646566
7B7C7DY7E
93949596
ABACADAE

00000000
00000000
00000000

01010101
01010101
01010101

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE



V Il 0x00 ||

01010101
01010101
01000001
16171819
2E2F3031
46474849
S5E5F60601
2728292A
4F505152
6768696A
7F808182
9798999A

provided_data is
010101
01010101 01010101
01010101 01010101
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6CoD6E 6F707172
83848586 8788898A
9B9CI9DOE 9FAQA1A2

01010101
01010101
01010101
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

K = HMAC(K, V || @x00 || provided_data)

CE7885EC
656BAC39

8FE3241B
OCFB79F@ A110CDDA
9CE61ABA DA1D@D75

V = HMACCK, V) is

72A53FC3
AD170616

V Il oxo1 ||

5C72A53F
5AAD1706
(CB010001
16171819
2E2F3031
46474849
5E5F60601
2728292A
4F505152
6768696A
7F808182

496DABED
49091FBF 5060584F
E98B6DC8 BC4D77A2

provided_data is
496DAB
(C349091F BF506058
16E98B6D C8BC4D77
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6CoD6E 6F707172
83848586 8788898A

7CEC3C91
5C25FBDF
7B2AB666

7FE15C71
CF9BAAS6
EA17DFDE

ED7FE15C
4FCF9BAA
A2EA17DF
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8DBE

01010101
01010101
01010101
OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is

831FEBC5
2724481F
F4C98216

16E221B4
70592E2F
4E64BODF

7116E221
5670592E
DE4E64B0
OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192

01010101
01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4AE
63646566
7B7C7D7E
93949596
ABACADAE

664A324E
E501C813
C1482F59

30EE825C
BB7EQESA
260D9DCB

B430EE82
2FBB7EQE
DF260D9D
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4D4AE
63646566
7B7C7D7E
939495906



9798999A 9B9C9DIE

HMAC(K, V |1 ox01

EQ17C17F ©654AD9B7
EE39A9B2 ECSE9F65

9FAQA1AZ2 A3A4A5A6

Il provided_data)
96477F38 oDC67E91
1B2395A1 870DOBC2
98193BB8 43F3EFA8

A7A8A9AA

is

FBE26228
48378809
D82COCA7

ABACADAE

31E00384
87061D81
F5543BF1

HMACCK, V) is

FAEGSEQC
715D26C4
205511F4

ED06928D
4850F0Q1D
3622F079

3D6ECO78
7074E6C8
72ADB6BC

2D3FF3ED
13109CD4
61BE4F7E

D3E6D364 B11EF2ZB
8BD91FC8 678E972C

Update (Key, V):

Key is

96477F38
1B2395A1
98193BB8

6DC67E91
870DOBC2
43F3EFA8

FBE26228
48378809
D82COCA7

31E00384
87061D81
F5543BF1

EQ17C17F ©654AD9B7
EE39A9B2 ECS5E9F65

V is

FAEGSEQC
715D26C4
205511E4

ED06928D
4850FQ1D
3622F079

3D6ECO78
7074E6C8
72ADB6BC

2D3FF3ED
13109CD4
61BE4F7E

D3E6D364 B11EF22B
8BDI91FC8 678E972C

First call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k sk sk >k sk 3k %k sk 3k 3k sk >k %k ok k k
HMAC_DRBG_Generate
requested_number_of_bits = 1024
additional_input is

<empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k 3k sk 3k sk sk >k sk 3k %k sk 3k 3k sk >k %k ok k k

HMAC_DRBG_Reseed_algorithm



entropy_input is

8F909192 93949596
A7A8A9AA ABACADAE
BFCOC1C2 (C3C4C5C6
D7D8D9DA DBDCDDDE

additional_input is
Seed_Material 1is

8F909192 93949596
A7A8A9AA ABACADAE
BFCOC1C2Z2 (C3C4C5C6
D7D8D9DA DBDCDDDE

Key 1is

E017C17F 654AD9B7

EE39A9B2 ECSE9F65

V is

D3E6D364 B11EF2ZB
8BD91FC8 678E972C

Update
provided_data

8F909192 93949596
A7A8A9AA ABACADAE
BFCOC1C2Z2 (C3C4C5C6
D7D8D9DA DBDCDDDE

V || 0x00 || provided_

808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

<empty>

808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

96477F38
1B2395A1
98193BB8

FAEGSEQC
715D26C4
205511E4

808182
9798999A
AFBOB1B2
C7C8C9CA
DFEQE1EZ

data 1is

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESEG

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

6DC67E91
870DOBC2
43F3EFA8

ED06928D
4850F0Q1D
3622F079

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

8788898A
9FAQA1A2
B7B8B9BA
CFDOD1D2
E7E8E9EA

8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7ESE9EA

FBE26228
48378809
D82CACA7

3D6ECO78
7074E6(C8
72ADB6BC

8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7EBE9EA

FAEGBEQC

8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

31E00384
87061D81
F5543BF1

2D3FF3ED
13109CD4
61BE4F7E

8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

ED06928D



3D6ECO78
7074E6C8
72ADB6BC
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

2D3FF3ED D3E6D364
13109CD4 8BDI1FC8
61BE4F7E 00808182
93949596 9798999A
ABACADAE AFBOB1B2
(C3C4C5Co C7C8CICA
DBDCDDDE DFE@E1EZ

B11EF22B
678E972C
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

K = HMAC(K, V || 0x@00 || provided_data)

FB85FF51
2DF0141B

1F9C99C0a
DAZ2D8147 2C38432F
B4EE22BA (C263029D

V = HMACCK, V) is

C1ACA6B9
09032ECA

VIl ox01 |1

986F1E9%
42D1A6B6
F772E2FF
8F909192
A7A8A9AA
BFCOC1C2
D7D8DIDA

B63CF883
SDESAFAF 4857BABE
7B4844BE 7QF337FF

provided_data is

3CBB5FE8 C1ACA6B9
1556F1B6 ©9032ECA
B1D840C2 01808182
93949596 9798999A
ABACADAE AFBOB1B2
(C3C4C5Co C7C8COCA
DBDCDDDE DFE@E1EZ

D27D726B
9592ABA2
8A1EA7DC

O5CF1F68
48121DF7
FBECAE48

SDE8BAFAF
7B4844BE
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

K = HMAC(CK, V || @x@1 || provided_data)

E1ES5F34B

EF791518

Co77845D 89C9DA0O A2(83950 43148800
DA939E96 E3064D99 1848F7AF 5911CAZ3

V = HMACCK, V) is

A089C037

3C58ADZA

8C28F5BA FE54889B ADFOFEA3 46303EA4
CB1FFF31 86EDE3B2 C3A8DEA7 D825D3CB

715D26C4
205511E4
8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7EBE9EA

is

F887D144
A49E4194
7AB8332D

986F1E9%
42D1A6B6
F772E2FF

B63CF883
4857BABE
7QF337FF
8788898A
9FAQA1A2
B7B8BI9BA
CFDOD1D2
E7ESEQEA

is

4(C9E49D1
818AE9CF
FACBD738

465E444D
F1933433
4714COE1

4850F01D
3622F079
8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

314EDE3B
A9DZEA4E
A48C9E66

3CBB5FE8
1556F1B6
B1D840C2

05CF1F68
48121DF7
FBECAE48
8B8C8DBE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

2518A591
467A7A45
16EDOED4

33269678
7836DB7B
90269466



Update (Key, V):

Key is
E1ES5F34B EF791518 4(C9E49D1 2518A591
CO77845D 89C9DAQO A2(C83950 43148800 818AEICF 467A7A45
DA939E96 E3064D99 1848F7AF 5911CA23 FACBD738 16EDQED4

V is
AQ89CO37 3C58AD2A 465E444D 33269678
8C28F5BA FE54889B ADFQFEA3 46303EA4 F1933433 7836DB7B
CB1FFF31 86EDE3B2 C3A8DEA7 D825D3CB 4714CQOE1 90269466

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3% 3k %k %k %k 3% % >k %k %k %k % %k %k %k %k %k %k k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
AAE4DC3C 9ECC74D9 061DD527 117EF3D2
9E1E52B2 6853C539 D6CA797E 8DA3DOBB 171DSE30 B8B194DS
C28F7F6B E3B986B8 8506DC6A 01B294A7 165DD1C3 470F7BE7

temp 1is
AAE4DC3C 9ECC74D9 061DD527 117EF3D2
9E1E52B2 6853C539 D6CA797E 8DA3DOBB 171D8E30 B8B194DS8
C28F7F6B E3B986B8 8506DCO6A ©1B294A7 165DD1C3 47QF7BE7

V = HMACCK, V) is
B396AAQD B7D50C40 51E7C7E1 C8A7D21A
2B5878C0 BCB163CA A79366E7 A1162FDC 88429616 CD3E6977
8D327520 AGBBBF71 DS8AA2EQ3 EC4A9DAA QE77CF93 E1EE30D2

temp is
AAE4DC3C 9ECC74D9



061DD527 117EF3D2
171D8E30 B8B194D8
165DD1C3 470F7BE7
2B5878C0 BCB163CA
8D327520 A6BBBF71

9E1E52B2
C28F7F6B
B396AAGQD
A79366E7
DSAAZEQ3

return

ed_bits is

061DD527 117EF3D2
171D8E30 B8B194D8
165DD1C3 470QF7BE7
2B5878C0 BCB163CA
8D327520 A6BBBF71

9E1E52B2
C28F7F6B
B396AAGD
A79366E7
D8AAZEQ3

call Update(Cadditional_input, K,

Update

provided_data <empty>

V Il 0x00 || provided_data is

rnd_val

B3
5878COBC B163CAA7
327520A6 BBBF71D8
HMAC(K, V || 0x00
039B1DE3 08227752
EBDE8F16 8C1C8B06
HMACCK, V) 1is
9D9D49CC 24000C8D

EF1A380B @C7B0563

is

96AAQDB7
9366E7A1
AAZ2EQ3EC

6853C539
E3B986B8
B7D50C40
A1162FDC
EC4A9DAA

6853C539
E3B986B38
B7D50C40
A1162FDC
EC4A9DAA

D)

D50C4051
162FDC88
4A9DAAQE

Il provided_data)

275F4A02
F9633D57
3482BB6A

FDA1FOF3
F12CFC@9
0CDO8D7F

431A1B30
7854C73A
8AB54870

8D1DOBB7
D4325714
C77E43A8

D6CA797E
8506DC6A
51E7C7E1
88429616
QE77CF93

AAE4DC3C
DeCA797E
8506DC6A
51E7C7E1
88429616
OE77CF93

E7C7E1C8
429616CD
77CF93E1

is

6DCAQA37
84886B9A
59A3876C

@OD29E9CC
CoF78B13
755F47A5

8DA3D0BB
01B294A7
C8A7D21A
CD3EG977
E1EE30D2

9ECC74D9
8DA3D0BB
01B294A7
C8A7D21A
CD3E6977
E1EE30DZ

A7D21A2B
3E69778D
EE30D200

3BBOEAS85
3C25819C
7710ACB4

05A4190E
EC7A12D6
BO1A9E48



AAE4DC3C 9ECC74D9
061DD527 117EF3D2 9E1E52B2 6853C539 D6CA797E 8DA3DOBB
171D8E30 B8B194D8 C28F7F6B E3B986B8 8506DC6A 01B294A7
165DD1C3 470F7BE7 B396AAOD B7D50C40 51E7C7E1 C8A7DZ21A
2B5878C0 BCB163CA A79366E7 A1162FDC 88429616 CD3E6977
8D327520 AoBBBF71 D8AAZ2EQ3 EC4A9DAA QE77CF93 E1EE3@D2

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k >k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 1024
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk 3k sk 3k %k sk 3k 3k sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1CI1D1E 1F202122 23242526 2728292A 2B2C2D2E

additional_input is <empty>

Seed_Material is
C@C1C2 (C3C4C5Co C7C8CICA (CBCCCDCE
CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE DFEQE1EZ2 E3E4ESE6G
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FFO00102 03040500 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E

Key 1is
275F4A02 431A1B30 6DCAQA37 3BBIEAZS
©@39B1DE3 08227752 F9633D57 7854C73A 84886B9A 3(C25819C



EBDE8F16

V is

9D9D49CC
EF1A3808B

Update
provided_data

CFDOD1D2
E7E8EQEA
FF000102
1718191A

V Il 0x00 |1

@D29EI9CC
CoF78B13
755F47A5
CFDOD1D2
E7E8E9EA
FF000102
1718191A

8C1C8B06 3482BB6A

FDA1FOF3
24000C8D F12CFC@9
0C7B0563 @CDO8D7F

cocCicz
D3D4D5D6 D7D8D9ODA
EBECEDEE EFFOF1F2
03040500 0708090A
1B1C1D1E 1F202122

provided_data is

05A4190E 9D9D49CC
EC7A12D6 EF1A380B
BO1A9E48 00COC1C2
D3D4D5D6 D7D8DIDA
EBECEDEE EFFOF1F2
03040506 0708090A
1B1C1D1E 1F202122

2F4B184F

8AB54870

8D1DOBB7
D4325714
C77E43A8

(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

24000C8D
0C7B0563
(3C4C5C0
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

HMAC(K, V || @x00 || provided_data)

21910B66

FFBOA73D 37962656 B91DB6CC 1157B4BA
B86269C1 DC89A604 B047B65F SEB1AA1l

HMACCK, V

) is
2EB12A07

23BFOEE7

2C00D617 F3ES5994E EBA9913B 87D01D28
D99E2C7D 4(9212D4 A95D492D 99E61FGE

59A3876C

@OD29E9CC
CoF78B13
755F47A5

C7C8C9CA
DFEQE1EZ
F7F8FOFA
0F101112
2728292A

FDA1FOF3
F12CFC@9
0CDO8D7F
C7C8COCA
DFEQE1EZ
F7F8FI9FA
0F101112
2728292A

is

079269B5
65955979
D636E58A

FOCEGB73
17C82DFB
4F9CECO2

7710ACB4

05A4190E
EC7A12D6
BO1A9E48

CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

8D1DOBB7
D4325714
C77E43A8
CBCCCDCE
E3E4ESE6
FBFCFDFE
13141516
2B2C2D2E

2708880D
373F928A
5D13F645

08510C62
FD3CB1DE
490A6919



V || 0x@1 || provided_data is

2EB12AQ7 23BFOEE7
FOCEGB73 08510C62 2C00OD617 F3E5994E EBA9913B 87DQ1D28
17C82DFB FD3CB1DE D99EZ2C7D 4(C9212D4 A95D492D 99EGI1FGE
4F9CECO2 490A6919 01COAC1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE
CFDOD1D2 D3D4D5D6 D7D8DI9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ES8E9EA EBECEDEE EFFOF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE QOF101112 13141516
1718191A 1B1CID1E 1F202122 23242526 2728292A 2B2C2D2E

K = HMAC(CK, V || @x@1 || provided_data) is
3Co66E58 ODE3F6DB 662E8CQQ EC31B6D9
8F7DFB8SA BB4DB1AD DQAA989C CZ2E71EF2 (C5D41166 FAC63729
E23B591C OD1F11E7 D10AE714 6687CD2E QED9B738 9CD7DD35

V = HMACCK, V) is
26DBEAEF BCC48F41 D41077C2 ED286F67
49FDC109 E24D372E 7DC20FOF 87037E4D FACCD39A 77807D5C
8586CACE AEE75863 (9351C96 5678E46F DB77A739 FD123189

Update (Key, V):
Key is
3Co66E58 ODE3F6DB 662E8C0Q EC31B6D9

8F7DFB8A BB4DB1AD DOAA989C CZ2E71EFZ2 (C5D41166 FAC63729
E23B591C @OD1F11E7 D10QAE714 6687CD2E @QED9B738 9CD7DD35

V is
26DBEAEF BCC48F41 D41077C2 ED286F67
49FDC109 E24D372E 7DC20FQF 87037E4D FACCD39A 77807D5C
8586CACE AEE75863 (9351(C96 5678E46F DB77A739 FD123189

3K 3k 3k 3K sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk >k 5k sk %k 5k sk %k 5k sk %k ok sk k ok
HMAC_DRBG_Generate

requested_number_of_bits = 1024

additional_input is <empty>



V = HMACCK, V) is
129FF6D3
280DDD2E CDABEDB9 00C78418
F48638D8 F704D134 ADDEB7F4

temp 1is
129FF6D3
280DDD2E CDABEDB9 00(C78418
F48638D8 F704D134 ADDEB7F4

V = HMACCK, V) is
6AF24AEC
12EB8896 A6250D5C 8BC3A4A1
79F82C1E BCD1585F B26@BICO

temp is

870632B3 S5EE477C2 280DDDZE
BOD8E50Q9 3ECE7B6B F48638D8
CDO5683E 72B51648 6AF24AEC
12EB8896 A6250D5C 8BC3A4Al
79F82C1E BCD1585F B260B9C0O

returned_bits 1is

870632B3 S5EE477C2 280DDDZE
BOD8E509 3ECE7B6B F48638D8
CDO5683E 72B51648 6AFZ24AEC
12EB8896 A6250D5C 8BC3A4Al
79F82C1E BCD1585F B260B9CO

call Update(additional_input, K,

1A23FFBC
BE2D243B
E9D5C142

1A23FFBC
BE2D243B
E9D5C142

15D61E81
2F7E3068
C42625FB

CDABEDB9
F704D134
15D61E81
2F7E3068
C42625FB

CDABEDB9
F704D134
15D61E81
2F7E30068
C42625FB

v

870632B3
BOD8ES509
CDO5683E

870632B3
BIOD8ES509
CDO5683E

E270DD4E
FBDF856F
CEE68CAD

129FF6D3
00C78418
ADDEB7F4
E270DD4E
FBDF856F
CEE68CAD

129FFeD3
00C78418
ADDEB7F4
E270DD4E
FBDF856F
CEE68CAD

SEE477C2
3ECE7B6B
72B51648

SEE477C2
3ECE7B6B
72B51648

BED91B62
47EB23D3
773CD5B1

1A23FFBC
BE2D243B
E9D5C142
BED91B62
47EB23D3
773CD5B1

1A23FFBC
BEZ2D243B
E9D5C142
BED91B62
47EB23D3
773CD5B1



Update

provided_data <empty>

V Il 0x00 || provided_data is
6A F24AEC15 D61E81E2 7@DD4EBE D91B6212
EB8896A6 250D5C8B C3A4A12F 7E3068FB DF856F47 EB23D379
F82C1EBC D1585FB2 60B9CAC4 2625FBCE E68CAD77 3CD5B100

K = HMACCK, V Il 0x00 || provided_data) is
8AB868CE E3786F24 9731B824 583C54BE
FBAZ2FC@2 D3783FEB 2026E6AF 9583FF3D 4475EF98 FEEB3D7F
8E22218B EFFD3A@D 11D81E86 4F902A39 27B0OAG77 B1lGGEAA7

V = HMACCK, V) is
C4511D5E 80B125CF AF306267 21A25EQ1
QOOE1711 @77EBFE3 4EAGE58C S5FQ@775E 83DC13DD E2D86849
4F3D6858 04C61BEC 70974A29 911E7C31 ACCS5AA43 SAACFCOF

rnd_val 1is
129FF6D3 1A23FFBC
870632B3 S5EE477C2 280DDDZ2E CDABEDB9 00C78418 BEZ2D243B
BIOD8ES09 3ECE7B6B F48638D8 F704D134 ADDEB7F4 E9D5C142
CDO5683E 72B51648 6AF24AEC 15D61E81 E270DD4E BED91B62
12EB8896 A6250D5C 8BC3A4A1 2F7E3068 FBDF856F 47EB23D3
79F82C1E BCD1585F B260B9CO C42625FB CEE68CAD 773CD5B1

HHRHH R R R R R R R
HMAC_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "ENABLED"
EntropyInput =
000102 03040506 0708090A OBOCODOE

OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2C2D2E 2F303132 33343536 3738393A 3B3C3D3E



3F404142 43444546 4748494A
5758595A S5B5CSDSE 5F606162

EntropyInputl (for Reseedl) =
808182
8F909192 93949596 9798999A
A7A8A9AA ABACADAE AFBOB1B2
BFC@OC1C2 C3C4C5C6 C7C8CICA
D7D8D9DA DBDCDDDE DFEQ@E1E2

EntropyInput2 (for Reseed2) =
cocicz
CFD@OD1D2 D3D4D5D6 D7D8D9DA
E7ES8E9EA EBECEDEE EFFQF1F2
FF000102 03040506 0708090A
1718191A 1B1C1D1E 1F202122

Nonce =
20212223

PersonalizationString
404142

4F505152 53545556 5758595A
6768696A 6B6C6D6GE 6F707172
7F808182 83848586 8788898A
9798999A 9BI9C9DOE 9FAQA1A2

Additionallnputl =
606162
6F707172 73747576 7778797A
8788898A 8B8C8DEE 8F909192
9FAQAL1AZ A3A4AS5A6 A7A8A9AA
B7B8B9BA BBBCBDBE BFCQC1(C2

AdditionalInput2 =
AQA1AZ2
AFBOB1B2 B3B4B5B6 B7B8B9BA
C7C8C9CA (BCCCDCE CFD@D1D2
DFEQE1E2 E3E4ESE6 EVESE9QEA
F7F8FOFA FBFCFDFE FF000102

4B4C4D4E
63646566

83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE
E3E4ESE6

(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE
23242526

24252627

43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

4F505152
6768696A

8788898A
9FAQA1A2
B7B8B9BA
CFD@D1D2
E7ESE9EA

C7C8COCA
DFEQE1EZ
F7F8FIFA
0F101112
2728292A

28292A2B

4748494A
5F606162
7778797A
8F909192
A7A8A9AA

6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

A7ASA9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

53545556
6B6C6D6E

8B8C8DEE
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE

CBCCCDCE
E3E4ESEG
FBFCFDFE
13141516
2B2C2D2E

2C2D2E2F

4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

ABACADAE
C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE



R AR AR AR AR AR AR AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k %k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3% 3k >k 3k >k 3k %k 3%k >k >k 3k %k %k %k 3% %k > 3k %k % %k % %k %k %k *k

HMAC_DRBG_Instantiate_algorithm

entropy_input is
000102 03040506 0708090A OBOCODOE
OF101112 13141516 1718191A 1B1C1D1E 1F202122 23242526
2728292A 2B2(C2D2E 2F303132 33343536 3738393A 3B3C3D3E
3F404142 43444546 4748494A 4B4C4D4E 4F505152 53545556
5758595A 5B5CS5D5E 5F606162 63646566 6768696A 6B6CED6GE

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
404142 434445406 4748494A 4B4C4D4E
4F505152 53545556 5758595A 5B5C5DSE 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8CED8E 8F909192 93949596
9798999A 9B9CODIE 9FAQALA2 A3A4A5A6c A7A8A9AA ABACADAE

prediction_resistance_flag = "PredictionResistance"

Seed_Material is

0001 02030405 00070809 QAQBACOD QEQF1011 12131415
16171819 1A1B1C1D 1E1F2021 22232425 26272829 2A2B2C2D
2E2F3031 32333435 36373839 3A3B3(C3D 3E3F4041 42434445
46474849 4A4B4C4D 4E4F5051 52535455 56575859 5A5B5C5D
SE5F6061 62636465 66676869 6A6B6C6D OE202122 23242526
2728292A 2B2C2D2E 2F404142 43444546 4748494A 4B4C4D4AE
4F505152 53545556 5758595A 5B5C5D5E 5F606162 63646566
6768696A 6B6CODGE 6F707172 73747576 7778797A 7B7C7D7E
7F808182 83848586 8788898A 8B8C8D8E 8F909192 93949596
9798999A 9B9C9DI9E 9FAQA1AZ2 A3A4A5A6 A7A8A9AA ABACADAE

Key is
00000000 00000000 00000000 00000000
00000000 00000000 00000000 V000000 VVVVVVV0 V00V



00000000

V is

01010101
01010101

Update

provided_data

0001
16171819
2E2F3031
406474849
SE5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

V Il 0x00 ||

01010101
01010101
01000001
16171819
2E2F3031
46474849
S5E5F6061
2728292A
4F505152
6768696A
7F808182
9798999A

00000000 00000000

01010101
01010101 01010101
01010101 01010101

02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6CoD6E 6F707172
83848586 8788898A
9B9C9D9E 9FAQA1AZ

provided_data is
010101
01010101 01010101
01010101 01010101
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4AD 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6C6D6E 6F707172
83848586 8788898A
9B9C9DIE 9FAQA1A2

00000000

01010101
01010101
01010101

0AGBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

01010101
01010101
01010101
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

K = HMAC(CK, V || @0x00 || provided_data)

8FE3241B

7CEC3C91

00000000

01010101
01010101
01010101

OEOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

01010101
01010101
01010101
OEOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is
831FEBC5

00000000

01010101
01010101
01010101

12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

01010101
01010101
01010101
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

664A324E



CE7885EC
656BAC39

OCFB79F@ A110CDDA
9CE61ABA DA1D@D75

V = HMACCK, V) is

72A53FC3
AD170616

V Il oxo1 ||

5C72A53F
5AAD1706
(CB010001
16171819
2E2F3031
46474849
5E5F60601
2728292A
4F505152
6768696A
7F808182
9798999A

496DABED
49091FBF 5060584F
E98B6DC8 BC4D77A2

provided_data is
496DAB
(C349091F BF506058
16E98B6D C8BC4D77
02030405 06070809
1A1B1C1D 1E1F2021
32333435 36373839
4A4B4C4D 4E4F5051
62636465 66676869
2B2C2D2E 2F404142
53545556 5758595A
6B6CoD6E 6F707172
83848586 8788898A
9B9CIDOE 9FAQA1A2

5C25FBDF
7B2AB666

7FE15C71
CF9BAAS6
EA17DFDE

ED7FE15C
4FCF9BAA
AZ2EA17DF
0AOBOCOD
22232425
3A3B3C3D
52535455
6A6B6C6D
43444546
5B5C5D5E
73747576
8B8C8D8E
A3A4A5A6

K = HMAC(CK, V || @x@1 || provided_data)

EQ17C17F
EE39A9B2

96477F38
654AD9B7 1BZ2395A1
ECS5E9F65 98193BB8

V = HMACCK, V) is

D3E6D364
8BD91FC8

FAEG8EQC
B11EF22B 715D26C4
678E972C 205511E4

Update (Key, V):

Key is

EQ17C17F
EE39A9B2

96477F38
654AD9B7 1B2395A1
EC5E9F65 98193BB8

6DC67E91
870DOBC2
43F3EFA8

ED@6928D
4850FQ1D
3622F079

6DC67E91
870DOBC2
43F3EFA8

2724481F
F4C98216

16E221B4
70592E2F
4E64BODF

7116E221
5670592E
DE4E64B0
OEQOF1011
26272829
3E3F4041
56575859
6E202122
4748494A
5F606162
7778797A
8F909192
A7A8A9AA

is

FBE26228
48378809
D82CACA7

3D6ECO78
7074E6C8
72ADB6BC

FBE26228
48378809
D82CACA7

E501C813
C1482F59

30EE825C
BB7EQESA
260D9DCB

B430EE82
2FBB7EQE
DF260D9D
12131415
2A2B2C2D
42434445
5A5B5C5D
23242526
4B4C4DAE
63646566
7B7C7D7E
93949596
ABACADAE

31E00384
87061D81
F5543BF1

2D3FF3ED
13109CD4
61BE4F7E

31E00384
87061D81
F5543BF1



V is
FAEGS8EQC ED06928D 3D6ECO78 2D3FF3ED
D3E6D364 B11EF22B 715D26C4 4850FQ1D 7074E6C8 13109CD4
8BD91FC8 678E972C 205511E4 3622F079 72ADB6BC 61BE4F7E

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3%k 3k 3%k %k %k %k 3k 3% %k %k k >k >k k k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CIDIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4BS5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k sk 3k %k sk 3k 3k sk >k %k %k k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
808182 83848586 8788898A 8B8C8DSE
8F909192 93949596 9798999A 9BOC9DIE 9FAQAL1AZ2 A3A4A5A6
A7A8A9AA ABACADAE AFBOB1B2 B3B4B5B6c B7B8B9BA BBBCBDBE
BFC@OC1C2 (C3C4C5C6 C7C8CI9CA (CBCCCDCE CFD@OD1D2 D3D4D5D6
D7D8D9DA DBDCDDDE DFE@QE1E2 E3E4ES5EG EVES8EQEA EBECEDEE

additional_input is
606162 63646566 6768696A 6B6C6DGE
6F707172 73747576 7778797A 7B7C/7D7E 7F808182 83848586
8788898A 8B8C8DEE 8F909192 93949596 9798999A 9B9CODIE
9FAQAL1AZ A3A4AS5A6 A7ASA9AA ABACADAE AFBOB1B2 B3B4B5B6
B7B8B9BA BBBCBDBE BFCQC1C2 (C3C4C5C6 C7C8C9CA CBCCCDCE



Seed_Material 1

86878889
9E9FAQAL
BoB7B38B9
CECFD@D1
EGE7E8E9Q
6F707172
8788898A
9FAQA1AZ
B7B8BI9BA

Key is

EQ17C17F
EE39A9B2

V is

D3E6D364
8BDI1FC8

Update
provided_data

86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7VE8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

V Il 0x00 ||

S

8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

96477F38
654AD9B7 1B2395A1
ECS5E9F65 98193BB8

FAEGBEQC
B11EF22B 715D26C4
678E972C 205511E4

8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8DBE 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCQC1C2

provided_data is

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7DYE
939495906
ABACADAE
(C3C4C5C6

6DC67E91
870DOBC2
43F3EFA8

ED06928D
4850FQ1D
3622F079

92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

8081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

FBE26228
48378809
D82COCA7

3D6ECO78
7074E6C8
72ADB6BC

8081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

31E00384
87061D81
F5543BF1

2D3FF3ED
13109CD4
61BE4F7E

82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6CoD6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE



FAEGSE
2B715D26
2C205511
86878889
9E9FAQAL
BoB7B8B9
CECFD@D1
EGE7E8E9
6F707172
8788898A
9FAQA1AZ
B7B8BI9BA

OCED0692 8D3D6ECO
C44850F0 1D7074E6
E43622F0 7972ADB6
8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCOC1
D2D3D4D5 DeD7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4A5A6 A7A8A9AA
BBBCBDBE BFCOC1CZ2

782D3FF3
(€813109C
BC61BE4F
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
939495906
ABACADAE
(C3C4C5C6

HMACCK, V || @x00 || provided_data)

4193D957
C34BB792

1722866C
7907CCD3 5550E52D
E482A71C CECA46F3

HMACCK, V) is

892F99(C3
3A92BDOC

V Il oxo1 ||

278B75
8C2F990D
5DB79184
86878889
9E9FA0AL
B6B7B8B9
CECFDOD1
EGE7VE8E9
6F707172
8788898A
9FAQA1AZ
B7B8B9BA

278B759C
67D75B8C 2F990D01
4B43645D B79184FE

provided_data is

9C8EQDAS 9A0940CA
@11A51EB 4D18CA88
FEFD4920 17AQF57B
8A8B8C8D 8E8F9091
A2A3A4A5 AGA7A8A9
BABBBCBD BEBFCQC1
D2D3D4D5 D6D7D8D9
EAEBECED EE606162
73747576 7778797A
8B8C8D8E 8F909192
A3A4AS5A6 A7ASA9AA
BBBCBDBE BFCQC1C2

917C3B67
AQ6D6754
163812E6

8EODA5S9A
1A51EB4D
FD492017

85E15715
EF87CD60
777E71D5
92939495
AAABACAD
C2C3C4C5
DADBDCDD
63646566
7B7C7D7E
93949596
ABACADAE
(C3C4C5C6

HMAC(K, V || @x@1 || provided_data)

220DC427

79664520

C138AE48 59D68A72 11F03A22 E9602D6E

EDD3E6D3
D48BDI1F
7E008081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8C9CA

is

ESF99D7E
0358C63B
A66630AB

0940CA85
18CA88EF
AQF57B77

D2892F99
563A92BD
3F018081
96979899
AEAFBOB1
CeC7C8C9
DEDFEQE1
6768696A
7F808182
9798999A
AFBOB1B2
C7C8COCA

is
EA800878
2277FCFF

64B11EF2
C8678E97
82838485
9A9B9CID
BZ2B3B4B5
CACBCCCD
EZ2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

A91045F8
E94919BB
296B4C8E

E15715D2
87CD6056
7E71D53F

C367D75B
0C4B4364
82838485
9A9B9C9D
BZ2B3B4B5
CACBCCCD
E2E3E4ES
6B6C6D6E
83848586
9B9C9D9E
B3B4B5B6
CBCCCDCE

E8337D04
6EE81581



FDD7A710 ABC57629 369D42A0 47713DCE 221B2267 2(C911CB4

V = HMACCK, V) is
FFCOE91F D3F965DD 153465B5 FO1FBDSS
40FQ8248 882C7100 3BC48BEC DAELEBSF 4F14428D 4237F160
58329A64 4E80418C F6B5800D 9AD66B93 C9BC8725 AGA16053

Update (Key, V):

Key is
220DC427 79664520 EA800878 E8337D04
C138AE48 59D68A72 11F03A22 E9602D6E 2277FCFF 6EE81581
FDD7A710 ABC57629 369D42A0 47713DCE 221B2267 2(C911CB4

V is
FFCOE91F D3F965DD 153465B5 F91FBD55
4QF08248 882C7100 3BC48BEC DA4E1EBSF 4F14428D 4237F160
58329A04 4E80418C FoB5800D 9AD66B93 (C9BC8725 A6A16053

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
B8E82765 2175EGEQ 6E513C7B E94B5810
C14ED94A D9036479 40CAEB7E EQ14C848 SDCBBEGD 4D6616D0O
6656A3DC 707CDAC4 FO2EEGD8 408CO65F CBO68CO7 6ODA47CS

temp 1is
B8E82765 2175EGE@ 6E513C7B E94B5810
C14ED94A D9036479 40CAEB7E E014(C848 8DCBBEGD 4D6616D0
6656A3DC 707CDAC4 FQZ2EE6D8 408C0O65F CBO68CO7 6@DA47C5



V = HMACCK, V) is

D6QESD70@

EDCC661A 98514B3A 1F55B2(CB
8431CBF2 8A577738 234AF3F1

temp is

6E513C7B E94B5810 C14ED94A
8DCBBE6GD 4D6616D@ 6656A3DC
CB068CO7 60DA47C5 DEOESD70@
EDCC661A 98514B3A 1F55B2(CB
8431CBF2 8A577738 234AF3F1

returned_bits is

6E513C7B E94B5810 C14ED94A
8DCBBEGD 4D6616D@ 6656A3DC
CB068C07 60DA47C5 DGOESD70@
EDCCo61A 98514B3A 1F55B2(CB
8431CBF2 8A577738 234AF3F1

call Update(Cadditional_input, K,

Update

provided_data <empty>

V Il 0x00 || provided_data is

D6 QE5D70D0O

D@9DC392
ABDCAS59F
88C7190C

D9036479
707CDAC4
D@9DC392
ABDCA59F
88C7190C

D9036479
707CDAC4
D@9DC392
ABDCAS59F
88C7190C

D)

9D(C39298B

CCo61A98 514B3A1F 55B2CBAB DCA59F11
31CBF28A 57773823 4AF3F188 (7190CC1

K = HMAC(K, V || 0x@00 || provided_data)

C0102CDO

756E55D2

C71BB175 DB898D58 B3180B1A FIDAC854
7DBBD9C@ A1258636 B03A0886 726D9B36

9B697961
11823E48
C19739E7

B8E82765
40CAEB7E
FO2EEGDS
9B697961
11823E48
C19739E7

B8E82765
40CAEB7E
FO2EEGDS
9B697961
11823E48
C19739E7

6979615D
823E4838
9739E72E

is

FD8EA8BG
62DF83D8
B1E96414

S5D117F7B
38065F1F
2E9BBFFF

2175E6EQ
E014C848
408C0O65F
5D117F7B
38065F1F
2E9BBFFF

2175E6GEQ
E014C848
408C065F
5D117F7B
38065F1F
2E9BBFFF

117F7BED
065F1F84
9BBFFF00

5C85B802
127F751E
10C3669E



V = HMACCK, V) is
44118780 B54B2EDB S5FA8B8B4 GASBBFS1
1683DQA8 EDEF1FDO 4AA87BAB 28B3EQ7E FDAAQCCS 646A8830
82500A00 33097142 75COC8DB 1DDAF207 DA4F355B B11@8AEE

rnd_val 1is
B8EB2765 2175EGEQ
6E513C7B E94B5810 C14ED94A D9036479 40CAEB7E EQ14(C848
8DCBBEGD 4D6616D@ 6656A3DC 707CDAC4 FO2EE6D8 408C0O65F
(B068CA7 60DA47C5 DGQESD7@ DOIDC392 9B697961 5D117F7B
EDCC661A 98514B3A 1F55B2CB ABDCAS5S9F 11823E48 38065F1F
8431CBF2 8A577738 234AF3F1 88C7190C (C19739E7 2E9BBFFF

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k kK k k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is
AQA1A2 A3A4ASA6 A7A8A9AA ABACADAE
AFBOB1B2 B3B4B5B6 B7B8B9BA BBBCBDBE BFCOC1C2 C3(C4(C5C6
C7C8C9CA (CBCCCDCE CFD@D1D2 D3D4D5D6 D7D8D9DA DBDCDDDE
DFEQE1E2 E3E4ESE6 E7ES8EQEA EBECEDEE EFFQF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FFQ00102 03040506 0708090A ©OBOCODOE

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k sk 3k sk sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k >k sk 3k sk sk 3k sk 3k %k sk 5k sk sk >k %k ok k k

HMAC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2 (C3C4C5C6 C7C8CI9CA CBCCCDCE
CFDOD1D2 D3D4D5D6c D7D8DI9DA DBDCDDDE DFE@QE1E2 E3E4ESEG
E7ESEQEA EBECEDEE EFFQF1F2 F3F4F5F6 F7F8F9FA FBFCFDFE
FF000102 03040506 0708090A OBOCODOE OF101112 13141516
1718191A 1B1C1D1E 1F202122 23242526 2728292A 2B2C2D2E



additional_input is

AFBOB1B2 B3B4B5B6
C7C8CICA CBCCCDCE
DFEQE1E2 E3E4ESE6
F7F8FOFA FBFCFDFE

Seed_Material 1is

CoC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
FoF7F8F9 FAFBFCFD
OEQF1011 12131415
26272829 2A2B2C2D
AFBOB1B2 B3B4B5B6
C7C8C9CA CBCCCDCE
DFEQE1EZ2 E3E4ESE6
F7F8FI9FA FBFCFDFE

Key is

C71BB175 DB898D58

7DBBD9CO A1258636

V is

1683D0A8 EDEF1FDO
82500A00 33097142

Update
provided_data

CeC7C8C9 CACBCCCD
DEDFEQE1 EZE3E4E5
F6F7F8F9 FAFBFCFD
OEOF1011 12131415
26272829 2A2B2C2D

AQA1A2
B7B8B9BA
CFDOD1D2
E7EBEQEA
FF000102

CECFD@D1
EGE7E8E9Q
FEFF0001
16171819
2EAQA1AZ
B7B8BI9BA
CFDOD1D2
E7ESEQEA
FF000102

C0102CD0O
B3180B1A
BO3A0886

44118780
4AA87BAB
75C0C8DB

CECFDoOD1
EGE7E8E9
FEFF0001
16171819
2EAQA1AZ

A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040506

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

756E55D2
FODAC854
726D9B36

B54B2EDB
28B3EQYE
1DDAF207

D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6

A7A8A9AA
BFCOC1C2
D7D8DI9DA
EFFOF1F2
0708090A

coc1
D6D7D8DI
EEEFFOF1
06070809
1E1F2021
A7ABA9AA
BFCOC1C2
D7D8DIDA
EFFOF1F2
0708090A

FD8EA8B6
62DF83D8
B1E96414

SFA8B8B4
FDAAQCCS8
DA4F3558B

coC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA

ABACADAE
3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCDOE

C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

5C85B802
127F751E
10C3669E

6A5BBF51
646A8830
B1108AEE

C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE



AFBOB1B2
C7C8CICA
DFEQE1EZ
F7F8FOFA

V Il 0x00 |1
441187
DO4AA87B
4275C0C8
CeC7C8C9
DEDFEQE1
FoF7F8F9
OEQOF1011
26272829
AFBOB1B2
C7C8CI9CA
DFEQE1EZ
F7F8FIOFA

B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1D2
E3E4E5E6 E7VESE9EA
FBFCFDFE FF000102

provided_data is

80B54B2E DB5FA8BS
AB28B3EQ 7EFDAAQC
DB1DDAF2 @7DA4F35
CACBCCCD CECFD@D1
E2E3E4ES5 EGE7ESEQ
FAFBFCFD FEFF0001
12131415 16171819
2A2B2C2D 2EAQA1AZ
B3B4B5B6 B7B8B9BA
CBCCCDCE CFD@D1D2
E3E4ESE6 E7ESE9QEA
FBFCFDFE FF000102

BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

B46A5BBF
C8646A88
5BB1108A
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6
BBBCBDBE
D3D4D5D6
EBECEDEE
03040500

K = HMAC(CK, V || @0x0@ || provided_data)

EE9BEZFB
0062F627

SE30CFA7
43C318C3 @9EZEGSE
34689232 EDZ28FC94

V = HMACCK, V) is

AD549A93
689B3B51

V I 0x01 ||
60C3B3
BDAD4A6G3
BCE7FA66
CeC7C8C9
DEDFEQE1
F6F7F8F9
OEOF1011
26272829

60C3B3D9
B89A86BD AD4A6326
EODDCCBC E7FA6605

provided_data is

D963C283 E4673A22
26B004CF B0O25890A
055200D8 8B58F61C
CACBCCCD CECFD@D1
E2E3E4ES5 EGE7VESEQ
FAFBFCFD FEFFQ001
12131415 16171819
2A2B2C2D 2EAQA1AZ

88DBOC81
5157EBA5S
703294F1

63C283E4
BO04CFBO
5200D88B

1D75F5B@
60F40371
446004C21
D2D3D4D5
EAEBECED
02030405
1A1B1C1D
A3A4A5A6

BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

511683D0@
3082500A
EEQOCOC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA
BFCOC1C2
D7D8D9DA
EFFOF1F2
0708090A

is

95DE4152
878E1A78
BAA42834

673A221D
25890A60
58F61C44

3FAD549A
55689B3B
B101C0oC1
DeD7D8D9
EEEFFOF1
06070809
1E1F2021
A7A8A9AA

C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

A8EDEF1F
00330971
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE
(C3C4C5C6
DBDCDDDE
F3F4F5F6
0BOCODOE

3E9E19B8
A8C54423
BF7600A6

75F5B0O3F
F4037155
604C21B1

93B89A86
51E@DDCC
C2C3C4C5
DADBDCDD
F2F3F4F5
0AOBOCOD
22232425
ABACADAE



AFBOB1B2 B3B4B5B6 B7B8BI9BA BBBCBDBE BFCOC1CZ2 (C3C4C5C6
C7C8C9CA CBCCCDCE CFD@OD1D2 D3D4D5D6 D7D8DODA DBDCDDDE
DFEQE1EZ E3E4E5E6 E7VEBE9EA EBECEDEE EFFOF1F2 F3F4F5F6
F7F8FOFA FBFCFDFE FF000102 03040506 0708090A @BOCODOE

K = HMACCK, V Il @x01 || provided_data) is
ODF49D5D E3A4A75F 3A4FD7E9 7338(252
8DC83097 EE71926B 3DE86274 DA87D828 9A68F570 4D1DO18E
61D15233 D2A17C62 S5A063A4A OFF62A1E 192AFA8A BCGBAGFE
V = HMACCK, V) 1is

AB725F55 F27890A4 8194D008 FFC961F5
14AF792D F52A1B9D CF840FC7 FB528058 9537CC0O5 6797523F
70670C9D FOAA161B B735C3D@ 3ECF4A52 ©60FB9775 AA1D69BA

Update (Key, V):

Key is
ODF49D5D E3A4A75F 3A4FD7E9 7338(252
8DC83097 EE71926B 3DE86274 DA87D828 9A68F570 4D1DQ18E
61D15233 D2A17C62 5A063A4A OFF62A1E 192AFA8SA BC6BAGFE

V is
AB725F55 F27890A4 8194D008 FFC961F5
14AF792D F52A1B9D CF84QFC7 FB528058 9537CCO5 6797523F
70670C9D FOAA161B B735C3D0 3ECF4A52 60OFB9775 AA1DG9BA

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

HMAC_DRBG_Generate
requested_number_of_bits = 1024

additional_input is <empty>

V = HMACCK, V) is
7ED41B9C FDC8C256 83BBB4C5 53CC2DC6
1F690E62 ABCOFQ38 A16B8C51 9690CABE BD1B5C19 6C57CF75
9BB9871B EQC163A5 7315EA96 F615136D 064572F0 9F26D659



temp

is

1F690E62
9BB9871B

ABCIF038
EQC163A5

V = HMACCK, V) is

temp

75951826
EED956D1

is

83BBB4(C5
BD1B5C19
064572F0
75951826
EED956D1

60877766
47480B1D

53CC2DC6
6C57CF75
9F26D659
60877766
47480B1D

7ED41B9C
A16B8C51
7315EA96

D24211F9
035EED80
OA42DF8A

1F690E62
9BB9871B
D24211F9
@35EED80
OA42DF8A

returned_bits is

83BBB4(C5
BD1B5C19
064572F0
75951826
EED956D1

53CC2DCo6
6C57CF75
9F26D659
60877766
47480B1D

1F690E6G2
9BB9871B
D24211F9
0O35EED80
OA42DF8A

call Update(Cadditional_input, K,

Update

provided_data <empty>

V Il 0x00 || provided_data is

FDC8C256
9690CABE
F615136D

610FFCDF
0B05364C
A990BB62

ABCIF038
EQC163A5
610FFCDF
0B05364C
A990BB62

ABCIF038
EQC163A5
610FFCDF
0B05364C
A990BB62

D)

83BBB4(C5
BD1B5C19
064572F0

FDA8CEZ3
E324A75E
8666F6F6

7ED41B9C
A16B8C51
7315EA96
FDA8CEZ3
E324A75E
8666F6F6

7ED41B9C
A16B8C51
7315EA96
FDA8CEZ3
E324A75E
8666F6F6

53CC2DC6
6C57CF75
9F26D659

FFA96735
B63FD9B3
1D60CBEZ

FDC8C256
9690CABE
F615136D
FFA96735
B63FD9B3
1D60CBEZ

FDC8C256
9690CABE
F615136D
FFA96735
B63FD9B3
1D60OCBEZ



rnd_val

95182660
D956D147

D2
87776603
480B1D0OA

HMACCK, V |1 0x00

OA57758A
ASAEDF23

99FD23D9
5B67A398

HMACCK, V) is

OCBOEFEZ2
F48796CC

is

83BBB4(C5
BD1B5C19
064572F0
75951826
EED956D1

20298503
5B937577

53CC2DC6
6C57CF75
9F26D659
60877766
47480B1D

4211F9%61
SEED800B
42DF8AA9

OFFCDFFD
05364CE3
90BB6286

Il provided_data)

OF5F718A
3DA2728E
E68D15C9

6DF16C1A
160A3AC1
360A64F1

1F690E62
9BB9871B
D24211F9
0O35EED80
OA42DF8A

5EA08533
714E13B7
76FE1083

6B6ADD93
16F6FCF6
404DE16F

ABCIF038
EQC163A5
610FFCDF
0B05364C
A990BB62

A8CE23FF
24A75EB6
66F6F61D

is

1A00665B
9FB414AF
8A672844

725F4DOE
79B5FF@5
D02913C6

7ED41B9C
A16B8C51
7315EA96
FDA8CEZ3
E324A75E
8666F6F6

A9673575
3FD9B3EE
60CBE200

781DDICC
AED8385D
C1CFO1FF

F83559CE
B6331D81
AB7AEC44

FDC8C256
9690CABE
F615136D
FFA96735
B63FD9B3
1D6@CBEZ
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