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DualEC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B OCODOEQF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString = <empty>

Additionallnput = <empty>
B Lt B A 2 et i
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B OCODOEQF

nonce 1is
20212223 24252627

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”



Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100
00010203 04050007 08090A0B QCODOEQF 20212223 24252627

Hash(counter| Ino_of_bits_to_returnl|input_string) is
FS5FDB798 B2D55288
E2DCB3DD QCBGAES0Q 7BBE0919 4DB8F472 30850073 12B0O9C4A

temp =
FS5FDB798 B2D55288
E2DCB3DD QCBGAESQ 7BBE@919 4DB8F472 30850073 12BO9C4A

F5FDB798 B2D55288
E2DCB3DD QCBOGAES0 7BBEQ919 4DB8F472 30850073 12BQ9C4A

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 5k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480

F5FDB798 B2D55288
E2DCB3DD QCBOAES0 7BBEQ919 4DB8F472 30850073 12BQ9C4A



CBEFQ1A9

91E96F10

CBEFQ1A9

AE25746E

8AE68DEB

C8FOBD6F
8AEG8DEB

8CCC5C84

A3887F7A

52D5C8F0@

52D5C8F0@

A3887F7A

DA4E147A

14D3A627

BF714483
14D3A627

175C7@D6

80430A4F

BD6FBF71

BD6FBF71

80430A4F

9308E68B

02BBDE4B

9C4890FF
02BBDE4B

4D31CFOB

6FFOA1906

44839C48

44839C48

6FFOA1906

B91B7788

98AB2117

FF5163C3
85487C5C
98AB2117

E3CE141D

SFFEFE90
28CE1610

COCCFF51
90FF8548

FF51
90FF8548

SFFEFE90
28CE1610

11C42D2D
BA140B8B

DDE82E4C
65FD87AC

88F791E9
12702E4C
65FD87AC

DDBD9639
61F3D297

005C75B2
96350C75

63C388F7
7C5C1270

63C388F7
7C5C1270

005C75B2
96350C75

4A98B054
E18CEALA

9849AF51
A12FC2A6

6F1052D5
9849AF51
A12FC2A6

34E3E942
D87CF0OB4



Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480

DDBD9639 34E3E942
8CCC5C84 175C70D6 4D31CFOB E3CE141D 61F3D297 D87CFOB4

2B79FEZB F483248C
E845B587 11469A0B 01A4B263 F1565570 34D2B409 Bo6CEDAGG

6FOBOAGA 11F2DFB8
8F726055 9DD8DA61 34EBZ2B34 CCO415FA 8FD0474D B6B85E1A

9A0A 11F2DFB8
8F726055 9DD8DA61 34EBZ2B34 CCO415FA 8FD0474D B6B85E1A

2B79FEZB F483248C
E845B587 11469A0B 01A4B263 F1565570 34D2B409 Bo6CEDAGG

38BB1AF3 9E3826B2
EE6BAA8® 93ADD16E 4035EZ2B1 A843CCF8 9DA4D5B4 29BZ2E571



DF81296B

tmp 1s
DAG134EB
DF81296B
s is
@AS55ADB8

rnd_val 1is

DA6134EB
DF81296B

1B4EDF66 EQ107C08

2B34CC04 15FA8FDO
1B4EDF66 EQ107C08

612AB20E ©0525F499

2B34CC04 15FA8FDO
1B4EDF66 EQ107C08

44E3D28A

9A0A11F2
474DBoB8
44E3D28A

7D0207C7

9A0A11F2
474DBoB8
44E3D28A

307E0838
89B05046

DFB88F72
S5E1A0838
89B05046

73722037
813A2B31

DFB88F72
S5E1A0838
89B05046

5F41B435
B89177F2

60559DD8
5F41B435
B89177F2

B3BO7CE9
9E7A2DAG

60559DD8
5F41B435
B89177F2

B B

DualEC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"

EntropyInput

00010203 04050607 08090A0B OCODOEQF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF



Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionallInputl

60616263 64656667 68696A6B 6C6DGEGF

AdditionalInput2
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF

B R A A
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k ok 3k sk sk %k ok ok sk sk sk k ko sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B OCODOEQF

nonce 1is

20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100
00010203 04050607 08090A0B QCODOEQF 20212223 24252627

Hash(counter| Ino_of_bits_to_returnllinput_string) is



F5FDB798 B2D55288
EZ2DCB3DD QCBGAES5@ 7BBE@919 4DB8F472 30850073 12BO9C4A

temp =
FS5FDB798 B2D55288
E2DCB3DD QCBGAESQ 7BBE@919 4DB8F472 30850073 12BO9C4A

F5FDB798 B2D55288
E2DCB3DD QCBOAES0Q 7BBEQ919 4DB8F472 30850073 12BQ9C4A

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk sk ok sk ok k
DualEC_DRBG_Generate_algorithm

additional_input is

60616263 64656667 68696A6B 6C6DOEGF

requested_number_of_bits is 480
Hash_df()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000100 60616263 64656667 68696A6B 6CEDOEGF

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
1971EF06 D6518B33
336E7701 1D9E34D9 ECE74E43 EC2BE92C ©53526A8 B880Q7FCA

temp =
1971EF06 D6518B33



336E7701

D1B2C4DC

DEBD8380@

6D0B0934

DEBD8380@

3DD30A8A

6D6EC147

1D9E34D9

11289A89

852676B3

A0236692

A0236692

852676B3

F23ECD4F

2C63E51B

ECE74E43

9759475A

8BAA49B2

AC705A83

AC705A83

8BAA49B2

36591ADA

ED7F7151

EC2BE92C

A1931D5E

C85B6821

5D1A3C9%4

5D1A3C9%4

C85B6821

96DF76A8

8395836E

CO8E954F

053526A8

EC8C589E
35B026DB

5F064198
7C746DE2

2B1FCO8E
D2ACD468

CO8E
D2ACD468

5F064198
7C746DE2

5BE1CB12
1314226D

90108D7D
2052BBD7

CD486D0B

B88@7FCA

6484D9BB
AA30QE380

S5EA2043C
4FQ3E627

954FCD48
4AB26E97

954FCD48
4AB26E97

S5EA2043C
4FQ3E627

82E9CDC9
BFA18A92

42E73CCO
3A20CABB

0934A023



6692AC70 5A835D1A 3(C94DZ2AC D4684ABZ2 6E978D7D 42E73CCO
6D6EC147 2C63E51B ED7F7151 8395836E 2052BBD7 3A20CABB

31400B18 A2764288
6EC67852 835838D9 FCIFD279 1F9960B9 80@9DF42B B52BACSC

Second call to Generate
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Generate_algorithm

additional_input is

AQOA1A2A3 A4ASA6A7 ABA9AAAB ACADAEAF

requested_number_of_bits is 480
Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 AGA1A2A3 A4AS5A6A7 ASASAAAB ACADAEAF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
27881CBD Do6B3C655
S5FE3EF70 59BSFEFC E86DF84C 255D832A A1E1091C 79DOFFF9

temp =
27881CBD D6B3(C655
SFE3EF70 59B5FEFC E86DF84C 255D832A A1E1091C 79DIFFF9



i=0
t 1is

31259722

73FD4784

5F9478C1

73FD4784

2EE4A79C

67BE7A39

FA1C4CCD
67BE7A39

DAEDC625

18C48BD4

12EAFA1C

12EAFA1C

18C48BD4

53AF57C4

BFB213F2

0635435A
BFB213F2

14F22A35

ABBGACS5D

4CCDO635

4CCDO635

ABBGACS5D

E73B3F2B

COEFCC17

6F3A247A
COEFCC17

3AC4E393

25209649

435A6F3A

435A6F3A

25209649

CD9E2430

1A3253DA

1D76DEE3
3BA38497
1A3253DA

16C877A5
217CFD37

36C76642
6DAEEAS8

31081D76
247A3BA3

1D76
247A3BA3

36C76642
6DAEEAS8

D76BD5B5
(C82DD251

15CA2450
6D54DA43

6FCC5F94
90B52450
6D54DA43

74C584DD
CCF253A5

BD5BOF60
48060F9D

DEE36FCC
84979085

DEE36FCC
84979085

BD5BOF60
48060F9D

4F2B26EB
8125B46B

7QE95C1A
62EA2099

78C112EA
70QE95C1A
62EA2099



6CB3B3D3 ©9120QEEB
251C808B A104D66@ 99C8B794 BIEDS537F B79BECZ24 F935BCB3

rnd_val 1is
1D76DEE3 6FCC5F94 78C112EA
FA1C4CCD ©0635435A 6F3A247A 3BA38497 90B52450 7QE95C1A
67BE7A39 BFB213F2 CQEFCC17 1A3253DA 6D54DA43 62EA2099
BRI
DualEC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B OCODOEQF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString =
40414243 44454647 48494A4B 4C4DAEAF
Additionallnput = <empty>

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k



DualEC_DRBG_Instantiate_algorithm

entropy_input is
00010203 04050007 08090A0B QCODOEQF

nonce 1is
20212223 24252627

personal_str is
40414243 444540647 48494A4B 4C4DAE4F

prediction_resistance_flag = "No PredictionResistance”

Hash_df()

no_of_bits_to_return 256

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 00010203 04050607 08090A0B QCODOEQF
20212223 24252627 40414243 44454647 48494A4B 4CADAEAF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
48306692 AFQOA3F6
1184864D E183FAB1 E66CQ749 9CCD9849 BF78F873 785EDCB3

temp =
48306692 AFQ0OA3F6
1184864D E183FAB1 E66(0749 9CCD9849 BF78F873 785EDCB3

48300692 AFQ0A3F6
1184864D E183FAB1 E66C0749 9CCD9849 BF78F873 785EDCB3



First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480

48306692 AF0QOA3F6
1184864D E183FAB1 E66C0Q749 9CCD9849 BF78F873 785EDCB3

07220A43 46B8BDCB
FF430F10 82A022FA 98C76EF1 4CB72ABB AED@9239 8979075C

E3413ABO 95CC493A
8730D70D E923108B 2E471079 9044FFCZ 7DOA1156 250DDF97

3ABO 95CC493A
8730D70D E923108B 2E471079 9044FFCZ 7DOA1156 250DDF97

07220A43 46B8BDCB
FF430F10 82A022FA 98C76EF1 4CB72ABB AED@9239 8979075C

DBFB35E7 65853122
DBC73725 QE8CA258 2EE963BF 558623F3 FE296EBZ2 58D2B212



8821E8BO 5ACE@S5E
49F3E3F5 B928CCD1 8317A3E6 8FCBOB6F ©459ADF9 ECF79(C87

3AB095CC 493A8730 D70DE9Z3
108B2E47 10799044 FFC27DOA 1156250D DF97E8BO SACEQS5SE
49F3E3F5 B928CCD1 8317A3E6 8FCBOBOF ©459ADF9 ECF79C87

51338CAF 4ACC90DB
2ABO1EFA 386BCD9A A3D218AF 38A5F953 87600B24 75E7QE3A

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480

51338CAF 4ACC90DB
2ABO1EFA 386BCD9A A3D218AF 38A5F953 87600B24 75E7QE3A

9519EAFE 8981CEZ23
1073C826 1BCCD88B 69E75951 F2AF69D6 629B4541 @1D8BFAD

A83D7B90 2FC35B0OA
F50F57F8 822936D0 8A96E41B 16967C6B 1AAOBCOS5 ©@32F0OD53



tmp 1is
7B90 2FC35B0OA
FS5QF57F8 822936D0 8A96E41B 16967C6B 1AAOBCOS @32F0@DS53

1=1

t 1is
9519EAFE 8981CEZ23
1073C826 1BCCD88B 69E75951 F2AF69D6 629B4541 @1D8BFAD

s 1is
FD5E645A 56976F29
75742607 B18FA7VE1l 30192BCD E1DE9430 CBOBAG56 1B41AZ231

ris
2789919D (587Bob4
C883EZ2FE 8F394800 2FCD8BCB FC4700BC AA2075EF 6BF41167

tmp 1s

7B902FC3 5BOAF50F 57F88229
30D08A9%6 E41B1696 7C6B1AAQ BCO5032F ©D53919D (587B664
C883E2FE 8F394800 2FCD8BCB FC4700BC AA2075EF 6BF41167

s 1is

5C4B76D2 0Q4F17E37
CO1EA94A DOODESA4 6BE71997 328E1C7E 85FC290B CF435505

rnd_val 1is
7B902FC3 5BOAF50F 57F88229
36D08A96 E41B1696 7C6B1AA@ BCO5032F @D53919D (C587B664
C883E2FE 8F394800 2FCD8BCB FC4706BC AA2Q075EF 6BF41167
T
DualEC_DRBG

Requested Security Strength = 128



Requested Hash Algorithm = SHA-256

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050007 08090A0B QCODOEQF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString =
40414243 44454647 48494A4B 4CADAE4F

AdditionallInputl
60616263 64656667 68696A6B 6C6DOEGF

AdditionalInput2

AQA1AZA3 A4ASA6A7 ASASAAAB ACADAEAF

HH R R S R
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k 3k sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk sk k sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B OCODOEQF

nonce 1is
20212223 24252627



personal_str is
40414243 44454647 48494A4B 4CADAEAF

prediction_resistance_flag = "No PredictionResistance"

Hash_df ()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000100 00010203 04050607 08090A0B OCODOEOF
20212223 24252627 40414243 44454647 48494A4B 4CADAEAF

Hash(counter| Ino_of_bits_to_return||input_string) is
48306692 AFQOA3F6
1184864D E183FAB1 E66CQ749 9CCD9849 BF78F873 785EDCB3

temp =
48306692 AFQQA3F6
1184864D E183FAB1 E66C0749 9C(CD9849 BF78F873 785EDCB3

48306692 AF0QOA3F6
1184864D E183FAB1 E66C0749 9CCD9849 BF78F873 785EDCB3

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k 3k 3k %k >k 5k %k %k >k kk ok k
DualEC_DRBG_Generate_algorithm

additional_input is
60616263 64656667 68696A6B 6C6DOEGF



requested_number_of_bits is 480
Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 60616263 64656667 68696A6B 6CO6DOEGF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
1971EF@6 D6518B33
330E7701 1D9E34D9 ECE74E43 EC2BE92C ©53526A8 B88Q7FCA

temp =
1971EF@6 D6518B33
336E7701 1D9E34D9 ECE74E43 ECZ2BE92C 053526A8 B88O7FCA

51418994 795128(C5
22EAF14C FC1DCE68 0OA8B490A 70E67165 BA4DDEDB CODEA379

28C1806A FCF56F49
08362DB4 OFA1245B 9E998CE3 QAEZASDA F57E4D3C 2C44ECEE

27423B68 A1D95EDQ@
312150AC 19911897 8QF37EC5 QE75249F 915CD806 BBAQC44F

3B68 A1D95EDO
312150AC 19911897 8@QF37ECS5 QE75249F 915CD806 BBAQC44F



t is
28C1806A FCF56F49
08362DB4 QFA1245B 9E998CE3 QAE2ASDA F57E4D3C 2C44ECEE

s 1is
7B37CBO5 75C300B3
4928C5F9 FD1237E6 FCEE99FC @D4FD7D6 ©71DB5DD 93D20B31

ris
E9259E3A 919B2390
80O5E1E90 C1D2Z2D1C8 23B17B96 DB44535B 72EQCFB6 2723529D

tmp is

3B68A1D9 5ED@3121 50AC1991
189780F3 7ECS5QE75 249F915C D806BBA® C44F9E3A 919B2390
805E1E90Q (C1D2D1C8 23B17B96¢ DB44535B 72EQCFB6 2723529D

s 1is

8EQD63D9 788C13A4
5615F27@0 2D9DA602 D8BAZ11E 6ES5E8586 (CB3822BB ABBCC7DD

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k %k 3% >k %k % %k 3k %k %k %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF

requested_number_of_bits is 480
Hash_df()

no_of_bits_to_return = 256



counter| Ino_of_bits_to_returnl|input_string 1is
01 00000100 AGA1A2A3 A4ASA6A7 ASA9AAAB ACADAEAF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
27881CBD D6B3C655
S5FE3EF70 59B5FEFC E86DF84C 255D832A A1E1091C 79DOFFF9

temp =
27881CBD D6B3(655
S5FE3EF70 59BSFEFC E86DF84C 255D832A A1E1091C 79D9FFF9

A9857F64 AE3FD5F1
09F61D00 742858FE 30D7D952 4B0O306AC 6AD92BA7 D2653824

C5EF4CF@ C33DD22F
204FD138 282533DD 3B9D7812 167899C8 8E71B22C 78602C57

A676250B 933475E3
BD4FC85D 97FD7978 34B599DE DEDF8B6F 15474E1F 31B4AFZ21

250B 933475E3
BD4FC85D 97FD7978 34B599DE DEDF8B6F 15474E1F 31B4AFZ21

C5EF4CF@ C33DD22F



204FD138 282533DD 3B9D7812 167899C8 8E71B22C 78602C57

s 1is
DA9644BD 977A1508
7F58F877 1A886253 A32E8B5D 9855D(C48 460AF@31 BAC3896C

ris
8DOF5CFA 7A8C0AQ2
96A2E374 B3886BBO CC7E49DB B1932456 4B451E64 F12864F9

tmp 1s

250B9334 75E3BD4F C85D97FD
797834B5 99DEDEDF 8B6F1547 4E1F31B4 AFZ215CFA 7A8C0AQ2
96A2E374 B3886BBQ CC7E49DB B1932456 4B451E64 F12864F9

s 1is

A2F2449A CA6D389C
D8DAD909 D8AF9818 0OF9D97B1 9EC14FF8 ©3076E87 3D1C9115

rnd_val is
250B9334 75E3BD4F C85D97FD
797834B5 99DEDEDF 8B6F1547 4E1F31B4 AF215CFA 7A8C0OAQ2
96A2E374 B3886BB0O CC7E49DB B1932456 4B451E64 F12864F9
B L B A Tt B 2 i
DualEC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B OCODOEQF

EntropyInputl (for Reseedl) =



80818283 84858687 88898A8B 8C8DBESF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionalInput = <empty>
HHRHH R R R R R R R R
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B OCODOEOF

nonce 1is

20212223 24252627
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Hash_df ()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000100
00010203 04050607 08090AOB QCODOEQF 20212223 24252627



Hash(counter| Ino_of_bits_to_returnllinput_string) is
FSFDB798 B2D55288
E2DCB3DD QCBGAESQ 7BBEQ919 4DB8F472 30850073 12B0O9C4A

temp =
F5FDB798 B2D55288
E2DCB3DD QCBGAESQ 7BBE@919 4DB8F472 30850073 12BQ9C4A

F5FDB798 B2D55288
EZ2DCB3DD QCBGAE50 7BBE@919 4DB8F472 30850073 12BO9C4A

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3%k %k % >k %k % %k % %k %k %k *k
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k sk sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k %k *k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is
80818283 84858687 88898A8B 8C8DBESF

additional_input is <empty>

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is



01 00000100
F5FDB798 B2D55288 EZ2DCB3DD QCBGAES50 7BBE@919 4DB8F472
30850073 12B09C4A 80818283 84858687 88898A8B 8CBDBE8F

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
S5B1DEA76 192287BB
9C8157EA 5260A02D F4EFDSAB @ODFQ948D 637805604 5554479E

temp =
SB1DEA7Y6 192287BB
9C8157EA 5260A02D FAEFDSAB ODFQ948D 63780564 5554479E

5B1DEA76 192287BB
9C8157EA 5260A02D FAEFD5AB ODF@948D 63780564 5554479E

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480

5B1DEA76 192287BB
9C8157EA 5260A02D FAEFDS5AB ODF0948D 63780564 5554479E

47F46DB7 B18F1D4C
041140C3 BC8767AD B9103687 3FB275D2 77FE728B BAE1F584

A5438C77 288EDBEA
9A742464 F78D55E3 3593C1BF 5F9D8CD8 609D6D53 BAC4E4B4



8C77 288EDBEA
9A742464 F78D55E3 3593C1BF 5F9D8CD8 609D6D53 BAC4E4B4

1=1

t is
47F46DB7 B18F1D4C
041140C3 BC8767AD B9103687 3FB275D2 77FE728B BAE1F584

S 1is
DF51738B BB438BF6
B1FAA44D 1E561ACD A@B7EF6B 36C402CD @3CE82CO 77CE330F

ris
25F22252 A227A99B
ADQ@F2358 B@5955CD 35723B54 9401C71C 9C1F32F8 A2018E24

tmp 1s

8C77288E DBEA9A74 2464F78D
55E33593 (C1BF5F9D 8CD86@9D 6D53BAC4 E4B42252 A227A99B
ADQ@F2358 B@5955CD 35723B54 9401C71C 9C1F32F8 A2018EZ24

S 1is

B2142494 19FQF84A
F4D54B42 9509CBA8 F5835661 70A3710B 1FF7EAES5 64504A63

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k >k 3k 3k 5k 5k 5k 3k >k %k %k %k >k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k 5k >k kk
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480
Generate FAILED: Reseed is required



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3%k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k *k >k k k

DualEC_DRBG_Reseed_algorithm
entropy_input 1is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
additional_input is <empty>

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100
B2142494 19FQF84A F4D54B42 9509CBA8 F5835661 70A3710B
1FF7EAES 64504A63 COC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

Hash(counter| Ino_of_bits_to_returnl!linput_string) is
6BA22FDD ©8909D88
5A6A3B1D 6D1632C0 7AF24024 2935D4D9 55103EB1 S5BBOZ2E04

temp =
6BA22FDD 08909D88
S5A6A3B1D 6D1632C0 7AF24024 2935D4D9 55103EB1 5BBOZ2EQ4

6BA22FDD ©8909D88
5A6A3B1D 6D1632C0 7AF24024 2935D4D9 55103EB1 5BBI9Z2E04

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480



5A6A3B1D

D4322A2B

9C1C232E

D4322A2B

E4907A4A

F1462599

23C71418
F1462599

6D1632(C0

BC14A063

992623C7

992623C7

BC14A063

52EQAQ24

5CA77612

BDOBI96D7
5CA77612

7AF24024

91F983AD

1418BD0@B

1418BD@B

91F983AD

B2F88A3F

B2EF7AQ5

83118FAA
B2EF7AQ5

2935D4D9

DD3C56CA

96D78311

96D78311

DD3C56CA

ADEC28B4

863699EC

56ECA61C
D94AQ9E3
863699EC

6BA22FDD
55103EB1

B22FAD78
7C04799D

3BA856EC
8FAAD94A

56EC
8FAAD94A

B22FAD78
7C04799D

5DCD988F
28DD2B57

16E974D1
BABF70D3

64F69C1C
A9DB74D1
BABF70D3

08909D88
5BB92E04

8AF6890F
D99A18F0@

A61C64F6
@9E3A9DB

A61C64F6
@9E3A9DB

8AF6890F
D99A18F0@

0DC87671
ACD478E1

SE805BA7
D422C014

232E9926
SE805BA7
D422C014



A4E6B504 E112C915
DEF15EB4 EB78EB3E 722E248E 82BI9F810 (C666(984 E43FOFCF

rnd_val is
56ECA61C 64F69C1C 232E9926
23C71418 BD@BI96D7 83118FAA D94AQ9E3 A9DB74D1 SE8Q5BA7
F1462599 5CA77612 B2EF7AQ5 863699EC BABF7@0D3 D422C014
HHBHH I
DualEC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B QOCODOEQF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString = <empty>

AdditionalInputl
60616263 64656667 68696A6B 6C6DOEGF

AdditionalInput2

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF



HH R R A A A
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk kk sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B OCODOEQF

nonce 1is
20212223 24252627

personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100
00010203 04050607 08090A0B QCODOEQF 20212223 24252627

Hash(counter| Ino_of_bits_to_returnllinput_string) is
FSFDB798 B2D55288
E2DCB3DD QCBGAESQ 7BBEQ919 4DB8F472 30850073 12BO9C4A

temp =
F5FDB798 B2D55288
E2DCB3DD QCBGAESQ 7BBE@919 4DB8F472 30850073 12BQ9C4A

F5FDB798 B2D55288
EZ2DCB3DD QCBGAE50 7BBE@919 4DB8F472 30850073 12BO9C4A



First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3% %k %k k >k kk k

DualEC_DRBG_Generate_algorithm

additional_input is
60616263 64656667 68696A6B 6C6DOEGF

requested_number_of_bits is 480

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk sk k sk sk k

DualEC_DRBG_Reseed_algorithm

entropy_input is
80818283 84858687 88898A8B 8C8DBESF

additional_input is
60616263 64656667 68696A6B 6C6DOEGF

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 FSFDB798 B2D55288 E2DCB3DD QCBGAES0Q
7BBE@919 4DB8F472 30850073 12B0Q9C4A 80818283 84858687
88898A8B 8C8DSEZF 60616263 64656667 68696A6B 6C6DGEGF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
8100942E F294225C
24DOCCF5 5840770F 814EC45C FoA@BB36 28263FE8 ©@99B1D1F



temp =
8100942E F294225C
24DOCCF5 5840770F 814ECA5C FO6AOBB36 28263FE8 ©99B1D1F

8100942E F294225C
24DOCCF5 5840770F 814EC45C FoAOBB36 28263FE8 ©Q99B1D1F

3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480

8100942E F294225C
24DOCCF5 5840770F 814EC45C F6AOBB36 28263FE8 ©99B1D1F

60D7E8F7 CB33C5A5
2D090E43 BDZ26A3EA 5764CFBZ2 E6CF4743 QAF74DF5 A28AAC59

5B1FA5C3 97DFEB54
OE86F047 QOE9625D5 C5ACZD50 016FB201 E8DF574F 2201DFBB

A5C3 97DFEB54
OE86F047 OE9625D5 C5ACZD50 016FB201 E8DF574F 2201DFBB

60D7E8F7 CB33C5A5
2D@90E43 BD26A3EA 5764CFBZ2 E6CF4743 QAF74DF5 A28AAC59



06288C70 188402B0
14887772 4BA77EBD 40E62110 6270CBA6 5792(C2D2 847C86AD

B38242A7 99FEBOEZ
38AAD301 A4933822 SOEEE6OD 2E2927E5 QOE848E5 7535ABD1

A5C397DF EB540E86 F0470E96
25D5C5AC 2D50016F B2Q1E8DF 574F2201 DFBB42A7 99FEBOEZ2
38AAD301 A4933822 SQEEE6@QD 2E2927E5 QOE848E5 7535ABD1

93EF7B5F 358590E4
E6DF5A98 94678FEE 009123B7 88483A68 7EE6D629 2928B3DD

Second call to Generate
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk
DualEC_DRBG_Generate_algorithm

additional_input is

AQA1A2A3 A4ASA6A7 ABA9AAAB ACADAEAF

requested_number_of_bits is 480

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k %k sk 3k sk sk >k sk 5k %k sk 3k sk sk >k %k %k k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2C3 (C4C5C6C7 CBCICACB CCCDCECF



additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 93EF7BS5F 358590E4 EGDF5A98 94678FEE
009123B7 88483A68 7EE6D629 2928B3DD C@OC1C2C3 C4C5C6C7
C8CI9CACB CCCDCECF AQA1A2A3 A4ASA6A7 ASA9AAAB ACADAEAF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
186A98AB 693(C65C1
D5196A10 703A89(C9 5D1E25C8 B21849D2 8DQ9D987 (C2(C6BA44

temp =
186A98AB 693C65C1
D5196A10 703A89C9 5D1E25C8 B21849D2 8D0Q9D987 (C2C6BA44

186A98AB 693C65(C1
D5196A10 703A89C9 5D1EZ25C8 B21849D2 8D0@9D987 C2C6BA44

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 5k 3k >k %k >k 3k %k 3%k 3k >k 3k %k 3%k >k 3%k 3k 5%k 3k %k 3k %k 3%k 3k > 3k %k %k %k 3%k %k 5% >k %k %k %k 3k %k %k %k *k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>
requested_number_of_bits is 480

186A98AB 693C65(C1
D5196A10 7@3A89C9 5D1EZ25C8 B21849D2 8D0@9D987 C2C6BA44



SAF5E80QE

AFQAQEDF

SAF5E80QE

03A4937F

EB73B5D5

285EB@55
EB73B5D5

548EE461

5B1D3EBZ

E726285E

E726285E

5B1D3EBZ

A040781B

C52A4007

FDZED678
C52A4007

FOA4F714

D8018EDE

BO55FD2E

BO55FD2E

D8018EDE

06568FA5

8132677F

B7667380
8132677F

433B4A07

95222FAD

D678B766

D678B766

95222FAD

46B0C859

412E9E7D

BF989463
3DD327F4
412E9E7D

541F6823

3980714F
2C203151

222ABF98
73803DD3

BF98
73803DD3

3980714F
2C203151

A99DFD75
F246C3BE

AEG6BDE87
E32B9B1C

OBEBAFOA
9DBEDE&7
E32B9B1C

CE70C308B
44FBEF3A

B4C5ED77
D7E2CC8F

94630BEB
27F49DBE

94630BEB
27F49DBE

B4C5ED77
D7E2CC8F

FEALF1EA
02910AE0Q

D3E447A6
B32421B9

OEDFE726
D3E447A6
B32421B9

ECC61502
9E1A9827



rnd_val is
BF989463 OBEBAFQOA QEDFE726
285EBO55 FD2ED678 B7667380 3DD327F4 9DBEDE87 D3E447A6
EB73B5D5 (52A4007 8132677F 412E9E7D E32B9B1C B32421B9
B L B A Lt B et i
DualEC_DRBG
Requested Security Strength = 128
Requested Hash Algorithm = SHA-256
prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B OCODOEQF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
CQC1C2C3 (C4C5C6C7 CBCICACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString =
40414243 44454647 48494A4B 4CADAEAF
AdditionalInput = <empty>
HHRH R R R R R R R
3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
DualEC_DRBG_Instantiate_algorithm

entropy_input is



00010203 04050607 08090A0B OCODOEQF

nonce 1is
20212223 24252627

personal_str is
40414243 44454647 48494A4B 4CADAE4F

prediction_resistance_flag = "PredictionResistance"

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 00010203 04050607 08090A0B QCODOEQF
20212223 24252627 40414243 44454647 48494A4B 4C4DAE4F

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
48306692 AFQOA3F6
1184864D E183FAB1 E66(C0749 9CCD9849 BF78F873 785EDCB3

temp =
48306692 AFQ0OA3F6
11848064D E183FAB1 E66C0Q749 9CCD9849 BF78F873 785EDCB3

48306692 AFQOA3F6
1184864D E183FAB1 E66C0Q749 9CCD9849 BF78F873 785EDCB3

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k k >k k k



DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k

DualEC_DRBG_Reseed_algorithm

entropy_input is
80818283 84858687 88898A8B 8C8DSESF

additional_input is <empty>

Hash_df()

no_of_bits_to_return 256

counter| Ino_of_bits_to_returnl|input_string is
01 00000100
48306692 AFQOA3F6 1184864D E183FAB1 E66C0749 9CCD9849
BF78F873 785EDCB3 80818283 84858687 88898A8B 8C8DSESF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
B8F6A9DD 0AB21123
FCC40457 1E9QFECF AD3F2412 41C15577 DBASQCOF A888E37B

temp =
B8F6A9DD 0QAB21123
FCC40457 1E9QFECF AD3F2412 41(C15577 DBA5QCOF A888E37B

B8FOA9DD 0AB21123
FCC40457 1E9QFECF AD3F2412 41C15577 DBASQCOF A888E37B



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3%k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k *k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480

i=0
t is
B8FOA9DD QAB21123
FCC40457 1E9QFECF AD3F2412 41(C15577 DBASQCOF A888E37B

1C8DOAC6 6A850666
4E70CC42 23F109BC D3B1DA1F 531D9E50 92D9C5AQ 40781E73

FCF84A5C 82ADD86A
FFBOFOFD 7597BC59 532F767E ED26547E EBO72586 BBFOD540

4A5C 82ADD86A
FFBOFOFD 7597BC59 532F767E ED26547E EBO72586 BBFOD540

1C8DOAC6 6A850666
4E70CC42 23F109BC D3B1DA1F 531D9E50 92D9C5AQ 40781E73

32F@O3EEE 59A6862A
88FC0490 49F2695B F6DD969D 10758C41 79DC8269 5SEE19749

6D18F5AC 80C2F1D9
167CA3AD AZABFF91 96501175 9F68581C B49F3DD9 ©1D9B16F



4A5C82AD D86AFFB9 FIOFD7597
BC59532F 767EED26 547EEBQ7 2586BBF9 D540F5AC 80CZ2F1D9
167CA3AD AZABFF91 96501175 9F68581C B49F3DD9 ©1D9B16F

B9B256D0@ FO88A9DZ
CDEQCD8D C5@D3F2E D5BDC632 14352901 2FF690C6 36797F58

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk sk ok sk ok k
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 480

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k

DualEC_DRBG_Reseed_algorithm
entropy_input is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
additional_input is <empty>

Hash_df (O

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000100



B9B256D0 FO88A9DZ2 CDEQCD8D C50D3F2E D5BDC632 14352901
2FF690C6 36797F58 (COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
03D8AA3A 8D6D4GE7
2ESAE8(CB EOQBB2835 76DD4669 FABEA280 31F69B38 2699E320

temp =
03D8AA3A 8Do6D46E7
2ES5AE8CB EOBB2835 76DD4669 FABEA280 31F69B38 2699E320

03D8AA3A 8DoD46E7
2ES5AE8CB E0OBB2835 76DD4669 FABEA280 31F69B38 2699E320

3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k %k 3k 3k 3k 3k sk %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk kk sk sk k
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480

03D8AA3A 8Do6D46E7
2ES5AE8CB E0OBBZ2835 76DD4669 FABEA280 31F69B38 2699E320

32207F17 5BO2FA3E
BCCI9F293 B3FEQ74D DEDA6D7E AC481615 B8A1C460 CE1B41A8

DO1B37AA 3C613D8A
E18A3F78 @9F8(C702 ©@3E93952 7C7@QA559 434FE57C 4D62C3FC

37AA 3Co613D8A



E18A3F78 @Q9F8C702 ©3E93952 7C7@QA559 434FE57C 4D62C3FC

1=1

t 1is
32207F17 S5BO2FA3E
BCC9F293 B3FEQ74D DEDAGD7E AC481615 B8A1C460 CE1B41A8

s 1is
C4944CAF F5F32BF2
DO04209A ©66482C57 D3345F67 CO1F647F 5C249681 FOGFA94F

ris
E28442FD 4F6F3479
97B563EE E9AE1163 ACO5022F S5A12CFlo E22680BF E53CADS8C

tmp is

37AA3Co1 3D8AE18A 3F7809F8
C70203E9 39527C70 A559434F E57C4D62 C3FC42FD 4F6F3479
97B563EE E9AE1163 ACQ5022F 5A12CF16 E22680BF ES53CAD8C

s 1is

FDOCECEZ 7535A492
0232C4AA F84D4474 D36A93C5 186F71C4 E2997909 3F8471E9

rnd_val 1is
37AA3C61 3DS8AE18A 3F7809F8
C70203E9 39527C70 A559434F E57C4Do62 C3FC42FD 4F6F3479
97B563EE E9AE1163 ACQ5022F 5A12CF16 E22680BF ES53CAD8C
T
DualEC_DRBG

Requested Security Strength = 128

Requested Hash Algorithm = SHA-256



prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607 08090A0B QCODOEOF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF

Nonce =
20212223 24252627

PersonalizationString =
40414243 44454647 48494A4B 4C4DAE4F

AdditionalInputl

60616263 64656667 68696A6B 6C6DOEGF

AdditionalInput2
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF

R A A i o
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B OCODOEQF

nhonce 1is
20212223 24252627

personal_str is
40414243 444540647 48494A4B 4(C4DAE4F



prediction_resistance_flag = "PredictionResistance"

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 00010203 04050607 08090A0B QCODOEQF
20212223 24252627 40414243 44454647 48494A4B 4C4DAE4F

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
48306692 AFQOA3F6
1184864D E183FAB1 E66(C0749 9CCD9849 BF78F873 785EDCB3

temp =
48306692 AFQ0OA3F6
1184804D E183FAB1 E66C0Q749 9CCD9849 BF78F873 785EDCB3

48306692 AFQOA3F6
1184864D E183FAB1 E66C0Q749 9CCD9849 BF78F873 785EDCB3

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 5k 3k 3k %k 3k sk sk sk 3k 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is

60616263 64656667 68696A6B 6C6DOGEGF

requested_number_of_bits is 480
Generate FAILED: Reseed is required



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k k >k k k

DualEC_DRBG_Reseed_algorithm
entropy_input 1is

80818283 84858687 88898A8B 8C8DBESF

additional_input is
60616263 64656667 68696A6B 6C6DOEGF

Hash_df (O

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000100 48306692 AFQOA3F6 1184864D E183FAB1
E66C0749 9CCD9849 BF78F873 785EDCB3 80818283 84858687
88898A8B 8C8D8E8F 60616263 64656667 68696A6B 6C6DGEGF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
5D43947D 5BD466C7
53E20C75 14AA8A14 3CE6D37F 5ED751D2 ©797BAB3 56BB2B51

temp =
5D43947D 5BD466C7
53E20C75 14AA8A14 3CE6D37F SED751D2 0797BAB3 56BB2B51

5D43947D 5BD466C7
53E20C75 14AA8A14 3CE6D37F 5ED751D2 ©797BAB3 56BBZ2B51

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3% %k %k %k %k % % >k %k %k %k % %k %k %k *k %k %k k

DualEC_DRBG_Generate_algorithm

additional_input is <empty>



requested_number_of_bits is 480

53E20C75

D12175B6

ED4A785D

D12175B6

84E9DBIE

306CA8CF

736D65E5

14AA8A14

A4083728

E6CD736D

E6CD736D

A4083728

71DBO18A

D682472D

54EBE620

3CE6D37F

35373206

65E554EB

65E554EB

35373206

E898F1AD

D3EEEFD5

033F6FOE

5ED751D2

BB3BFD35

E620033F

E620033F

BB3BFD35

3E23D1AD

DD7E7742

BA81AD8C
5488140D

5D43947D
0797BAB3

EC1BBAG4
CAEC666F

OBI9FBAS1
6FOE5488

BA81
6FOE5488

EC1BBAG4
CAEC666F

1AEQECE9
B1EC7F25

8805351C
CO9EABYAE

S5FO6ED4A
064D351C

5BD466C7
56BBZB51

B4505E98
4666CDDF

AD8C5F06
140D064D

AD8C5F06
140D064D

B4505E98
4666CDDF

63EF66BC
F2D29115

AA3EAB50
OBEDF69D

785DE6CD
AA3EAB50



306CA8CF D682472D D3EEEFD5 DD7E7742 COEABOAE @OBEDF69D

42751559 COAB1C14
6C572FCD C3759E34 82EF69EB E632DFA8 6256E0B9 915EDG7F

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k %k >k 3k >k 3k >k 3k %k 5k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k %k %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF

requested_number_of_bits is 480

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k >k %k 3k %k >k 5k %k %k >k kkkk

DualEC_DRBG_Reseed_algorithm

entropy_input is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF

Hash_df()

no_of_bits_to_return 256

counter| Ino_of_bits_to_returnl|input_string is
01 00000100 42751559 COAB1C14 6C572FCD C3759E34
82EF69EB E632DFA8 6256EQB9 915ED67F COC1C2C3 C4C5C6C7



C8CI9CACB CCCDCECF AQA1AZA3 A4ASA6A7 ASASAAAB ACADAEAF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
A1BDA7BF 75EQ6332
6F58AFFD 08370308 B74A7FEB 41236318 A7F7525D FA858B4F

temp =
A1BDA7VBF 75E06332
6F58AFFD 08370308 B74A7FEB 41236318 A7F7525D FA858B4F

A1BDA7BF 75E06332
6F58AFFD 08370308 B74A7FEB 41236318 A7F7525D FA858B4F

3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 480

i=0
t is
A1BDA7BF 75E06332
oF58AFFD 08370308 B74A7FEB 41236318 A7F7525D FA858B4F

49D25672 4DCFA4D8
4FD10072 AEC159C9 B8EFACID 9068784F 1ED562D4 84BA81FF

4AA4BBIC 38A24410
25BEBD6C 20EC630B D26F8AF5 E92D5B10 1F9F3609 FZAD30D7

BBI9C 38A24410
25BEBD6C 20EC630B D26F8AF5 E92D5B10 1F9F3609 FZAD30D7



t 1is
49D25672 4DCFA4D8
4FD10072 AEC159C9 BS8EFAC1D 9068784F 1ED562D4 84BA81FF

s 1is
361AEC57 BD228951
E38E5D67 F9A43BFB 1D79389E 88C1394E A33DF322 8C27D415

ris
1751F982 A78DFA43
DAAB53ED B2C14F41 2BB5DD2D B7FB2123 B313A40D 934F775C

tmp 1s

BB9C38A2 441025BE BD6CZ20EC
030BD26F 8AF5E92D 5B101F9F 3609F2AD 30D7F982 A78DFA43
DAAB53ED B2C14F41 2BB5DD2D B7FB2123 B313A40D 934F775C

s 1is

7QE9DD58 60AB91BF
92E743C3 FAFC74A3 8D39FD77 04091EE9 BOF6CS5F1 F4BZ26B71

rnd_val 1is
BB9C38A2 441025BE BD6C2QEC
630BD26F 8AF5E92D 5B101F9F 3609F2AD 30D7F982 A78DFA43
DAABS3ED B2C14F41 2BB5DDZ2D B7FB2123 B313A40D 934F775C



HHHR R R R R R R R R
DualEC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B QOCODOEQOF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697

EntropyInput2 (for Reseed2) =
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionalInput = <empty>
B B B B B B
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 040500607 08090A0B OCODOEOF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”



Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180 00010203 04050607 03090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_returnl|input_string) is
F3E228CD 32EFEQE1 OFBB3C84 66F90A00Q 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10Q B8881FBF E50C8748 Q6E34916

temp =
F3E228CD 32EFEQE1 QFBB3C84 66F90A6Q 2142F280@ F225CA45
788CCAQ7 9OE4AF7F5 4C1FAD10 B8881FBF E50(8748 0Q6E34916

F3E228CD 32EFEQE1 QFBB3C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF E50C8748 06E34916

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k kK k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736
1=0
t 1is
F3E228CD 32EFEQE1 QFBB3(84 66F90A60Q 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF E50C8748 0Q6E34916



F2FC3FD8
C8164CAE
ris
8A671F85
CAQ1CoFA
tmp 1is
1F85
CAQ1CoFA
1=1
t 1is
F2FC3FD8
C8164CAE
s 1is
8207B70B
72E8E211
ris
7D59B901
3CD2AAD4
tmp 1s
718CCAQ1
FD26B901
3CD2AAD4
s 1is
44BF1783

DI9EDZ2E36

DOAA88D4
FE7(C8610

8858B653
E77A4BDC

8858B653
E77A4BDC

DOAA88D4
FE7(C8610

4C1E9251
53A3C3A4

1DC8A75D
4BEED56D

1F858858
CoFAE77A
1DC8A75D
4BEED56D

A6B7894D
A425BF36

72FB70Q7A
843DFCCo

57D6360E
E2702C76

57D6360E
E2702C76

72FB70Q7A
843DFCCo

OBB3A9B0O
C5A9F26C

0B415419
042FC2B8

B65357D6
4BDCE270
0B415419
042FC2B8

C897B34B
E198FBC6

21BE6746
FE485BF4

1ED8F847
DOFB4758

1ED8F847
DOFB4758

21BE6746
FE485BF4

1B6AA417
A1534212

3BB2C179
915D7D9B

360E1EDS
2C76DOFB
3BB2C179
915D7D9B

3BC6EDD7
9B648DA9

3E2DE7DF
6B9E4EDF

5767B08D
EA1EDGAA

5767B08D
EA1EDGAA

3E2DE7DF
6B9E4EDF

B13C9209
5325C40F

8FFA52BC
ED6437EF

F8475767
4758EA1E
8FFA52BC
ED6437EF

413A1F6C
D963E3B9

74064A88
A27F5DCC

AB30718C
587CFD26

AB30718C
587CFD26

74064A88
A27F5DCC

9DF08249
BE945C2C

AB208310
EB1582EE

BO8DAB30@
D6AA587C
AB208310
EB1582EE

7E88D519
FAE2C447



Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 736

44BF1783 A6B7894D (C897B34B 3BC6EDD7 413A1F6C 7E88D519
DOEDZ2E36 A425BF36 E198FBC6 9B648DA9 D963E3B9 FAE2(447

70053ED7 AA7B499D AE7(C42C1 165EF827 CDA13EZB COD168C2
A7DB64B1 681135C9 QASCFB5A 8323AF2B 7B3FE552 7ABE627D

A3486E4A AB639382 12C870F2 4BBO67A3 2CA9E7FC 23435D41
1729268C 8BAGFOQOE 87074D04 888CE2CC 5A916B7A C93FEDES8

6E4A AB639382 12(C870F2 4BBO67A3 2CA9E7FC 23435D41
1729268C 8BAGFOQE 87074D04 888CE2CC 5A916B7A (C93FEDES8

70053ED7 AA7B499D AE7(C42C1 165EF827 CDA13EZB COD168C2
A7DB64B1 681135C9 QASCFB5A 8323AF2B 7B3FE552 7ABE627D

806E73C1 4153EEAZ 4956B2DD CBO71E7A 3EC380AF 7BOB58D3
E628559E 93A0QCBO3 7D7AFF79 14E4FESF BAB17979 FZ2B1EADA



OFE65E29 95645DFC C4CE44B9 FB41F1BF CC5E9F59 EE3A8E1B
8F85247F 741B7C48 0521EE6B F8BA319B 59048E65 FO8FAA76

6E4AAB63 938212(C8 70QF24BBO 67A32CA9 E7F(C2343
5D411729 268C8BA6 FI9QE8707 4D04888C E2CC5A91 ©6B7AC93F
EDE85EZ29 95645DFC C4CE44B9 FB41F1BF CCS5E9F59 EE3A8E1B
8F85247F 741B7C48 0521EE6B F8BA319B 59048E65 FO8FAA76

40199D10 CB37B6DA 8430A41D 0453374C 1E961A2C 5BB7941A
007CAE18 BOE9B553 603D85BC 18FBEA1C CD108F85 F7B94BDC

rnd_val 1is
6E4AABG3 938212(C8 70F24BBO 67A32CA9 E7F(C2343
5D411729 268C8BAG FOQE8707 4D@4888C E2CC5A91 6B7AC93F
EDE85E29 95645DFC C4CE44B9 FB41F1BF CCS5E9F59 EE3A8E1B
8F85247F 741B7(C48 @521EEGB F8BA319B 59048E65 FO8FAA76

RS A A R R R
DualEC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B QCODOEQF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697

EntropyInput2 (for Reseed2) =



CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF D@D1DZD3 D4D5D6D7

Nonce =

20212223 24252627 28292AZB
PersonalizationString = <empty>
Additionallnputl =

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

AdditionalInput2 =
AQA1AZA3 A4ASA6A7 ASA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7

B R A A
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 040500607 08090A0B OCODOEOF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”

Hash_df()

no_of_bits_to_return 384

counter| Ino_of_bits_to_returnl|input_string is
01 00000180 00010203 04050607 03090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B



Hash(counter| Ino_of_bits_to_returnl|input_string) is
F3E228CD 32EFEQE1 OFBB3C84 66F90A00Q 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD1Q B8881FBF E50C8748 Q6E34916

temp =
F3E228CD 32EFEQE1 QFBB3C84 66F90A6Q 2142F280 F225CA45
788CCAQ7 9OE4AF7F5 4C1FAD10 B8881FBF E50(8748 0Q6E34916

F3E228CD 32EFEQE1 QFBB3C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF E50(C8748 06E34916

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm

additional_input is
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

requested_number_of_bits is 736
Hash_df()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180
60616263 64656667 68696A6B 6C6D6EGF 70717273 74757677

Hash(counter| Ino_of_bits_to_return||input_string) is
1DF233C6 2DC2E629 D1255A25 QE87BED1 B26EGADA D1DE4DE7
0D84A331 AEQ9EA46 4AG26EGA 3EEVE31F B2E9D581 60C62506



temp =

1DF233C6
0D84A331
i=0
t is
EE101B0OB
75086936
S 1is
87B2F560
D@11E9A3
ris
E513F534
EA3AB8(C9
tmp 1s
F534
EA3AB8(C9
1=1
t 1is
87B2F560
D@11E9A3
s 1is
00769F7D
E9GAAFDF
ris
806D75C2

30AADF5D

2DC2E629
AEQ9EA46

1F2D06C8
30431DB3

6EZ29BOFB
9172614F

620C9FAC
056F5019

620C9FAC
056F5019

6EZ29BOFB
9172614F

31700CBE
CDF9D248

FEF7E440
FIBOF14F

D1255A25
4A626E6A

DE9E66AL
067DC37A

BE43F68C
25F2DDCD

A8B7A7D5
42534953

A8B7A7D5
42534953

BE43F68C
25F2DDCD

D808128B
OCAE4ED5

92697D9%
549A0871

OE87BED1
3EE7E31F

687EB4B1
866FFCAQ

CB66808C
18F3BB4B

0285FAF4
4BOOB72E

0285FAF4
4BOOB72E

CB66808C
18F3BB4B

02C74C06
682E8CS5E

9AE3C3DB
00A0137C

B26EGADA
B2E9D581

932(C985A
57E552(09

55BFFE7C
QEFB359C

C29128EC
1D870CF7

C29128EC
1D870CF7

55BFFE7C
OEFB359C

B5F92312
DZ2BCFB9B

909AFQ9D
16DFB4A6

D1DE4DE7
60C62506

23FB87A2
66256C10

67E8D6DF
FDC@O5D18

622A4B49
8B4ACF53

622A4B49
8B4ACF53

67E8D6DF
FDC@O5D18

289EAF03
A49C096A

1D87587B
12C2AAQE



F534620C 9FACA8B7 A7D50285 FAF4C291 28EC622A
4B49EA3A B8C9056F 50194253 49534B00 B72E1D87 QCF78B4A
CF5375C2 FEF7E44@ 92697D96 9AE3C3DB 909AFQ9D 1D87587B
30AADF5D F9BOF14F 549A0871 00A0137C 16DFB4A6 12C2AAQE

258B2AC7 FC3CDBC9 74089A54 2B1FF289 13B97D01 8253BDF3
BEZ28A9A8 85801E9A 66387D12 4FOADCAS B3631A44 B48AACSF

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k 3k %k %k %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

requested_number_of_bits is 736
Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
40EE6038 FOFODC33 FBFOBA3D 19141D5A 2DBF24@0D 7D9D85F6
@DBoBC42 ©ABCFC8F D5171DFD A919AZ2FA 3100054B 9BOB4CC1



temp =

46EE00Q38
ODB6BC42
i=0
t 1is
63654AFF
B39E15EA
s 1is
OFDABSE7
18BE14706
ris
386F8018
1D6E523C
tmp 1s
8018
1D6E523C
1=1
t is
OFDABSE7
18BE1476
S 1is
CES5F019A
o0CAQ3A30
ris
3D36843F

DBA6689C

F6FODC33
6ABCFC8F

OACCO7FA
EF3CE215

D5D67674
B0@97C2D

59605617
E4985928

59605617
E4985928

D5D67674
B0@97C2D

F577B9Al
6F3C6507

80BFDFCo
33BAQ50A

FBF6BA3D
D5171DFD

8FFE2069
B32F60OEF

E92EFODA
5A546D47

FOBICC4D
C6@D5E1C

FOBICC4D
C6@D5E1C

E92EFODA
5A546D47

BOFC7444
F4B2F020

8F614439
1F1EAS2F

19141D5A
A919AZFA

320BEFD3
E6137ESF

B3EAGE7F
F7888B32

484E85F5
41DFOGBA

484E85F5
41DFOGBA

B3EAGE7F
F7888B32

BE896F31
B2E10A20

5D1698D6
EB649A62

2DBF240D
3100054B

3E06590C
82631F0F

9CA8AE18
383F1219

FD7DEFQA
64987967

FD7DEFQA
64987967

9CA8AE18
383F1219

DCA8(C513
957D352F

8FCDAGCO
9328(CC53

7D9D85F6
9B0B4CC1

FFCE3805
2F81EQ@9E

8922A917
68811459

6EQAECA4
1A98AB43

6EQAECA4
1A98AB43

8922A917
68811459

48376D40
8F158416

800345DB
6F711B7C



tmp 1is
80185960 5617F9B9 CC4D484E 85F5FD7D EFQAGEQA
ECA41D6E 523CE498 5928C60D SE1C41DF Q6BA6498 79671A98
AB43843F 80BFDFC6 8F614439 5D1698D6 8FCDA6CO 800345DB
DBA6689C 33BAQ50OA 1F1EAS52F EB649A62 9328CC53 6F711B7C

64508503 BCF8F875 F5D5E5D4 B66E9377 D631405D SAAD357E
062EE7D3 384ESFES E4BCB1A6 630A0353 003A3320 E1ABBAAG

rnd_val 1is
80185960 5617F9B9 (C(C4D484E 85F5FD7D EFQAGEQA
ECA41DoE 523CE498 5928Co0D S5E1C41DF Q6BA6498 79671A98
AB43843F 80OBFDFCo 8F614439 5D1698D6c 8FCDAG6CO 800345DB
DBAG689C 33BAOSQA 1F1EAS2F EB649A62 9328CC53 6F711B7C

B B B Bt B B
DualEC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B OCODOEQOF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSEF 90919293 94959697

EntropyInput2 (for Reseed2) =
CQC1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF D@D1D2D3 D4D5DeD7

Nonce =
20212223 24252627 28292AZB

PersonalizationString =



40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

AdditionalInput = <empty>

R AR AR AR AR AR AR AR AR AR AR AR A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 5k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % *k % %k %k %k *k

DualEC_DRBG_Instantiate_algorithm

entropy_input is
00010203 04050607 08090A0B QCODOEQF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

prediction_resistance_flag = "No PredictionResistance"

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180 00010203 04050607 083090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B
40414243 44454647 48494A4B 4C4DAE4AF 50515253 54555657

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
3AB5DACZ2 DF@843F8 E6(C06209 S5FBF7243 SEB6A842 @QF2C3DE8
B3031872 D4CCo640C Q83E89D7 F29E6554 49DS5EFC9 3415B95F

temp =
3AB5DACZ2 DF0843F8 E6C06209 SFBF7243 SEB6A842 QF2C3DES8



B3031872 D4CC640C 0O83E89D7 F29E6554 49D5EFC9 3415B95F

3AB5DACZ DF@843F8 E6C06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C 083E89D7 F29E6554 49DSEFC9 3415B95F

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kosk sk k ok
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

3AB5DACZ DF@843F8 E6C06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C 083E89D7 F29E6554 49DSEFC9 3415B95F

A2E1B617 1D631AZ2E A0363469 64A650F1 A7748CEE 97DSF3DD
767CACD2 03A40682 FES5DF995 611FFEBF E1A48917 14850D3A

5A30E6A3 QABOCOAF CBA673E4 F1(C94B3D B1FQC7D7 8B3D87B9
67281BE1 E7B3CAF5 200AED50 2C26B84F C169FE83 36BD2327

E6A3 OABOCOAF CBA673E4 F1C94B3D B1FQC7D7 8B3D87B9
67281BE1 E7B3CAF5 200AED50 2C26B84F C169FE83 36BD2327

A2E1B617 1D631AZ2E A0363469 64A650F1 A7748CEE 97DSF3DD



767CACD2 03A40682 FES5DF995 ©611FFEBF E1A48917 14850D3A

s 1is
029B765D EFF6471C FCB50530 1F748D1F 11EBES53C B56900A4
9D3C6F8C 3F196E53 1C7B9640 7005D201 956DCC57 QEFCO195
ris
21F81CB2 99812F2C F1955AA60 3F(C36204 4ABA246E F1610F9E
DC613924 A84AQQF8 DB3FC65C 13373F31 71EB2084 8FA9A7QE
tmp 1s
EGA30ABO C9AFCBAG 73E4F1C9 4B3DB1F@ C7D78B3D
87B96728 1BE1E7B3 CAF5200A ED502C26 B84FC169 FE8336BD
23271CB2 99812F2C F1955AA6 3FC36204 4ABA246E F161QF9E
DC613924 A84AQQF8 DB3FC65C 13373F31 71EB2084 8FAQA7QE
s 1is

6D96C3E9 B559B30B 765BF521 DB141F82 AF8@92EE DDZA8@52
6069A452 D6Z23ABAE 3696A224 8F509BBO 738885F2 6FODC48A

Second call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k 3k sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 736

6D96C3E9 B559B30B 765BF521 DB141F82 AF8@92EE DDZA8@52
6069A452 D623ABAE 3696A224 8F509BBO 738885F2 6FODC48A



3B5154FD
EBQOO37FA
ris
064458585
DA367B86
tmp 1s
8585
DA367B86
1=1
t is
3B5154FD
EBQO37FA
s 1is
724C35Co
692E7AC3
ris
5CE433EQ
CO36EGF6
tmp 1is
S5EBFDA36
F65833E0
CO36EGF6
S 1is
560A02C8F

38B66E54

FEQEEB95
149F11BD

764DF1C8
57FA8047

764DF1C8
57FA8047

FEQEEB95
149F11BD

80EDO254
E1BC3300

7CD1A8DD
C8BF7031

8585764D
7B8657FA
7CD1A8DD
C8BF7031

E41C3B1A
D2479749

401DF1A4
F7AB93FE

6EA12ACC
1139BAC6

6EA12ACC
1139BAC6

401DF1A4
F7AB93FE

7B8F134F
4(C521576

80468779
6D3C37FC

F1C86EAL
80471139
80468779
6D3C37FC

9F2D6B6F
D22CFE83

81528DE5
21D32977

B8825258B
26172B9F

B8825258B
26172B9F

81528DE5
21D32977

7083B917
@95E230F

EA3C2662
246A4CC7

2ACCB882
BAC62617
EA3C2662
246A4CC7

418F2F8C
SEEF4FC8

1E3B@2D7
3EA8B3A4

F6217B44
219DF2CE

F6217B44
219DF2CE

1E3B@2D7
3EA8B3A4

E1D5F9C1
04ABEZD4

OA2C9C9F
9B3F1DB9

525BF621
2B9F219D
OA2C9C9F
9B3F1DB9

83216C5B
3E680A45

2C9EBB24
BD9CADE4

74865EBF
9099F658

74865EBF
9099F658

2C9EBB24
BD9CADE4

AQAC5D3A
CDD55CAE

5C7EFCDD
71D72EDO

7B447486
F2CE9099
5C7EFCDD
71D72ED@

52712185
4249A567



rnd_val 1is
8585764D F1C86EA1 2ACCB882 525BF621 7B447486
S5EBFDA36 7B8657FA 80471139 BAC62617 2B9F219D F2CE9099
F65833EQ 7CD1A8DD 80468779 EA3C2662 @QA2C9COF 5C7EFCDD
CO36E6F6 C8BF7031 6D3C37FC 246A4CC7 9B3F1DB9 71D72EDO

HRAH R A R R R
DualEC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 04050607 08090A0B QCODOEQF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 D4D5D6D7

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
40414243 44454647 48494A4B 4C4AD4E4F 50515253 54555657

Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

AdditionalInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

R AR AR AR AR AR AR AR AR AR AR AR AAAAA A



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3%k 3% 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Instantiate_algorithm

entropy_input 1is
00010203 04050607 @8090A0B QCODOEQF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 44454647 48494A4B 4C4DAE4AF 50515253 54555657

prediction_resistance_flag = "No PredictionResistance"

Hash_df ()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180 00010203 04050607 08090A0B
QCODOEQF 10111213 14151617 20212223 24252627 28292A2B
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
3AB5DAC2 DFQ843F8 E6C06209 S5FBF7243 SEB6A842 QF2C3DE8
B3031872 D4CCo40C Q83E89D7 F29E6554 49DS5EFC9 3415B9O5F

temp =
3AB5DAC2 DF@843F8 E6(C06209 5FBF7243 S5EB6A842 QF2C3DE8
B3031872 D4CC640C O83E89D7 F29E6554 49D5EFC9 3415BOSF

3AB5DACZ DF@843F8 E6C06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C 083E89D7 F29E6554 49DSEFC9 3415B95F



First call to Generate
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk
DualEC_DRBG_Generate_algorithm

additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

requested_number_of_bits is 736
Hash_df()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180
60616263 64656667 68696A6B 6C6D6EGF 70717273 74757677

Hash(counter| Ino_of_bits_to_returnllinput_string) is
1DF233C6 2DC2E629 D1255A25 QE87BED1 B26EGADA D1DE4DE?7
0D84A331 AEQ9EA46 4A626EGA 3EE7E31F B2E9D581 60C62506

temp =
1DF233Co 2DC2E629 D1255A25 QE87BED1 B26EGADA D1DE4DE?7
OD84A331 AEQ9EA46 4A626E6A 3EE7VE31F B2E9D581 60C62506

2747E904 F2CAA5SD1 37E5382C 5138CC92 ECD8C298 DEF2700F
BE87BB43 7AC58E4A 425CE7BD CC798604B FB3C3A48 54D39(C59

70636843 2A0OD70BF 00244A45 E4AFEA8C4 28E7D778 344EF939



FEE7C4BC DOE50906 BBES5437A AA537741 ASEF3C6E C623E5D0O

ris
D22413F6 EA9BBA7B ABDC2A52 A3B9FD73 DG6SECAAG 38A04C74
BCCAZ2ACD E6FD29FE A4B5D884 EQ9S5E87D 1B7CODEB 9D377AD8

tmp 1is

13F6 EA9BBA7B ABDC2A52 A3B9FD73 D65ECAAG 38A04C74
BCCAZ2ACD E6FD29FE A4B5D884 EQ9S5E87D 1B7CODEB 9D377AD8

1=1

t 1is
70636843 2A0D70BF 00244A45 E4FEA8C4 28E7D778 344EF939
FEE7C4BC DOE50906 BBES5437A AAS537741 ASEF3C6E C623ESDO

s 1is
B2BD4448 6B311865 14EB9217 AQB8C120 9C84F@45 2FB4537D
7C15CD34 875BS5FE3 QAB3F82F 2D4FB274 3159BDEC 4FA73C20

ris
12551FBF EEAZDS5EF 82COF6F5 2BOFCC35 9E769AC9 DF2A876C
58BAF216 57814F3E 606D1680B 1D4EBD65 581E4253 4F85197D

tmp 1s

13F6EA9B BA7BABDC 2A52A3B9 FD73D65E CAAG38A0
4C74BCCA 2ACDEGFD 29FEA4B5 D884EQ95 E87D1B7C @ODEB9D37
7AD81FBF EEA2DS5EF 82COF6F5 2B9FCC35 9E769ACO DF2A876C
58BAF216 57814F3E 606D1680B 1D4EBD65 581E4253 4F85197D

s 1is

17EACDB6 7EC46403 6741189C BFAS0Q7A9 57279F54 B089160D
29D42AB5 19759164 07506EDF EA8BA231 461E73A7 EBAFB1DE



Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7

requested_number_of_bits is 736
Hash_df()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180
AQA1A2A3 A4ASA6A7 ASAOAAAB ACADAEAF BOB1B2B3 B4BS5B6B7

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
46EE6038 FO6FODC33 FBFG6BA3D 19141DS5A 2DBF240D 7D9D85F6
@DB6BC42 6ABCFC8F D5171DFD A919A2FA 3100054B 9BOB4C(C1

temp =
46EE6038 F6FODC33 FBF6BA3D 19141D5A 2DBF24@0D 7D9D85F6
0DB6BC42 6ABCFC8F D5171DFD A919A2FA 3100054B 9B0B4CC1

5104AD8E 8834B830 9CB7AZ2A1 A6B11AF3 7A98BB59 (D1493FB
246296F7 73C96DEB D2477322 439200CB 771E76EC 70A4FD1F

3FD8CA8C BE1597E1 2DC5A32E 35F22DE1 2791DA06 DEC6BB92
EB6476FE EEDEF970 2601COE6 FF663F99 8311CFBO A4C15BE6



2402FCOA 30F4D20F 8F83BE34 30AA3C36 A4919182 1A82072B
BC3D5AFF 8D7EC394 84D64627 7CE87599 B6FES8CCA 98625597

FCOA 36F4D20F 8F83BE34 30AA3C36 A4919182 1A82072B
BC3D5AFF 8D7EC394 84D64627 7CE87599 B6FES8CCA 98625597

1=1
t is
3FD8CA8C BE1597E1 2DC5A32E 35F22DE1 2791DA06 DECG6BB92
EB6476FE EEDEF970 20601CQE6 FF663F99 8311CFBO A4C15BEG
s 1is
80FA1CF8 26484C63 453011FE A35D2396 EA9QC79B 59102132
CO3E1CD5 Co9AFQCF 19A7F583 9D3DD13A 3DS5B7EF2 83E2C69A
ris
2E8DO3A1 OF4DE106 oBFD3@B8 QC325E77 4B512525 BCoD3734
4C939063 68243D31 F89E99C4 D2AGE9BE B24D5F72 67360DCA
tmp 1is
FCOA36F4 D20F8F83 BE3430AA 3C30A491 91821A82
Q72BBC3D SAFF8D7E (39484D6 46277CE8 7599B6FE 8CCA9862
559703A1 QF4DE106 o6BFD30B8 QC325E77 4B512525 BCoD3734
4C939063 68243D31 F89E99C4 D2AGE9BE B24D5F72 67360DCA
S 1is

39EB1BAZ 6F6F487F EQ7FD5B8 A8A40287 5DBI93DI9F 6BBO797D
BC38A71D 68BOCA41 6199DF43 134B881E 6048885B 3(C44B5A9

rnd_val 1is
FCOA36F4 D20QF8F83 BE3430AA 3C36A491 91821A82
Q72BBC3D SAFF8D7E (39484D6 46277CE8 7599B6FE 8CCA9862



559703A1 OF4DE106 6BFD30B8 @C325E77 4B512525 BC6D3734
4C939063 68243D31 F89E99C4 D2AGE9BE B24D5F72 67360DCA
R A R R
DualEC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B QCODOEQF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@D1D2D3 D4D5D6D7

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionalInput = <empty>
HHRHH R R R R R R
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B



personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"

Hash_df()

counter| lno_of_bits_to_returnl|input_string is
01 00000180 00010203 04050607 03090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_returnllinput_string) is
F3E228CD 32EFEQE1 QFBB3(84 66F90A60Q 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF ES50C8748 ©Q6E34916

temp =
F3E228CD 32EFEQE1 QFBB3(C84 66F90A60 2142F280 F225CA45
788CCAQ7 9OE4AF7F5 4C1FAD10 B8881FBF E50(C8748 0Q6E34916

F3E228CD 32EFEQE1 QFBB3C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF E50(C8748 0Q6E34916

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k %k >k 3k >k 3k >k 3k %k >k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k 5% 3k %k % %k % %k % %k *k
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk >k sk 3k %k sk 5k sk sk >k %k %k k k



DualEC_DRBG_Reseed_algorithm
entropy_input is
80818283 84858687 88898A8B 8C8DSEZF 90919293 94959697
additional_input is <empty>

Hash_df (O

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180
F3E228CD 32EFEQE1 QFBB3(C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7FS5 4C1FAD10 B8881FBF ESQC8748 0Q6E34916
80818283 84858687 88898A8B 8C8D8E8F 90919293 94959697

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
32FC492B 99BAB8A8 BC3EFEEF F7955E4D 81788F69 1D188@1D
3EA1AD48 17133B8C C@OAC41D5 A13C6@QF2 5DOA8061 ©6A9D3D81

temp =
32FC492B 99BAB8A8 BC3EFEEF F7955E4D 81788F69 1D1880Q1D
3EA1AD48 17133B8C COAC41D5 A13C60QF2 5D0QA8061 6A9D3D81

32FC492B 99BAB8A8 BC3EFEEF F7955E4D 81788F69 1D1880@1D
3EA1AD48 17133B8C COAC41D5 A13C60FZ2 5D0A8061 6A9D3D81

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736



t is
32FC492B
3EA1AD48
s 1is
CE1E@95D
oDC1E21A
ris
F6C5CC78
C3F939A8
tmp is
CC78
C3F939A8
1=1
t 1is
CE1E@95D
oDC1E21A
s 1is
4D15B54C
14904EQ7
ris
BFD263CE
FODOA126
tmp 1s
718DC3F9
48FA63CE
FODOA126

99BAB8AS8
17133B8C

226B5C74
839D7000

8F70FB0O8
BOF6F75D

8F70FB0O8
BOF6F75D

226B5C74
839D7000

F35F02E1
E4427164

9BCB8217
97COFO5D

CC788F70
39A8B9F6
9BCB8217
97COFO5D

BC3EFEEF
COAC41D5

BF3EZEDZ
3646B810

F256D960
3E4EC17D

F256D960
3E4EC17D

BF3EZEDZ
3646B810

6FFD87A2
99937058

6639B64D
2DA108CC

FBO8F256
F75D3E4E
6639B64D
2DA108CC

F7955E4D
A13C60F2

E271DF6C
O58ADBAF

4333630D
68FBB924

4333630D
68FBB924

E271DF6C
O58ADBAF

7CFA8CDD
5B1388DA

E890A470
ADB511BA

D9604333
C17D68FB
E890A470
ADB511BA

81788F69
5D0A8061

98214823
E3992B68

85936D40
AEACB702

85936D40
AEACB702

98214823
E3992B68

F663CFD6
282EF95F

25B55823
OEB62F40

630D8593
B924AEAC
25B55823
OEB62F40

1D18801D
6A9D3D81

D12C9D11
A713265F

OF45718D
129548FA

OF45718D
129548FA

D12C9D11
A713265F

EF61087F
9094A42C

12FE934E
51BB2354

6D400F45
B7021295
12FE934E
51BB2354



51B364B8 88A04C1C QFO3B49E EZ2936F07 33646485 1330CB1E
4B3F40QEE 4F3CO4AC 017D393F 1C571FD@ 1028AB62 30QECDAGC

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk 3k 5k 5k 5k 5k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k >k 5k %k %k >k kk ok k

DualEC_DRBG_Reseed_algorithm

entropy_input is
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@D1D2D3 D4D5D6D7

additional_input is <empty>

Hash_df ()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180
51B364B8 88A04C1C QFO3B49E EZ2936F07 33646485 1330CB1E
4B3F40QEE 4F3C04AC ©17D393F 1C571FD@ 1028AB62 3@QECDAGC
COC1C2C3 (C4C5C6C7 C8CIOCACB CCCDCECF D@D1DZD3 D4D5DeD7

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



A981E9D6 AC1C712A 69ED13B6 14E252CC BB65CD75 @C3C66F7
40613F19 96F2C244 F(C301679 449D440C 7D605111 1FE9AC42

temp =
A981E9D6 AC1C712A 69ED13B6 14EZ252CC BB65CD75 @QC3C66F7
40613F19 96F2(C244 F(C301679 449D440C 7D605111 1FE9AC42

A981E9D6 AC1C712A 69ED13B6 14E252CC BB65CD75 0QC3C66F7
40613F19 96F2C244 FC301679 449D440C 7D6@5111 1FE9AC42

3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

A981E9D6 AC1C712A 69ED13B6 14E252CC BB65CD75 @C3C66F7
40613F19 96F2C244 F(C301679 449D440C 7D605111 1FE9AC42

63AD9407 333FDE6F 1BC287E3 C481A78E 34AD4BE9 ECZFOACC
7CDB1D@1 87BC6(C72 5470BFO3 41F2BF72 145B01C2 3ECB7232

21C22C92 2EA620D7 ©6E4137B3 15EBC29E 518F8095 1B3FOE61
73FA2BFD 94A230QEE 513EEZ2E4 EB330D80@ 2F620DD2 4911534E

2092 2EA620D7 6E4137B3 15EBCZ29E 518F8095 1B3FOE61
73FA2BFD 94A230QEE 513EEZ2E4 EB330D80@ 2F620DD2 4911534E



t is
063AD9407 333FDEGF 1BCZ287E3 C481A78E 34AD4BE9 ECZ2FOACC
7CDB1D01 87BC6C72 5470BFQ3 41F2BF72 145B01C2 3ECB7232

S 1is
FO664F09 A819C032 7174D687 859509EF C82AFE96 AD132D70
7F528B39 AB54103C CC8414E6c E9EE91D9 DDZ2D5135 @Q8EC7B18
ris
9930COF9 S5A1F1D44 A2125F5D 57476A66 6FC37209 2B55D@D6
8B49738F 5BC466EC 206AB3CF 6A972B38 BCFAESFC D53C7EZ21
tmp 1s
2C922EA6 20D70E41 37B315EB CZ29ES518F 8@951B3F
QE6173FA 2BFD94A2 3QEES513E E2E4EB33 0OD802F62 ODD24911
534ECOF9 5A1F1D44 A2125F5D 57476A66 6FC37209 2B55D@D6
8B49738F 5BC466EC 206AB3CF 6A972B38 BCFAES5FC D53C7E21
s 1is

62154AE1 587BB30F @9ACF488 9ED4B44C 42C1EEB7 49631CBC
79BC4F15 6E3A0778 83A6AB20 BEE81B90@ 787E7696 F1A59CF7

rnd_val 1is
2C922EAG 20D76E41 37B315EB C29ES518F 8@951B3F
OE6173FA 2BFD94A2 3QEES513E EZ2E4EB33 @D802F62 @DD24911
534ECOF9 5A1F1D44 A2125F5D 57476A66 6FC37209 2B55D0OD6
8B49738F 5BC466EC 206AB3CF 6A972B38 BCFAESFC D53C7E21

B

DualEC_DRBG

Requested Security Strength = 192

Requested Hash Algorithm = SHA-384

prediction_resistance_flag = "ENABLED"
EntropyInput =



00010203 04050007 08090A0B OCODOEOF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF D@D1D2D3 D4D5DeD7

Nonce =

20212223 24252627 28292A2B
PersonalizationString = <empty>
Additionallnputl =

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

Additionallnput2 =
AQA1A2A3 A4ASAGA7 A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

g B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k k >k k k

DualEC_DRBG_Instantiate_algorithm

entropy_input 1is
00010203 04050607 ©8090A0B QCODOEQF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df()

no_of_bits_to_return = 384



counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180 00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B

Hash(counter| Ino_of_bits_to_return||input_string) is
F3E228CD 32EFEQE1 QFBB3C84 66F90A60Q 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD1Q B8881FBF E50(8748 @Q6E34916

temp =
F3E228CD 32EFEQE1 OFBB3C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF ES50C8748 ©Q6E34916

F3E228CD 32EFEQE1 OFBB3C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF E50(C8748 0Q6E34916

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k kk
DualEC_DRBG_Generate_algorithm

additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k sk sk >k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k ok *k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is
80818283 84858687 88898A8B 8C8DEE8F 90919293 94959697



additional_input is
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180
F3E228CD 32EFEQE1 QFBB3(C84 66F90A60 2142F280 F225CA45
788CCAQ7 9E4AF7F5 4C1FAD10 B8881FBF E50(C8748 06E34916
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

Hash(counter| Ino_of_bits_to_returnllinput_string) is
6FOCF28C 7B226E42 698B1ACF 1FE859B1 9ES585D8A CCE91C27
101AFFOF EGES8GQOEA ED22DEFD 26D9F43D 7QEC620B DAA87QE3

temp =
6FOCF28C 7B226E42 698B1ACF 1FE859B1 9E585D8A CCE91(C27
101AFFOF EGE86QEA ED22DEFD 26D9F43D 7QEC620B DAA87QE3

6FOCF28C 7B226E42 698B1ACF 1FE859B1 9E585D8A CCE91C27
101AFFOF EGE86QEA EDZ2Z2DEFD 26D9F43D 7QEC620B DAA87QE3

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k >k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

i=0
t is



oFOCF28C
101AFFOF
s 1is
04184A7A
38665DD4
ris
7A88FES5
2B83D470
tmp is
FE55
2B83D470
1=1
t 1is
04184A7A
38665DD4
S 1is
AC57A08B
07C0O78FB
ris
8F6B2BDC
B4E2AB57
tmp 1s
42E72B83
C96D2BDC

B4EZ2AB57

7B226E42
EGEBGOEA

DE35DE@9
08F751E3

601BF734
1FA65492

601BF734
1FA65492

DE35DE@9
08F751E3

EDD6@99E
B66(5498

F14A76BE
E36E9C31

FE55601B
D4701FA6
F14A76BE
E36E9C31

698B1ACF
ED22DEFD

06BC174C
3C6A75BB

49301370
55F1CDE6

49301370
55F1CDE6

06BC174C
3C6A75BB

1D473001
20B51779

7DEB6178
16E215D3

F7344930
549255F1
7DEB6178
16E215D3

1FE859B1
26D9F43D

1DA79FBA
6AC7ES2F

5CCEB76E
21795352

5CCEB76E
21795352

1DA79FBA
6AC7ES2F

AD5FE71E
424742B2

1E34B993
D94FCFAD

13705CCE
CDE62179
1E34B993
D94FCFAD

9E585D8A
70EC620B

FEGAB1ES8
31BA716D

44AAD483
2FF973BA

44AAD483
2FF973BA

FEGAB1ES8
31BA716D

8FB91D2C
AF3A2F33

35BD714F
53263687

B76E44AA
53522FF9
35BD714F
53263687

CCE91C27
DAA870E3

5631910D
B3FBDD67

73F742E7
4F6EC96D

73F742E7
4F6EC96D

5631910D
B3FBDD67

D851DAFQ@
B903D91E

17C91739
4875CAC7

D48373F7
73BA4F6E
17091739
4875CAC7



94110169 CEA534FB B7FE6BZ2A 5ED5A998 DSEZ2A707 3D1BD763
7676242A 8E8B64C5 E49E049B BO70BZ2A4 4CDEDE76 D9EGDAGO

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k sk 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k

DualEC_DRBG_Reseed_algorithm

entropy_input is
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@OD1D2D3 D4DSDeD7

additional_input is
AQA1A2A3 A4ASAGA7 ABA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180
94110169 CEA534FB B7FEG6B2A 5ED5A998 DSEZ2A707 3D1BD763
7676242A 8E8B64(C5 E49E049B BO70B2A4 4CDEDE76 DOEGDAGO
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 D4D5D6D7
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7



Hash(counter| Ino_of_bits_to_return||input_string) is
48D959C7 AB3F44CA BB50A056 (5947261 B34EC266 DACE1029
18A0AFB1 0978C407 9B3(9866 A431182D @QF7415DA D51@D1F0@

temp =
48D959C7 AB3F44CA BB50A056 (5947261 B34EC266 DACE1029
18A6AFB1 0978C407 9B3(9866 A431182D @OF7415DA D510D1F0

48D959C7 AB3F44CA BB50A0Q56 (5947261 B34EC266 DACE1029
18A6AFB1 ©978C407 9B3(9866 A431182D OF7415DA D510D1F0Q

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 5k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3%k %k 3%k 3k > 3k >k %k %k 3% %k % >k %k % %k 3k %k %k %k *k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>
requested_number_of_bits is 736

48D959C7 AB3F44CA BB50A056 (5947261 B34EC266 DACE1029
18A6AFB1 ©978C407 9B3(C9866 A431182D @OF7415DA D510D1F0Q

FO86349E 5D200ACD 3821E708 164EE368 81175E1A 4EA66CF7
E8C96B8D 8B7E67AQ 96533ECD A1DO892E BS5FBO19D Z2091E7A8

4BOSF5ES5 9DOABADE 81F62FFA BO9D4A6AZ2 6FF20001 6608A721
5E389858 FFED83FB C75CFD33 DBA6688C 89AA32AD 22E480QEA

FS5E5 9DOABADE 81F62FFA B9D4A6AZ2 6FF20001 6608A721
5E389858 FFED83FB C75CFD33 DBA6688C 89AA32AD 22E480QEA



t 1is
FO86349E 5D200ACD 3821E708 1064EE368 81175E1A 4EA0GCF7
E8CO6B8D 8B7E67AQ 96533ECD A1DO892E BS5FBQ19D 2091E7AS8
s 1is
FOE8044F DB6805D8 6D95CCF3 EQQA14D6 EBS583EA4 9168F666
8BE21578 9D7FDODD F866B894 AFDCO9A36 EF8BEG4D 3F629960A
ris
27563D04 EADFB355 67B67564 207E04B7 7844E8E4 A87502D5
02DBBB6D 8277F1CA CDB7CF8D 293D@9DB 7DD59A95 0821507A
tmp is
FS5ES59DQA BADE81F6 2FFAB9D4 AGA26FF2 00016608
A7215E38 9858FFED 83FBC75C FD33DBA6 688C89AA 32AD22E4
80QEA3DQ4 EADFB355 67B67564 207E04B7 7844E8E4 A87502D5
©2DBBB6D 8277F1CA CDB7CF8D 293DQ9DB 7DD59A95 0821507A
S 1is

63B09B71 7CEE9988 D4C20A67 2EF7A070 43114545 49BD6BDA
008BD303 A227F3E7 4ACZ2EF83 14B2A36E 5AB44DB7 ED5765FD

rnd_val is
FS5ES59DOA BADE81F6 2FFAB9D4 AGAZ26FF2 00016608
A7215E38 9858FFED 83FBC75C FD33DBA6 688C89AA 32AD2Z2E4
80QEA3DQ4 EADFB355 67B675604 207E64B7 7844E8E4 A87502D5
02DBBB6D 8277F1CA CDB7CF8D 293DQ9DB 7DD59A95 0821507A

B L L 1 A Lt 2 2 i
DualEC_DRBG
Requested Security Strength = 192

Requested Hash Algorithm = SHA-384



prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050007 08090A0B QCODOEQF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF D@OD1D2D3 D4D5D6D7

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
40414243 44454647 48494A4B 4C4DAE4AF 50515253 54555657
Additionallnput = <empty>
B L T A Lt 2 et i
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
DualEC_DRBG_Instantiate_algorithm
entropy_input is

00010203 040500607 08090A0B OCODOEOF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

prediction_resistance_flag = "PredictionResistance"

Hash_df()

no_of_bits_to_return = 384



counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180 00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
3AB5DAC2 DFQ843F8 E6C06209 S5FBF7243 SEBG6A842 QF2C3DE8
B3031872 D4CCo40C Q83E89D7 F29E6554 49DS5EFCO 3415BO5F

temp =
3AB5DACZ DFO@843F8 E6C06209 SFBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C 083E89D7 F29E6554 49DSEFC9 3415B95F

3AB5DACZ DF@843F8 E6C06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C 083E89D7 F29E6554 49DSEFC9 3415B95F

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k >k 5k %k %k >k kk ok k

DualEC_DRBG_Reseed_algorithm

entropy_input is
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697



additional_input is <empty>

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180
3AB5DACZ2 DF@843F8 E6(C06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C Q83E89D7 F29E6554 49D5EFC9 3415B95F
80818283 84858687 88898A8B 8C8DSEF 90919293 94959697

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
DC6F1374 8FEEECE2 3E20DFB3 3F6FD202 6526BF56 506D21AE
S5EBCE30QF C3676D44 4DB0324B Fo6F1326F DA6D1095 CO8BE9F5

temp =
DC6F1374 8FEEECEZ2 3E20DFB3 3F6FD202 6526BF56 506D21AE
SEBCE30F (C3676D44 4DB0324B F6F1326F DA6D1095 CO8BEQFS

DC6F1374 8FEEECEZ 3E20DFB3 3F6FD202 6526BF56 506D21AE
SEBCE30F (C3676D44 4DB0324B FoF1326F DA6D1095 CO8BEIF5

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

t is
DC6F1374 8FEEECEZ2 3EZ20DFB3 3FoFDZ202 6526BF56 506D21AE
S5EBCE30QF C3676D44 4DBQ324B Fo6F1326F DA6D1095 CO8BE9F5



7A5716FE
3D7FQEDF
ris
97DE7103
519080E6
tmp 1s
7103
519080E6
1=1
t is
7A5716FE
3D7FOEDF
S 1is
314CF789
E72EFE12
ris
095C8643
CD91CE33
tmp 1s
433A5190
30698643
CD91CE33
s 1is
1E501974

609C174A

96AD1AE2
C164AEC3

B98CEB33
2344386C

B98CEB33
2344386C

96AD1AE2
C164AEC3

29E60365
O4FEOBAG

FEE94B62
FE65D273

7103B98C
80E62344
FEE94B62
FE65D273

59C49108
4CDF8E99

7579A5DC
F5074788

C6199267
3DCAD93F

C6199267
3DCAD93F

7579A5DC
F5074788

7D212745
9040E57B

610D34B0@
A4515684

EB33C619
386C3DCA
610D34B0
A4515684

AG542E1F
E19A3DBD

E9446D90
DAQ7A9B6

23A49B0OF
72BBAAZ5

23A49B0OF
72BBAAZ5

E9446D90
DAQ7A9B6

C19F1BD2
S5E1EQ723

6D753350
DA40Q1FEQ

926723A4
D93F72BB
6D753350
DA40Q1FEQ

F84A34A1
4735AC17

9F04FF26
3BF3149B

ESEBQAIE
DE7857(C1

ESEBQA9E
DE7857(C1

9F04FF26
3BF3149B

E058506A
B82272D3

9D0O72FB3
005F44E4

9BOFE8E8
AA25DE78
9D@72FB3
005F44E4

4918CAB4
ASECF846

QE4F719F
239A486C

DE9D433A
63AA3669

DE9D433A
63AA3669

OE4F719F
239A486C

CF8FDE7D
D1B55C02

3F83FQAD
4EBQ90BO

OA9EDESD
57C163AA
3F83FQAD
4EBQ90BO

F3E623C0
E2D620A0



Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k sk %k 3k 3k 3k sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk kR sk sk k

DualEC_DRBG_Reseed_algorithm

entropy_input is
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@OD1D2D3 D4DSDeD7

additional_input is <empty>

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000180
1E501974 59(49108 A6542E1F F84A34A1 4918CAB4 F3E623C0O
609C174A 4CDF8E99 E19A3DBD 4735AC17 ASECF846 E2D620A0
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 DA4D5D6D7

Hash(counter| Ino_of_bits_to_returnl|input_string) is
0A20975D E8D0@9863 134DDC5C @@5C8FIC 4011D107 BAF39BBB
B297BBC3 74484713 8E714B3E D2AF559D 294C6C53 EF714313

temp =
0A20975D E8D@9863 134DDC5C @@5C8FI9C 4011D107 BAF39BBB
B297BB(C3 74484713 8E714B3E D2AF559D 294C6(53 EF714313



0OA20975D E8D@9863 134DDC5C 005C8FIC 4011D107 BAF39BBB
B297BB(C3 74484713 8E714B3E DZ2AF559D 294C6(C53 EF714313

3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk 3k ok 3k sk sk %k ok ok sk sk sk k ok sk sk k
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

0A20975D E8D0O9863 134DDC5C 005C8FIC 4011D107 BAF39BBB
B297BBC3 74484713 8E714B3E DZAF559D 294C6(C53 EF714313

A83687F0 1C8C2CDO B1OED7DF 7E13FQEF C400CB4C 53526AB5
2F752202 (7371876 DA247179 9759F3E4 82A5863A 49ECA73A

C779FAQ7 A143E761 F3EB103B D499CBOD FDAFA38D 3EF@QBBSE
976BEC85 B5C99230 809FCEB8 F1CAC958 284E603A F32549B2

FAQ7 A143E761 F3EB103B D499CBOD FDAFA38D 3EF@QBBSE
976BEC85 B5(C99230 809FCEB8 F1CAC958 284E603A F32549B2

A83687F0 1C8C2CDO B1OED7DF 7E13FQEF C400CB4C 53526AB5
2F752202 (7371876 DA247179 9759F3E4 82A5863A 49ECA73A

608EFF3D E73BB7E5 7082495C 6A8DF173 1B73EA1E ©606D95ES8



4DEASBFD 033255C0 82E615B6 ©21F5B8B 4D2A2402 D767F601

64214F65 38534E26 3F1AB6QC FB2D7C68 E573C69C C89B413D
E5C82713 AE09431C BFE9F234 6F46A72F E5B95685 QOA3C9AB1

FAQ7A143 E761F3EB 103BD499 CBODFDAF A38D3EF0Q
BB5E976B EC85B5C9 9230809F CEB8F1CA (C958284E 6@3AF325
49B24F65 38534E26 3F1AB6OC FB2D7C68 E573C69C C89B413D
E5C82713 AE09431C BFE9F234 6F46A72F E5B95685 QA3(C9AB1

E1AC17AF 5A333A4B 7ABOFF6C 1C8A3062 165778AF 8809B3FC
3F382E08 5BFF@98C 8C85546C 2E7@56F3 7517BB95 13FC87(C0

rnd_val is
FAQ7A143 E761F3EB 103BD499 CBO9DFDAF A38D3EFQ
BB5E976B EC85B5C9 9230809F CEB8F1CA (C958284E 6@3AF325
49B24F65 38534E26 3F1AB6QC FB2D7C68 E573C69C (C89B413D
E5C82713 AE09431C BFE9F234 6F46A72F E5B95685 OA3(C9AB1

B B B B B B B L
DualEC_DRBG
Requested Security Strength = 192
Requested Hash Algorithm = SHA-384
prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B QCODOEQOF 10111213 14151617

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697



EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@D1D2D3 D4D5D6D7

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
40414243 44454647 48494A4B 4C4AD4E4F 50515253 54555657

Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

AdditionalInput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

HH R R S
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk sk ok ok sk sk sk kR sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 04050007 08090A0B OCODOEOF 10111213 14151617

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

prediction_resistance_flag = "PredictionResistance"

Hash_df()



i=1

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180 00010203 04050607 08090A0B
OCODOEQF 10111213 14151617 20212223 24252627 28292A2B
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
3AB5DAC2 DFQ843F8 E6C06209 S5FBF7243 SEBG6A842 QF2C3DE8
B3031872 D4CCo40C Q83E89D7 F29E6554 49DS5EFC9O 3415B9O5F

temp =
3AB5DAC2 DF@843F8 E6(C06209 5FBF7243 SEB6A842 QF2C3DE8
B3031872 D4CC640C O83E89D7 F29E6554 49D5EFC9 3415BOSF

3AB5DACZ DF@843F8 E6C06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C 083E89D7 F29E6554 49DSEFC9 3415B95F

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is

60616263 64656667 68696A6B 6CODOEGF 70717273 74757677

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k

DualEC_DRBG_Reseed_algorithm

entropy_input is
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697

additional_input is



60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677

Hash_df (O

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000180
3AB5DAC2 DF@843F8 E6(06209 S5FBF7243 SEB6A842 QF2C3DES8
B3031872 D4CC640C O83E89D7 F29E6554 49D5EFC9 3415B95F
80818283 84858687 88898A8B 8C8D8E8F 90919293 94959697
60616263 64656667 68696A6B 6C6D6EGF 70717273 74757677

Hash(counter| Ino_of_bits_to_returnl||input_string) is
028A28E0Q 392066C1 (C704C425 8A9BB572 GEADB894 6GE744A00
FCEOEFEC D4B4(C43B 860EEQBOF 661D6820 E9EOBEQG 1AFCF9@B

temp =
028A28EQ 392066C1 (C704C425 8A9BB572 GEADB894 GE744A00
FC69EFEC D4B4(C43B 86EEQBOF 661D6820 E9E9BEQG 1AFCF90B

028A28EQ 392066C1 C704C425 8A9BB572 6EADB894 GE744A00
FC69EFEC D4B4C43B 86EEOBOF 661D6820 E9E9BEQO6 1AFCFO0B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k 5% >k %k % %k 3% %k %k %k *k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736
i=0
t is
028A28E0Q 392066C1 C704C425 8A9BB572 GEADB894 GE744A00
FCEOEFEC D4B4(C43B 860EEQBOF 661D6820 EQEOBEQG 1AFCF9@B



©D315A80
25382F25
ris
30289F27
1CEC9EQ2
tmp 1s
9F27
1CEC9EQ2
1=1
t is
©D315A80
25382F25
s 1is
147E494E
DC30EA97
ris
©033CECE
E5CO2F51
tmp is
F2021CEC
DBB7CECE
E5C02F51
S 1is

1C3B30AE

SEA251EB
55689022

CoE67022
23B117D7

CoE67022
23B117D7

SEA251EB
55689022

2408CA55
AAQ3FA57

60301506
8AAB6B69

9F27C6E6
9E0223B1
603015006
8AAB6B69

6F28022D

10DB2488
A4DBB37D

B9B11D86
DB38QE7B

B9B11D86
DB380QE7B

10DB24388
A4DBB37D

32EFA7BE
302EC436

EQCE12EC
AAB3B4FA

7022B9B1
17D7DB38
EQCE12EC
AAB3B4FA

658AA75C

2F72A7C5
09573EAF

420CB8A3
79EF871D

420CB8A3
79EF871D

2F72A7C5
09573EAF

16DA7999
0C697569

7295620D
95AF8D22

1D86420C
OE7B79EF
7295620D
95AF8D22

AE4B533A

9586987B
62FDA1AD

DDF58CB2
QEBGEC7D

DDF58CBZ2
OEBGEC7D

9586987B
62FDA1AD

370835A7
8BAA7CAb

3641BE27
8F81E6GE

B8A3DDF5
871DOEB6
3641BE27
8F81E66E

6863A914

26F4DF57
1B522A61

48CBF202
A1D7DBB7

48CBF202
A1D7DBB7

26F4DF57
1B522A61

D69C8A7A
03272BD8

BFE2AACA
226FD5C8

8CB248CB
EC7DA1D7
BFE2AACA
226FD5C8

(C136122C



(C34CA3B3 QACBE79E E10A2A1C 9D140B49 5C104E9B 4B65F15D

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k 3k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k > 3k %k 3%k %k 3%k %k > >k %k % %k % %k %k %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

requested_number_of_bits is 736

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

DualEC_DRBG_Reseed_algorithm

entropy_input is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF D@D1D2D3 D4D5D6D7

additional_input is
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

Hash_df()

counter| Ino_of_bits_to_returnl|linput_string is
01 00000180
1C3B30AE 6F28022D 658AA75C AE4B533A 6863A914 (136122C
C34CA3B3 QACBE79E E10A2A1C 9D140B49 5C1Q4E9B 4B65F15D
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 D4D5D6D7
AQA1AZ2A3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

Hash(counter| Ino_of_bits_to_returnllinput_string) is



DBFB441D 9C174B30 30B002C6 8EQ4D6CO 46BE8GGE 7FAZ2D980
6DB64B62 344878F4 7(C264158 565011A3 792B4DDE 119474FD

temp =
DBFB441D 9C174B30 30B002C6 8EQ4D6CO 46BE8GGE 7FA2D980
6DB64B62 344878F4 7(264158 565011A3 792B4DDE 119474FD

DBFB441D 9C174B30 30B002C6 8EQ4D6CO 46BE86GGE 7FAZ2D980
6DB64B62 344878F4 7(C264158 565011A3 792B4DDE 119474FD

3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 736

DBFB441D 9C174B30 30B002C6 8E04D6CO 46BE8GGE 7FAZ2D980
6DB64B62 344878F4 7(C264158 565011A3 792B4DDE 119474FD

1A94ECOE 06333F8C 73285506 @716E5C3 A7B87C64 18D52462
4E8920D7 7C49B122 7D9F7514 59384FCE 30BF19AC EDABBEOF

BBFF821B 7F5B7334 4B4CA9BA EEQSAEZB 68280DE4 F6BEZ2764
C4337423 @0B7C1CAA 22AF5C37 F@350871 B23B1DE3 F36BA487

821B 7F5B7334 4B4CA9BA EEQSAEZB 68280DE4 FO6BE2764
C4337423 @0B7C1CAA 22AF5C37 F@O350871 B23B1DE3 F36BA487



t is
1A94ECQOE
4E8920D7

D9D28A06
BA1DE9OF

B44733D6
9EC3B223

2764(C433
A48733D6
9EC3B223

D102E664
2B27FDB3

rnd_val 1is

2764(C433
A48733D6
9EC3B223

06333F8C
7C49B122

CCFO32B7
2DC8CE3B

039F7482
B2992557

821B7F5B
74230B7C
039F7482
B2992557

BD76234F
28232303

821B7F5B
74230B7C
039F7482
B2992557

73285506
7D9F7514

615DCBDA
00A65425

3B5B1570@
823DDA40

73344B4C
1CAA22AF
3B5B1570
823DDA40

D34D8E9D
EQ43E118

73344B4C
1CAA22AF
3B5B1570@
823DDA40

0716E5C3
59384FCE

CDCo1464
24350049

23303B6D
DF90436E

A9BAEEQ5
5C37F035
23303B6D
DF90436E

AA3101C5
46C737CD

A9BAEEQ5
5C37F035
23303B6D
DF90436E

A7B87Co4
30BF19AC

F63A9902
EF92E299

5D008392
A1FB45F9

AEZ2B6828
0871B23B
5D008392
A1FB45F9

F69DEGGE
9F67C68D

AEZ2B6828
0871B23B
5D008392
A1FB45F9

18D52462
EDABBEQF

AC414A8C
101F5E59

58345DC8
64260014

ODE4F6BE
1DE3F36B
58345DC8
64260014

D97CF85A
D1F693B7

ODE4F6BE
1DE3F36B
58345DC8
64260014



HHHR R R R R R R R R
DualEC_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 040500607
08090A0B OCODOEQF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9CODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C?
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2C2D2EZ2F

PersonalizationString = <empty>

Additionallnput = <empty>
B L B A 3 B et
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk sk k sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F



personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209
00010203 04050607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E4CD803E 82C6D1QE 8D8F3ESA 2A80F4A4
9F5C3DE4 E5946995 FBE2131F 6A3DAC66 DB4DEE1A ACQC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D9684Q 7E2ADIFA

temp =
E4CD80Q3E 82CoD1QE 8D8F3ESA 2A80F4A4
9F5C3DE4 E5946995 FBEZ2131F 6A3DAC66 DB4DEE1A ACQC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840 7E2AD9OFA

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000209
00010203 04050607 08090A0B OCODOEQF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
OBF4E84E 26C435F1 A8CODDAF B866D3E9
(7550662 FO8A12DA AE1B2239 3FDBEE4@ 5525C9EB 5A450CF2
909A7569 F(96F424 56BD7D86 65B70B4D EB24620D FD48A7BF



temp =
E4CD 803E82Co D1QEBD8F 3ESAZA80 F4A49F5C
3DE4E594 6995FBEZ2 131F6A3D AC66DB4D EE1AACOC 37DABBB3
1BB5F688 S5BFGE94B FB19BD1C D4FCE1D9 68407E2A DIOFAQBF4

01 C99B0O7D ©58DAZ21D 1B1E7CB4 5501E949
3EB87BC9 (B28D32B F7C4263E D47B58CD B69BDC35 58186FB5
7766376B ED10B7ED D297F633 7A39A9F9 (C3B2D080 FC55B3F4

First call to Generate
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 1008

01C9 9B0O7DO5 8DAZ21D1B 1E7CB455 @1E9493E
B87BCOCB 28D32BF7 (C4263ED4 7B58CDB6 9BDC3558 186FB577
66376BED 10B7EDDZ 97F6337A 39A9F9C3 BZ2DO8OFC 55B3F417

0184 DFADEDF9 52EZ25461 BB4AA1BE 30QE71E61
78684D7F E6B3780F FFO7BA@3 F6DF20C3 AEDOF51B C87AFGEC
BBEZB5B5 5C655A45 9E025132 56DBE4A6 (C49D6c030 7C0O83F80

006A ©697A8313 798EE1D1 89871268 3F2DOBAD
EE580414 ©ABA64FD A8DB4E53 9CC8D1ES5 9C74EES5A A48E73E9Q
58C8EC85 DD529D42 E68B4F7E QZ2FFAF3E 3EF8312A EA68BCO8



7A8313 798EE1D1 89871268 3F2D0OB@D
EE580414 ©ABA64FD A8DB4ES53 9CC8D1E5 9C74EES5A A48E73E9Q
58C8EC85 DD529D42 E68B4F7E QZ2FFAF3E 3EF8312A EA68BCO8

0184 DFADEDF9 52EZ25461 BB4AA1BE 30QE71E61
78684D7F E6B3780F FFO7BA@3 F6DF20C3 AEDOF51B C87AFGEC
BBEZ2B5B5 5C655A45 9E025132 56DBE4A6 (C49D6030 7C0O83F80

018C 12DF4800 2EACB926 2FF30ED4 602163F6
DDAB9311 2D7B4DCE EAD88297 D3CFEQCF D9@945EE F@1945BE
DI9BDC506 907B28E8 7B999F72 1F739A6E F745BDZA ASBAD725

019C F8A41488 S5E6QAVDF @B55F9D9 0210B319
E9B8FD23 EQ78A415 3636F29A A3CAC819 8(CB1D5D8 46151653
ECE275A5 91089261 238014E5 05841006 5AB8229E B9115E8E

7A83 13798EE1l
D1898712 ©683F2D0B ODEE5804 146ABA64 FDASDB4E 539CC8D1
E59C74EE 5AA48E73 E958C8EC 85DD529D 42E68B4F 7EQZFFAF
3E3EF831 2AEAG8BC 08A41488 SE6QAVDF ©OB55F9D9 0210B319
E9B8FD23 EQ78A415 3636F29A A3CAC819 8(CB1D5D8 46151653
ECE275A5 91089261 238014E5 05841006 5AB8229E B9115E8E

00D7 29CoA475 1C7D84A8 D3E87130 520BOAZB
BAF45403 4BDD399F CFB17E68 4CA699E1 23F5DB62 662800F4
75A9968C 5B6ADD38 BB881123 82F60261 1129C3A0 337EF399

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008

i=0

t is
@0D7 29CoA475 1C7D84A8 D3E87130 520B9A2B
BAF45403 4BDD399F CFB17E68 4CA699E1 23F5DB62 662800F4
75A9968C 5B6ADD38 BB881123 82F60261 1129C3AQ 337EF399

s is
01AB 2E84F361 48B8F19E 32CDC76A DA4B89CF
4(CB51665 O3EA392A 694C42D4 EBCSEC40 4002F74F 147310C0
F19C202B 0B8C723A A8QEBE3D 856B9BFC 575CFOCE 4636FE40

ris
0187 19918B5D 79E64664 966D954B C5E2946B
F48FQ61B FOC2701C 3C2D1F75 EA821E1D A@5D5B3C 2C4EEAZ24
6E800B53 BFOGBDB3F 3D53A3AE 7506C2A45 (7260397 3A3DE1BC

tmp 1s

918B5D 79E64664 966D954B (C5E2946B
F48F0Q061B FOC2701C 3C2D1F75 EA821E1D A@5D5B3C 2C4EEAZ24
6E806B53 BFOGBDB3F 3D53A3AE 756C2A45 (7260397 3A3DE1BC

1=1

t is
01AB 2E84F361 48B8F19E 32CDC76A DA4B89CF
4(CB51665 O3EA392A 694C42D4 EBCSEC40 4002F74F 147310C0
F19C202B 0B8C723A A8QEBE3D 856B9BFC 575CFOCE 4636FE40

s is

00FO 1FEAFD93 DEQ4000C 2A462427 46D650CD
17630E80 EQC328FB A8B83509 345BBC18 2B3398F5 AC3EQ8AD
F104E177 9C7B14D6 9FCC879E DD521C42 ©223C48C @D1D0O4E1



01A2 BB367C28 3CA124A5 589CEAB3 QES5D2D74
8A40DD87 4FF15B03 2CF4F4B2 AAD590B@ DB91A@D3 8FCE93(C5
AAD4ES55A (C482F86F FOoFAE6o B7C7CCA7 E45557E1 ASA3B85D

918B 5D79E646
64966D95 4BC5E294 6BF48F06 1BFOC270 1C3C2D1F 75EA821E
1DA@5D5B 3C2C4EEA 246E806B 53BF6BDB 3F3D53A3 AE756C2A
45C72603 973A3DE1 B(C367C28 3CA124A5 589CEAB3 QE5D2D74
8A40DD87 4FF15B03 2CF4F4B2 AAD590B@ DB91A@D3 8FCE93(C5
AAD4ES55A C482F86F FO6FAE66 B7C7CCA7 E45557E1 ASA3B85D

0178 3BF15984 3(C3128B6 5859F3FE 386(7626
17D41636 10290433 2108DC6C 316FAAG3 6AQ7AAS7 EEQE1BO9B
F764E118 QF3A2BA1 A6ACZ29E1 D6A302A0 85508337 38555EES8

rnd_val 1is
918B 5D79E646
64966D95 4B(C5E294 6BF48F06 1BFOC270 1C3C2D1F 75EA821E
1DA@5D5B 3C2C4EEA 246E806B 53BF6BDB 3F3D53A3 AE756C2A
45C72603 973A3DE1 B(C367C28 3CA124A5 589CEAB3 QE5D2D74
8A40DD87 4FF15B03 2CF4F4B2 AAD590BQ DB91A@D3 8FCE93C5
AAD4ES5A (482F86F FOoFAE66 B7C7CCA7 E45557E1 ASA3B85D

RS A A R R R
DualEC_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F



EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9CODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C?
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =

20212223 24252627 28292A2B 2C2D2EZ2F
PersonalizationString = <empty>
Additionallnputl =

60616263 64656667
68696A6B 6COD6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQOA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

RS A A R R R
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k %k %k %k sk sk sk sk ko k ok ok
DualEC_DRBG_Instantiate_algorithm

entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”



Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E4CD803E 82C6D1QE 8D8F3ESA 2A80F4A4
9F5C3DE4 E5946995 FBE2131F 6A3DAC66 DB4DEE1A ACOC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840 7EZ2ADIFA

temp =
E4CD803E 82CoD10QE 8D8F3ESA 2A80F4A4
9F5C3DE4 ES5946995 FBE2131F 6A3DAC66 DB4DEE1A ACOC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840Q 7EZADOFA

counter| Ino_of_bits_to_returnl|input_string is
02 00000209
00010203 040500607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
OBF4E84E 26C435F1 A8CIODDAF B866D3E9
(7556662 FO8A12DA AE1B2239 3FDBEE4@ 5525C9EB 5A450CF2
909A7569 FC96F424 56BD7D86 65B70B4D EB24620D FD48A7BF

temp =
E4CD 803E82Co D1QEBD8F 3ESAZ2A80 F4A49F5C
3DE4E594 6995FBEZ2 131F6A3D AC66DB4D EE1AACOC 37DABBB3



1BB5F688 5BF6E94B FB19BD1C D4FCE1D9 68407EZA DOFAOBF4

01 (C99B0@7D ©58DA21D 1B1E7CB4 5501E949
3EB87BC9 (CB28D32B F7C4263E D47B58CD B69BDC35 58186FB5
7766376B ED1OB7ED D297F633 7A39A9F9 (C3B2D08@ FC55B3F4

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3k %k 3%k 3k >k 3k >k 3%k %k 3%k >k >k 3k %k 3k %k 3%k %k % >k %k % %k % %k % %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

requested_number_of_bits is 1008
Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
DD4@BFFA Q30E77F8 FA7D9879 56(20710
375466E8 3CB744D8 (C0Q446A19 281AC290 ©6B67BD14 F2D61258
FABDD1B3 26CE7@0C3 A1598A72 68CCBAAQ 8(C8A2627 3214342D

temp =
DD4@BFFA Q30QE77F8 FA7D9879 56(C20710
375466E8 3(CB744D8 (C0446A19 281AC290 6B67BD14 F2D61258
FABDD1B3 26CE70QC3 A1598A72 68CCBAAQ 8C8A2627 3214342D



counter| Ino_of_bits_to_returnl|input_string is
02 00000209 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
65976B23 DEBAE6F7 53B1ACC6 F@ODOADCF

CB60AO84
5E3E883D
temp =
66E83CB7
D1B326CE
i=0
t is
10B619B2
1D940DA0
s is
CB@068CD
3438D2F1
ris
CC7BAA1l1
FAFAD854
tmp 1s

FA65AC58
B4078A79

DD40
44D8C044
70C3A159

0073
465A9A77
8C566A90

0123
6B8BE36C
5B75E1EF

012F
DA7CBEAS8
8B6AE7F3

81966BB9
F792E81E

BFFAQ30E
6A19281A
8A7268CC

1A7F8903
4CF20C84
24E2D7AB

1265E5AQ
D18FC8CE
2CO3BB3E

A2C12142
32635EC5
827B9DD5

C12142

8CDZ2EBCD
D23C19A1

77F8FA7D
C2906B67
BAAQBCSA

914DECEF
4EDDED60Q
A@DCB8DA

1AC55186
194C5EEC
EEVB25EF

4391C2D8
957C1913
1A2E89D8

4391C2D8

65575220 B97738B9
8625F9B2 D681A407

987956(2 07103754
BD14F2D6 1258FABD
26273214 342D6597

E54C46F8 85E76950
54A01CBD B44B0482
A69CCE98 7DDBAEDC

49AFQAS53 7B9F1E7F
FCEBA@Z29 B45DC1F0Q
875D25B5 47D71582

C9C494BA 80BB4C14
E45A694C 9F33FADD
A452E6B1 13A8D437

C9C494BA 80BB4C14



CC7BAA11 DA7CBEA8 32635EC5 957(C1913 E45A694C 9F33FADD
FAFAD854 8BO6AE7F3 827BODD5 1AZ2E89D8 A452E6B1 13A8D437

0123 1265E5A@ 1AC55186 49AFQA53 7BOF1E7F
(CB0068CD 6B8BE36C D18FC8CE 194C5EEC FCEBA@Z29 B45DC1F0Q
3438D2F1 5B75E1EF 2C@3BB3E EE7VBZ25EF 875D25B5 47D71582

0121 DA398754 ED51D31B BCOE3DI9C 25DA44B8
8C58588D 3EA1BD70 84278D83 3CB75BDB 65938DE9 4(0C917B
D26F31FE 60CB8611 B7BE8DC4 B9A73D4A BC34A80C D8769F8B

01CE 4D1@3CEC C778ES5F1 5F87C168 BOD3E95D
E2556C17 141637D9 ©04FO5A3B 6F3B22B5 ©OB95B0O6C E82808B0O
6661EFC7 E8B793C5 FOS5BES85 897BB8EE 32BA550F F8743764

C121 424391C2
D8C9C494 BA80OBB4C 14CC7BAA 11DA7CBE A832635E (5957C19
13E45A69 4C9F33FA DDFAFAD8 548B6AE7 F3827B9D D51AZ2E89
D8A452E6 B113A8D4 37103CEC C778E5F1 5F87C168 BOD3E95D
E2556C17 141637D9 04FO5A3B 6F3B22B5 ©OB95B0O6C E82808B0O
6661EFC7 E8B793C5 FOS5BES85 897BB8EE 32BA550F F8743764

O1E7 96661838 BBFB2277 3A52BF87 9BEQC63B
AE1A66FA CBOC761A 9361B15E @8E97565 089391BF 274EBDEF
7A281444 D4D6B492 35AQFA55 D36442EF 4688C9BA D6ODB8BB

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k



DualEC_DRBG_Generate_algorithm

additional_input is
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF

requested_number_of_bits is 1008
Hash_df()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000209 AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4BS5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_return||input_string) is
DB75DB8E 0O3FA70CO® 3ECD5F40 1DCE9119
2CE3529B 213AB30F ED9781FD FB7576AB (C820CD47 E953366B
08CC3413 31C6D719 696B36E6 95E7A768 31AA2A3C 5299A50E

temp =
DB75DB8E @3FA70CO 3ECDS5F40 1DCE9119
2CE3529B 213AB30F ED9781FD FB7576AB (C820(CD47 E953366B
08CC3413 31C6D719 696B36E6 9SE7A768 31AA2A3C 5299A50E

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000209 AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4BS5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_return||input_string) is
941A4B0OB 5B8431CD 2CEAC831 7B434043
A2D385D1 7D912713 448773CA 4D3FC3C4 4397BD98 S5AAG8BDB



@1E39E52

temp =

529B213A
341331Ce6

68BF50B8
E2403227

EE112A27
OB61DFE9

FZAECAB9
184CAE4E

F2AECAB9
184CAE4E

EE112A27
0OB61DFE9

6601E95C

DB75
B3OFED97
D719696B

0051
BE6AGIC1
59788640

0183
3521BFDD
D59409CF

0091
3E@OD3BFE
OE7CBDOE

3EQD3BFE
OE7CBDOE

0183
3521BFDD
D59409CF

0073

DDO0B2ZAC

DBSEQ3FA
81FDFB75
36EG95E7

7DD1043F
BC624AA8
E3CD377E

5B2634CD
3DCoCo47
BB30CB638

3990182A
CDFAC9BA
97484985

90182A
CDFAC9BA
97484985

5B2634CD
3DCoCo47
BB30CB68

D92FFD61

©0DD1B479

70CO3ECD
76ABC820
A76831AA

4F1AA20A
E20422F5
1C2A928C

556890DD
AF3EB(C43
9B433D98

E9QEBE7AC
3263A346
728C2129

E9EBE7AC
3263A346
728C2129

556890DD
AF3EB(C43
9B433D98

4142EC0O8

4476B12C

5F401DCE
CD47E953
2A3C5299

AQEC3FBC
49091E6D
12DCB11F

9B1872C6
44C615B6
A917070E

B67F5198
61F682DC
6E3FD78B

B67F5198
61F682DC
6E3FD78B

9B1872C6
44C615B6
A917070E

313ECCSB

4DFQEF7A

91192CE3
366B08CC
A50E941A

06C2F462
81226BFE
E547A593

7701AA3F
85877378
535F0112

56E5A591
8A9919F8
544586F0

56E5A591
8A9919F8
544586F0

7701AA3F
85877378
535F0112

7836DF5F



49538058 22742606 99212E29 7F2906CA F7AF9478 A8F036B2
A3D6090F FD111COC E8E68345 7870131A E883D6B8 BIOE15BO

01BO A8B84ECE (C65888F2 7(435787 9ABC41(C9
874CB9DD FE50D295 A@9C5CBO 503C6605 ©64185B13 F715C39B
321F921D 3F110679 C3A0793A B713A933 509CE35D 94A0534B

9018 2AE9EBE7
ACB67F51 9856E5A5 91FZ2AECA B93EQD3B FECDFACO BA3263A3
4661F682 DC8A9919 F8184CAE 4EQE7CBD QE974849 85728(C21
296E3FD7 8B544586 FOB84ECE (C65888F2 7(435787 9ABC41(C9
874CBIDD FE50D295 A@9C5(CBO 503C6605 64185B13 F715C39B
321F921D 3F110679 C3A0793A B713A933 509CE35D 94A0534B

0165 2BE6B646 E49827CE 61BF98AF 4028194D
AFOC8B23 506CA931 9EAC5953 1BA39AB8 BF3F0109 2A9EACAA
AB8CBAE8 EC90AA94 69867DDD DCOFFE71 12A82ADB 15A308BD

rnd_val is
9018 2AE9EBEY
ACB67F51 9856E5A5 91F2AECA B93EOD3B FECDFAC9 BA3263A3
40661F682 DC8A9919 F8184CAE 4EQE7CBD QE974849 85728(21
296E3FD7 8B544586 FOB84ECE C65888F2 7(C435787 9ABC41C9
874CBI9DD FES5@D295 AQ9C5CBO 503C6605 64185B13 F715C39B
321F921D 3F110679 C3AQ793A B713A933 509CE35D 94A0534B

HHH R A A A

DualEC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =



00010203 040500607
08090A0B QOCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9CODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString =
40414243 44454047
48494A4B 4C4D4EAF 50515253 54555657 58595A5B 5C5DSESF

AdditionalInput = <empty>
RS A R R
ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kok ok ok ok ok o Kok o Kok o ok ok ok ok ok oK ok oK ok K ok
DualEC_DRBG_Instantiate_algorithm

entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B S5CS5DSESF

prediction_resistance_flag = "No PredictionResistance”



Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209 00010203 04050607
08090A0B QCODOEOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4D4AE4F 50515253 54555657 58595A5B SCS5DSESF

Hash(counter| Ino_of_bits_to_return||input_string) is
FFAEZ2834 4D1E7VE85 CO8DCD7A 4643D401
2FDC1557 FQ012317 5QED5169 571DF59C 27835ECB 69B35314
9744(C13B ©22FD21F 1797B206 56766C32 943DA50D 3ED374BD

temp =
FFAE2834 4D1EVE85 CQ8DCD7A 4643D401
2FDC1557 FO@12317 5@QED5169 571DF59C 27835ECB 69B35314
9744C13B ©022FD21F 1797B206 56766C32 943DA50D 3ED374BD

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000209 00010203 04050607
08090A0B QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4DAE4F 50515253 54555657 58595A5B 5C5D5ESF

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
13B24000 56345ED8 7121E329 23656AF5
63CBOCOF 6FA3F671 1A31A9EE 306A0962 Q1A9509E SEEDA764
EA71EFC6 9FE343AB OCFDOCEF 5B7547C0 A1D66875 2BE96COE

temp =



FFAE 28344D1E 7E85C08D CD7A4643 D4012FDC
1557F001 231750ED 5169571D F59C2783 5SECB69B3 53149744
C13B022F D21F1797 B2065676 6C32943D A5@D3ED3 74BD13B2

01 FF5C5068 9A3CFDOB 811B9AF4 8C87A802
SFB82AAF E002462E A1DAA2DZ2 AE3BEB38 4F06BD96 D366A629
2E898276 045FA43E 2F2F640C ACECD865 287B4A1A 7DAGE97A

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk sk ok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 1008

i=0
t is
@1FF 5C506089A 3CFDOB81 1B9AF48C 87A8025F
B82AAFEQ 02462EA1 DAAZD2AE 3BEB384F @6BD96D3 66A6292E
89827604 SFA43E2F 2F64@CAC ECD86528 7B4A1A7D AGE97A27
s is
007E 47C9EB86 4BBDS8EE2 318C49(C8 E830(C129
QOF3187A3 E426A3F9 D1B956AC DFF74EQF 527E523C 52B576(C1
FD400C98 089B76D7 840212D5 222EC870 0C6002D3 EA4B842F
ris
01B9 4CB233F4 1CF7DA2F 6F3FD39C 2F9301C3
9352A16D 0035143E 27F970F6 3C205E7B 5C5D59A4 48DB4D96
2D9A8C57 CoADD612 D@24D5B5 2D3B8QQE 163838EB 173AE77F
tmp 1s

B233F4 1CF7DA2F 6F3FD39C 2F9301C3
9352A16D 0035143E 27F970F6 3C205E7B 5C5D59A4 48DB4D96



2D9A8C57 CoADD612 D@24D5B5 2D3B8OOE 163838EB 173AE77F

007E 47COEB86 4BBDSEEZ 318C49C8 E830(C129
OF3187A3 E426A3F9 D1B956AC DFF74E9QF 527E523C 52B576C1
FD400C98 ©089B76D7 840212D5 222EC870 0C6002D3 EA4B842F

O1E5 761AE4AE 582DA988 08BOE444 9EBF11EB
8F42685E 204A128C F38AC41B ECF17CCF C139C3E3 52CC5E68
603A9B1E (CD179648 F70F6Cob 4BEZ2F6B7 7BC78FF1 F3A52Al11

0168 95B56219 F41A9238 49628632 6F0Q11DCB
2E@9037E ED668OEQ 3324474A 2410QEQFB 0541A168 107DEF5B
ED3B468F 8EF30276 3D7FE745 (C85720F8 A33(C52(C4 42370E60

B233 F41CF7DA
2F6F3FD3 9C2F9301 (C39352A1 6D003514 3E27F970 F63C205E
7B5C5D59 A448DB4D 962D9A8C 57CoADD6 12D0@24D5 B52D3B80
OE163838 EB173AE7 7FB56219 F41A9238 49628632 6F011DCB
2EQ9037E ED668OEQ 3324474A 2410EQFB ©0541A168 107DEFS5B
ED3B468F 8EF30276 3D7FE745 (C85720F8 A33C52C4 42370E60

0109 37EBC4D9 37641EQC 57D80A32 AD16FFF5
40A54D29 2E71491C 857D5DC1 B8DB4AEZ2 D374A356 921C4F67
5A6421BE EB6D43DD 3BOE3DF3 19B2958D 8A86153E A3312B7C

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k



DualEC_DRBG_Generate_algorithm

additional_input is

<empty>

requested_number_of_bits is 1008

40A54D29
5A6421BE

A9829995
40785C4E

57972757
BEOF6202

57972757
BEQF6202

A9829995
40785C4E

C5BDA16E
974649C2

0109
2E71491C
EB6D43DD

01DC
84A9C3DD
6D498E3D

01B7
1FDASQE?
C97DEA78

1FDASQE?
C97DEA78

01DC
84A9C3DD
6D498E3D

01BC
9D907A74
0BD29410

37EBC4D9
857D5DC1
3B9E3DF3

DASDDBZ2F
F726A398
B4FF90D2

12EEAFQF
921E2D43
2B9A13C7

EEAFOF
921E2D43
2B9A13C7

DASDDBZ2F
F726A398
B4FF90D2

1B45D8D0@
86E8A772
9BA708F5

37641EQC
B8DB4AEZ
19B2958D

61019811
AAE586FC
8D8B7A80

AEDE@D3E
F59F2815
5D042306

AEDEQD3E
F59F2815
5D042306

61019811
AAE586FC
8D8B7A80

779FC5C8
BE@37D8E
46F94A51

57D80A32
D374A356
8A86153E

9B3B6818
BC517A19
C61432AA

25B25A79
12AF3DDA
7527F266

25B25A79
12AF3DDA
7527F266

9B3B6818
BC517A19
C61432AA

68F53A20
DZ2B199B7
21C5CBA1

AD16FFF5
921C4F67
A3312B7C

64B9042C
BD51D421
BF4AE9B3

48F1B3DE
8A3E8AF6
1D49A5BF

48F1B3DE
8A3E8AF6
1D49A5BF

64B9042C
BD51D421
BF4AE9B3

98745744
F84719B3
E2014A5B



010F 1B251DA4 A5750971 48B17EEF 8164(CB47
CC42B4B7 BF926827 A7EZE8E4 EB681C0O3 B6279C50 8F98F064
594CD5C6 EQ157A8B 3AFB6B12 B597F0B1 955D58A9 F5AZAASB

EEAF QFAEDE@D
3E25B25A 7948F1B3 DE579727 571FDA5@ E7921EZ2D 43F59F28
1512AF3D DA8BA3E8A F6BEOF62 ©2C97DEA 782B9A13 (C75D0423
067527F2 661D49A5 BF251DA4 A5750971 48B17EEF 8164CB47
CC42B4B7 BF926827 A7VEZ2E8E4 EB681C03 B6279C50 8F98F064
594CD5C6 EQ157A8B 3AFB6B12 B597F0B1 955D58A9 F5AZ2AASB

01A7 1FE27958 AAB33D33 764E22C1 (C8237BA3
A3AE7C4A 179A9F7D AC1A2809 D71185A8 182FF9C8 1185E779
S5FAA1BC8 DEBA36BD CE88BCZ27 E7845C5C ©049001E7 7DE4E845

rnd_val 1is
EEAF OFAEDE®@D
3E25B25A 7948F1B3 DES579727 571FDASQ E7921E2D 43F59F28
1512AF3D DA8SA3E8A FoBEOF62 ©2C97DEA 782B9A13 (75D0423
067527F2 ©661D49A5 BF251DA4 A5750971 48B17EEF 8164CB47
CC42B4B7 BF926827 A7E2E8E4 EB681C03 B6279C50 8F98F064
594(CD5C6 EQ157A8B 3AFB6B12 B597F0OB1 955D58A9 FS5AZ2AASB

B B B B B B L
DualEC_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F



EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2CZ2DZ2EZ2F

PersonalizationString =
40414243 44454047
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B 5C5DSESF

AdditionalInputl =
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF

HH A R R S R A
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k 3k sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 040500607
08090A0B QOCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
40414243 44454647



48494A4B 4C4D4E4F 50515253 54555657 58595A5B 5C5DSESF

prediction_resistance_flag = "No PredictionResistance”

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209 00010203 04050607
08090A0B QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B SCSDSESF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FFAE2834 4D1E7VE85 CO8DCD7A 4643D401
2FDC1557 FQ012317 5QED5169 571DF59C 27835ECB 69B35314
9744C13B Q22FD21F 1797B206 56766C32 943DA50D 3ED374BD

temp =
FFAE2834 4D1E7E85 CO8DCD7A 4643D401
2FDC1557 F@@12317 5@QED5169 571DF59C 27835ECB 69B35314
9744C13B 022FD21F 1797B206 56766C32 943DA50D 3ED374BD

counter| Ino_of_bits_to_returnl|input_string is
02 00000209 00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4D4AE4F 50515253 54555657 58595A5B SCS5DSESF

Hash(counter| Ino_of_bits_to_return||input_string) is
13B24000 56345ED8 7121E329 23656AF5
63CBOCIOF 6FA3F671 1A31A9EE 306A0962 ©1A9509E SEEDA764



EA71EFC6 9FE343AB OCFDOCEF 5B7547C0 A1D66875 ZBE96CIE

temp =
FFAE 28344D1E 7E85C0Q8D CD7A4643 D4012FDC
1557F001 231750QED 5169571D F59(C2783 5ECB69B3 53149744
C13B@22F D21F1797 B2065676 6(C32943D A50D3ED3 74BD13B2

01 FF5C5068 9A3CFDOB 811B9AF4 8C87A802
SFB82AAF EQ02462E A1DAAZ2DZ2 AE3BEB38 4F06BD96 D366A629
2E898276 045FA43E 2F2F640C ACECD865 287B4A1A 7DAGE97A

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3%k %k % >k %k % %k % %k %k %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

requested_number_of_bits is 1008
Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
DD4@BFFA Q30E77F8 FA7D9879 56(20710
375466E8 3(CB744D8 (C0Q446A19 281AC290 ©6B67BD14 F2D61258
FABDD1B3 26CE7@0C3 A1598A72 68CCBAAQ 8(C8A2627 3214342D



temp =

DD40BFFA @Q30E77F8 FA7D9879 56(C20710
375466E8 3CB744D8 (C0446A19 281AC290 6B67BD14 F2D61258
FABDD1B3 26CE70C3 A1598A72 68CCBAAQ 8C8A2627 3214342D

counter| Ino_of_bits_to_returnl|input_string is
02 00000209 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
65976B23 DEBAE6F7 53B1ACC6 F@ODOADCF

CB60AQ84
S5E3E883D
temp =
o6E83CB7
D1B326CE
i=0
t 1is
10E77F99
F2211049
s 1is
©QOE5111D
8C3EE3CY7
ris
F9174859

FA65AC58
B4078A79

DD40
44D8C044
70C3A159

0045
6CCF9F21
(C345B96D

007E
DD21B932
87DA3C5F

008D
BBBC6@D7

81966BB9
F792E81E

BFFAQ30E
6A19281A
8A7268CC

DDZ2F9C9C
5276EQFE
9C70QE87D

EA32A86F
6994 FDOE
1COEFCO8

B19462C0
36163FE7

8CDZ2EBCD
D23C19A1

77F8FA7D
C2906B67
BAAQBCSA

2012FA75
OE6E1899
75AD2431

BC93635F
E7714F27
10C77B60

6F93A486
45BFF4FA

65575220 B97738B9
8625F9B2 D681A407

987956(2 07103754
BD14F2D6 1258FABD
26273214 342D6597

EQAA0GZ21 03A62231
C9C7BF36 CA8298DB
6F065419 8E8120EC

30EQA1C8 56BBDE35
2A29D975 45A39FEA
DFOEC715 CBAA14B4

99E4783A B1543A0QD
73F2577B BCC4FB1F



6COA7AS3

F9174859
6COA7AS3

@OE5111D
8C3EE3C7

06275779
B55E24BB

EA1A3E35
4FD580B5

8699E478
FA73F257
14A5B0OAC
EA1A3E35
4FD580B5

1634A566
98E7DA97

8F57FB61

BBBC6@D7
8F57FB61

007E
DD21B932
87DA3C5F

01CC
4EC9018F
5D72BB6D

0077
15D0026C
EE792444

3AB1543A
7BBCC4FB
E3D4D433
15D0026C
EE792444

00C9
@9BEQ1C3
4DD3DCF8

A386B236

9462C0
36163FE7
A386B236

EA32A86F
6994 FDOE
1COEFCO8

4EEQCCO6
78BD5967
2C6940AB

2943A243
A1F77B1E
6749B8D0

ODF91748
1F6COA7A
0243A243
A1F77B1E
6749B8D0

B2309A19
1BOEAESE
9DEF6432

C183A714

6F93A486
45BFF4FA
C183A714

BC93635F
E7714F27
10C77B60

83713A92
FCE18C90
7C229C53

0193DF55
84158DE7
984D4B4F

59BBBC60
538F57FB
0193DF55
84158DE7
984D4B4F

05D548A4
4490A582
F8B22640

ASBOACE3

99E4783A
73F2577B
A5BOACE3

30EQALC8
2A29D975
DFOEC715

F7306BB2
374CDFBA
C8CF8DEB

SFE116DE
FAE7A400
3AF9D75A

9462
D736163F
61A386B2
SFE116DE
FAE7A400
3AF9D75A

A50607F2
OAESEFAS
930B2C72

D4D43302

B1543A0D
BCC4FB1F
D4D43302

56BBDE35
45A39FEA
CBAA14B4

208983D2
2D7142BF
699A8B63

25A7BC5A
743686011
BCO55F8B

COoF93A4
E745BFF4
36C183A7
25A7BC5A
74368611
BCO55F8B

E48FB4F5
9EZ2BA363
9C54E4CA



Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

DualEC_DRBG_Generate_algorithm

additional_input is
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF

requested_number_of_bits is 1008
Hash_df()

counter| Ino_of_bits_to_returnl|input_string 1is
01 00000209 AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4BS5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_return||input_string) is
DB75DB8E 0O3FA70C@® 3ECD5F40 1DCE9119
2CE3529B 213AB30F ED9781FD FB7576AB (C820CD47 E953366B
08CC3413 31CeD719 696B36E6 95E7A768 31AA2A3C 5299A50E

temp =
DB75SDB8E @3FA70CO 3ECDS5F40 1DCE9119
2CE3529B 213AB30QF ED9781FD FB7576AB (C820(D47 E953366B
08CC3413 31C6D719 696B36E6 9SE7A768 31AA2A3C 5299A50E

counter| Ino_of_bits_to_returnl|input_string is
02 00000209 AQA1A2A3 A4ASAGA7



A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_returnllinput_string) is

941A4B0OB 5B8431CD 2CEAC831 7B434043
7D912713 448773CA 4D3FC3C4
6601E95C DDO0@2AC @DD1B479

A2D385D1
@1E39E52

temp =

529B213A
341331Ce6

t 1is

D@919324
008FFCF4

8D68D0AD8
4BECCIDA

2FDC1572
07670EDE

2FDC1572
07670EDE

DB75
B30QFED97
D719696B

017F
7CD81E18
CO7DEEZ2A

002E
68A7403B
C1B1E701

01CA
373F5175
138FCD6E

373F5175
138FCD6E

002E

DBSEQ3FA
81FDFB75
36E695E7

5987861E
340D5578
4B82A919

OF52033E
BOC9B806
4EF154C8

8B789408
51EQ15F5
690240F4

789408
51EQ15F5
690240F4

OF52033E

70CO3ECD
76ABC820
A76831AA

F134C8D9
AE7DF212
37FCF623

2A853582
A3CC092B
8A3BC58F

89105781
04F260C2
A184801A

89105781
04F260C2
A184801A

2A853582

4397BD98 5AA68BDB
4476B12C 4DFOEF7A

5F401DCE 91192CE3
CD47E953 366B0O8CC
2A3C5299 AS50E941A

3FB887C9 79AD86AC
4B7F6077 38477572
C75F54D7 AF1EF9EZ

B286F4DE 50D5@9B5
7C5BC376 47FD7D8A
6E932255 144AD0A6

A9DCAAAZ2 @OD1B8AQF
5C4B7AE7 (C4C012F1
E84664E3 5299B4B3

A9DCAAAZ @OD1B8AQF
5C4B7AE7 C4C012F1
E84664E3 5299B4B3

B286F4DE 50D509B5



8D68DOD8 68A7403B BOC9B8O6 A3CCO92B 7C5BC376 47FD7DSA
4BECCODA (C1B1E701 4EF154C8 8A3BC58F 6E932255 144AD0A6

00A3 40652AF2 F5C3A4A6 F2A9CDCO 775CD7D3
86E930B3 D80B271F 1FF86BF7 79D7B042 B85234F4 5814AAF5
OOF509ED 890980A4 (4603074 5F190C73 BF4B4E84 6AAB9111

0OBE 3CCEA434 4724560B OE8BCO1E 6F4DE330
A94E31B0 4E88A93F 7C8DAFAE F749EZ23B F92961A5 B81FZ2DDD
7C465E21 15DB831A BBFEFDBD F399E8E8 4(822AD6 A674F210

7894 08891057
81A9DCAA A20D1B8A QF2FDC15 72373F51 7551EQ15 F504F260
C25C4B7A E7C4C012 F107670E DE138FCD 6E690240 F4A18480
1AE84664 E35299B4 B3CEA434 4724500B QE8BCOLE 6F4DE330
A94E31B0 4E88A93F 7C8DAFAE F749EZ23B F92961A5 B81F2DDD
7C465E21 15DB831A BBFEFDBD F399E8E8 4(822AD6 A674F210

014E CB76781E 6CAQ3BO1 CE5664C7 11A26260
EBEA9536 92176FA6 987A8070 F4C5418C 617D949B DAS529DEQ
43EB2619 54F8A4AS5 4F2AEEOD 693D12C0O AF365029 34B1AFSE

rnd_val is
7894 08891057
81A9DCAA A20D1B8A QF2FDC15 72373F51 7551EQ15 F504F260
C25C4B7A E7C4C012 F107670E DE138FCD 6E690240 F4A18480
1AE84664 E35299B4 B3CEA434 4724560B QE8BCO1E 6F4DE330
A94E31B0 4E88A93F 7C8DAFAE F749E23B F92961A5 B81FZ2DDD
7C465E21 15DB831A BBFEFDBD F399E8E8 4(C822AD6 A6G74F210

B

DualEC_DRBG



Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9CODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString = <empty>

AdditionalInput = <empty>
R A R R R
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk 3k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Instantiate_algorithm

entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"



Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E4CD803E 82C6D1QE 8D8F3ESA 2A80F4A4
9F5C3DE4 E5946995 FBE2131F 6A3DAC66 DB4DEE1A ACOC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840 7EZ2ADIFA

temp =
E4CD803E 82CoD10QE 8DBF3ESA 2A80F4A4
9F5C3DE4 E5946995 FBE2131F 6A3DAC66 DB4DEE1A ACOC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840Q 7EZADOFA

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000209
00010203 04050607 08090A0B OCODOEQF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

Hash(counter| Ino_of_bits_to_returnl|input_string) is
OBF4E84E 26(C435F1 A8CODDAF B866D3EQ
C7556662 FO8A12DA AE1B2239 3FDBEE4@ 5525C9EB 5A450CF2
909A7569 FC96F424 56BD7D86 65B70QB4D EB24620D FD48A7BF

temp =
E4CD 803E82Co D1QEBD8F 3ESA2A80 F4A49F5C
3DE4E594 6995FBEZ2 131F6A3D AC66DB4D EE1AACOC 37DABBB3



1BB5F688 5BF6E94B FB19BD1C D4FCE1D9 68407EZA DOFAQBF4

01 (C99B0@7D ©58DA21D 1B1E7CB4 5501E949
3EB87BC9 (CB28D32B F7C4263E D47B58CD B69BDC35 58186FB5
7766376B ED1OB7ED D297F633 7A39A9F9 (C3B2D08@ FC55B3F4

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k %k >k 3k 3k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3k %k 3%k 3k >k 3k %k %k %k 3%k %k % >k %k % %k % %k %k %k *k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k sk sk >k sk 3k %k sk 3k %k sk >k %k %k *k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

additional_input is <empty>

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
010000 0209E4CD
803E82C6 D1QE8D8F 3ES5A2A80 F4A49F5C 3DE4ES594 6995FBEZ2
131F6A3D AC66DB4D EE1AACOC 37DABBB3 1BBS5F688 SBFGE94B
FB19BD1C D4FCE1D9 68407E2A DIFAOB8O 80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF



Hash(counter| Ino_of_bits_to_returnl!|input_string) is
6FF8D7B4 7F5(CB216 28E52304 2C2EE6G52
44989379 160501FB 3385FA1E 969DCE4F 7E767642 7280F8B0O
CE1QDAE5 232CEB20 17981BOD 63B21295 E8169BDA 9B3ACCO2

temp =
6FF8D7B4 7F5CB216 28E52304 2C2EE652
44989379 160501FB 3385FA1E 969DCE4F 7E767642 7280F8B0O
CE1@DAES5 232CEB20 17981B@D 63B21295 E8169BDA 9B3ACC0OZ

counter| Ino_of_bits_to_returnl|input_string is
020000 0209E4CD
803E82C6 D1OE8D8F 3ES5A2A80 F4A49F5C 3DE4ES594 ©6995FBE2
131F6A3D AC66DB4D EE1AACOC 37DABBB3 1BB5F688 SBFGE94B
FB19BD1C D4FCE1D9 6840Q7E2A DIFAQB8Q 80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
CD251E66 D6CDD324 FAE2776E E4A929DB
B40B7FBF 3F507A25 26F9F641 99823BED 2546D568 QE294FAl
FE22D539 98721A5E 9AC1leDB2 Q3BAAZ2Do D490B4BE 78QE63AB

temp =
6FF8 D7B47F5C B21628E5 23042C2E E6524498
93791605 ©1FB3385 FA1E969D CE4F7E76 76427280 F8BOCE10Q
DAE5232C EB201798 1B@OD63B2 1295E816 9BDA9B3A CCO2CD25

00 DFF1AF68 FEB9642C 51CA4608 585DCCA4
893126F2 2C0AQ3F6 670BF43D 2D3B9COE FCECEC84 E501F161
9C21B5CA 4659D640 2F30361A C764252B D02D37B5 36759805

3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k 3%k % %k %k %k *k %k %k %k



DualEC_DRBG_Generate_algorithm

additional_input is

<empty>

requested_number_of_bits is 1008

3126F22C
21B5CA46

22F66327
6775E827

4B75B540
OD8F383E

4B75B540
OD8F383E

22F66327
6775E827

547F7A3A
98192057

0OODF
0AQ3F667
59D6402F

0083
2C458D53
CC6212D5

01F0
AFFC68EB
FB6FC671

AFFC68EB
FB6FC671

0083
2C458D53
CC6212D5

01B9
2374D4FD
62A89E00

F1AFG68FE
©OBF43D2D
30361AC7

30653E13
9AF06964
6EE4C16E

94CC7035
564B71C0
7BA14AAA

CC7035
564B71C0
7BA14AAA

30653E13
9AF06964
6EE4C16E

93CFCFFE
FE358857
8FD25175

B9642C51
3B9CIEFC
64252BD0

A4748FFB
6B599B77
18FEC8BO

C730405C
F737E8F6
164EF566

C730405C
F737E8F6
164EF566

A4748FFB
6B599B77
18FEC8BO

46AC4CBF
1A8176D0@
C54F8DC5

CA460858
ECEC84E5
2D37B536

A78EQ1AB
C2CA8C26
1E6ECB33

F5DF7137
56B61719
41COF513

F5DF7137
56B61719
41COF513

A78EQ1AB
C2CA8C26
1E6ECB33

A396EC57
4D3F8247
C9F29323

5DCCA489
01F1619C
7598059A

49190611
4FE9C88A
DAD5725C

ED9E1074
40497FA9
312551DC

ED9E1074
40497FA9
312551DC

49190611
4FE9C88A
DAD5725C

8D9A53DB
8C172202
3006F035



0173 83D21DOA 5BODBDCD 97F627E9 68DFD752
56C11CF2 BCCA5822 EAACE796 A34CB7D2 F8CD8CCo DBE76274
498289BB C4C2F1CA DA6185D8 26@05CF99 2EC285BC 4945EEQE

CC70 35C73040
S5CF5DF71 37ED9E1@ 744B75B5 40AFFC68 EB564B71 COF737ES8
F656B617 1940497F A90D8F38 3EFB6FC6 717BA14A AA164EF5
6641COF5 13312551 DCDZ21D@A 5B@ODBDCD 97F627E9 68DFD752
56C11CF2 BCCA5822 EAACE796 A34(CB7DZ2 F8CD8CCo DBE76274
498289BB (C4C2F1CA DA6185D8 26@05CF99 2EC285BC 4945EEQE

0070 45526EQ5 494A03D2 35B291BC 79A8E138
3DE73F74 AEF11435 527FBDA7 FF116508 148193D4 68609096
87BE6855 099206DE 1E1D8F8D DD87FD8C EC321F19 BI9E67338

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 1008

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k >k 5k %k %k >k kk ok k

DualEC_DRBG_Reseed_algorithm
entropy_input is

CoC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@oD1D2D3 D4D5DeD7 D8DIDADB DCDDDEDF

additional_input is <empty>



Hash_df ()

counter| Ino_of_bits_to_returnl|input_string 1is
010000 02093822
A93702A4 ASQ1E91A D948DE3C D4709C1E F39FBAS7 788A1AA9
3FDED3FF 88B2840A 40C9EA34 30484B43 DF342A84 (9036FOF
QEC7C6EE C3FEC676 190F8CDC F3399C00 C0C1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF

Hash(counter| Ino_of_bits_to_returnl! |input_string) is
9F748EAB 34B6E861 36A34F9B SQEQEG95
F78C9E12 4C90F392 ©B8A174F F7CFF986 99097F6l1 675E346B
FE834A45 7A8347D4 1825D774 E4E45B98 74AE6810 DIDSF758

temp =
9F748EAB 34B6E861 36A34F9B SQEQEG95
F78C9E12 4C90F392 6B8A174F F7CFF986 99097F61 675E346B
FE834A45 7A8347D4 1825D774 E4AE45BO8 74AE6810 DIDSF758

counter| Ino_of_bits_to_returnl|input_string is
020000 02093822
A93702A4 ASQ1E91A D948DE3C D4709C1lE F39FBAS7 788A1AA9
3FDED3FF 88B2840A 40C9EA34 30484B43 DF342A84 (9036FOF
QEC7C6EE C3FEC676 190F8CDC F3399C00 COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF

Hash(counter| Ino_of_bits_to_returnl|input_string) is
33740A7D 1EF1977F 507E9Q177 C152BEAS
C7@0DB477 0267C11D 1C1019A7 DEC43331 9E1S5FFC8 B4298E36
3DCCE478 1C824BAF E19422B7 214C0492 E890QQESA 492E103B



temp =
9F74 8EAB34B6 E86136A3 4F9B5QEQ EG695F78C
9E124(C90 F3926B8A 174FF7CF F9869909 7F61675E 346BFE&3
4A457A83 47D41825 D774E4E4 5B9874AE 6810D9D5 F7583374

01 3EE91D56 696DDAC2 6D469F36 A1C1CDZB
EF193C24 9921E724 D7142E9F EF9FF30D 3212FECZ2 CEBC68D7
FDO6948A F5068FA8 304BAEE9Q (9C8B730 E95CD0OZ21 B3ABEEBO

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k *k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008

i=0
t is
013E E91D5669 6DDOC26D 469F36A1 C1CD2BEF
193C2499 21E724D7 142E9FEF 9FF30D32 12FEC2CE BC68D7FD
06948AF5 068FA830 4BAEE9C9 (C8B730QE9 5(CD0Q21B3 ABEEB@GG
s is
0152 3CoA9E3F 8676FQCF 659B9AAQ 12524176
45178E38 1AB13BAA 171F9317 66AEGB7D 295CE3C6 21A29228
50BA7236 5F5709CD 2DCOEB4E DADFE148 3CDD4A11 FFE@3182
ris
012B 5BOE6C32 9AD1BE6G8 1EBI1EGF5 EQ3A89E3
D80153D6 CCDD5A3E CF865003 EE4A2DE5 A23B7F43 681361CF
AFC3A3FE F17777E7 5CFID668 5573C887 A3962CB9 55076D45
tmp 1s

OE6C32 9AD1BE68 1EB1EGF5 EQ3A89E3
D80153D6 CCDD5A3E CF865003 EE4AZDES5 AZ23B7F43 681361CF
AFC3A3FE F17777E7 5CFIOD668 5573C887 A3962CB9 55076D45



45178E38
50BA7236

0603543C
F30442D3

815B6D34
9D762706

681EB1E6
ES5A23B7F
87A3962C
815B6D34
9D762706

4B0O4ECO8
1D403002

rnd_val 1is

681EB1E6
ESA23B7F
87A3962C
815B6D34
9D762706

0152
1AB13BAA
5F5709CD

014D
17149140
250BA25B

0137
E29F2603
ABE4967D

F5E@3A89
43681361
B955076D
E29F2603
ABE4967D

©@oDD
BCE4836F
AEE59428

F5EQ3A89
43681361
B955076D
E29F2603
ABE4967D

3C6A9E3F
171F9317
2DCOEB4E

744125FF
B87907C7
EQADADE3

31D6F1E4
526CE186
44739C8C

E3D80153
CFAFC3A3
45D6F1E4
526CE186
44739C8C

55587B02
19464A7F
OF0675A9

E3D80153
CFAFC3A3
45D6F1E4
526CE186
44739C8C

8676FOCF
66AE6B7D
DADFE148

85FA1354
85B984F0
@OD25F8ED

SEE4B8CB
576F4CCA
FCFCC76C

DeCCDD5A
FEF17777
SEE4B8CB
576F4CCA
FCFCC76C

0OFD02426
DO0O2EF@
C691A764

DeCCDD5A
FEF17777
SEE4B8CB
576F4CCA
FCFCC76C

659B9AA0
295CE3C6
3CDD4A11

EESASFQ7
4C3DE2AF
3578E4AB

31A4731C
3FEDF7F8
58B1ED24

OE6C
3ECF8650
E75CF9D6
31A4731C
3FEDF7F8
58B1ED24

2799D5E8
40BC621A
2ED6DBC6

OE6C
3ECF8650
E75CF9D6
31A4731C
3FEDF7F8
58B1ED24

12524176
21A29228
FFE03182

1D594335
2B8F186B
E7A9FCAF

DA@31FAZ
ACDB37(C9
3AC394C0

329AD1BE
O3EE4A2D
685573C8
DA@31FAZ
ACDB37C9
3AC394C0

9A1A839F
48782B1B
C26B1771

329AD1BE
O3EE4AZD
685573C8
DAQG31FAZ
ACDB37(C9
3AC394C0



HHHRH R R R R R R R R
DualEC_DRBG

Requested Security Strength = 256

Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1DI1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString = <empty>
Additionallnputl =

60616263 64656667
68696A6B 6COD6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQOA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BI9BABB BCBDBEBF

B B B v

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Instantiate_algorithm



entropy_input is
00010203 04050007
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

Hash(counter| Ino_of_bits_to_returnllinput_string) is
E4CD803E 82C6D1QE 8D8F3ESA 2A80F4A4
9F5C3DE4 E5946995 FBE2131F 6A3DAC66 DB4DEE1A ACOC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840 7EZ2ADIFA

temp =
E4CD803E 82CoD10QE 8DEF3ESA 2A80F4A4
9F5C3DE4 E5946995 FBE2131F 6A3DAC66 DB4DEE1A ACOC37DA
BBB31BB5 F6885BF6 E94BFB19 BD1CD4FC E1D96840Q 7EZADOFA

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000209
00010203 04050607 08090A0B OCODOEQF 10111213 14151617



18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
OBF4E84E 26C435F1 A8CODDAF B866D3E9

(7556662 FO8A12DA
909A7569 FC96F424

temp =
E4CD
3DE4E594 6995FBEZ2
1BB5F688 SBF6E94B

01
3EB87BC9 (CB28D3ZB
7766376B ED10B7ED

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 3%k 3k >k 3k %k 3%k %k 3%k 3k 5%k 3k %k 3%k %k 3%k >k > 3k %k 3k %k 3%k %k % >k %k % %k 3% %k %k k *k

AE1B2239 3FDBEE40
56BD7D86 ©65B70B4D

803E82C6 D1OEBD8F
131F6A3D AC66DB4D
FB19BD1C D4FCE1D9

C99B0O7D ©58DA21D
F7C4263E D47B58CD
D297F633 7A39A9F9

DualEC_DRBG_Generate_algorithm

additional_input is

5525C9EB 5A450CF2
EB24620D FD48A7BF

3E5A2A80 F4A49F5C
EE1AACOC 37DABBB3
68407E2A DIFAQBF4

1B1E7CB4 5501E949
B69BDC35 58186FB5
C3B2D080 FC55B3F4

60616263 64656067

68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

requested_number_of_bits is 1008
Generate FAILED: Reseed is required

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is

80818283 84858687

88898A8B 8CBDBE8F 90919293 94959697 98999A9B 9(9DIE9F

additional_input is



60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
010000 0209E4CD 803E82C6 D1QESDSF
3E5A2A80 F4A49F5C 3DE4E594 6995FBEZ2 131F6A3D AC66DB4D
EE1AACOC 37DABBB3 1BBS5F688 SBFO6E94B FB19BD1C D4FCE1D9
68407E2A DIFAQB8O 80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9(CIDIESF 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Hash(counter| Ino_of_bits_to_returnl|linput_string) is
B55DB916 3FE7CD2C 33683701 6001C24E
94DF2D24 9QEEZ2EB4 7AF@O51FB E7F186A3 B46217B2 D998E376
EE66AEQ4 61CA6155 8ES9Q6EE 12D9D633 A4F37(C7B 79B47667

temp =
B55DB916 3FE7CD2C 33683701 6001C24E
94DF2D24 9QEEZ2EB4 7AF@51FB E7F186A3 B46217B2 D998E376
EE66AEQ4 61CA6155 8ES906EE 12D9D633 A4F37C7B 79B47667

counter| Ino_of_bits_to_returnl|input_string 1is
020000 0209E4CD 803E82C6 D1OESDSF
3E5A2A80 F4A49F5C 3DE4ES594 ©6995FBEZ2 131F6A3D AC66DB4D
EE1AACQOC 37DABBB3 1BB5F688 5BF6E94B FB19BD1C D4FCE1D9
68407E2A DIFAOB80O 80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEIF 60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F



Hash(counter| Ino_of_bits_to_returnllinput_string) is
C8EFDOFA 5CA2202E FOF719FE EBB712AB
1A47E1D@ 82F5391B 82DO5FFB C90AF393 736F7AF1 22798AAl
1E7394FB 57297FE1 CD8EQC13 274DA456 F2FADB85 7643AF08

temp =
B55D B9163FE7 (D2(C3368 37016001 C24E94DF
2D2490QEE 2EB47AFQ 51FBE7F1 86A3B462 17B2D998 E376EEG6
AEQ461CA 61558E59 Q6EE12D9 D633A4F3 7(C7B79B4 7667C8EF

01 6ABB722C 7FCF9A58 66DO6EQ2 (C003849D
29BE5A49 21DC5D68 F5EQA3F7 CFE30D47 68C42F65 B331C6ED
DCCD5C08 (C394C2AB 1CB2@DDC 25B3AC67 49E6F8F6 F368ECCF

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3%k %k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008
1=0
t 1is
016A BB722C7F CF9A5866 DOG6EQ2CO® ©3849D29
BE5A4921 DC5D68F5 E@QA3F7CF E30D4768 (C42F65B3 31C6EDDC
CD5C@8C3 94C2AB1C B2@DDC25 B3AC6749 EGF8F6F3 68ECCFI1

O1FE @71FA43E E7329DCC A1E@D757 A4BOCSBA
ACE64803 CA78DAE6 EQA9869A D1EZF691 9F890FA4 C4FFCQ98
34AF37FB BDB33678 17E5290B 1F4E5933 ©OBA1DOSA 341A40BC

01DF ©6F00DB66 B6372D8D 6DC38BBE 048063D9
ABOF7CDD 49A06DEC 668DE109 ©39D22DA D7A@B4A7 A68855DA
752C8EDC 1CD36111 28C5C664 (6349543 9437C423 8482333B



tmp is
00DB66 B6372D8D 6DC38BBE 048063D9
ABOF7CDD 49A06DEC 668DE109 ©39D22DA D7A0OB4A7 A68855DA
752C8EDC 1CD36111 28C5C664 (6349543 9437(C423 8482333B

O1FE @71FA43E E7329DCC A1E@QD757 A4BOCSBA
ACE64803 CA78DAE6 EQA9869A D1EZ2F691 9F890FA4 C4FFC@98
34AF37FB BDB33678 17E5290B 1F4E5933 OBA1DO5A 341A40BC

OOEB S5EFF4CA1 532110A5 D7B9E7BF 4799B003
19D323E7 57192AF5 6905F82E (C361355E 8845A00E 8D7EA8A3
EQ1FEFDE E8BDOE4B 32E12386 714CC431 9C2782DD F3739149

0084 34E66A41 O5AQF2E9 EF462(C42 49A5468A
OE7E6736 063A19E9 ACA84639 66B76B5D 6C5B17D5 8648D1A4
A22FFAFA 1FF847BA 8E814E8F 323F9D71 75FF4EBD 592C72F9

00DB 66B6372D
8D6DC38B BE0W48063 DIABOF7C DD49A06D EC668DE1 ©9039D22
DAD7A@B4 A7A68855 DA752C8E DC1CD361 1128C5C6 64(C63495
439437C4 23848233 3BE66A41 OSAQOFZ2E9 EF462C42 49A5468A
OE7E6736 063A19E9 ACA84639 66B76B5D 6C5B17D5 8648D1A4
A22FF4AFA 1FF847BA 8E814E8F 323F9D71 75FF4EBD 592C72F9

011E 23D41ACD 554D5DAC 41B@D98E 18738D4C
C3E2187C 0380965A CF4DB981 81(37208 5A021E7@ 3FEC3EFF
9845A783 1CB515C4 (9QEC470 675AC92E AB389748 F4455656

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

DualEC_DRBG_Generate_algorithm

additional_input is
AQA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

requested_number_of_bits is 1008

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k Sk 5k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k 3k sk >k sk 3k %k sk 3k sk sk >k %k %k *k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

additional_input is
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8B9BABB BCBDBEBF

Hash_df()

no_of_bits_to_return 521

counter| Ino_of_bits_to_returnl|input_string 1is
010000 02098F11 EAOD66AA AGAED620
D86CC70C 39C6A661 F10C3EQ1 C@4B2D67 A6DCCACO E1B9042D
010F381F F61F7FCC 22D3C18E S5A8AE264 87623833 AD649755
9C4BA47A 22AB2B0O@ COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4BS5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_return||input_string) is
9B3A66CC 3A3753CE 6176E75C GEA2FF41
FEB59307 B1A@D8A1l 619E6893 5252752B @D50B904 D6475151



D3020756 6898B346 1FD25534 2F8796E4 BED89701 2F41B635

temp =
9B3A66CC 3A3753CE 6176E75C GEAZ2FF41
FEB59307 B1AOD8A1l 619E6893 5252752B @OD50B904 D6475151
D3020756 6898B346 1FD25534 2F8796E4 BED89701 2F41B635

counter| Ino_of_bits_to_returnl|input_string is
020000 02098F11 EAODG66AA AGAED620
D86CC70C 39C6A661 F10C3EQ1 C@4B2D67 A6DCCOCO E1B9042D
010F381F F61F7FCC 22D3C18E S5A8AE264 87623833 AD649755
9C4BA47A 22AB2B0O COC1C2C3 C4C5C6C7 C8COCACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF AQA1AZ2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_return||input_string) is
AGED31D8 A3A99462 1EC4E4CB AEGF54D5
@533FCC4 7228EF3B 39020F11 FOAQ90QBE 9011002E C0174CC2
@DC17A4B EC691BFD B1C6D86B 5D2BEC24 3ASD1E7C 4FES55AB2

temp =
9B3A 66CC3A37 53CE6176 E75C6EAZ2 FF41FEB5S
9307B1A0 D8A1619E 68935252 752BOD50 B90@4D647 5151D302
07566898 B3461FD2 55342F87 96E4BED8 97012F41 B635A6ED

01 3674CD98 746EA79C CZ2EDCEB8 DD45FE&3
FD6B260F 6341B142 (C33(CD126 A4A4EAS6 1AA17209 AC8EAZA3
A6040EAC D131668C 3FA4AA68 5FOF2DCO 7DB12E@Z2 SE836(C6B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 5k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k %k %k %k 3% >k 5% 3k %k % %k % %k % %k *k

DualEC_DRBG_Generate_algorithm

additional_input is <empty>



requested_number_of_bits is 1008

6B260F63
040EACD1

0D16DC48
EC7DE88B

3DO6E48A
DD9B3457

3DO6E48A
DD9B3457

0D16DC48
EC7DE88B

C96A154C
904(6163

6CAQE2FD
379EBC72

0136
41B142C3
31668C3F

004F
A8410530
9C696570

0025
©0BOD15BB
1E8EGE37

©0BOD15BB
1E8EGE37

004F
A8410530
9C696570

01C2
©OBODB6CF
56A3C07C

0036
888C1F66
DEDA@31A

74CD9874
3CD126A4
A4AAG85F

F1C9791A
6D79167D
3A4737BC

290CB8DC
407D4527
560251F5

0CB&DC
407D4527
560251F5

F1C9791A
6D79167D
3A4737BC

036F2107
83BB542B
89E546BC

CF8180B8
CO601E50
DOZDFDEE

6EA79CC2
A4EA561A
OF2DC97D

4FA39027
CABA439C
81818934

021E0057
25FA2A1C
75AEFC8B

021EQ057
25FA2A1C
75AEFC8B

4FA39027
CABA439C
81818934

7A6360FC
D40767B2
F5400BDA

A636D434
C8999B90
2714125E

EDCEB&DD
A17209AC
B12EQ25E

3229B6AF
98EB0218
402AAEBA

CD78A001
8D95292A
A99F5871

CD78A001
8D95292A
A99F5871

3229B6AF
98EB0218
402AAEBA

31A1FEE3
OF727CF2
F4B22ECA

E8800BCA
3579ED1A
2556F5FE

45FE83FD
8EAZA3A6
836C6B4D

7502DA85
793A7780
A7C49B37

77C81DAF
6D8A977F
1AEEC222

77C81DAF
6D8A977F
1AEEC222

7502DA85
793A7780
A7C49B37

28910608
94BB6437
62AAQA9A

A47F7540
8FBZBOE7
AEGECED4



0CB8 DCO21EQ0
57CD78A0 0177C81D AF3D0OcE4 8A@BOD15 BB407D45 2725FAZA
1C8D9529 2A6D8A97 7FDD9B34 571E8E6E 37560251 F575AEFC
8BA99F58 711AEECZ 228180B8 A636D434 E8800BCA A47F7540
6CAQE2FD 888C1Fo6 CO6Q1E50 C8999B90 3579ED1A 8FBZBOEY
379EBC72 DEDA@31A D@Z2DFDEE 2714125E 2556F5FE AEGECED4

0057 DBAB7BCE DC39393F 9B284879 57CB8685
EQA83F7E D76919DE 812A969F 8E188096 7F90013B 682934D2
67FDC778 ABOC7501 861BD33D A241E632 B17AE8FF 463713CC

rnd_val 1is
0CB8 DCO21EQ0Q
57CD78A0 0177C81D AF3DOGE4 8AQBOD15 BB40Q7D45 2725FA2A
1C8D9529 2A6D8A97 7FDD9B34 571E8EGE 37560251 F575AEFC
8BA99F58 711AEECZ2 228180B8 Ab36D434 ES8QOBCA A47F7540
6CAQEZ2FD 888C1Fo6 CQ6Q1E5@ C8999B9@ 3579ED1A 8FBZ2BOE?Y
379EBC72 DEDAQ@31A DQ@2DFDEE 2714125E 2556FS5FE AEGECED4

R A A R R R
DualEC_DRBG
Requested Security Strength = 256
Requested Hash Algorithm = SHA-512
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF



EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@OD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString =
40414243 44454647
48494A4B 4C4D4AE4F 50515253 54555657 58595A5B SCSDSESF

Additionallnput = <empty>
B B A et B et
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk kR sk sk k
DualEC_DRBG_Instantiate_algorithm

entropy_input is

00010203 040500607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nhonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
40414243 444540647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B S5CSDSESF

prediction_resistance_flag = "PredictionResistance"

Hash_df (O



counter| Ino_of_bits_to_returnl|input_string is
01 00000209 00010203 04050607
08090A0B QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B SCSDSESF

Hash(counter| Ino_of_bits_to_returnl|input_string) is
FFAE2834 4D1E7VE85 CO8DCD7A 4643D401
2FDC1557 FQ012317 5QED5169 571DF59C 27835ECB 69B35314
9744C13B Q22FD21F 1797B206 56766C32 943DA50D 3ED374BD

temp =
FFAE2834 4D1E7E85 CO8DCD7A 4643D401
2FDC1557 F@@12317 50QED5169 571DF59C 27835ECB 69B35314
9744C13B 022FD21F 1797B206 56766C32 943DA50D 3ED374BD

counter| Ino_of_bits_to_returnl|input_string is
02 00000209 00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4D4AE4F 50515253 54555657 58595A5B SCS5DSESF

Hash(counter| Ino_of_bits_to_return||input_string) is
13B24000 56345ED8 7121E329 23656AF5
63CBOCIOF 6FA3F671 1A31A9EE 306A0962 @1A9509E 8EEDA764
EA71EFCo 9FE343AB OCFDOCEF 5B7547C0 A1D66875 2BE96COE

temp =
FFAE 28344D1E 7E85CQ8D CD7A4643 D40Q12FDC
1557F@01 23175QED 5169571D F59(2783 S5ECB69B3 53149744
C13B0Q22F D21F1797 B2065676 6C32943D ASQD3ED3 74BD13B2

01 FF5C5068 9A3CFDOB 811B9AF4 8(C87A802
SFB82AAF E002462E A1DAA2DZ AE3BEB38 4F06BD96 D366A629



2E898276 045FA43E 2F2F640C ACECD865 287B4A1A 7DAGE97A

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k %k 3k >k 3%k 3k >k 3k %k 3%k %k 3%k >k 3% 3k %k %k %k 3% %k % >k %k % %k % %k %k %k *k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k sk sk 3k 3k 3k >k sk 3k 3k sk 3k 3k sk 3k sk 5k 3k sk 3k 3k sk 3k sk 3k >k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk >k %k %k *k k

DualEC_DRBG_Reseed_algorithm

entropy_input 1is
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

additional_input is <empty>

Hash_df()

no_of_bits_to_return 521

counter| Ino_of_bits_to_returnl|input_string is
010000 Q209FFAE
28344D1E 7E85CQ8D (CD7A4643 D4012FDC 1557F001 231750QED
5169571D F59(C2783 S5ECB69B3 53149744 (C13B@Q22F D21F1797
B2065676 6C32943D ASQD3ED3 74BD1380 80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

Hash(counter| Ino_of_bits_to_returnllinput_string) is
AQ7EDEQ4 ©D52F125 7BDD31EF 41A32A49
D2D3CF41 D@2C865E 20640917 @DCOF36A EZ2E3BFFF 58A8788A
471D90C6 7C48BD28 8DF9296A ES544BC8F 1CDGEDIF 87003A2B



temp =
AQ7EDEQ4 6D52F125 7BDD31EF 41A32A49
D2D3CF41 D@2C865E 20640917 ODCIOF36A EZ2E3BFFF 58A8788A
471D90C6 7C48BD28 8DF9296A ES544BC8F 1CDGEDIF 87003AZB

counter| Ino_of_bits_to_returnl|input_string is
020000 0209FFAE
28344D1E 7E85CO8D (CD7A4643 D4012FDC 1557F001 23175QED
5169571D F59(C2783 S5ECB69B3 53149744 (C13B0O22F D21F1797
B2065676 6C32943D ASQD3ED3 74BD1380 80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
88AFEFF9 553A9792 50A85B63 6278976C
EFD5FC41 7FCCD2C3 AEAG6450B 3C69BAF1 DE@A92C5 FE79D405
831E047A A14674EF 66760CC7 561CEBF3 S5BB15AF6 69254A76

temp =
AQ7E DE@46D52 F1257BDD 31EF41A3 2A49D2D3
CF41D02C 865E2064 ©9170DC9 F36AE2E3 BFFF58A8 788A471D
90C67C48 BD288DF9 296AE544 BC8F1(CD6 EDI9F8700 3A2B88AF

01 40FDBCO8 DAASEZ24A F7BA63DE 83465493
AS5A79E83 AQ590CBC 40C8122E 1B93E6D5 C5C77FFE B150F114
8E3B218C F8917A51 1BF252D5 CA89791E 39ADDB3F QEQQ7457

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008



i=0
t 1is

A79E83A0
3B218CF8

687D9306
7B33F1DF

FOB0O4D38
0B127286

FOB0O4D38
0B127286

687D9306
7B33F1DF

D4A4FA91
5207F8EF

329EBAG9
AGAFEE12

0140
590CBC40
917A511B

0oD8
4F80CCD7
O8AFFE47

0012
42079598
CE944EDB

42079598
CE944EDB

0oD8
4F80CCD7
O8AFFE47

00AB
7EFDBC4E
329AF0C1

0171
9FFBD410
FOEES80A

FDBC@8DA
C8122E1B
F252D5CA

F65E802E
DB6317C5
B2306033

OE4B447A
2743FF28
FAA116A9

4B447A
2743FF28
FAA116A9

F65E802E
DB6317C5
B2306033

4412E019
3E27BC78
8B9DB00OB

03820FA8
3D1DBDDB
6050D746

ASE24AF7
93E6D5C5
89791E39

31FDC676
E587D493
5506E429

E985BCC4
DFBD3712
DC2D0274

E985BCC4
DFBD3712
DC2D0274

31FDC676
E587D493
5506E429

BoC40EA4
A85881F9
4DOA22EF

2B10C121
561962D3
44ACF69D

BAG63DES&3
C77FFEB1
ADDB3FQE

86170D85
2F2910F2
8B6A8631

861F3A8A
6C29C526
A975BF25

861F3A8A
6C29C526
A975BF25

86170D85
2F2910F2
8B6A8631

CA845A6B
7763DCDO
EAE79794

D8981D2C
43EA46(C3
D9A390B6

465493A5
50F1148E
00745711

F56F2103
AC4@965D
A484BB6B

BACB4F80
5358AD7B
7C340311

BACB4F80
5358AD7B
7C340311

F56F2103
AC40965D
A484BB6B

D9D@9C94
56CAC5E7
2065C2AB

CoEFB51F
6D1FF67B
8BC2543B



4B44 7AE985BC
C4861F3A 8ABACB4F 80F0B04D 38420795 9B2743FF 28DFBD37
126C29C5 265358AD 7B0OB1272 86CE944E DBFAA116 A9DC2D@2
74A975BF 257C3403 11820FA8 2B10C121 D8981D2C C6EFB51F
329EBAG9 9FFBD410 3D1DBDDB 561962D3 43EA46C3 ©6D1FF67B
AGAFEE12 FOEES80A 6050D746 44ACF69D D9A390B6 8B(2543B

0119 402C8A29 O37AFEE3 3FB82018 90QFAE7AE
C1D2E13D 885248E9 B747A434 A0496733 SE7DOCAE D7FCO8B3
89B58456 (C8756ED8 8E151427 ©640438A0 8FO6AODD 6BF5F187

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
DualEC_DRBG_Generate_algorithm

additional_input is <empty>

requested_number_of_bits is 1008

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k

DualEC_DRBG_Reseed_algorithm
entropy_input is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

additional_input is <empty>

Hash_df()



i=1

counter| Ino_of_bits_to_returnl|input_string 1is
010000 02098CAQ
16451481 BD7F719F DC100C48 7D73D760 EQ7@Q9EC4 292474DB
A3D21A50 24B399AF 3E86576B FE0Q459C4 DAC22B64 3AB76C47
0OA8A13B2 ©21C5047 83506EB5 FAF8C380 C0C1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
B6577447 85583872 B8633A71 26638396
F7350FC6 CCO52AA8 Q6E4A3C3 483DBDDA DOD29DF3 29141612
35372020 Q498EAF3 Do6(C7C134 6AQ@9B2D6 BE60QB293 E15309EC

temp =
B6577447 85583872 B8633A71 26638396
F7350FC6 CCO52AA8 Q6E4A3C3 483DBDDA D@OD29DF3 29141612
35372020 0498EAF3 Do6C7C134 6AQ9B2D6 BE60B293 E15309EC

counter| Ino_of_bits_to_returnl|input_string 1is
020000 02098CAQ
16451481 BD7F719F DC100C48 7D73D760 EQ7@Q9EC4 292474DB
A3D21A50 24B399AF 3E86576B FE0Q459C4 DAC22B64 3AB76C47
OA8A13B2 021C5047 83506EB5 FAF8C380 C0C1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
44C6D1E4 GEQA7743 509B225C 91D0O76B9
3206F147D 74EEA7EE 2064B8BB@ D12574FC C12CEE44 3FD86689
DA878137 (C4210QE53 D779E53A FCFD1FFF 8BC7B62C 4(C43B770

temp =
B657 74478558 3872B863 3A712663 8396F735
OFC6CCO5 2AA806E4 A3(C3483D BDDAD@ODZ2 9DF32914 16123537
20200498 EAF3D6C7 (C1346A09 BZ2D6BE6@ B293E153 @9EC44C6



01 6CAEE88F QABO7QES 70C674E2 4CC7072D
EE6ALF8D 980A5550 ©@DC94786 907B7BB5 A1A53BE6 52282(24
6A6E4040 0931D5E7 AD8F8268 D41365AD 7CC16527 CZ2A613D8

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3%k 3% 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008

i=0

t is
016C AEE88FQA BQ7QES570 Co74E24C C7072DEE
6A1F8D98 @A55500D (9478690 7B7BB5A1 AS53BEG52 282(C246A
6E404009 31DS5E7AD 8F8268D4 1365AD7C (C16527C2 A613D889

s is
019D 73484D48 3CE45ADA 93CBA87E OBGFBCBO
30E324E6 02181283 QF4ECEQ2 932B2C73 459BA189 2AD98D84
31BE1970 86A37ABB E86F19A8 ABA2B(BO 6(C489969 08D68491

ris
007A 84D594BB ABS5DFB63 471DC655 2B0O09B83
©6AD1DB71 19516668 F1E88675 F5E42501 EOBACG65C Q3EC2042
5388895F B7DOB994 7213DB93 4ESF859A 6C785DE@ C78F872F

tmp 1s

D594BB AB5DFB63 471DC655 2B0O@9B&S
6AD1DB71 19516668 F1E88675 F5E42501 EOBACG5C Q3EC2042
5388895F B7DOB994 7213DB93 4ES5F859A 6C785DE@ C78F872F

1=1

t is

019D 73484D48 3CE45ADA 93CBA87E OB6FBCBO
30E324E6 02181283 QF4ECEQ2 932B2C73 459BA189 2AD98D84
31BE1970 86A37ABB E86F19A8 ABAZBCBO 6(489969 08D68491



0199 67CF5600 3F48081D A94DBF1B DA67B985
4CCI9D3A2 57A912E4 61695F89 COED6F7C E2991072 QAGEGESE
273BE496 OD5FEZD5 C40BEQZ28 1EQCCZ219 A8(C41C10 4F5D7643

0121 ABF43EAE EC7F9044 19D2264E (C9DD1130
FB62F847 10460B4C BF8C4964 1B56D428 D1085F42 91FDE162
O1F18E10 4DAE3A6D 9A4AC46B BOOSESGOE 22EDB4B8 843B6038

D594 BBABSDFB
63471DCo 552B009B 886AD1DB 71195166 68F1E886 75F5E425
O1EOBAC6 5CO3EC20 42538889 5FB7DOB9 947213DB 934ES5F85
9A6C785D EQC78F87 2FF43EAE EC7F9044 19D2264E (C9DD1130
FB62F847 10460B4C BF8C4964 1B56D428 D1085F42 91FDE162
O1F18E10 4DAE3A6D 9A4AC46B BOOSESGE 22EDB4B8 843B6038

0122 77038985 6741F22A 744C4050 7B5F7010
F2CAD7D8 CAL1FFEE9 B3155675 A0711010 435992D2 067F766F
FBB5F25E 4E216B95 A120CCD8 F60CD374 ©949B974 B12BB35A

rnd_val 1is
D594 BBABSDFB
63471DC6 552B009B 886AD1DB 71195166 68F1E886 75F5E425
Q1EQBACO 5CQ3EC20 42538889 S5FB7DOB9 947213DB 934ESF85
9A6(C785D EQC78F87 2FF43EAE EC7F9044 19D2264E (C9DD1130
FB62F847 104060B4C BF8C4964 1B50D428 D1085F42 91FDE162
Q1F18E10 4DAE3A6D 9A4AC46B B9OQ8SES6OE 22EDB4B8 843B6038

R A A A A
DualEC_DRBG

Requested Security Strength = 256



Requested Hash Algorithm = SHA-512

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@OD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString =
40414243 44454647
48494A4B 4C4D4AE4F 50515253 54555657 58595A5B SCSDSESF

Additionallnputl =
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIOBABB BCBDBEBF

R A A R R
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k sk sk sk ki k sk k ok
DualEC_DRBG_Instantiate_algorithm

entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F



nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B SCSDSESF

prediction_resistance_flag = "PredictionResistance"

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
01 00000209 00010203 04050607
08090A0B QCODOEOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 28292A2B 2(2D2E2F 40414243 44454647
48494A4B 4C4D4AE4F 50515253 54555657 58595A5B SCS5DSESF

Hash(counter| Ino_of_bits_to_returnl!|input_string) is
FFAE2834 4D1E7E85 CO8DCD7A 4643D401
2FDC1557 F@@12317 5@QED5169 571DF59C 27835ECB 69B35314
9744C13B @22FD21F 1797B206 56766C32 943DA50D 3ED374BD

temp =
FFAE2834 4D1E7VE85 CO8DCD7A 4643D401
2FDC1557 F0012317 5QED5169 571DF59C 27835ECB 69B35314
9744C13B ©022FD21F 1797B206 56766C32 943DA50D 3ED374BD

counter| Ino_of_bits_to_returnl|input_string 1is
02 00000209 00010203 04050607



08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F
20212223 24252627 28292A2B 2C2D2EZ2F 40414243 44454647
48494A4B 4C4D4E4F 50515253 54555657 58595A5B 5C5DSESF

Hash(counter| Ino_of_bits_to_returnl|input_string) is

63CBOCOF 6FA3F671
EA71EFC6 9FE343AB

temp =
FFAE
1557F001 231750QED
C13B@22F D21F1797

01
SFB82AAF E002462E
2E898276 045FA43E

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3% %k %k k k >k k k

13B24000 56345ED8
1A31A9EE 306A0962
OCFDOCEF 5B7547C0

28344D1E 7E85C08D
5169571D F59C2783
B2065676 6C32943D

FF5C5068 9A3CFDOB
A1DAAZ2D2 AE3BEB38
2F2F640C ACECD865

DualEC_DRBG_Generate_algorithm

additional_input is

7121E329 23656AF5
01A9509E 8EEDA764
A1D66875 Z2BE96C9OE

CD7A4643 D4@12FDC
SECB69B3 53149744
A50D3ED3 74BD13B2

811B9AF4 8C87A802
4F06BD96 D366A629
287B4A1A 7DAGE97A

60616263 64656667

68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

requested_number_of_bits is 1008
Generate FAILED: Reseed is required

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3% 3k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

DualEC_DRBG_Reseed_algorithm

entropy_input is

80818283 84858687

88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9DIE9F



additional_input is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Hash_df ()

counter| Ino_of_bits_to_returnl|input_string is
010000 0209FFAE 28344D1E 7E85CQ8D
CD7A4643 D4@12FDC 1557F001 23175QED 5169571D F59C2783
SECB69B3 53149744 (C13B@22F D21F1797 B2065676 6(32943D
AS@OD3ED3 74BD1380 80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEIF 60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

Hash(counter| Ino_of_bits_to_returnl|input_string) is
46015029 (C46238FF Q75EAFQ04 77141082
B71E8CE1 1EF7D77B E990QCQE2 70475F5B 945CB46A F8ES5FB44
60C7ADB6 AQ468132 DBB830D5 80823A12 SEA250B3 65149682

temp =
46015029 (C46238FF Q75EAF04 77141082
B71E8CE1 1EF7D77B E990QCQEZ2 70Q475F5B 945CB46A F8ESFB44
60C7ADB6 AQ468132 DBB83@D5 80823A12 S5EA250B3 65149682

counter| Ino_of_bits_to_returnl|input_string is
020000 0209FFAE 28344D1E 7E85CQ8D
(CD7A4643 D4012FDC 1557F001 23175QED 5169571D F59(C2783
SECB69B3 53149744 (C13B0Q22F D21F1797 B2065676 6(32943D
ASQD3ED3 74BD1380 80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9(C9DIESF 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F



Hash(counter| Ino_of_bits_to_returnl|input_string) is
481B45CC 7118C054 581CES5C8 327B(C255
576BE388 FEFA4E7A FDo@C16B FODDO759 4D5A834A 782528E2
5678F76A 8952798C 7507C78D 1DC43E75 DBOD9240 ES50688B9

temp =
4601 5029C462 38FFQ75E AFQ47714 1082B71E
8CE11EF7 D77BE990 CQE27047 S5F5B945C B46AF8E5 FB4460C7
ADB6AO46 8132DBB8 30D58082 3A125EAZ2 50B36514 9682481B

00 8COZ2A0Q53 88C471FE OEBDSEQ8 EEZ282105
6E3D19C2 3DEFAEF7 D32181C4 EQ8EBEB7 28B968D5 F1CBF688
C18F5B6D 408D0265 B77061AB 01047424 BD44Al66 CAZ292D04

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3%k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k %k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k k

DualEC_DRBG_Generate_algorithm
additional_input is <empty>

requested_number_of_bits is 1008

008C 02A05388 (C471FEQE BDSEQ8EE 2821056E
3D19C23D EFAEF7D3 2181C4EQ 8EBEB728 B968D5F1 CBF688(C1
8F5B6D40 8D0265B7 7061ABO1 ©047424BD 44A166CA 292D0490

009F AC93AA48 4BCO3AAZ 72F00C74 FFABZ2FD8
32466448 88005AAB 4881F8D8 721163FD D97DAC86 BID3F61D
6COD7AE9 7C114C5C 72482217 8634F2A9 55F1BADS5 3FACAA4C

0127 16C7ED88 A2(C6901C 04802BA2 BB042629
21B19664 835A4A3C 002CBOF1 3E35E3DE B3698A43 6BF1C85B
Q70E9EG9 77CA78A5 130905AA 0CO1A941 30F5133D F904A4AC



C7ED88 A2C6901C 04802BA2 BB042629
21B19664 835A4A3C 002CBOF1 3E35E3DE B3698A43 ©6BF1C85B
Q70E9EG9 77CA78A5 130905AA 0CO1A941 30F5133D F904A4AC

009F AC93AA48 4BCO3AAZ2 72F00C74 FFAB2FD8
32466448 88005AAB 4881F8D8 721163FD D97DAC86 BID3F61D
6COD7AE9 7(C114C5C 72482217 8634F2A9 55F1BAD5 3FACAA4C

0195 41808856 E77C1EQE 5921347B 658CBF72
2286FF22 542119F6 484E8365 35F5A448 11FFEBZ2F CCDCF87A
AQEG6F8A9 32E404AA 28793F91 123B4B72 6B7FD74B 7170819A

0OFB E2F59A7D D01227E8 FCA1C8D5 1F@93839
46ECD950 11310476 @D7E216C AF581FE9 D3AACEGF C4CDDC4C
CD736D26 AGOBESBE 2A6A78CD 752D1EC7 CCC80263 8B177307

C7ED 88A2(C690
1C04802B AZ2BB0426 2921B196 64835A4A 3C002CB9 F13E35E3
DEB3698A 436BF1C8 5BO7QE9E 6977CA78 A5130905 AAOCO1A9
4130F513 3DF904A4 ACF59A7D D01227E8 FCA1C8D5 1F@93839
46ECD950 11310476 @D7E216C AF581FE9 D3AACEGF C4CDDC4C
CD736D26 AGOBEBBE 2A6A78CD 752D1EC7 CCC80263 8B177307

0001 E2928DB7 FEB26C5A 4078C4B9 D12014E4
D15FC2AA ECCCBE4F 1CFOD35B 7AF6DD6@ B960D18D 547COCOF
310B832D F33961B7 1553D019 8D83DC74 1165FCAS5 759478(C7



Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3%k 3k %k %k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3%k %k %k k k >k k k

DualEC_DRBG_Generate_algorithm

additional_input is
AQAL1AZ2A3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

requested_number_of_bits is 1008

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3%k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k sk 5k %k %k >k k ok ok k

DualEC_DRBG_Reseed_algorithm

entropy_input is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

additional_input is
AQALAZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

Hash_df()

counter| Ino_of_bits_to_returnl|input_string is
010000 020900F1 4946DBFF 59362D20
3C625CE8 900A7268 AFE15576 ©665F278E 7869ADBD 7BGEB@SC
BO68C6AA 3EQ60798 85C196F9 9CBODBSA A9E80CC6 CLEE3AQ8
B2FE52BA CA3C6380 C@AC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DeD7 DS8DODADB DCDDDEDF AQA1AZ2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_returnl|linput_string) is



F8ASADF3 BOC52B4A 48ECAF75 E4610EFD
7AF72B36 8C2567D1 941DB67F A6@8EDSC BB3363F8 4BASEQSD
EE86BEAS EEADC93D 8B130FBo6 D35A7A48 1F6FDABO 7(C1090C2

temp =
F8ASADF3 BQOC52B4A 48ECAF75 E461QEFD
7AF72B36 8C2567D1 941DB67F A6@8EDSC BB3363F8 4BASEQ80
EE86BEAS EEADCO3D 8B130FBo D35A7A48 1FoFDABQ 7C1090C2

counter| Ino_of_bits_to_returnl|input_string is
020000 020900F1 4946DBFF 59362D20
3C625CE8 900A7268 AFE15576 ©665F278E 7869ADBD 7BGEB@SC
BO68C6AA 3EQ60798 85C196F9 9CBODBSA A9E80CC6 C1EE3AQ8
B2FE52BA CA3C6380 C@AC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DeD7 DS8DODADB DCDDDEDF AQA1AZ2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

Hash(counter| Ino_of_bits_to_returnl!|linput_string) is
474C0OD33 75C318A8 FEDSEF73 696B9ESE
3AA7244A 5F7B92C9 504DDED4 29F0B2E@ F93DD3B7 6D79E142
F7BDE638 635A1B5A CFGEDACB 74A6@ACA 6DFOBB20 316CC953

temp =
F8AS ADF3BOC5 2B4A48EC AF75E461 QEFD7AF7
2B368C25 67D1941D B67FA608 ED5CBB33 63F84BA8 EQ8QEE86
BEASEEAD (C93D8B13 QFB6D35A 7A481F6F DABQ7C10Q 90C2474C

01 F14B5BE7 618A5694 91D95EEB C8C21DFA
FS5EE566D 184ACFA3 283B6oCFF 4C11DAB9 7666C7F0Q 9751C101
DDOD7D4B DD5B927B 16261F6D A6B4F490 3EDFB560 F8212184

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

DualEC_DRBG_Generate_algorithm



additional_input is

<empty>

requested_number_of_bits is 1008

EE566D18
©D7D4BDD

72AE5B72
4A0C6381

510C68FD
648FE4D8

510C68FD
648FE4D8

72AE5B72
4A0C6381

1D1CE2EQ
350FF0OD9

01F1
4ACFA328
5B927B16

0050
EDAQ17C4
5FD4C255

0105
96DBF94E
8E2C82A6

96DBF94E
8E2C82A6

0050
EDAQ17C4
5FD4C255

0144
996(30C4
94D00279

0144

4B5BE761
3B6CFF4C
261F6DA6

F49247E7
385853A5
1024FACD

CF83B78B
AC1BC202
F530675E

83B78B
AC1BC202
F530675E

F49247E7
385853A5
1024FACD

5F925D29
22B3B7B6
DF9AD924

7DD1@AD8

8A569491
11DAB976
B4F4903E

838E0870
6F576F1D
DDD48FFA

20678544
2752D755
1DB92D39

20678544
2752D755
1DB92D39

838E0870
6F576F1D
DDD48FFA

26DA7FEF
E9AQ82F4
BBF89BEA

O8ECCCFB

DI95EEBCS
66C7FQ97
DFB560F8

E127C9DA
21711BFA
A95FD223

12EEB24A
8AEBI9F97
6D6D85BD

12EEB24A
8AEBI9F97
6D6D85BD

E127C9DA
21711BFA
A95FD223

C2321DE0Q
29D7C99D
6815CC57

FC811EB6

C21DFAF5
51C101DD
2121848E

71FC315C
4E14A261
5583E7FE

EA86064D
B9CBC1B9
AD2A23CB

EA86064D
B9CBC1B9
AD2AZ23(CB

71FC315C
4E14A261
5583E7FE

4291E6A2
7705C43A
9456(C3D3

8AE835E4



rnd_val

912E011D
65EQA45F

4412EEB2
558AEBIF
396D6D85
912E011D
65EQA45F

15C55FF0
882B71DF

is

4412EEB2
558AEBIF
396D6D85
912EQ11D
65EQA45F

D10A4399
61043E1F

4AEA8606
97B9CBC1
BDADZ2AZ3
D10A4399
61043E1F

016D
761A21D9
19D757F4

4AEA8606
97B9CBC1
BDAD2AZ3
D10A4399
61043E1F

C8DEZ2D9D
AQ47870D

4D510C68
B9648FE4
CBD10AD8
C8DEZ2D9D
A047870D

61DC3D5D
406B317B
76BCC728

4D510C68
B9648FE4
CBD10AD8
C8DEZD9D
A04787@D

88F81B61
D582295E

FD96DBF9
D88E2C82
O8ECCCFB
88F81B61
D582295E

4D16A71F
BB567F9C
373F63F0

FD96DBF9
D88E2(C82
O8ECCCFB
88F81Bo6l
D582295E

68B05D28
6C50DD11

83B7
4EAC1BC2
A6F53067
FC811EB6
68B05D28
6C50DD11

CAFACO1A
E892DEB7
1FB5B85D

83B7
4EAC1BC2
A6F53067
FC811EB6
68B05D28
6C50DD11

2B9DACLE
85B13594

8B206785
022752D7
S5E1DB92D
8AE835E4
2B9DACLE
85B13594

0386F31B
02FD5895
ABDD1EZ27

8B206785
022752D7
5E1DB92D
8AE835E4
2B9DAC1E
85B13594
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