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CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9IDADBDC

Nonce =
202122 23242526

PersonalizationString = <empty>

AdditionalInput = <empty>
R R R A i
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k >k ok k
CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is

00 01020304
05000708 090A0BOC ODOEOF10 11121314 15161718 191A1B1C

nonce 1is
202122 23242526

personal_str is <empty>



prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df
input_str 1is
00010203
OCODOEQF 10111213 141510617 18191A1B
number_of_bits_to_return = 232
S 1is

00000024 0000001D 00010203 04050607
10111213 14151617 18191A1B 1C202122

BCC

IV is

IV Il S is

00000024 0000001D 00010203 04050607

10111213 14151617 18191A1B 1C202122

temp 1is

BCC

IV is

IV Il S is

04050607
1C202122

08090A0B
23242526

00000000

00000000
08090A0B
23242526

4A2145C3

00000001

08090A0B
23242526

OCODOEQF
80000000

00000000

00000000
OCODOEQF
80000000

52BD4642

00000000



00000001 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBS5E7@D CAE11D42
BCC
IV is
00000002 00000000
IV II S is

00000002 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEOF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBSE7@OD CAE11D42 82FD@O2F7 B62641C4

BCC

IV 1is
00000003 00000000

IV II S is
00000003 00000000
00000024 0000001D 00010203 040500607 08090AQB OCODAEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642
EEBSE70D CAE11D42 82FD0O2F7 B62641C4 BAES575D6 E7411566



4A 2145C352 BD4642EE BSE7ODCA E11D4282 FDOZ2F7Bo6

X is
2641C4BA ES575D6E7

Block #1
Blockin 2641C4BA ES575D6E7
Blockout B4300B8B 7D547B40

BlockEncrypt
Key is
4A 2145C352 BD4642EE BSE7@ODCA E11D4282 FDO2F7B6

X is
20641C4BA E575D6E7

X = BlockEncrypt(Key, X) is
B4300B8B 7D547B40

temp 1is
B4300B8B 7D547B40

Block #1
Blockin B4300B8B 7D547B40
Blockout 599CFDOE B13B1607

BlockEncrypt

Key 1is
4A 2145C352 BD4642EE BS5E7@QDCA E11D4282 FDOZ2F7B6



X is
B4300B8B 7D547B40

X = BlockEncrypt(Key, X) 1is
599CFDOE B13B1607

temp is
B4300B8B 7D547B40 599CFDOE B13B1607

Block #1
Blockin 599CFDOE B13B1607
Blockout 2398EF59 1553A5A3

BlockEncrypt
Key is
4A 2145C352 BD4642EE BSE7ODCA E11D4282 FDOZ2F7B6

X is
599CFDQE B13B1607

X = BlockEncrypt(Key, X) 1is
2398EF59 1553A5A3

temp is
B4300B8B 7D547B40 S599CFDOE B13B160Q7 2398EF59 1553A5A3

Block #1
Blockin 2398EF59 1553A5A3
Blockout A10292FE FE535642

BlockEncrypt

Key is
4A 2145C352 BD4642EE B5E7@QDCA E11D4282 FDOZ2F7B6



X is

2398EF59

X = BlockEncrypt(Key, X) is

temp is

A10292FE

B4300B8B

599CFDOE B13B1607 2398EF59 1553A5A3 A10292FE

requested_bits 1is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

seed_material is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

Update

provided_data is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

While loop

Key is

V is

00 00000000 00000000 00000000 00000000

00000000

1553A5A3

FE535642

7D547B40
FE535642

300B8B7D
0292FEFE

300B8B7D
0292FEFE

300B8B7D
0292FEFE

00000000

00000001



Block #1

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block is

166B40B4
temp is

166B40B4
While loop
Key is

00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000002
Blockout @6GE7EA22 CE92708F
output_block is
Q6E7EA22

temp is

166B40B4 4ABA4BD6 Q6E7EAZ2Z

While loop

Key is

V is

00 00000000 00000000 00000000 00000000

00000000

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F

CE92708F

00000000

00000003



Block #1

Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block 1is

temp is

166B40B4 4ABA4BD6 QGE7EA22 CE92708F

While loop

Key is

V is

Block #1

00 00000000 00000000 00000000

Blockin 00000000 00000004
Blockout DZ2FD8867 D50QD2DFE

output_block 1is

temp is

O6E7EAZ22 CE92708F 4EB190C9 A2FA169C

temp XOR provided_data is

EE30965F 7B172C7F A966886D 297F90B7

Key is

A2 5B4B3F37 EE30965F 7B172C7F

4EB190C9

4EB190C9

00000000

00000000

D2FD8867

166B40B4
D2FD8867

A2
A9B33F73

A966886D

A2FA169C

AZ2FA169C

00000000

00000004

D5@D2DFE

4ABA4BD6
D5@D2DFE

5B4B3F37
FF1A992B

297F90B7



V is
A9B33F73 FF1A992B

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok k ok
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin  A9B33F73 FF1A992C
Blockout ABC88224 514D0316
Block #1

Blockin  A9B33F73 FF1A992D
Blockout EA3D48AE E3C9AZB4

Update
provided_data is

00 00000000
00000000 00000000 00000000 00000000 0V0VVV0 00000000

While loop
Key 1is
A2 5B4B3F37 EE30965F 7B172C7F A966886D 297F90B7

V is
A9B33F73 FF1A992E



Block #1

Blockin  A9B33F73 FF1A992E
Blockout 27CE2546 ES5F9CE73

output_block is

27CE2546
temp 1is

27CE2546
While loop
Key is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

Vis
A9B33F73
Block #1
Blockin A9B33F73 FF1A992F
Blockout AC843CE9 A9F8B369
output_block is
AC843CE9

temp 1is

27CE2546 ES5F9CE73 AC843CE9

While loop

Key is

V is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

ESFIOCE73

ESFIOCE73

297F90B7

FF1A992F

A9F8B369

A9F8B369

297F90B7



A9B33F73

Block #1
Blockin  A9B33F73 FF1A9930
Blockout Do6@53CDo6 D4543E9B

output_block is
D6@53CDo6

temp is
27CE2546 ESF9CE73 AC843CE9 A9F8B369 D6053CD6

While loop

Key is
A2 5B4B3F37 EE30965F 7B172C7F A966886D

V is
A9B33F73
Block #1
Blockin  A9B33F73 FF1A9931
Blockout CF882969 5162BE&2
output_block is
CF882969
temp is
27CE2546

AC843CE9 A9F8B369 Do@53CD6 D4543E9B CF882969

temp XOR provided_data is
27
FOCE73AC 843CE9A9 F8B369D6 ©@53CD6D4 543E9BCF

Key is

FF1A9930

D4543E9B

D4543E9B

297F90B7

FF1A9931

5162BE82

ESFIOCE73
5162BE82

CE2546E5
88296951



27 CE2546E5 FI9CE73AC 843CE9A9 F8B369D6 ©053CDoD4

V is
543E9BCF 88296951

rnd_val 1is
ABC88224 514D0316 EA3D48AE E3C9AZB4

Second call to Generate
ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kok ok Kok ok K ok o Kok o ok o ok oK ok oK ok K ok K ok
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin  543E9BCF 88296952
Blockout D3D3F372 E43E7ABD
Block #1

Blockin  543E9BCF 88296953
Blockout C4FA2937 43EEDQ76

Update
provided_data is

00 00000000
00000000 00000000 00000000 000VVVV0 00VVVVV0 0000000

While loop

Key is
27 CE2546E5 FICE73AC 843CE9A9 F8B369D6 ©53CD6D4



V is
543E9BCF 88296954

Block #1
Blockin 543E9BCF 88296954
Blockout 49606D8DE ©11D2169

output_block is
4966D8DE ©11D2169

temp is
49606D8DE ©011D2169

While loop
Key is
27 CE2546E5 FOCE73AC 843CE9A9 F8B369D6 ©53CD6D4

V is
543E9BCF 88296955

Block #1
Blockin 543E9BCF 88296955
Blockout D@OEA8DCA 25F59A82

output_block is
DOEASDCA 25F59A82

temp is
4966D8DE ©11D2169 DOEASDCA 25F59A82

While loop



Key is
27 CE2546E5 FI9CE73AC 843CE9A9 F8B369D6

V is
543E9BCF
Block #1
Blockin  543E9BCF 88296956
Blockout 9C246045 E5453E30
output_block 1is
9C246045

temp is
4960D8DE ©11D2169 DOEASDCA 25F59A82 9(C246045

While loop

Key is
27 CE2546E5 FI9CE73AC 843CE9A9 F8B369D6

V is
543E9BCF
Block #1
Blockin  543E9BCF 88296957
Blockout 6D98529D 4CF1B0AG
output_block 1is
6D98529D
temp is
4966D8DE

DOEASDCA 25F59A82 9(246045 E5453E30 6D98529D

temp XOR provided_data is

053CDoD4

88296956

E5453E30

E5453E30

053CDoD4

88296957

4CF1B0A6

011D2169
4CF1B0A6



49 66D8DEQ1
1D2169D@ EA8DCAZ25 F59A829C 246045E5 453E306D 98529D4C

Key is
49 66D8DEQ@1 1D2169D@ EA8SDCA25 F59A829C 246045E5

V is
453E306D 98529D4C

rnd_val 1is
D3D3F372 E43E7ABD C4FA2937 43EEDQ76

B b b G e b
CTR_DRBG
Requested Security Strength = 112

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00 01020304
05060708 090A0BOC QDOEQF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8DSE8FI90 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
(C5CeC7C8 (C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 D9ODADBDC

Nonce =
202122 23242526

PersonalizationString = <empty>

Additionallnputl =
60 61626364



65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Additionallnput2 =
AQ A1A2A3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

B B L L A 3 et B et i

3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk kR sk sk k

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

honce is
202122 23242526
personal_str is <empty>
prediction_resistance_flag = "No PredictionResistance”
Block_Cipher_df
input_str 1is
00010203 04050607 08090A0B
OCODOEQF 10111213 14151017 18191A1B 1(C202122 23242526
number_of_bits_to_return = 232
S is

00000024 0000001D 00010203 04050607 08090AVB OCODOEOF
10111213 14151617 18191A1B 1C202122 23242526 80000000



IV 1is
00000000 00000000

IV II S is
00000000 00000000
00000024 0000001D 00010203 040500607 08090AQB OCODAEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642
BCC
IV is
00000001 00000000
IV II S is

00000001 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBS5E7@D CAE11D42
BCC
IV is
00000002 00000000
IV II S is

00000002 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEOF
10111213 14151617 18191A1B 1C202122 23242526 80000000



temp is
4A2145C3 52BD4642 EEBSE7@QD CAE11D42 82FD@Q2F7 B62641C4

BCC

IV is
00000003 00000000

IV II S 1is
00000003 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEOF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642
EEBSE7OD CAE11D42 82FD0O2F7 B62641C4 BAES575D6 E7411566

Key is
4A 2145C352 BD4642EE BSE7ODCA E11D4282 FDO2F7B6
X is
2641C4BA ES575D6E7
Block #1

Blockin  2641C4BA E575D6E7
Blockout B4300B8B 7D547B40

BlockEncrypt

Key is
4A 2145C352 BD4642EE BS5E7@QDCA E11D4282 FDOZ2F7B6



X is
2641C4BA ES575D6E7

X = BlockEncrypt(Key, X) 1is
B4300B8B 7D547B40

temp is
B4300B8B 7D547B40

Block #1
Blockin B4300B8B 7D547B40
Blockout 599CFDOE B13B1607

BlockEncrypt
Key is
4A 2145C352 BD4642EE BSE7ODCA E11D4282 FDOZ2F7B6

X is
B4300B8B 7D547B40

X = BlockEncrypt(Key, X) 1is
599CFDOE B13B160@7

temp is
B4300B8B 7D547B40 599CFDOE B13B1607

Block #1
Blockin 599CFDOE B13B1607
Blockout 2398EF59 1553A5A3

BlockEncrypt

Key is
4A 2145C352 BD4642EE B5E7@QDCA E11D4282 FDOZ2F7B6



X is

X = BlockEncrypt(Key, X) is

temp is

599CFDOE

2398EF59

B13B1607

1553A5A3

B4300B8B 7D547B4@ 599CFDOE B13B16@7 2398EF59 1553A5A3

Block #1
Blockin 2398EF59 1553A5A3
Blockout A10292FE FE535642

BlockEncrypt

Key is

4A 2145C352 BD4642EE BSE7ODCA E11D4282

X is

X = BlockEncrypt(Key, X) is

temp is

2398EF59

A10292FE

B4300B8B

599CFDOE B13B1607 2398EF59 1553A5A3 A10292FE

requested_bits 1is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

seed_material 1is

B4

FD@O2F7B6

1553A5A3

FE535642

7D547B40
FE535642

300B8B7D
0292FEFE

300B8B7D



547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

Update

provided_data is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

While loop

Key is

V is

Block #1

00 00000000 00000000 00000000 00000000

00000000

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block is

temp is

166B40B4

166B40B4

While loop

Key is

V is

00 00000000 00000000 00000000 00000000

00000000

0292FEFE

300B8B7D
0292FEFE

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002



Block #1
Blockin 00000000 00000002
Blockout ©O6E7EA22 CE92708F

output_block 1is
O6E7EA22 CE92708F

temp is
166B40B4 4ABA4BD6 QGE7EA22 CE92708F

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block 1is
4EB190C9 A2FA169C

temp is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000



V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 D50DZ2DFE

output_block is
D2FD8867 D5@QD2DFE

temp 1is
166B40B4 4ABA4BD6
Q6E7EA22 CE92708F 4EB190C9 A2FA169C D2FD8867 D50QD2DFE

temp XOR provided_data is
A2 5B4B3F37
EE30965F 7B172C7F A966886D 297F90B7 A9B33F73 FF1A992B

Key is
A2 5B4B3F37 EE30965F 7B172C7F A966886D 297F90B7

V is
A9B33F73 FF1A992B

First call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

additional_input <> NULL, process appropriately



Block_Cipher_df
input_str 1is

65666768 696A6B6C 6D6ECF7Q 71727374

number_of_bits_to_return = 232
S 1is
0000001D 0000001D
08690A6B 6CO6DOEGF 70717273 74757677

BCC

IV is

IV Il S is
00000000 00000000 0000001D 0000A01D
68696A6B 6CO6DGEGF 70717273 74757677

temp is

BCC

IV 1is

IV II S is
00000001 00000000 0000001D 0000VA1D
08696A6B 6CoDOEGF 70717273 74757677

60
75767778

60616263
78797A7B

00000000

60616263
78797A7B

A9DAACZ27

00000001

60616263
78797A7B

61626364
797A7B7C

64656067
7800000

00000000

64656667
7(C800000

BD128BB4

00000000

64656067
7800000



temp 1is

BCC

IV is

IV Il S is
00000002
68696A6B

temp is
A9DAAC27

BCC

IV 1is

IV II S is
00000003
68696A6B

temp is

@8EBACSC

X is

A9DAACZ27 BD128BB4 @Q8EBOC8C

00000002

00000000 0000001D 0000001D 60616263
6COoD6EGF 70717273 74757677 78797A7B

BD128BB4 @8EBQOC8C 15DB0W01C 68175B62

00000003

00000000 0000001D 0000001D 60616263
6CoD6EGF 70717273 74757677 78797A7B

A9DAACZ7
15DB001C 68175B62 9929DBB3 EBF330CD

DAAC27BD 128BB408 EBOC8C15 DB00@1C68

15DB001C

00000000

64656667
7(C800000

9929DBB3

00000000

64656067
7800000

BD128BB4
6977A3C0

175B6299



29DBB3EB F330CD69

Block #1
Blockin 29DBB3EB F330CD69
Blockout 68099422 99837788

BlockEncrypt
Key is
A9 DAAC27BD 128BB408 EBOC8C15 DB00Q1C68 175B6299

X is
29DBB3EB F330CD69

X = BlockEncrypt(Key, X) 1is
68099422 99837788

temp is
68099422 99837788

Block #1
Blockin 08099422 99837788
Blockout 1665F614 303AD2C0O

BlockEncrypt
Key is

A9 DAAC27BD 128BB408 EBQOC8C15 DB0W01C68 175B6299

X is
68099422 99837788

X = BlockEncrypt(Key, X) 1is
1665F614 303AD2C0O



temp is
68099422 99837788 1665F614 303AD2(C0O

Block #1
Blockin 1665F614 303AD2C0O
Blockout 3EEA906C 48996(C3C

BlockEncrypt
Key is

A9 DAAC27BD 128BB408 EBOC8C15 DB0Q1C68 175B6299

X is
1665F614 303AD2CO

X = BlockEncrypt(Key, X) is
3EEA906C 48996(3C

temp is
68099422 99837788 1665F614 303AD2CO 3EEA906C 48996(C3C

Block #1
Blockin 3EEA906C 48996C3C
Blockout 22131B5A 94AF9E&C

BlockEncrypt

Key is
A9 DAAC27BD 128BB408 EBQOC8C15 DBOQ1C68 175B6299

X is
3EEA906C 48996C3C

X = BlockEncrypt(Key, X) is



temp 1is

22131B5A

68099422

1665F614 303AD2CO 3EEA906C 48996C3C 22131B5A

requested_bits 1is

68

83778816 65F61430 3ADZ2CO3E EA906C48 996(C3(C22

Update

provided_data is

68

83778816 65F61430 3ADZ2CO3E EA906C48 996(C3(C22

While loop

Key is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

V is

Block #1
Blockin  A9B33F73 FF1A992C
Blockout ABC88224 514D0316

output_block is

temp 1is

A9B33F73

ABC88224

AB(C88224

94AF9E8C

99837788
94AF9E8C

09942299
131B5A94

09942299
131B5A94

297F90B7

FF1A992C

514D@316

514D@316



While loop

Key 1is
A2 5B4B3F37 EE30965F 7B172C7F A966886D
V is
A9B33F73
Block #1
Blockin  A9B33F73 FF1A992D
Blockout EA3D48AE E3C9AZ2B4
output_block is
EA3D48AE

temp is
AB(C88224 514D0316 EA3D48AE

While loop

Key is
A2 5B4B3F37 EE30965F 7B172C7F A966886D

V is
A9B33F73
Block #1
Blockin  A9B33F73 FF1A992E
Blockout 27CE2546 ES5F9CE73
output_block is
27CE2546

temp is
AB(C88224 514D0316 EA3D48AE E3C9AZ2B4 27CEZ2546

297F90B7

FF1A992D

E3C9AZ2B4

E3C9AZ2B4

297F90B7

FF1A992E

ESFOCE73

ESFIOCE73



While loop

Key is
A2 5B4B3F37 EE30965F 7B172C7F A966886D 297F90B7
V is
A9B33F73 FF1A992F
Block #1

Blockin  A9B33F73 FF1A992F
Blockout AC843CE9 A9F8B369

output_block 1is
AC843CE9 A9F8B369

temp is
ABC88224 514D0316
EA3D48AE E3C9A2B4 27CE2546 ESFOCE73 AC843CE9 A9F8B369

temp XOR provided_data is
(3 (C11606C8
CE749EFC 58BEBAD3 F3707419 24B52AAD 60QA24F8E 9727B33D

Key is
(3 C11606C8 CE749EFC S58BEBAD3 F3707419 24B52AAD
V is
60A24F8E 9727B33D
Block #1

Blockin  60A24F8E 9727B33E
Blockout D4564EEQ@ 72ACASBD

Block #1
Blockin 00A24F8E 9727B33F



Blockout 279536E1 4F94(CB12

Update

provided_data is

68

83778816 65F61430 3AD2CO3E EA906(C48 996(C3C22

While loop

Key is

V is

Block #1

(3 (C11606C8 CE749EFC 58BEBAD3 F3707419

60A24F8E

Blockin  ©0QAZ24F8E 9727B340
Blockout 22060DF2 B2647580

output_block 1is

temp is

22066DF2

22066DF2

While loop

Key is

V is

(3 (C11606C8 CE749EFC 58BEBAD3 F3707419

60A24F8E

09942299
131B5A94

24B52AAD

9727B340

B2647580

B2647580

24B52AAD

9727B341



Block #1

Blockin  60A24F8E 9727B341
Blockout 8F2219FC 67C1EF3F

output_block is

temp 1is

8F2219FC

22066DF2 B2647580 8F2219FC

While loop

Key is

(3 (C11606C8 CE749EFC 58BEBAD3 F3707419

Vis
60A24F8E
Block #1
Blockin O0QA24F8E 9727B342
Blockout A78B1FEF QCC@O7F38
output_block is
A78B1FEF

temp 1is

22066DF2 B2647580 8F2219FC 67C1EF3F A78B1FEF

While loop

Key is

V is

(3 (C11606C8 CE749EFC 58BEBAD3 F3707419

67C1EF3F

67C1EF3F

24B52AAD

9727B342

0CCO7F38

0CCO7F38

24B52AAD



60A24F8E 9727B343

Block #1
Blockin 00A24F8E 9727B343
Blockout EBF91126 56BE9085

output_block is
EBF91126 56BE9085

temp is
22066DF2 B2647580
8F2219FC 67C1EF3F A78B1FEF QCCO7F38 EBF91126 56BE9085

temp XOR provided_data is
4A QFFODOZ2B
E7020899 47EFE857 FB3DFF99 618F8344 591304C9 EAQA7CC2

Key is
4A QFFOD02B E7020899 47EFE857 FB3DFF99 618F8344

V is
591304C9 EAQA7CC2

rnd_val 1is
D4564EEQ 72ACASBD 279536E1 4F94CB12

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 3k 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk ok ok ok k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

AQ A1AZA3A4
AS5A6A7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC



additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is

A5A6A7A8 ASAAABAC ADAEAFBO B1BZ2B3B4

number_of_bits_to_return = 232
S 1is
0000001D 0000001D
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

BCC

IV is

IV Il S is
00000000 00000000 0000001D 0000001D
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7

temp is

BCC

IV 1is

IV II S is
00000001 00000000 0000001D 00000A1D

A0
B5BoB7B8

AGA1AZA3
B8BOBABB

00000000

AQA1AZA3
B8BI9BABB

89213498

00000001

AGA1AZA3

A1AZA3A4
BO9BABBBC

A4A5AGA7
BC800000

00000000

A4ASAGA7
BC800000

76E519BE

00000000

A4A5AGA7



A8A9AAAB

temp 1is

BCC

IV is

IV Il S is
00000002
A8A9AAAB

temp is
89213498

BCC

IV 1is

IV II S is
00000003
A8A9AAAB

temp is

FC10164B

89

ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB

89213498 76E519BE FC10164B

00000002

00000000 0000001D 0000001D AOA1AZA3
ACADAEAF B0OB1BZ2B3 B4B5B6B7 B8B9BABB

76E519BE FC10164B 5A8722CE 5C92E9(1

00000003

00000000 0000001D 0000001D AOA1AZA3
ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB

89213498
5A8722CE 5C92E9C1 6F213C22 9B946180

21349876 ES519BEFC 10164B5A 8722CESC

BC800000

5A8722CE

00000000

A4ASAGA7
BC800000

6F213C22

00000000

A4ASAGA7
BC800000

76E519BE
1B6BAA48

92E9C16F



X is
213C229B 9461801B

Block #1
Blockin 213C229B 9461801B
Blockout 07669398 0A486518

BlockEncrypt
Key is
89 21349876 ES519BEFC 10164B5A 8722CESC 92E9C16F

X is
213C229B 9461801B

X = BlockEncrypt(Key, X) 1is
07669398 0A486518

temp is
07669398 0A486518

Block #1
Blockin 07669398 0A486518
Blockout DC19FECA F56EF259

BlockEncrypt
Key is

89 21349876 E519BEFC 10164B5A 8722CE5C 92E9C16F

X is
07669398 0A486518



X = BlockEncrypt(Key, X) is
DC19FECA F56EF259

temp is
07669398 0OA486518 DC19FECA FS56EF259

Block #1
Blockin DC19FECA F56EF259
Blockout OFFG5EF1 FE9A7410

BlockEncrypt
Key is
89 21349876 ES519BEFC 10164BSA 8722CESC 92E9C16F

X is
DC19FECA F56EF259

X = BlockEncrypt(Key, X) is
OFF65EF1 FE9A7410

temp is
07669398 0A486518 DCI19FECA F56EF259 QFFG5EF1 FE9A7410

Block #1
Blockin  @QFFG65EF1 FE9A7410
Blockout 8C1FC@48 1C36F198

BlockEncrypt
Key is

89 21349876 E519BEFC 10164B5A 8722CESC 92E9C16F

X is
OFF65EF1 FE9A7410



X = BlockEncrypt(Key, X) is

temp 1is

8C1FC048

07669398

DC19FECA F56EF259 OFF65EF1 FE9A7410 8C1FC048

requested_bits 1is

07

486518DC 19FECAF5 6EF2590F F65EF1FE 9A74108C

Update

provided_data is

07

486518DC 19FECAF5 6EF2590F F65EF1FE 9A74108C

While loop

Key is

4A OFF9DOZB E7020899 47EFE857 FB3DFF99

V is

Block #1
Blockin 591304C9 EAQA7CC3
Blockout 9635E4B7 B32E5C48

output_block is

temp 1is

591304C9

9635E4B7

1C36F198

0A486518
1C36F198

6693980A
1FC0481C

6693980A
1FC0481C

618F8344

EAQA7CC3

B32E5C48



While loop

Key is

9635E4B7

4A OFFOD@Z2B E7020899 47EFE857 FB3DFF99

V is

Block #1
Blockin 591304C9 EAQA7CC4
Blockout 282A17EC C27079E4

output_block is

temp is

591304C9

282A17EC

9635E4B7 B32E5C48 282A17EC

While loop

Key is

4A OFFOD@Z2B E7020899 47EFE857 FB3DFF99

V is

Block #1
Blockin 591304C9 EAQA7CCS
Blockout 88315A82 0680A9(C8

output_block is

591304C9

88315A82

B32E5C48

618F8344

EAQA7CC4

C27079E4

C27079E4

618F8344

EAQA7CCS

0680A9(C8



temp is
9635E4B7 B32E5C48 282A17EC (C27079E4

While loop
Key is
4A QFFODO2B E7020899 47EFE857

V is

Block #1
Blockin 591304C9 EAQA7CCo
Blockout A12A7Co5 AE8DFB7F

output_block 1is

temp is

282A17EC C27079E4 88315A82 0680A9C8

temp XOR provided_data is

663950F4 33E92637 1E8BBD87 C70473F8

Key is
91 53772FB9 663950F4 33E92637

V is

Block #1
Blockin 1ADDD82D 35BC2DB3
Blockout 1CCD9AFE F15A9679

88315A82

FB3DFF99

591304(C9

A12A7C65

9635E4B7
A12A7C65

91
1ADDD82D

1E8BBD&7

1ADDD82D

0680A9(C8

618F8344

EAQA7CCo

AE8DFB7F

B32E5C48
AE8DFB7F

53772FB9
35BCZ2DB2

C70473F8

35BC2DB2



Block #1
Blockin 1ADDD82D 35BC2DB4
Blockout BA75E352 25585DEA

Update

provided_data is

07

486518DC 19FECAF5 6EF2590F FO65EF1FE 9A74108C

While loop

Key is

91 53772FB9 663950F4 33E92637 1E8BBD87

V is

Block #1
Blockin 1ADDD82D 35BCZ2DB5
Blockout 36CF2571 806190D4

output_block 1is

temp is

While loop

Key is

1ADDD82D

36CF2571

36CF2571

91 53772FB9 663950F4 33E92637 1E8BBD87

6693980A
1FC0481C

C70473F8

35BCZDB5

806190D4

806190D4

C70473F8



V is

Block #1

1ADDD82D
Blockin 1ADDD82D 35BCZ2DB6
Blockout BD6179FA AB46D4B0
output_block is
BD6179FA

temp 1is

36CF2571 806190D4 BD6179FA

While loop

Key is

91 53772FB9 663950F4 33E92637 1E8BBD87

Vis
1ADDD82D
Block #1
Blockin 1ADDD82D 35BCZ2DB7
Blockout A5452BC5 EFC172BE
output_block is
A5452BC5

temp 1is

36CF2571 806190D4 BD6179FA AB46D4B0O A5452BC5

While loop

Key is

91 53772FB9 663950F4 33E92637 1E8BBD87

35BC2DB6

AB46D4B0

AB46D4B0

C70473F8

35BC2DB7

EFC172BE

EFC172BE

C70473F8



V is
1ADDD82D 35BCZ2DB8

Block #1
Blockin 1ADDD82D 35BC2DB8
Blockout BAF89D04 7DEF27ED

output_block is
BAF89D04 7DEF27ED

temp is
36CF2571 806190D4
BD6179FA AB46D4B@ A5452BC5 EFC172BE BAF89D0Q4 7DEF27ED

temp XOR provided_data is
31 A9BGE98A
29F5CC61 7887305E 2826E9AA B3753411 5BO6AE36 E75D4(C61

Key is
31 A9BGEO98A 29F5CC61 7887305E 2826E9AA B3753411

V is
5BO6AE36 E75D4Co1

rnd_val is
1CCD9AFE F15A9679 BA75E352 25585DEA
HHRHH R R R R R
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C



EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8DSE8FI90 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
C5CeC7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 DIODADBDC

Nonce =
202122 23242526

PersonalizationString =
40 41424344
45404748 494A4B4C 4DAE4F50 51525354 55565758 595A5B5C

AdditionalInput = <empty>

R AR AR AR AR AR AR AR AR AR AR A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k % %k *k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00 01020304
05060708 090A0BOC ODOEQF10 11121314 15161718 191A1B1C

nonce 1is
202122 23242526

personal_str is
40 41424344
45464748 494A4BAC 4D4E4F50 51525354 55565758 595A5BS5C

prediction_resistance_flag = "No PredictionResistance”



Block_Cipher_df
input_str 1is
00 01020304
11121314 15161718 191A1B1C
45464748 494A4B4C 4DAE4F50
number_of_bits_to_return = 232
S 1is
00010203 04050607 Q8090A0B

18191A1B 1C202122 23242526
4C4D4E4F 50515253 54555657

BCC

IV 1is

IV II S is
00000000
00010203 04050607 08090A0B
18191A1B 1C202122 23242526
4C4D4E4F 50515253 54555657

temp 1is

BCC

IV is

IV Il S is

05060708
20212223
51525354

QCODOEQF
40414243
58595A5B

00000000
OCODOEQOF
40414243
58595A58B

090A0BAC
24252640
55565758

00000041
10111213
44454647
5800000

00000000

00000041
10111213
44454647
5800000

BF5C8905

00000001

QDOEQF10
41424344
595A5B5C

0000001D
14151617
48494A4B
00000000

00000000

0000001D
14151617
48494A4B
00000000

7D02B0OA6

00000000



00010203 04050607
18191A1B 1C202122
4C4D4E4F 50515253

temp 1is

BCC

IV is

IV Il S 1is

00010203 04050607
18191A1B 1C202122
4C4D4E4F 50515253

temp is

BF5C8905 7D0Z2B0A6

BCC

IV is

IV II S 1is

00000001
08090A0B
23242526
54555657

BF5C8905

00000002
08090A0B
23242526
54555657

77FE7647

00000003

00010203 040500607 08090A0B
18191A1B 1C202122 23242526
4C4D4E4F 50515253 54555657

temp is

00000000
OCODOEOF
40414243
58595A58B

7D02B0OA6

00000000
0CODOEOF
40414243
58595A58B

E9554668

00000000
OCODOEQF
40414243
58595A58B

00000041
10111213
44454647
5C800000

77FE7647

00000002

00000041
10111213
44454647
5C800000

AE4D8DEQ

00000003

00000041
10111213
44454647
5C800000

BF5C8905

0000001D
14151617
48494A4B
00000000

E9554668

00000000

0000001D
14151617
48494M4B
00000000

DB992E46

00000000

0000001D
14151617
48494A4B
00000000

7D02B0OA6



77FE7647 E9554668 AE4DS8DEQ DB992E46 83E1389F 33A1E91F

Key is
BF 5C89057D 02BQA6G77 FE7647E9 554668AE 4D8DEQDB
X is
992E4683 E1389F33
Block #1

Blockin  992E4683 E1389F33
Blockout 7@F9F85E 350177E5

BlockEncrypt
Key is

BF 5C89057D 02B0OA677 FE7647E9 554668AE 4D8DEQDB

X is
992E4683 E1389F33

X = BlockEncrypt(Key, X) 1is
7QF9F85E 350177E5

temp 1is
7QF9F85E 350177ES5

Block #1
Blockin 70F9F85E 350177ES
Blockout B228D49C 6374BBB6

BlockEncrypt

Key is



BF 5C89057D 02B0OA677 FE7647E9 554668AE

X is
70F9F85E

X = BlockEncrypt(Key, X) 1is
B228D49C

temp is
7QF9F85E 350177ES5 B228D49C

Block #1
Blockin B228D49C 6374BBB6
Blockout EA3DCFFA 463099CA

BlockEncrypt
Key is
BF 5C89057D 02BOA677 FE7647E9 554668AE

X is
B228D49C

X = BlockEncrypt(Key, X) 1is
EA3DCFFA

temp is
7QF9F85E 350177ES5 B228D49C 6374BBB6 EA3DCFFA

Block #1
Blockin EA3DCFFA 463099CA
Blockout F@781291 15A9A8ES8

BlockEncrypt

4D8DEGDB

350177E5

6374BBB6

6374BBB6

4D8DEGDB

6374BBB6

463099CA

463099CA



Key is

X is

BF 5C89057D 02BOA677 FE7647E9 554668AE

EA3DCFFA

X = BlockEncrypt(Key, X) 1is

temp is

FO781291

70QF9F85E

B228D49C 6374BBB6 EA3DCFFA 463099CA FO781291

requested_bits 1is

70

0177E5B2 28D49C63 74BBB6EA 3DCFFA46 3099CAFQ

seed_material 1is

70

0177E5B2 28D49C63 74BBBGEA 3DCFFA46 3099CAF0Q

Update

provided_data is

70

0177E5B2 28D49C63 74BBBGEA 3DCFFA46 3099CAF0Q

While loop

Key is

V is

00 00000000 00000000 00000000 00000000

4D8DE@DB

463099CA

15A9A8ES8

350177E5
15A9A8ES8

FOF85E35
78129115

FOF85E35
78129115

FOF85E35
78129115

00000000



Block #1

00000000

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block is

166B40B4
temp is

166B40B4
While loop
Key is

00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000002
Blockout Q6E7EA22 CE92708F
output_block is
Q6E7EA22

temp is

166B40B4 4ABA4BD6 Q6E7EAZ2Z

While loop

Key is

00 00000000 00000000 00000000 00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F

CE92708F

00000000



V is

00000000
Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C
output_block 1is
4EB190C9

temp is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9

While loop

Key 1is
00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000004
Blockout D2FD8867 D5@D2DFE
output_block 1is
D2FD8867
temp is
166B40B4

O6E7EAZ22 CE92708F 4EB190C9 A2FA169C D2FD8867

temp XOR provided_data is
66
BB3C33B4 CF3EBEAD E6CB39A4 8C5F33E4 CA8F5622

00000003

A2FA169C

AZ2FA169C

00000000

00000004

D5@D2DFE

4ABA4BD6
D5@D2DFE

92B8EA7F
859AF6C0



Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4 8(C5F33E4

V is
CA8F5622 859AF6CO

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok k k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin  CA8F5622 859AF6(1
Blockout 76@0BED7D 92B083B1
Block #1

Blockin  CA8F5622 859AF6(2
Blockout ©OAF31CFO 650081EB

Update
provided_data is

00 00000000
00000000 00000000 00000000 00000000 000VV00 00000000

While loop

Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4 8CS5F33E4



V is

Block #1

CA8F5622

Blockin  CA8F5622 859AF6(3
Blockout 51D241F@ 2DA51012

output_block is

temp 1is

51D241F0@

51D241F0@

While loop

Key is

66 92B8EAVF BB3(C33B4 CF3EBEAD E6CB39A4

Vis
CA8F5622
Block #1
Blockin  CA8F5622 859AF6(C4
Blockout AAF72BA5S 971324B4
output_block is
AAF72BA5

temp 1is

51D241F@ 2DA51012 AAF72BA5

While loop

Key is

66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

859AF6(C3

2DA51012

2DA51012

8C5F33E4

859AF6(C4

971324B4

971324B4

8C5F33E4



V is

CA8F5622
Block #1
Blockin  CA8F5622 859AF6(C5
Blockout DE98EFE1 F7E66820
output_block is
DE98EFE1

temp is
51D241F@ 2DA51012 AAF72BAS 971324B4 DE98EFE1l

While loop

Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

V is
CA8F5622
Block #1
Blockin  CA8F5622 859AF6(C6
Blockout 77D41DF@® D@OB555EQ
output_block is
77D41DF0
temp is
51D241F0

AAF72BAS 971324B4 DE98EFE1 F7E66820 77D41DF0Q

temp XOR provided_data is
51
A51012AA F72BA597 1324B4DE 98EFE1F7 E6682077

859AF6(C5

F7E66820

F7E66820

8C5F33E4

859AF6(Co

DOB555EQ

2DA51012
DOB555EQ

D241F0@2D
D41DF@DO@



Key is
51 D241F@2D A51012AA F72BAS597 1324BADE 98EFE1F7

V is
E6682077 D41DFQDQ

rnd_val 1is
760BED7D 92B083B1 QAF31CFQ® 656081EB

Second call to Generate
ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K ok ok Kok ok Kok ok Kok o ok o Kok o ok o Kok oK ok K ok oK ok K ok
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>

Block #1
Blockin  E6682077 D41DF@D1
Blockout FD1AC414 82384D82
Block #1

Blockin  E6682077 D41DF@QD2
Blockout 3CF3FD6F QE6C88B3

Update
provided_data is

00 00000000
00000000 00000000 00000000 000VVVV0 00VVVV0 0000000

While loop



Key is

51 D241F@2D A51012AA F72BA597 1324B4DE

V is

Block #1

E6682077

Blockin  E6682077 D41DF@D3
Blockout B928604D 47360185

output_block is

temp is

While loop

Key is

B928604D

B928604D

51 D241F@2D A51012AA F72BA597 1324B4DE

V is

Block #1

E6682077

Blockin  E6682077 D41DF@QD4
Blockout 4667FB5F 7ECEF1EQ

output_block is

temp is

4667FB5SF

B928604D 47360185 4667FB5F

98EFEL1F7

D41DF@D3

47300185

47360185

98EFEL1F7

D41DF@OD4

7ECEF1EQ

7ECEF1EQ



While loop

Key is
51 D241F@2D AS51012AA F72BA597 1324B4DE
V is
E6682077
Block #1
Blockin  E6682077 D41DF@OD5
Blockout ©@90D3F82 SADBQ78F
output_block 1is
@90D3F82

temp is
B928604D 47360185 4667FBS5F 7ECEF1EQ Q90QD3F82

While loop

Key is
51 D241F02D AS51012AA F72BA597 1324B4DE

V is
E6682077
Block #1
Blockin  E6682077 D41DF@DG6
Blockout 6CB64FC1 4C6821E0Q
output_block 1is
6CBo4FC1
temp is
B928604D

4667FB5F 7ECEF1EQ ©90D3F82 5ADBO78F 6CB64FC1l

98EFE1F7

D41DF@D5

5ADBO78F

SADBO78F

98EFE1F7

D41DF@D6

4C6821E0

47300185
4Co6821E0



temp XOR provided_data is
B9 28604D47
36018546 67FB5F7E CEF1EQQ9 QD3F825A DBO78F6C B64FC14C

Key is
B9 28604D47 36018546 67FBSF7E CEF1EQQ9 OD3F825A

V is
DBO78F6C B64FC14C

rnd_val 1is
FD1AC414 82384D82 3CF3FDoF QE6C88B3

B e b b G e b
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8DS8E8FI90 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
(C5CeC7C8 (C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 DODADBDC

Nonce =
202122 23242526

PersonalizationString =



40 41424344
45464748 494A4B4AC 4ADAE4F50 51525354 55565758 595A5B5C

AdditionalInputl =
60 61626364
65666768 696A6B6C 6DOEGF7Q 71727374 75767778 797A7B7C

Additionallnput2 =
AQ A1A2A3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

R AR AR AR AR AR AR AR AR AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3% %k 5% >k %k % %k % %k %k %k *k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00 01020304
05060708 090A0BOC ODOEQF10 11121314 15161718 191A1B1C

nonce 1is
202122 23242526

personal_str is
40 41424344
45464748 494A4BAC 4D4AE4F50 51525354 55565758 595A5BS5C

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00 01020304 05060708 ©90AOBOC ODOEQF10Q
11121314 15161718 191A1B1C 20212223 24252640 41424344
45464748 494A4BAC 4DAE4F50 51525354 55565758 595A5BS5C



number_of_bits_to_return = 232

S 1is

00010203 04050607 08090A0B
18191A1B 1C202122 23242526
4C4D4E4F 50515253 54555657

BCC

IV 1is

IV II S is
00010203

18191A1B
4C4DAE4F

temp 1is

BCC

IV is

IV Il S is
00010203

18191A1B
4CADAE4F

temp is

04050007
1C202122
50515253

04050607
1C202122
50515253

00000000
08090A0B
23242526
54555657

00000001
08090A0B
23242526
54555657

BF5C8905

QCODOEQF
40414243
58595A5B

00000000
OCODOEOF
40414243
58595A58B

00000000
0CODOEOF
40414243
58595A58B

7D0Z2B0OAG

00000041
10111213
44454647
5800000

00000000

00000041
10111213
44454647
5800000

BF5C8905

00000001

00000041
10111213
44454647
5C800000

77FE7647

0000001D
14151617
48494A4B
00000000

00000000

0000001D
14151617
48494A4B
00000000

7D02B0OA6

00000000

0000001D
14151617
48494A4B
00000000

E9554668



BCC

IV is

IV Il S 1is
00010203

18191A1B
4CADAE4F

temp is
BF5C8905

BCC

IV is

IV II S 1is

00010203
18191A1B
4CADAEAF

temp is

77FE7647

BF

04050607
1C202122
50515253

7D02B0OAG

04050007
1C202122
50515253

E9554668

5C89057D

00000002
08090A0B
23242526
54555657

77FE7647

00000003
08090A0B
23242526
54555657

AE4D8DEOQ

02BOAG77

00000000
0CODOEOF
40414243
58595A58B

E9554668

00000000
OCODOEOF
40414243
58595A58B

DB992E46

FE7647E9

00000002

00000041
10111213
44454647
5C800000

AE4D8DEQ

00000003

00000041
10111213
44454647
5C800000

BF5C8905
83E1389F

554668AE

00000000

0000001D
14151617
48494A4B
00000000

DB992E46

00000000

0000001D
14151617
48494A4B
00000000

7D02B0OA6
33A1E91F

4D8DEGDB



X is
992E4683 E1389F33

Block #1
Blockin  992E4683 E1389F33
Blockout 7OF9F85E 350177E5

BlockEncrypt
Key is
BF 5C89057D 02BOA677 FE7647E9 554668AE 4D8DEGDB

X is
992E4683 E1389F33

X = BlockEncrypt(Key, X) 1is
7QF9F85E 350177E5

temp 1is
7QF9F85E 350177ES5

Block #1
Blockin 7QF9F85E 350177ES
Blockout B228D49C 6374BBB6

BlockEncrypt
Key is

BF 5C89057D 02B0OA677 FE7647E9 554668AE 4D8DEQGDB

X is
70F9F85E 350177ES

X = BlockEncrypt(Key, X) is
B228D49C 6374BBB6



temp is
7QF9F85E 350177ES B228D49C 6374BBB6

Block #1
Blockin B228D49C 6374BBB6
Blockout EA3DCFFA 463099CA

BlockEncrypt
Key is
BF 5C89057D 02BOA677 FE7647E9 554668AE 4D8DEQDB

X is
B228D49C 6374BBB6

X = BlockEncrypt(Key, X) 1is
EA3DCFFA 463099CA

temp is
7QF9F85E 350177ES5 B228D49C 6374BBB6 EA3DCFFA 463099CA

Block #1
Blockin EA3DCFFA 463099CA
Blockout F@781291 15A9A8ES8

BlockEncrypt
Key is

BF 5C89057D 02B0OA677 FE7647E9 554668AE 4D8DEQDB

X is
EA3DCFFA 463099CA



X = BlockEncrypt(Key, X) is

temp is

B228D49C 6374BBB6 EA3DCFFA 463099CA

requested_bits 1is

0177ES5B2 28D49C63 74BBB6EA 3DCFFA46

seed_material 1is

0177E5B2 28D49C63 74BBBGEA 3DCFFA46

Update
provided_data is

0177E5B2 28D49C63 74BBBGEA 3DCFFA46

While loop
Key is
00 00000000 00000000 00000000

V is

Block #1
Blockin 00000000 00000001
Blockout 106B40B4 4ABA4BD6G

output_block is

FO781291

70QF9F85E
FO781291

70
3099CAF0@

70
3099CAF0

70
3099CAF0

00000000

00000000

166B40B4

15A9A8ES8

350177E5
15A9A8ES8

FOF85E35
78129115

FOF85E35
78129115

FOF85E35
78129115

00000000

00000001

4ABA4BD6



temp is
166B40B4 4ABA4BD6

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000002

Block #1
Blockin 00000000 00000002
Blockout ©O6E7EA22 CE92708F

output_block is
OGE7EA22 CE92708F

temp is
166B40B4 4ABA4BD6 Q6GE7EA22 CE92708F

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C



output_block 1is

temp is

4EB190C9

166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9

While loop

Key is

00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000004
Blockout D2FD8867 D5@D2DFE
output_block 1is
D2FD8867
temp is
166B40B4

O6E7EAZ22 CE92708F 4EB190C9 A2FA169C D2FD8867

temp XOR provided_data is

66

BB3C33B4 CF3EBEAD E6CB39A4 8C5F33E4 CA8F5622

Key is

V is

66 92B8EA7F BB3C33B4 CF3EBEAD E6CB39A4

CA8F5622

A2FA169C

AZ2FA169C

00000000

00000004

D5@D2DFE

4ABA4BD6
D5@D2DFE

92B8EA7F
859AF6C0

8C5F33E4

859AF6(C0



First call to Generate
3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k ok 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is
60 61626364
65666768 696A6B6C 6DGEGF70Q 71727374 75767778 797A7B7C
number_of_bits_to_return = 232
S is

0000001D 0000001D 60616263 64656667
68696A6B 6COD6EGF 70717273 74757677 78797A7B 7(C800000

BCC
IV is
00000000 00000000

IV II S 1is
00000000 00000000 0000001D 00VVVV1D 60616263 64656667
68696A6B 6CO6DOEGF 70717273 74757677 78797A7B 7(C800000

temp is



BCC

IV 1is

IV II S is
00000001 00000000 0000001D 0000VA1D
08696A6B 6CoDOEGF 70717273 74757677

temp is
A9DAAC27 BD128BB4

BCC

IV is

IV II S 1is
00000002 00000000 0000001D 0000001D
68696A6B 6C6DOEGF 70717273 74757677

temp 1is
A9DAAC27 BD128BB4 @8EBQAC8C 15DB0@1C

BCC

IV is

IV Il S is

A9DAACZ27

00000001

60616263
78797A7B

0O8EBAC8C

00000002

60616263
78797A7B

68175B62

00000003

BD128BB4

00000000

64656067
7800000

15DB001C

00000000

64656667
7(800000

9929DBB3

00000000



00000003 00000000 0000001D 0000001D
68696A6B 6C6DOEGF 70717273 74757677

temp is

©O8EBOC8C 15DB0OQ1C 68175B62 9929DBB3

A9 DAAC27BD 128BB408 EBOC8C15

X is

Block #1
Blockin 29DBB3EB F330CD69
Blockout 68099422 99837788

BlockEncrypt
Key is
A9 DAAC27BD 128BB408 EBQC8C15

X is

X = BlockEncrypt(Key, X) 1is

temp 1is

Block #1
Blockin 68099422 99837788
Blockout 1665F614 303AD2CO

60616263
78797A7B

A9DAACZ7
EBF330CD

DB001C68

29DBB3EB

DB001C68

29DBB3EB

68099422

68099422

64656067
7800000

BD128BB4
6977A3C0

175B6299

F330CD69

175B6299

F330CD69

99837788

99837788



BlockEncrypt

Key is
A9 DAAC27BD 128BB408 EBQC8C15 DBOO1C68
X is
68099422
X = BlockEncrypt(Key, X) 1is
1665F614

temp is
68099422 99837788 1665F614
Block #1
Blockin  1665F614 303AD2CO

Blockout 3EEA906C 48996(C3C
BlockEncrypt
Key is
A9 DAAC27BD 128BB408 EBQC8C15 DBOO1C68
X is
1665F614
X = BlockEncrypt(Key, X) 1is
3EEA906C
temp is

Block #1

68099422 99837788 1665F614 303AD2CO 3EEA906C

175B6299

99837788

303AD2C0

303AD2C0

175B6299

303AD2C0

48996(3C

48990(3C



Blockin 3EEA906C 48996C3C
Blockout 22131B5A 94AF9E&C

BlockEncrypt

Key is

X is

A9 DAAC27BD 128BB408 EBOC8C15 DB00O1C68

3EEA906C

X = BlockEncrypt(Key, X) is

temp is

22131B5A

68099422

1665F614 303AD2CO 3EEA906C 48996(C3C 22131B5A

requested_bits 1is

68

83778816 65F61430 3AD2CO3E EA906(C48 996(C3C22

Update

provided_data is

68

83778816 65F61430 3AD2CO3E EA906(C48 996(C3C22

While loop

Key is

66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

175B6299

489960(3C

94AF9E8C

99837788
94AF9E8C

09942299
131B5A94

09942299
131B5A94

8C5F33E4



V is

Block #1

CA8F5622

Blockin  CA8F5622 859AF6(1
Blockout 760BED7D 92B083B1

output_block is

temp 1is

760BED7D

760BED7D

While loop

Key is

66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

Vis
CA8F5622
Block #1
Blockin  CA8F5622 859AF6(C2
Blockout @AF31CF@ 656081EB
output_block is
OAF31CF0O

temp 1is

760BED7D 92B083B1 QAF31CF0@

While loop

Key is

66 92B8EA7F BB3C33B4 CF3EBEAD E6CB39A4

859AF6(C1

92B083B1

92B083B1

8C5F33E4

859AF6(C2

656081EB

656081EB

8C5F33E4



V is

CA8F5622
Block #1
Blockin  CA8F5622 859AF6(C3
Blockout 51D241F@ 2DA51012
output_block is
51D241F0Q

temp is
760BED7D 92B083B1 QAF31CFO 656081EB 51D241F0

While loop

Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

V is
CA8F5622
Block #1
Blockin  CA8F5622 859AF6C4
Blockout AAF72BA5 971324B4
output_block is
AAF72BA5
temp is
760BED7D

OAF31CFO 656081EB 51D241F0@ 2DA51012 AAF72BA5

temp XOR provided_data is
1E
33F4391C 96EAE455 5A532B6F 38D19C65 3C7C2E88

859AF6(C3

2DA51012

2DA51012

8C5F33E4

859AF6(C4

971324B4

92B083B1
971324B4

02795F0B
E430FF03



Key is
1E ©02795F@QB 33F4391C 96EAE455 5A532B6F 38D19C65

V is
3C7C2E88 E430FF03

Block #1
Blockin 3C7C2E88 E430FF04
Blockout 7A4C1D7A DC8A67FD

Block #1
Blockin 3C7C2E88 E430FF05
Blockout BS5@10QED 23583A2C

Update

provided_data is
68 09942299
83778816 65F61430 3AD2CO3E EA906C48 996C3(C22 131B5A9%4

While loop

Key is
1E ©2795F@B 33F4391C 96EAE455 5A532B6F 38D19C65

V is
3C7C2E88 E430FF06

Block #1
Blockin 3C7C2E88 E430FF06
Blockout E389E6D3 774C1B77

output_block is
E389E6D3 774C1B77



temp is

While loop

Key is

E389E6D3

1E 02795F0B 33F4391C 96EAE455 5A532B6F

V is

Block #1
Blockin 3C7C2E88 E430FFQ7
Blockout 95098FDo 517B8586

output_block is

temp is

3C7C2E88

95098FD6

E389E6D3 774C1B77 95098FD6

While loop

Key is

1E 02795F0B 33F4391C 96EAE455 5A532B6F

V is

Block #1
Blockin 3C7C2E88 E430FF08
Blockout 39FA9717 298A170E

output_block 1is

3C7C2E88

774C1B77

38D19C65

E430FF07

517B8586

517B8586

38D19C65

E430FF08



temp 1is

39FA9717

E389E6D3 774C1B77 95098FD6 517B8586 39FA9717

While loop

Key is

1E 02795F0B 33F4391C 96EAE455 5A532B6F

Vis
3C7C2E88
Block #1
Blockin  3C7C2E88 E430FF09
Blockout (4D08986 886423EA
output_block is
C4D08986
temp 1is
E389E6D3

95098FD6 517B8586 39FA9717 298A170QE (C4D08986

temp XOR provided_data is

8B

CF6CFF83 6C79C261 41574607 10077B61 137B32E6

Key is

V is

rnd_val 1is

8B 8072F1EE CF6CFF83 6(C79C261 41574607

137B32E6

298A170E

298A170E

38D19C65

E430FFQ9

886423EA

774C1B77
886423EA

8072F1EE
(392DC1C

10077B61

(392DC1C



7A4C1D7A DC8A67FD B50100ED 23583A2C

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk Sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok k k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

AQ A1AZA3A4
A5A6A7A8 A9AAABAC ADAEAFBO B1BZ2B3B4 B5B6B7B8 BOBABBBC

additional_input <> NULL, process appropriately

Block_Cipher_df

input_str 1is
AQ A1A2A3A4
AS5A6A7A8 AQAAABAC ADAEAFB@ B1B2B3B4 BS5B6B7B8 BI9BABBBC

number_of_bits_to_return = 232
S 1is

0000001D 0000001D AOA1AZA3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BI9BABB B(C800000

BCC

IV is
00000000 00000000

IV II S 1is
00000000 00000000 0000001D 0000001D AGAIAZA3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB B(C800000



temp is
89213498 76E519BE

BCC

IV 1is
00000001 00000000

IV II S is
00000001 00000000 0000001D 0000001D AQA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BC800000

temp is
89213498 76E519BE F(C10164B 5A8722CE
BCC
IV is
00000002 00000000
IV Il S is

00000002 00000000 0000001D 0000001D AOAIAZA3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB B(800000

temp 1is
89213498 76ES519BE FC10164B 5A8722CE 5C92E9C1 6F213(C22

BCC

IV is
00000003 00000000



IV II S is
00000003 00000000 0000001D 00000A1D
A8SA9AAAB ACADAEAF BOB1BZB3 B4B5B6B7

temp is

FC10164B 5A8722CE 5C92E9C1 6F213C22

89 21349876 E519BEFC 10164B5A

X is

Block #1
Blockin 213C229B 9461801B
Blockout 07669398 0A486518

BlockEncrypt

Key is

89 21349876 E519BEFC 10164B5A

X is

X = BlockEncrypt(Key, X) 1is

temp 1is

AGA1AZA3
B8BOBABB

89213498
98946180

8722CES5C

213C2298B

8722CE5C

213C2298B

07669398

07669398

A4A5AGA7
BC800000

76E519BE
1B6BAA48

92E9C16F

9461801B

92E9C16F

9461801B

0A486518

0A486518



Block #1
Blockin 07669398 0A486518
Blockout DC19FECA F56EF259

BlockEncrypt
Key is
89 21349876 ES519BEFC 10164B5A 8722CESC

X is
07669398

X = BlockEncrypt(Key, X) 1is
DC19FECA

temp is
07669398 0A486518 DCIOFECA

Block #1
Blockin DC19FECA F56EF259
Blockout OFFG65EF1 FE9A7410

BlockEncrypt
Key is

89 21349876 E519BEFC 10164B5A 8722CE5SC

X is
DC19FECA

X = BlockEncrypt(Key, X) 1is
OFF65EF1

temp is
07669398 0A486518 DCI9FECA F56EF259 OFF65EF1

92E9C16F

0A486518

F56EF259

F56EF259

92E9C16F

F56EF259

FE9A7410

FE9A7410



Block #1
Blockin  @QFFG65EF1 FE9A7410
Blockout 8C1FC@48 1C36F198

BlockEncrypt

Key is
89 21349876 ES519BEFC 10164B5A 8722CES5C

X is

OFF65EF1
X = BlockEncrypt(Key, X) is

8C1FC048
temp is

07669398

DC19FECA F56EF259 OFF65EF1 FE9A7410 8C1FC048

requested_bits 1is
07
486518DC 19FECAF5 6EF2590F FG65EF1FE 9A74108C

Update
provided_data is

07
486518DC 19FECAF5 6EF2590F FO65EF1FE 9A74108C

While loop

Key 1is

92E9C16F

FE9A7410

1C36F198

0A486518
1C36F198

6693980A
1FC0481C

6693980A
1FC0481C



8B 8072F1EE CF6CFF83 6C79C261 41574607

V is

Block #1

137B32E6

Blockin  137B32E6 (C392DC1D
Blockout 71ACF298 A91A853C

output_block is

temp 1is

While loop

Key is

71ACF298

71ACF298

8B 8072F1EE CF6CFF83 6C79C261 41574607

V is

Block #1

137B32E6

Blockin  137B32E6 (392DC1E
Blockout ©B536A49 52A621E3

output_block is

temp 1is

While loop

0B536A49

71ACF298 A91A853C 0B536A49

10077Bo1

(392DC1D

A91A853C

A91A853C

10077Bo1

(C392DC1E

52A621E3

52A621E3



Key is
8B 8072F1EE CF6CFF83 6C79C261 41574607

V is
137B32E6
Block #1
Blockin  137B32E6 C392DC1F
Blockout B73EC34D 0Q76FA884
output_block is
B73EC34D

temp is
71ACF298 A91A853C @B536A49 52A621E3 B73EC34D

While loop

Key is
8B 8072F1EE CF6CFF83 6C79C261 41574607

V is
137B32EG
Block #1
Blockin  137B32E6 (C392D(C20
Blockout 8D840694 E8GE372F
output_block is
8D840694
temp is
71ACF298

0OB536A49 52A621E3 B73EC34D 076FA884 8D840694

10077B61

C392DC1F

076FA884

076FA884

10077B61

(392DC20

E86E372F

A91A853C
E86E372F



temp XOR provided_data is

76

52E024D7 4A9483A7 C8D3BAB8 C89DBCF9 F5DC9401

Key is

V is

Block #1
Blockin
Blockout

Block #1

Blockin
Blockout

Update

provid

76 CA6100A3 52E024D7 4A9483A7 C8D3BABS

F5DC9401 9BC6DCF5
43044D31 1COEQ754

F5DC9401 9BC6DCF6
1CA5C8B0O 916976B2

ed_data 1is

F5DC9401

Q7

486518DC 19FECAF5 6EF2590F FO65EF1FE 9A74108C

Whil

Key

V is

Block #1
Blockin
Blockout

e loop

is

76 CA6100A3 52EQ24D7 4A9483A7 C8D3BABS8

F5DC9401 9BC6DCF7
CEF879E1 BOEF8DGF

F5DC9401

CA6100A3
9BCoDCF4

C89DBCF9

9BC6DCF4

6693980A
1FC0481C

C89DBCF9

9BC6DCF7



outp

temp

ut_block is

is

While loop

Key

V is

Block #1
Blockin
Blockout

outp

temp

is

CEF879E1

CEF879E1

76 CA6100A3 52E024D7 4A9483A7 (C8D3BABS

F5DC9401 9BC6DCF8
59D0DO9C EQ588BF2

ut_block is

is

F5DC9401

59D@DA9C

CEF879E1 BGEF8D6F 59D@DOIC

While loop

Key

V is

Block #1
Blockin

is

76 CA6100A3 52E024D7 4A9483A7 (C8D3BABS

F5DC9401 9BC6DCF9

F5DC9401

BGEF8D6F

Bo6EF8D6F

C89DBCF9

9BCoDCF8

EQ588BF2

EQ588BF2

C89DBCF9

9BC6DCF9



Blockout 913215D6 1DA82FF7

output_block is

temp 1is

913215D6

CEF879E1 BOEF8D6F 59DOD@9C EQ588BFZ2 913215D6

While loop

Key is

76 CA6100A3 52E024D7 4A9483A7 C8D3BABS

Vis
F5DC9401
Block #1
Blockin  F5DC9401 9BCG6DCFA
Blockout 4B2886B9 @52DEFEB
output_block is
4B2886B9
temp 1is
CEF879E1

59D@DO9C EOQ588BFZ2 913215D6 1DA82FF7 4B2886B9

temp XOR provided_data is

9

A7E87785 (92E5615 3679ABOE (44B27E3 325BE7C7

Key is

V is

C9 9EEA79BC A7E87785 (92E5615 3679ABOE

325BE7C7

1DA82FF7

1DA82FF7

C89DBCF9

9BC6DCFA

052DEFEB

BGEF8D6F
052DEFEB

9EEA79BC
3746F119

C44B27E3

3746F119



rnd_val is
43044D31 1COEQ754 1CASC8BO 916976B2
HHR R R R R R R R R
CTR_DRBG
Requested Security Strength = 112
prediction_resistance_flag = "ENABLED"
EntropyInput =

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9IDADBDC

Nonce =
202122 23242526

PersonalizationString = <empty>

AdditionalInput = <empty>
R R A T
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 3k 5k 3k 3k %k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k 5k >k kk
CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is

00 01020304
05000708 090A0BOC ODOEOF10 11121314 15161718 191A1B1C



nonce 1is

personal_str is <empty>

202122

23242526

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df
input_str 1is

OCODOEQF 10111213 14151617

number_of_bits_to_return = 232
S 1is
00000024 0000001D 00010203
10111213 14151617 18191A1B

BCC

IV is

IV Il S is
00000024 0000001D 00010203
10111213 14151617 18191A1B

temp 1is

00010203 04050607
18191A1B 1C202122

04050007 08090A0B
1C202122 23242526

00000000

00000000
04050607 08090A0B
1C202122 23242526

4A2145C3

08090A0B
23242526

OCODOEQF
80000000

00000000

00000000
OCODOEQF
80000000

52BD4642



IV 1is
00000001 00000000

IV II S is
00000001 00000000
00000024 0000001D 00010203 04050007 08090AQB OCODAEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBS5E7@D CAE11D42
BCC
IV is
00000002 00000000
IV II S is

00000002 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBSE7@OD CAE11D42 82FD@O2F7 B62641C4

BCC

IV 1is
00000003 00000000

IV II S is
00000003 00000000
00000024 0000001D 00010203 040500607 08090AQB OCODAEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000



temp is

4A2145C3

EEBSE7@OD CAE11D42 82FD@2F7 B62641C4 BAE575D6

4A 2145C352 BD4642EE BSE7ODCA E11D4282

X is

Block #1
Blockin 2641C4BA ES575D6E7
Blockout B4300B8B 7D547B40

BlockEncrypt

Key is

2641C4BA

4A 2145C352 BD4642EE BSE7QDCA E11D4282

X is

X = BlockEncrypt(Key, X) is

temp 1is

Block #1
Blockin B4300B8B 7D547B40
Blockout 599CFDOE B13B1607

2641C4BA

B4300B8B

B4300B8B

52BD4642
E7411566

FDO2F7B6

E575D6E7

FDO2F7B6

E575D6E7

7D547B40

7D547B40



BlockEncrypt

Key is
4A 2145C352 BD4642EE BSE7QDCA E11D4282
X 1is
B4300B8B
X = BlockEncrypt(Key, X) 1is
599CFDOE

temp is
B4300B8B 7D547B40 599CFDOE

Block #1
Blockin 599CFDOE B13B1607
Blockout 2398EF59 1553A5A3

BlockEncrypt

Key is
4A 2145C352 BD4642EE BS5E7ODCA E11D4282

X is
599CFDQE

X = BlockEncrypt(Key, X) 1is
2398EF59

temp is
B4300B8B 7D547B40 599CFDOE B13B160Q7 2398EF59

Block #1
Blockin 2398EF59 1553A5A3
Blockout A10292FE FE535642

FDO2F7B6

7D547B40

B13B1607

B13B1607

FDO2F7B6

B13B1607

1553A5A3

1553A5A3



BlockEncrypt

Key is
4A 2145C352 BD4642EE B5E7ODCA E11D4282

X is

2398EF59
X = BlockEncrypt(Key, X) is

A10292FE
temp is

B4300B8B

599CFDOE B13B1607 2398EF59 1553A5A3 A10292FE

requested_bits 1is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

seed_material is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

Update

provided_data is

B4

547B4059 9CFDOEB1 3B160723 98EF5915 53A5A3A1

While loop

Key is

00 00000000 00000000 00000000 00000000

FDO2F7B6

1553A5A3

FE535642

7D547B40
FE535642

300B8B7D
0292FEFE

300B8B7D
0292FEFE

300B8B7D
0292FEFE

00000000



V is
00000000 00000001

Block #1
Blockin 00000000 00000001
Blockout 160B40B4 4ABA4BDG

output_block is
166B40B4 4ABA4BD6

temp is
166B40B4 4ABA4BD6

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000002

Block #1
Blockin 00000000 00000002
Blockout ©O6E7EA22 CE92708F

output_block is
OGE7EAZ22 CE92708F

temp is
166B40B4 4ABA4BD6 Q6GE7EA22 CE92708F

While loop



Key is
00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C
output_block 1is
4EB190C9

temp is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9

While loop

Key 1is
00 00000000 00000000 00000000 00000000

V is
00000000
Block #1
Blockin 00000000 00000004
Blockout D2FD8867 D5@D2DFE
output_block 1is
D2FD8867
temp is
166B40B4

O6E7EAZ22 CE92708F 4EB190C9 A2FA169C D2FD8867

temp XOR provided_data is

00000000

00000003

A2FA169C

AZ2FA169C

00000000

00000004

D5@D2DFE

4ABA4BD6
D5@D2DFE



A2 5B4B3F37
EE30965F 7B172C7F A966886D 297F90B7 A9B33F73 FF1A992B

Key is
A2 5B4B3F37 EE30965F 7B172C7F A966886D 297F90B7

V is
A9B33F73 FF1A992B

First call to Generate
3k 3k 3k 3K 3k 3k 5k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k

CTR_DRBG_Reseed
entropy_input is

80 81828384
85868788 898A8B8C 8DBE8F90 91929394 95969798 999A9BIC

additional_input is <empty>

Block_Cipher_df
input_str 1is

80 81828384
85868788 898A8B8C 8DBE8F90Q 91929394 95969798 999A9B9C

number_of_bits_to_return = 232



S 1is
0000001D 0000001D
88898A8B 8C8D8E8F 90919293 94959697

BCC

IV 1is

IV II S is
00000000 00000000 0000001D 0000VA1D
88898A8B 8C8D8E8F 90919293 94959697

temp is

BCC

IV is

IV II S 1is
00000001 00000000 0000001D 0000001D
88898A8B 8C8DSE8F 90919293 94959697

temp 1is
B435EC36 31249E3D

BCC

IV is

80818283
98999A9B

00000000

80818283
98999A98B

B435EC36

00000001

80818283
98999A9B

A735CEQ@5

00000002

84858687
9800000

00000000

84858687
9800000

31249E3D

00000000

84858687
9800000

7E609075

00000000



IV II S is
00000002
88898A8B

temp is
B435EC36

BCC

IV is

IV II S 1is
00000003
88898A8B

temp 1is

A735CEQ5

B4

X is

Block #1

00000000 0000001D 0000001D
8C8D8ESF 90919293 94959697

31249E3D A735CEQ5 7E609075

00000000 0000001D 0000001D
8C8DBE8F 90919293 94959697

7E609075 CA6920F2 1DF7CB3D

35EC3631 249E3DA7 35CEQ57E

Blockin  F7CB3D65 47CE54BA
Blockout 7D3F6CAF 387E4C9A

BlockEncrypt

80818283
98999A98B

CAG920F2

00000003

80818283
98999A9B

B435EC36
6547CE54

609075CA

F7CB3D65

84858687
9800000

1DF7CB3D

00000000

84858687
9800000

31249E3D
BA8A17A5

6920F21D

47CE54BA



Key 1is
B4 35EC3631 249E3DA7 35CE@Q57E 609075CA 6920F21D

X is
F7CB3D65 47CE54BA

X = BlockEncrypt(Key, X) is
7D3F6CAF 387E4C9A

temp is
7D3F6CAF 387E4COA

Block #1
Blockin 7D3FoCAF 387E4C9A
Blockout 1A5787D4 81378C06

BlockEncrypt
Key 1is
B4 35EC3631 249E3DA7 35CEQS7E 609075CA 6920F21D

X is
7D3F6CAF 387E4C9A

X = BlockEncrypt(Key, X) 1is
1A5787D4 81378(C06

temp is
7D3F6CAF 387E4COA 1A5787D4 81378C06

Block #1
Blockin 1A5787D4 81378C06
Blockout (C409511D DB736F2D



BlockEncrypt

Key is

B4 35EC3631 249E3DA7 35CEQ57E 609075CA

X is

X = BlockEncrypt(Key, X) is

temp 1is

1A5787D4

C409511D

7D3F6CAF 387E4C9A 1A5787D4 81378C06 (C409511D

Block #1
Blockin C409511D DB736F2D
Blockout D4CB361F 4C1392A0

BlockEncrypt

Key is

B4 35EC3631 249E3DA7 35CEQ57E 609075CA

X is

X = BlockEncrypt(Key, X) is

temp 1is

C409511D

D4CB361F

7D3F6CAF

1A5787D4 81378C06 (C409511D DB736F2D D4CB361F

requested_bits 1is

7D

6920F21D

81378C06

DB736F2D

DB736F2D

6920F21D

DB736F2D

4C1392A0

387E4C9A
4C1392A0

3F6CAF38



7E4C9A1A 5787D481 378C06(C4 ©9511DDB 736F2DD4

Update

provided_data is

7D

7E4C9A1A 5787D481 378C06(C4 ©09511DDB 736F2DD4

While loop

Key is

V is

Block #1

A2 5B4B3F37 EE30965F 7B172C7F A966886D

A9B33F73

Blockin  A9B33F73 FF1A992C
Blockout ABC88224 514D0316

output_block is

temp is

ABC88224

ABC88224

While loop

Key is

V is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

A9B33F73

CB361F4C

3F6CAF38
CB361F4C

297F90B7

FF1A992C

514D0316

514D@316

297F90B7

FF1A992D



Block #1

Blockin  A9B33F73 FF1A992D
Blockout EA3D48AE E3(C9A2B4

output_block 1is

temp is

EA3D48AE

AB(C88224 514D0316 EA3D48AE

While loop

Key is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

V is
A9B33F73
Block #1
Blockin  A9B33F73 FF1A992E
Blockout 27CE2546 ES5F9CE73
output_block 1is
27CE2546

temp is

ABC88224 514D@316 EA3D48AE E3C9A2B4 27CEZ2546

While loop

Key is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

E3C9A2B4

E3C9AZ2B4

297F90B7

FF1A992E

ESFIOCE73

ESFOCE73

297F90B7



V is
A9B33F73 FF1A992F

Block #1
Blockin  A9B33F73 FF1A992F
Blockout AC843CE9 A9F8B369

output_block is
AC843CE9 A9F8B369

temp 1is
AB(C88224 514D0316
EA3D48AE E3C9A2B4 27CE2546 ES5F9CE73 AC843CE9 A9F8B369

temp XOR provided_data is
Do F7EE8BG9
334F8CFO@ 6ACF7A62 FEZ2EB2E3 C7745B3E 8AA15E78 4FQAFGES

Key is
D6 F7EE8B69 334F8CFO 6ACF7A62 FEZ2EBZ2E3 (C7745B3E

V is
8AA15E78 4FQAFGES

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k *k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin  8AA15E78 4FQAF6GEG
Blockout 8FB78ABC A75C9F28
Block #1

Blockin  8AA15E78 4FQAFGE7
Blockout 4E974E36 141866BC



Update

provided_data is

00

00000000 00000000 00000000 00000000 000000

While loop

Key is

V is

Block #1

Do F7EE8B69 334F8CFQ 6ACF7A6Z2 FEZEBZE3

8AA15E78

Blockin  8AA15E78 4FQAFGES8
Blockout 8E3@D7EE C6D9C99D

output_block is

temp is

8E30D7EE

8E30D7EE

While loop

Key 1is

V is

Block #1

Do F7EE8B69 334F8CFO 6ACF7A6Z2 FEZEBZE3

8AA15E78

00000000
00000000

C7745B3E

4FOAFOES8

CeD9C99D

CoD9C99D

C7745B3E

4FQAFGE9



Blockin  8AA15E78 4FQAFGE9
Blockout 83(C99986 9BB24B13

output_block 1is

temp is

83C99986

8E30D7EE Co6D9C99D 83(C99986

While loop

Key is

D6 F7EE8B69 334F8CFO 6ACF7A62 FEZEBZE3

V is
8AA15E78
Block #1
Blockin  8AA15E78 4FQAFGEA
Blockout C2EC88E6 D3496FDA
output_block 1is
C2EC88E6

temp is

8E30D7EE CoD9C99D 83C99986 9BBZ24B13 CZEC88E6

While loop

Key is

V is

D6 F7EE8B69 334F8CFO 6ACF7A62 FEZEBZE3

8AA15E78

9BB24B13

9BB24B13

C7745B3E

4FQOAFGEA

D3496FDA

D3496FDA

C7745B3E

4FOAFGEB



Block #1
Blockin 8AA15E78 4FQAFGEB
Blockout 6CFFF2EA DAFF7FoD

output_block is
6CFFF2EA DAFF7FoD

temp 1is
8E30D7EE C6D9C99D
83(C99986 9BB24B13 (C2EC88E6 D3496FDA 6CFFF2EA DAFF7F6D

temp XOR provided_data is
8E 30D7EEC6
D9C99D83 (999869B B24B13C2 EC88E6GD3 496FDAGC FFF2EADA

Key is
8E 30D7EEC6 D9C99D83 (9998698 B24B13C2 EC88E6D3

V is
496FDAGC FFF2EADA

rnd_val 1is
8FB78ABC A75C9F28 4E974E36 141866BC

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k %k 3k %k >k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k sk 5k %k %k >k kkkk



CTR_DRBG_Reseed

entropy_input is

co

C1C2C3C4

C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 DODADBDC

additional_input is <empty>
Block_Cipher_df
input_str 1is

C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4

number_of_bits_to_return = 232
S 1is
0000001D 0000001D
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7

BCC

IV is

IV Il S is
00000000 00000000 0000001D 0000001D
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7

temp is

co
D5DeD7D8

coC1C2C3
D8D9DADB

00000000

coc1czc3
D8DIDADB

75D864A6

C1C2C3C4
DI9DADBDC

C4C5CoC7
DC800000

00000000

C4C5C6C7
DC800000

B6D27B8E



IV is

IV II S 1is
00000001
C8CI9CACB

temp 1is

BCC

IV is

IV Il S is
00000002
C8CI9CACB

temp is
75D864A6

BCC

IV 1is

IV II S is
00000003
C8C9CACB

temp is

F1B88BC4

00000000 0000001D 0000001D
CCCDCECF D@D1D2D3 D4D5D6D7

75D864A6 B6D27B8E

00000000 0000001D 0000001D
CCCDCECF D@D1D2D3 D4D5D6D7

BoD27B8E F1B88BC4 D95D7412

00000000 0000001D 0000001D
CCCDCECF D@D1D2D3 D4D5D6D7

D95D7412 DA1D4B49 3894DDo4

00000001

coC1czC3
D8D9DADB

F1B88BC4

00000002

coc1czc3
D8DIDADB

DA1D4B49

00000003

coC1C2C3
D8D9DADB

75D864A6
1F27605F

00000000

C4C5CeC7
DC800000

D95D7412

00000000

C4C5C6C7
DC800000

3894DD64

00000000

C4C5CoC7
DC800000

BoD27B8E
F6EACO71



75 D864A6Bo D27B8EF1 B88BC4D9 5D7412DA 1D4B4938

X is
94DD641F 27605FF6

Block #1
Blockin  94DDo41F 27605FF6
Blockout 1A1AD191 C4AQE7D1

BlockEncrypt
Key is
75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA 1D4B4938

X is
94DD641F 27605FF6

X = BlockEncrypt(Key, X) 1is
1A1AD191 C4AQE7D1

temp is
1A1AD191 C4AQE7D1

Block #1
Blockin 1A1AD191 C4AQE7D1
Blockout EA461812 450132A6

BlockEncrypt

Key is
75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA 1D4B4938



X is
1A1AD191 C4AQE7D1

X = BlockEncrypt(Key, X) is
EA461812 450132A6

temp is
1A1AD191 C4AQE7D1 EA461812 450132A6

Block #1
Blockin EA461812 450132A6
Blockout A84F5EQ5 DOA53DBD

BlockEncrypt
Key is
75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA 1D4B4938

X is
EA461812 450132A6

X = BlockEncrypt(Key, X) is
A84F5EQ5 DOAS3DBD

temp is
1A1AD191 C4AQE7D1 EA461812 450132A6 A84FS5EQ5 D@OAS53DBD

Block #1
Blockin  A84F5EQ5 DOAS53DBD
Blockout BCDC595B A4B22114

BlockEncrypt



Key is

75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA

X is

X = BlockEncrypt(Key, X) 1is

temp 1is

A84F5EQ5

BCDC595B

1A1AD191

EA461812 450132A6 A84F5EQ5 DOAS3DBD BCDC595B

requested_bits 1is

1A

AQE7D1EA 46181245 0132A6A8 4F5EQ5D0@ A53DBDBC

Update

provided_data is

1A

AQE7D1EA 46181245 0132A6A8 4F5EQ5D0@ A53DBDBC

While loop

Key is

8E 30D7EEC6 D9C99D83 (999869B B24B13(2

V is

Block #1
Blockin  496FDA6C FFF2EADB
Blockout 8C96A647 4EEBF343

496FDA6GC

1D4B4938

DOA53DBD

A4B22114

C4AQE7D1
A4B22114

1AD191C4
DC595BA4

1AD191C4
DC595BA4

EC88EGD3

FFF2EADB



output_block is

8C96A647
temp is

8C96A647
While loop
Key is

8E 30D7EEC6 D9C99D83 (999869B B24B13C2

V is
496FDAGC
Block #1
Blockin  496FDA6C FFF2EADC
Blockout CB5C81A8 1AFEC815
output_block is
CB5C81A8

temp is

8C96A647 4EEBF343 CB5(C81A8

While loop

Key is

V is

Block #1

8E 30D7EEC6 D9C99D83 (999869B B24B13C2

496FDA6GC

4EEBF343

4EEBF343

EC88E6D3

FFF2EADC

1AFEC815

1AFEC815

EC88E6D3

FFF2EADD



Blockin  496FDA6C FFF2EADD
Blockout 22ECD7A2 B186E741

output_block 1is

temp is

8C96A0647 4EEBF343 CB5C81A8 1AFEC815

While loop

Key is

V is

Block #1

8E 30D7EEC6 D9C99D83 (999869B

Blockin  496FDA6C FFFZEADE
Blockout B92231DC 44D71ES5B

output_block 1is

temp is

CB5C81A8 1AFEC815 22ECD7AZ2 B186E741

temp XOR provided_data is

4B149221 1A99BASF FFFAB38A A389A761

Key is

V is

96 8C77D68A 4B149221 1A99BASF

22ECD7AZ

22ECD7AZ2

B24B13(C2

496FDA6C

B92231DC

8C96A647
B92231DC

9%
23DAFC@5

FFFAB38A

B186E741

B186E741

EC88E6GD3

FFF2EADE

44D71ESB

4EEBF343
44D71E5B

8C77D68A
FE6887EQ

A389A761



23DAFCO5 FE6887EQ

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3k 3%k %k %k %k 3k 3% %k %k k >k kk k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Block #1
Blockin 23DAFCO5 FE0887E1
Blockout 9D9745FF 31C42A44

Block #1
Blockin 23DAFCO5 FEG6887E2
Blockout 88CBB771 B13B5D86

Update

provided_data is
00 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is
96 8C77D68A 4B149221 1A99BASF FFFAB38A A389A761

V is
23DAFCQ5 FEG887E3

Block #1
Blockin 23DAFCO5 FEG6887E3
Blockout 7F7365D7 EDQAB324

output_block is
7F7365D7 ED@OAB324



temp is
7F7365D7 EDQAB324

While loop

Key is
96 8C77D68A 4B149221 1A99BASF FFFAB38A A389A761

V is
23DAFCO5 FEG887E4

Block #1
Blockin 23DAFCO5 FEo887E4
Blockout DD1F46F2 8132D(C76

output_block is
DD1F46F2 8132DC76

temp is
7F7365D7 EDQAB324 DD1F46F2 8132DC76

While loop

Key is
96 8C77D68A 4B149221 1A99BASF FFFAB38A A389A761

V is
23DAFCO5 FEG887ES

Block #1
Blockin 23DAFCO5 FE6887ES
Blockout 7A768AD8 FQF37B4D



output_block 1is

temp is

7A768AD8

7F7365D7 EDQAB324 DD1F46F2 8132DC76 7A768AD8

While loop

Key is

96 8C77D68A 4B149221 1A99BASF FFFAB38A

V is
23DAFC@5
Block #1
Blockin  23DAFCO5 FE6887E6
Blockout DE770AB1 EF6B435C
output_block 1is
DE770AB1
temp is
7F7365D7

DD1F46F2 8132DC76 7A768AD8 FOF37B4D DE77@AB1

temp XOR provided_data is

7F

0OAB324DD 1F46F281 32DC767A 768AD8FQ F37B4DDE

Key is

V is

7F 7365D7ED ©0AB324DD 1F46F281 32DC767A

F37B4DDE

FOF37B4D

FOF37B4D

A389A761

FE6887E6

EF6B435C

EDOAB324
EF6B435C

7365D7ED
770AB1EF

768AD8FO

770QAB1EF



rnd_val 1is
9D9745FF 31C42A44 88CBB771 B13B5D8&6

B b b G e b
CTR_DRBG
Requested Security Strength = 112

prediction_resistance_flag = "ENABLED"
EntropyInput =
00 01020304
05060708 090A0BOC QODOEQF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3C4
(C5CeC7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 D9ODADBDC

Nonce =
202122 23242526

PersonalizationString = <empty>

Additionallnputl =
60 61626364
65666768 696A6B6C 6DOEGF7Q 71727374 75767778 797A7B7C

AdditionallInput2 =
AQ A1A2A3A4
ASA6A7A8 AQAAABAC ADAEAFB@ B1B2B3B4 B5B6B7B8 B9BABBBC

B L

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k %k %k %k 3%k 3%k %k %k %k %k % 3% >k %k %k %k % %k %k %k *k %k %k %k



CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00
05060708 ©090A0BOC ODOEQF10 11121314 15161718

nonce 1is
202122

personal_str is <empty>

01020304
191A1B1C

23242526

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007
OCODOEQF 10111213 14151617 18191A1B 1(C202122

number_of_bits_to_return = 232
S 1is

00000024 0000001D 00010203 04050607 08090A0B
10111213 14151617 18191A1B 1(202122 23242526

BCC

IV is
00000000

IV Il S is
00000000
00000024 0000001D 00010203 04050607 ©8090A0B
10111213 14151617 18191A1B 1C202122 23242526

temp 1is

08090A0B
23242526

OCODOEQF
80000000

00000000

00000000
@CODOEQF
80000000



4A2145C3 52BD4642

BCC

IV 1is
00000001 00000000

IV II S is
00000001 00000000
00000024 0000001D 00010203 040500607 08090AQB OCODAEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBS5E7@D CAE11D42
BCC
IV is
00000002 00000000
IV II S is

00000002 00000000
00000024 0000001D 00010203 04050607 08090AVB OCODOEQF
10111213 14151617 18191A1B 1C202122 23242526 80000000

temp is
4A2145C3 52BD4642 EEBSE7@OD CAE11D42 82FD@O2F7 B62641C4

BCC

IV 1is
00000003 00000000



IV II S 1is

00000024 0000001D 00010203 040500607
10111213 14151617 18191A1B 1C202122

temp is

EEBSE7@OD CAE11D42 82FDO2F7 B62641C4

4A 2145C352 BD4642EE BSE7QDCA

X is

Block #1
Blockin 2641C4BA ES575D6E7
Blockout B4300B8B 7D547B40

BlockEncrypt

Key is

4A 2145C352 BD4642EE BSE7QDCA

X is

X = BlockEncrypt(Key, X) 1is

temp 1is

00000003
08090A0B
23242526

4A2145C3
BAE575D6

E11D4282

2641C4BA

E11D4282

2641C4BA

B4300B8B

B4300B8B

00000000
OCODOEOF
80000000

52BD4642
E7411566

FDO2F7B6

E575D6E7

FDO2F7B6

E575D6E7

7D547B40

7D547B40



Block #1
Blockin B4300B8B 7D547B40
Blockout 599CFDOE B13B1607

BlockEncrypt
Key is
4A 2145C352 BD4642EE BSE7@ODCA E11D4282

X is
B4300B8B

X = BlockEncrypt(Key, X) 1is
599CFDOE

temp is
B4300B8B 7D547B4@ 599CFDOE

Block #1
Blockin 599CFDOE B13B1607
Blockout 2398EF59 1553A5A3

BlockEncrypt
Key is

4A 2145C352 BD4642EE BSE7QDCA E11D4282

X is
599CFDQE

X = BlockEncrypt(Key, X) 1is
2398EF59

temp is
B4300B8B 7D547B40 599CFDOE B13B160Q7 2398EF59

FDO2F7B6

7D547B40

B13B1607

B13B1607

FDO2F7B6

B13B1607

1553A5A3

1553A5A3



Block #1
Blockin 2398EF59 1553A5A3
Blockout A10292FE FE535642

BlockEncrypt

Key is
4A 2145C352 BD4642EE B5E7@QDCA E11D4282

X is

2398EF59
X = BlockEncrypt(Key, X) is

A10292FE
temp is

B4300B8B

599CFDOE B13B1607 2398EF59 1553A5A3 A10292FE

requested_bits 1is
B4
547B4059 9CFDQEB1 3B160723 98EF5915 53A5A3A1

seed_material 1is
B4
547B4059 9CFDQEB1 3B160723 98EF5915 53A5A3A1

Update

provided_data is
B4
547B4059 9CFDQEB1 3B160723 98EF5915 53A5A3A1

FDO2F7B6

1553A5A3

FE535642

7D547B40
FE535642

300B8B7D
0292FEFE

300B8B7D
0292FEFE

300B8B7D
0292FEFE



While loop

Key is

00 00000000 00000000 00000000 00000000

V is

Block #1

00000000

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block is

temp is

While loop

Key is

166B40B4

166B40B4

00 00000000 00000000 00000000 00000000

V is

Block #1

00000000

Blockin 00000000 00000002
Blockout @6E7EA22 CE92708F

output_block is

temp is

O6E7EA22

166B40B4 4ABA4BD6 Q6E7EAZ2Z

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F

CE92708F



While loop

Key is
00 00000000 000000 0PVVVPVD VYYD 00VVVVD
V is
00000000 00000003
Block #1

Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block 1is
4EB190C9 A2FA169C

temp is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 D50QD2DFE

output_block 1is
D2FD8867 D5@D2DFE



temp 1is
166B40B4 4ABA4BD6
Q6E7EA22 CE92708F 4EB190C9 A2FA169C D2FD8867 D50QD2DFE

temp XOR provided_data is
A2 5B4B3F37
EE30965F 7B172C7F A966886D 297F90B7 A9B33F73 FF1A992B

Key is
A2 5B4B3F37 EE30965F 7B172C7F A966886D 297F90B7

V is
A9B33F73 FF1A992B

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k sk 3k sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

60 61626364
65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k sk 5k 3k 3k 3k 3k sk %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk 3k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

CTR_DRBG_Reseed

entropy_input is
80 81828384
85868788 898A8B8C 8DS8E8FI90 91929394 95969798 999A9BIC

additional_input is
60 61626364
65666768 696A6B6C 6DGEGF7Q 71727374 75767778 797A7B7C



Block_Cipher_df
input_str 1is
8081

8A8B8C8D 8E8F9091 92939495 96979899
65666768 ©696A6B6C 6DOEGF7Q 71727374

number_of_bits_to_return = 232

S 1is
0000003A 0000001D 80818283 84858687

90919293 94959697 98999A9B 9(C606162
6B6C6D6E 6F707172 73747576 7778797A

BCC

IV is

IV Il S is
0000003A 0000001D 80818283 84858687

90919293 94959697 98999A9B 9(C606162
6B6C6D6E 6F707172 73747576 7778797A

temp is

BCC

IV 1is

82838485
9A9B9(C60
75767778

88898A8B
63646566
7B7C8000

00000000

00000000
88898A8B
63646566
7B7C8000

58B3B0OF6

00000001

86878889
61626364
797A7B7C

8C8DBES8F
6768696A
00000000

00000000

00000000
8C8DBES8F
6768696A
00000000

8DD4432B

00000000



IV II S 1is
0000003A

90919293
6B6C6D6E

temp is

BCC

IV 1is

IV II S is
0000003A

90919293
6B6CoD6E

temp 1is
58B3B0OF6

BCC

IV is

IV Il S is

0000003A
90919293
6B6C6D6E

00000001
0000001D 80818283 84858687 88898A8B
94959697 98999A9B 9(606162 63646566
6F707172 73747576 7778797A 7B7(C8000

58B3BOF6 8DD4432B FE91AF80

00000002

00000002
0000001D 80818283 84858687 88898A8B
94959697 98999A9B 9(C606162 636465606
6F707172 73747576 7778797A 7B7(C8000

8DD4432B FE91AF80 FC822A3B 16D6DOE6

00000003

00000003
0000001D 80818283 84858687 88898A8B
94959697 98999A9B 9(C606162 63646566
6F707172 73747576 7778797A 7B7(C8000

00000000
8C8DBES8F
6768696A
00000000

FC822A3B

00000000

00000000
8C8DBESF
6768696A
00000000

185F1A8D

00000000

00000000
8C8D8ESF
6768696A
00000000



temp 1is
58B3BOF6 8DD4432B
FE91AF80 FC822A3B 16D6DOE6 185F1A8D 6A2FC76E 4B22E671

Key is
58 B3BOF68D D4432BFE 91AF8QFC 822A3B16c D6DOEG18
X is
S5F1A8D6A 2FC76E4B
Block #1

Blockin  5F1A8D6A 2FC76E4B
Blockout 8C09C342 QE2573AD

BlockEncrypt
Key is
58 B3BOF68D D4432BFE 91AF80FC 822A3B16 D6DOE618

X is
S5F1A8DoA 2FC76E4B

X = BlockEncrypt(Key, X) 1is
8C09C342 QE2573AD

temp is
8C09C342 QE2573AD

Block #1
Blockin 8C09C342 QE2573AD
Blockout 6112E91C @CAD6C1C

BlockEncrypt



Key is
58 B3BOF68D D4432BFE 91AF8QFC 822A3B16

X is
8C09C342

X = BlockEncrypt(Key, X) is
6112E91C

temp is
8C09C342 QE2573AD 6112E91C

Block #1
Blockin  6112E91C QCAD6C1C
Blockout 164907D9 2BF94019

BlockEncrypt

Key is
58 B3BOF68D D4432BFE 91AF8QFC 822A3B16

X is
6112E91C

X = BlockEncrypt(Key, X) is
164907D9

temp is
8C09C342 QE2573AD 6112E91C QCAD6C1C 164907D9

Block #1
Blockin 164907D9 2BF94019
Blockout 1E606F@8 GA5CDA45

DoDOE618

QE2573AD

@CAD6C1C

0CAD6C1C

DoDOE618

@CAD6C1C

2BF94019

2BF94019



BlockEncrypt

Key is
58 B3BOF68D D4432BFE 91AF8QFC 822A3B1l6

X is

164907D9
X = BlockEncrypt(Key, X) is

1E666F08
temp 1is

8C09C342

6112E91C @CAD6C1C 164907D9 2BF94019 1E666F08

requested_bits 1is

8C

2573AD61 12E91C0OC AD6C1C16 4907D92B F940191E

Update

provided_data is

8C

2573AD61 12E91C0OC AD6C1C16 4907D92B F940191E

While loop

Key is

V is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

A9B33F73

D6DOE618

2BF94019

6A5CDA45

QE2573AD
6A5CDA45

09(3420E
666F086A

09(3420E
666F086A

297F90B7

FF1A992C



Block #1

Blockin  A9B33F73 FF1A992C
Blockout ABC88224 514D0316

output_block is

AB(C88224
temp is

AB(C88224
While loop
Key is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

V is
A9B33F73
Block #1
Blockin  A9B33F73 FF1A992D
Blockout EA3D48AE E3C9AZ2B4
output_block is
EA3D48AE

temp is

ABC88224 514D0316 EA3D48AE

While loop

Key is

V is

A2 5B4B3F37 EE30965F 7B172C7F A966886D

A9B33F73

514D0316

514D@316

297F90B7

FF1A992D

E3C9AZ2B4

E3C9AZ2B4

297F90B7

FF1A992E



Block #1

Blockin  A9B33F73 FF1A992E
Blockout 27CE2546 ESF9CE73

output_block 1is

temp is

ABC88224 514D0316 EA3D48AE E3C9AZB4

While loop

Key is

V is

Block #1

A2 5B4B3F37 EE30965F 7B172C7F

Blockin  A9B33F73 FF1A992F
Blockout AC843CE9 A9F8B369

output_block 1is

temp is

EA3D48AE E3C9A2B4 27CE2546 ESFICE73

temp XOR provided_data is

6870BB8B 2FA1BZ2EF 64CEA831 87229FCE

Key is

27 C141665F 6870BB8B 2FA1BZEF

27CE2546

27CE2546

A966886D

A9B33F73

AC843CE9

ABC88224
AC843CE9

27
0O8E6AB2

64CEA831

ESFIOCE73

ESFOCE73

297F90B7

FF1A992F

A9F8B369

514D0@316
A9F8B369

C141665F
E253E1C3

87229FCE



V is
QO8EGAB2 EZ253E1C3

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3%k %k %k k k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Block #1
Blockin  ©QQ8E6AB2 E253E1C4
Blockout ©E389920 A@9B485A

Block #1
Blockin  @@8EG6AB2 E253E1C5
Blockout A4ABDOCA 7E6@D89C

Update

provided_data is
00 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is
27 (C141665F 6870BB8B 2FA1B2EF ©64CEA831 87229FCE

V is
QO8EG6AB2 E253E1C6

Block #1
Blockin Q@8E6ABZ2 E253E1C6
Blockout E86795D8 9BEA9SES



output_block is

E86795D8
temp is

E86795D8
While loop
Key is

27 (141665F 6870BB8B 2FA1BZ2EF 64CEA831

V is
0O8EGAB2
Block #1
Blockin  Q@8EGAB2 E253E1(C7
Blockout D96797E7 9FBF96CF
output_block is
D96797E7

temp is

E86795D8 9BEA9SE8 D96797E7

While loop

Key is

V is

Block #1

27 (141665F 6870BB8B 2FA1BZ2EF 64CEA831

0O8E6GAB2

9BEA9SES

9BEA95SES8

87229FCE

E253E1C7

9FBF96CF

9FBF96CF

87229FCE

E253E1C8



Blockin  QQ8EGABZ2 E253E1C8
Blockout EF2F0302 1D6B4659

output_block 1is

temp is

E86795D8 9BEA95E8 D96797E7 9FBFI96CF

While loop

Key is

V is

Block #1

27 C141665F 6870BB8B 2FA1BZEF

Blockin  @@8EG6ABZ E253E1(9
Blockout CBES5ODE@ C2FZ290F8

output_block 1is

temp is

D96797E7 9FBF96CF EF2F@302 1D6B4659

temp XOR provided_data is

EA95E8D9 6797E79F BF96CFEF 2F03021D

Key is

V is

E8 6795D89B EA95E8D9 6797E79F

EF2F0302

EF2F0302

64CEA831

0O8E6AB2

CBES0DE®Q

E86795D8
CBE5S@DEQ

E8
6B4659CB

BF96CFEF

1D6B4659

1D6B4659

87229FCE

E253E1C9

C2F290F8

9BEA9SES
C2F290F8

6795D89B
ES@ODEQC2

2F@3021D



6B4659CB ES5ODEQC2

rnd_val 1is
QE389920 AQ9B485A A4ABDOCA 7E6@D89C

Second call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3% %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 128

additional_input is
AQ A1A2A3A4
AS5A6A7A8 AQAAABAC ADAEAFB@ B1B2B3B4 BS5B6B7B8 B9BABBBC

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k 3k 3k %k >k 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
Co C1C2C3C4
(C5CeC7C8 (C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 D9ODADBDC

additional_input is
AQ A1A2A3A4
AS5A6A7A8 AQAAABAC ADAEAFB@ B1B2B3B4 BS5B6B7B8 B9BABBBC

Block_Cipher_df

input_str 1is
COC1 C2C3C4C5 CbC7C8C9
CACBCCCD CECFD@D1 D2D3D4D5 DeD7D8D9 DADBDCA@ A1A2A3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC



number_of_bits_to_return = 232

S is

0000003A 0000001D COCLC2C3 C4C5C6C7 C8CICACB
DoD1D2D3 D4D5DeD7 D8DIDADB DCAQA1AZ A3A4A5A6
ABACADAE AFB@B1B2 B3B4B5B6 B7B8BI9BA BBBC8000

BCC

IV 1is

IV II S is
0000003A

DoD1D2D3
ABACADAE

temp 1is

BCC

IV is

IV Il S 1is
0000003A

DOD1D2D3
ABACADAE

temp is

0000001D COC1C2C3 C4C5C6C7
D4D5D6D7 D8DIDADB DCAQA1AZ
AFBOB1B2 B3B4B5B6 B7B8BIBA

0000001D COC1C2C3 C4C5C6C7
D4D5D6D7 D8DODADB DCAQA1AZ
AFBOB1B2 B3B4B5B6 B7B8BIBA

D9863A5A 51A@96BD

00000000

00000000
C8C9CACB
A3A4A5A6
BBBC8000

D9863A5A

00000001

00000001
C8C9CACB
A3A4A5A6
BBBC8000

F2424B3F

CCCDCECF
A7A8A9AA
00000000

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

51A096BD

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

81EQZAGA



BCC

IV is

IV Il S is
0000003A

DOD1D2D3
ABACADAE

temp is
D9863A5A

BCC

IV is

IV II S 1is

0000003A
DOD1D2D3
ABACADAE

temp is

F2424B3F

D9

0000001D
D4D5D6D7
AFBOB1B2

51A096BD

0000001D
D4D5D6D7
AFBOB1B2

81EQ2AGA

863A5A51

coC1czC3
D8D9DADB
B3B4B5B6

F2424B3F

coc1czc3
D8D9DADB
B3B4B5B6

451263CA

A@96BDF2

C4C5CeC7
DCAQA1AZ
B7B8B9BA

81EQZAGA

C4C5CeC7
DCAQA1AZ
B7B8BI9BA

7D8BIE2A

424B3F81

00000002

00000002
C8C9CACB
A3A4A5A6
BBBC8000

451263CA

00000003

00000003
C8C9CACB
A3A4A5A6
BBBC8000

D9863A5A
7BDA3AEE

EQ2A6A45

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

7D8BIEZA

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

51A096BD
6EF73C33

1263CA7D



X is
8BO9E2A7B DA3AEEGE

Block #1
Blockin 8B9E2A7B DA3AEEGE
Blockout B1161FE3 3849916E

BlockEncrypt
Key is
D9 863A5A51 AQ96BDF2 424B3F81 EQ2A6A45 1263CA7D

X is
8BI9EZ2A7B DA3AEEGE

X = BlockEncrypt(Key, X) is
B1161FE3 3849916E

temp 1is
B1161FE3 3849916E

Block #1
Blockin B1161FE3 3849916E
Blockout F1F20C6oE 141630BE

BlockEncrypt
Key is

D9 863A5A51 AQ96BDFZ2 424B3F81 EQ2A6A45 1263CA7D

X is
B1161FE3 3849916E

X = BlockEncrypt(Key, X) 1is
F1F20C6E 141630BE



temp is
B1161FE3 3849916E F1F20C6E 141630BE

Block #1
Blockin F1F20C6E 141630BE
Blockout 20QE312AC S5E3EDCGE

BlockEncrypt
Key is
D9 863A5A51 AQ96BDF2 424B3F81 EQ2A6A45 1263CA7D

X is
F1F20C6E 141630BE

X = BlockEncrypt(Key, X) 1is
20E312AC SE3EDCGE

temp is
B1161FE3 3849916E F1F20C6E 141630BE 20E312AC SE3EDC6E

Block #1
Blockin 20E312AC S5E3EDCG6E
Blockout 7ESA819E D1AC8@D7

BlockEncrypt
Key is

D9 863A5A51 A@96BDFZ 424B3F81 EQ2A6A45 1263CA7D

X is
20E312AC S5E3EDCGE



X = BlockEncrypt(Key, X) 1is

temp is

7E5A819E

B1161FE3

F1F20C6E 141630BE 20E312AC 5E3EDC6E 7ESA819E

requested_bits 1is

Bl

49916EF1 F20C6E14 1630BE20 E312ACSE 3EDCGE7E

Update

provided_data is

Bl

49916EF1 F20C6E14 1630BE20 E312ACSE 3EDCGE7E

While loop

Key is

E8 6795D89B EA95E8D9 6797E79F BFI96CFEF

V is

Block #1
Blockin  ©6B4659CB ES5@QDEQC3
Blockout 7ODDFA87 AQ397904

output_block is

temp is

6B4659CB

70QDDFA87

7ODDFA87

D1AC8@D7

3849916E
D1AC8@D7

161FE338
5A819ED1

161FE338
5A819ED1

2F@3021D

ES@ODEQC3

A0397904

A0397904



While loop

Key is

E8 6795D89B EA95E8D9 6797E79F BFI96CFEF

V is

Block #1
Blockin oB4659CB ES5ODEQC4
Blockout FE4FBE4C ©6A424E69

output_block is

temp 1is

6B4659CB

FE4FBE4C

7ODDFA87 AQ397904 FE4FBE4C

While loop

Key is

E8 6795D89B EA95E8D9 6797E79F BFI96CFEF

V is

Block #1
Blockin o6B4659CB ES@DEQCS
Blockout 13554524 8F4F80F9

output_block is

temp 1is

6B4659CB

13554524

2F@3021D

ESODEQC4

6A424E69

6A424E69

2F@3021D

ES@DEQCS

8F4F80F9



7ODDFA87 AQ397904 FE4FBE4C ©6A424E69 13554524 8F4F80F9

While loop
Key is
E8 6795D89B EA95E8D9 6797E79F BFI6CFEF 2F@3021D

V is
6B4659CB ES50QDEQC6

Block #1
Blockin oB4659CB ES50DEQCo
Blockout B9E4F@88 (CD467B59

output_block is
BOE4F088 (CD467B59

temp is
70ODDFA87 AQ397904
FE4FBE4C 6A424E69 13554524 8F4F80F9 BOE4F088 (CD467B59

temp XOR provided_data is
C1 CBE56498
7QE86AQF BDB2227E 547ED733 B65788D1 715C97C7 BE71161C

Key is
C1 CBE56498 7QE86AQF BDB2227E 547ED733 B65788D1

V is
715C97C7 BE71161C

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k

CTR_DRBG_Generate

requested_number_of_bits = 128



additional_input is <empty>

Block #1
Blockin 715C97C7 BE71161D
Blockout F4478EC6 659A0D35

Block #1
Blockin 715C97C7 BE71161E
Blockout 77625B0C 73A211DD

Update
provided_data is

00 00000000
00000000 00000000 00000000 00000000 000VV00 00000000

While loop
Key is
C1 CBE56498 7QE86AQF BDB2227E 547ED733 B65788D1

V is
715C97C7 BE71161F

Block #1
Blockin 715C97C7 BE71161F
Blockout 37A7C1A9 50CQOFB8B

output_block 1is
37A7C1A9 50COFB8B

temp is
37A7C1A9 50COFB8B



While loop

Key is
C1 CBE56498 7QE86AQF BDB2227E 547ED733
Vis
715C97C7
Block #1
Blockin 715C97C7 BE711620
Blockout (C21DABCB FDDA18B1
output_block is
C21DABCB

temp 1is
37A7C1A9 50COFB8B C21DABCB

While loop

Key is
C1 CBE56498 7QE86AQF BDB2227E 547ED733

Vis
715C97C7
Block #1
Blockin 715C97C7 BE711621
Blockout 9BB6CC23 85CD194A
output_block is
9BB6CC23

temp 1is
37A7C1A9 50COFB8B C21DABCB FDDA18B1 9BB6C(C23

B65788D1

BE711620

FDDA18B1

FDDA18B1

B65788D1

BE711621

85CD194A

85CD194A



While loop

Key is
C1 CBE56498 7QE80AQF BDBZ2227E 547ED733 B65788D1
V is
715C97C7 BE711622
Block #1

Blockin  715C97C7 BE711622
Blockout C7CE7521 4803115B

output_block is
C7CE7521 4803115B

temp is
37A7C1A9 50COFB8B
C21DABCB FDDA18B1 9BB6C(C23 85CD194A (C7CE7521 4803115B

temp XOR provided_data is
37 A7C1A950
CoOFB8BC2 1DABCBFD DA18B19B B6CC2385 CD194AC7 CE752148

Key is
37 A7C1A950 COFB8BCZ2 1DABCBFD DA18B19B B6((C2385

V is
CD194AC7 CE752148

rnd_val 1is
F4478EC6 659A0D35 77625BQC 73A211DD

HHH R A R R A

CTR_DRBG



Requested Security Strength = 112

prediction_resistance_flag = "ENABLED"
EntropyInput =
00 01020304
05060708 ©090AOBOC QDOEQOF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8DS8E8FI90 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9DADBDC

Nonce =
202122 23242526

PersonalizationString =
40 41424344
45464748 494A4B4AC 4D4E4F50 51525354 55565758 595A5B5C

AdditionalInput = <empty>
B L B At B 2
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k
CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00 01020304
05060708 ©090A0BOC @ODOEOF10 11121314 15161718 191A1B1C

nhonce 1is
202122 23242526

personal_str is
40 41424344



45464748 494A4B4C 4D4AE4F50 51525354 55565758 595A5B5C

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00 01020304 05060708 090AOBOC ODOEQOF10
11121314 15161718 191A1B1C 20212223 24252640 41424344
45464748 494A4B4C 4D4AE4F50 51525354 55565758 595A5BS5C

number_of_bits_to_return = 232

S is
00000041 0000001D
00010203 04050607 @8090A0B QCODOEQF 10111213 14151617
18191A1B 1C202122 23242526 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B 5C800000 00000000

BCC

IV 1is
00000000 00000000

IV II S is
00000000 00000000 00000041 0000001D
00010203 04050607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1C202122 23242526 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B 5C800000 00000000

temp 1is
BF5C8905 7D02B0A6



IV 1is

IV II S is
00010203

18191A1B
4C4DAE4F

temp 1is

BCC

IV is

IV Il S is
00010203

18191A1B
4CADAE4F

temp is
BF5C8905

BCC

IV is

IV II S 1is

04050007
1C202122
50515253

04050607
1C202122
50515253

7D02B0OAG

00000001
08090A0B
23242526
54555657

BF5C8905

00000002
08090A0B
23242526
54555657

77FE7647

00000000
OCODOEOF
40414243
58595A58B

7D02B0OA6

00000000
0CODOEQF
40414243
58595A58B

E9554668

00000001

00000041
10111213
44454647
5800000

77FE7647

00000002

00000041
10111213
44454647
5C800000

AE4D8DEQ

00000003

00000003 00000000 00000041
00010203 04050007 08090A0B OCODOEOF 10111213

00000000

0000001D
14151617
48494A4B
00000000

E9554668

00000000

0000001D
14151617
48494A4B
00000000

DB992E46

00000000

0000001D
14151617



18191A1B 1C202122 23242526 40414243
4C4D4E4F 50515253 54555657 58595A5B

temp is

77FE7647 E9554668 AE4DS8DE@ DB992E46

BF 5C89057D 02B0OA677 FE7647E9

X is

Block #1
Blockin  992E4683 E1389F33
Blockout 7OF9F85E 350177E5

BlockEncrypt
Key is
BF 5C89057D 02BOA677 FE7647E9

X is

X = BlockEncrypt(Key, X) 1is

temp 1is

Block #1
Blockin 7QF9F85E 350177ES
Blockout B228D49C 6374BBB6

44454647
5C800000

BF5C8905
83E1389F

554668AE

992E4683

554668AE

992E4683

70QF9F85E

70QF9F85E

48494A4B
00000000

7D0Z2B0OAG
33A1E91F

4D8DEGDB

E1389F33

4D8DEGDB

E1389F33

350177E5

350177E5



Bl

Ke

X

X

te

Block #1
Blockin

ockEncrypt
y 1is
BF 5C89057D 02BOA677 FE7647E9 554668AE
is
70QF9F85E
= BlockEncrypt(Key, X) 1is
B228D49C

mp is
7QF9F85E 350177ES5 B228D49C

B228D49C 6374BBB6

Blockout EA3DCFFA 463099CA
BlockEncrypt
Key is
BF 5C89057D 02BOA677 FE7647E9 554668AE
X is
B228D49C
X = BlockEncrypt(Key, X) 1is
EA3DCFFA
temp is

Block #1

7OF9F85E 350177E5 B228D49C 6374BBB6 EA3DCFFA

4D8DEGDB

350177E5

6374BBB6

6374BBB6

4D8DEGDB

6374BBB6

463099CA

463099CA



Blockin EA3DCFFA 463099CA
Blockout F0781291 15A9A8E8

BlockEncrypt

Key is
BF 5C89057D 02B0OA677 FE7647E9 554668AE

X is

EA3DCFFA
X = BlockEncrypt(Key, X) is

FO781291
temp is

7QF9F85E

B228D49C 6374BBB6 EA3DCFFA 463099CA FO781291

requested_bits 1is
70
0177E5B2 28D49C63 74BBBGEA 3DCFFA46 3099CAF0Q

seed_material 1is
70
©177E5B2 28D49C63 74BBBOEA 3DCFFA46 3099CAFQ

Update
provided_data is

70
0177E5B2 28D49C63 74BBBGEA 3DCFFA46 3099CAF0Q

While loop

4D8DE@DB

463099CA

15A9A8ES8

350177E5
15A9A8ES8

FOF85E35
78129115

FOF85E35
78129115

FOF85E35
78129115



Key is

00 00000000 00000000 00000000 00000000

V is

Block #1

00000000

Blockin 00000000 00000001
Blockout 166B40B4 4ABA4BD6

output_block is

temp is

While loop

Key is

106B40B4

166B40B4

00 00000000 00000000 00000000 00000000

V is

Block #1

00000000

Blockin 00000000 00000002
Blockout @6E7EA22 CE92708F

output_block is

temp is

O6E7EA22

166B40B4 4ABA4BD6 Q6E7EAZ2Z

00000000

00000001

4ABA4BD6

4ABA4BD6

00000000

00000002

CE92708F

CE92708F



While loop

Key is
00 00000000 0000000 VPVVVPOD PVVVVVVY 00VVVVVD
V is
00000000 00000003
Block #1

Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block 1is
4EB190C9 A2FA169C

temp is
166B40B4 4ABA4BD6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop

Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 D50OD2DFE

output_block 1is
D2FD8867 D5@D2DFE

temp is
166B40B4 4ABA4BDG
Q6E7EA22 (CE92708F 4EB190C9 A2FA169C D2FD8867 D5@D2DFE



temp XOR provided_data is
66 92B8EA7F
BB3C33B4 CF3EBEAD E6CB39A4 8CS5F33E4 CA8F5622 859AF6C0O

Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4 8(C5F33E4

V is
CA8F5622 859AF6C0O

First call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk %k 3k 3k 3k sk sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k ok 3k sk sk %k ok ok sk sk sk kR sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

CTR_DRBG_Reseed

entropy_input is
80 81828384
85868788 898A8B8C 8DS8E8FI90 91929394 95969798 999A9BIC

additional_input is <empty>

Block_Cipher_df

input_str 1is
80 81828384
85868788 898A8B8C 8D8E8FI0 91929394 95969798 999A9BIC



number_of_bits_to_return = 232
S 1is
0000001D 0000001D
88898A8B 8C8DBE8F 90919293 94959697

BCC

IV 1is

IV II S is
00000000 00000000 0000001D 00000A1D
88898A8B 8C8D8E8F 90919293 94959697

temp is

BCC

IV is

IV II S 1is
00000001 00000000 0000001D 0000001D
88898A8B 8C8DSE8F 90919293 94959697

temp 1is
B435EC36 31249E3D

80818283
98999A9B

00000000

80818283
98999A98B

B435EC36

00000001

80818283
98999A9B

A735CEQ@5

84858687
9800000

00000000

84858687
9800000

31249E3D

00000000

84858687
9800000

7E609075



IV 1is

IV II S is
00000002
88898A8B

temp is
B435EC36

BCC

IV is

IV II S 1is
00000003
88898A8B

temp 1is

A735CEQ5

B4

X is

Block #1

00000000 0000001D 0000001D
8C8D8ESF 90919293 94959697

31249E3D A735CEQ5 7E609075

00000000 0000001D 0000001D
8C8DBE8F 90919293 94959697

7E609075 CA6920F2 1DF7CB3D

35EC3631 249E3DA7 35CEQ57E

Blockin  F7CB3D65 47CE54BA
Blockout 7D3F6CAF 387E4C9A

00000002

80818283
98999A98B

CAG920F2

00000003

80818283
98999A9B

B435EC36
6547CE54

609075CA

F7CB3D65

00000000

84858687
9800000

1DF7CB3D

00000000

84858687
9800000

31249E3D
BA8A17A5

6920F21D

47CE54BA



BlockEncrypt
Key is
B4 35EC3631 249E3DA7 35CEQS7E 609075CA 6920F21D

X is
F7CB3D65 47CE54BA

X = BlockEncrypt(Key, X) 1is
7D3F6CAF 387E4C9A

temp is
7D3F6CAF 387E4COA

Block #1
Blockin 7D3FoCAF 387E4C9A
Blockout 1A5787D4 81378C06

BlockEncrypt
Key is

B4 35EC3631 249E3DA7 35CEQ57E 609075CA 6920F21D

X is
7D3F6CAF 387E4C9A

X = BlockEncrypt(Key, X) is
1A5787D4 81378C06

temp is
7D3F6CAF 387E4COA 1A5787D4 81378C06

Block #1
Blockin 1A5787D4 81378C06



Blockout (409511D DB736F2D

BlockEncrypt
Key is
B4 35EC3631 249E3DA7 35CEQS57E 609075CA

X is
1A5787D4

X = BlockEncrypt(Key, X) is
C409511D

temp 1is
7D3F6CAF 387E4C9A 1A5787D4 81378C06 (C409511D

Block #1
Blockin C409511D DB736F2D
Blockout D4CB361F 4C1392A0

BlockEncrypt

Key is
B4 35EC3631 249E3DA7 35CEQS7E 609075CA

X is

C409511D
X = BlockEncrypt(Key, X) 1is

D4CB361F
temp 1is

7D3F6CAF

1A5787D4 81378C06 (C409511D DB736F2D D4CB361F

6920F21D

81378C06

DB736F2D

DB736F2D

6920F21D

DB736F2D

4C1392A0

387E4C9A
4C1392A0



requested_bits 1is
7D 3F6CAF38
7E4COA1A 5787D481 378C06C4 ©09511DDB 736F2DD4 CB361F4C

Update
provided_data is

7D 3F6CAF38
7E4C9A1A 5787D481 378C06C4 ©9511DDB 736F2DD4 (CB361F4C

While loop
Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4 8C5F33E4

V is
CA8F5622 859AF6C1

Block #1
Blockin CA8F5622 859AF6C1
Blockout 760BED7D 92B083B1

output_block is
760BED7D 92B0@83B1

temp is
760BED7D 92B083B1

While loop

Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4 8(C5F33E4



V is

CA8F5622
Block #1
Blockin  CA8F5622 859AF6C2
Blockout ©@AF31CF@ 650081EB
output_block is
QAF31CFQ

temp is
760BED7D 92B083B1 QAF31CFO

While loop

Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

Vis
CA8F5622
Block #1
Blockin  CA8F5622 859AF6(3
Blockout 51D241F@ 2DA51012
output_block 1is
51D241F0@

temp is
760BED7D 92B083B1 QAF31CFO 656081EB 51D241F0

While loop

Key is

859AF6(C2

656081EB

6560081EB

8C5F33E4

859AF6(C3

2DA51012

2DA51012



66 92B8EA7F BB3C33B4 CF3EBEAD E6CB39A4 8C5F33E4

V is
CA8F5622 859AF6(C4

Block #1
Blockin CA8F5622 859AF6(C4
Blockout AAF72BA5 971324B4

output_block is
AAF72BA5 971324B4

temp 1is
760BED7D 92B083B1
OAF31CF0@ 656081EB 51D241F@ 2DA51012 AAF72BAS5 971324B4

temp XOR provided_data is
OB 3481D2AA
CECF2B1@ A49B24E4 570QDED95 DB1QEDF6 D67F3F7E 3C1DBADB

Key is
0B 3481D2AA CECF2B10@ A49B24E4 57@QDED95 DB1@EDF6

V is
D67F3F7E 3C1DBADB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3%k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k kK k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin  D67F3F7E 3C1DBADC
Blockout 64983055 D0145508B

Block #1



Blockin  D67F3F7E 3C1DBADD
Blockout 39DEG99E 43130Bo4

Update
provided_data is

00 00000000
00000000 00000000 00000000 00000000 00000000 00002000

While loop
Key is
0B 3481D2AA CECF2B10 A49B24E4 570DED95 DB1@EDF6

V is
D67F3F7E 3C1DBADE

Block #1
Blockin D67F3F7E 3C1DBADE
Blockout 9895D584 68F52888

output_block is
9895D584 68F52888

temp is
9895D584 68F52888

While loop
Key 1is
0B 3481D2AA CECF2B10 A49B24E4 570QDED95 DB1@EDF6

V is
D67F3F7E 3C1DBADF



Block #1

Blockin  Do67F3F7E 3C1DBADF
Blockout 90QEQC91A FE19D323

output_block 1is

temp is

9895D584 68F52888

While loop

Key is

V is

Block #1

0B 3481D2AA CECF2B10 A49B24E4

Blockin Do7F3F7E 3C1DBAEQ
Blockout FD2B846F 724CC5D6

output_block 1is

temp is

9895D584 68F52888 9QEQC91A FE19D323

While loop

Key is

0B 3481D2AA CECF2B10 A49B24E4

90EQCI1A

90EQCI1A

570DED95

D67F3F7E

FD2B846F

FD2B846F

570DED95

FE19D323

FE19D323

DB1OEDF6

3C1DBAEQ

724CC5D6

724CC5D6

DB1OEDF6



V is
D67F3F7E 3C1DBAE1

Block #1
Blockin D67F3F7E 3C1DBAE1
Blockout 5F@4A5D3 31851A8D

output_block is
S5F@4A5D3 31851A8D

temp 1is
9895D584 68F52888
9QEQC91A FE19D323 FD2B846F 724CC5D6 5F04A5D3 31851A8D

temp XOR provided_data is
98 95D58468
F5288890 EQC91AFE 19D323FD 2B846F72 4CC5D65F ©04A5D331

Key is
98 95D58468 F5288890 EQCI91AFE 19D323FD 2B846F72

V is
4CC5D65F 04A5D331

rnd_val 1is
64983055 DQ14550B 39DEGI9E 43130Bo4

Second call to Generate
3K 3k 3k 3K 3k sk 3k sk sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 3k sk 3k 3k sk 3k 3k sk sk 3K sk sk 5K sk sk 3k sk sk 5k sk sk 5k sk %k 5k %k %k k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is <empty>



Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k ok 3k sk sk %k ok ok sk sk sk k ko sk sk k

CTR_DRBG_Reseed
entropy_input is

Co C1C2C3C4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 DIODADBDC

additional_input is <empty>
Block_Cipher_df
input_str 1is
Co C1C2C3c4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9DADBDC
number_of_bits_to_return = 232
S is

0000001D 0000001D COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DC800000

BCC
IV is
00000000 00000000

IV Il S is
00000000 00000000 0000001D 0000001D COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DC800000

temp is
75D864A6 B6D27B8E



BCC

IV is

IV II S 1is
00000001 00000000 0000001D 0000001D
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7

temp 1is
75D864A6 B6D27B8E

BCC

IV is

IV Il S is
00000002 00000000 0000001D 0000001D
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7

temp is
75D864A6 B6D27B8E F1B88BC4 D95D7412

BCC

IV 1is

IV II S is
00000003 00000000 0000001D 00000A1D
C8C9CACB CCCDCECF DeD1b2D3 D4D5DeD7

00000001

coC1czC3
D8D9DADB

F1B88BC4

00000002

coc1czc3
D8DIDADB

DA1D4B49

00000003

coC1C2C3
D8D9DADB

00000000

C4C5CeC7
DC800000

D95D7412

00000000

C4C5CeC7
DC800000

3894DD64

00000000

C4C5CoC7
DC800000



temp 1is

75D864A6

F1B88BC4 D95D7412 DA1D4B49 3894DD64 1F27605F

75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA

X is

Block #1
Blockin  94DDo41F 27605FF6
Blockout 1A1AD191 C4AQE7D1

BlockEncrypt

Key is

94DD641F

75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA

X is

X = BlockEncrypt(Key, X) 1is

temp is

Block #1
Blockin 1A1AD191 C4AQE7D1
Blockout EA461812 450132A6

BlockEncrypt

94DD641F

1A1AD191

1A1AD191

B6D27B8E
F6GEACO71

1D4B4938

27605FF6

1D4B4938

27605FF6

C4AQE7D1

C4AQE7D1



Key is
75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA

X is
1A1AD191

X = BlockEncrypt(Key, X) is
EA461812

temp is
1A1AD191 C4AQE7D1 EA461812

Block #1
Blockin EA461812 450132A06
Blockout A84F5EQ5 DOA53DBD

BlockEncrypt

Key is
75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA

X is
EA461812

X = BlockEncrypt(Key, X) is
A84F5EQ5

temp is
1A1AD191 C4AQE7D1 EA461812 450132A6 A84F5EQ5

Block #1
Blockin  A84F5EQ5 DOAS53DBD
Blockout BCDC595B A4B22114

1D4B4938

C4AQE7D1

450132A6

450132A6

1D4B4938

450132A6

DOAS3DBD

DOA53DBD



BlockEncrypt

Key is
75 D864A6B6 D27B8EF1 B88BC4D9 5D7412DA

X 1is

A84F5EQ5
X = BlockEncrypt(Key, X) is

BCDC595B
temp 1is

1A1AD191

EA461812 450132A6 A84F5EQ5 DOAS3DBD BCDC595B

requested_bits 1is

1A

AQE7D1EA 46181245 0132A6A8 4F5EQ5D0 A53DBDBC

Update

provided_data is

1A

AQE7D1EA 46181245 0132A6A8 4F5EQ5D@ A53DBDBC

While loop

Key is

V is

98 95D58468 F5288890 EQC91AFE 19D323FD

4CC5D65F

1D4B4938

DOA53DBD

A4B22114

C4AQE7D1
A4B22114

1AD191C4
DC595BA4

1AD191C4
DC595BA4

2B846F72

04A5D332



Block #1

Blockin  4CC5D65F ©4A5D332
Blockout F72FD288 19F8D378

output_block is

F72FD288
temp is

F72FD288
While loop
Key is

98 95D58468 F5288890 EQC91AFE 19D323FD

V is
4CC5D65F
Block #1
Blockin  4CC5D65F ©4A5D333
Blockout 97(C5D167 6B2377A3
output_block is
97(5D167

temp is

F72FD288 19F8D378 97(C5D167

While loop

Key is

V is

98 95D58468 F5288890 EQC91AFE 19D323FD

4CC5D65F

19F8D378

19F8D378

2B846F72

04A5D333

6B2377A3

6B2377A3

2B846F72

04A5D334



Block #1

Blockin  4CC5D65F ©4A5D334
Blockout 10AZ2DCAC ED13843B

output_block 1is

temp is

F72FD288 19F8D378 97(C5D167 6B2377A3

While loop

Key is

V is

Block #1

98 95D58468 F5288890 EQC91AFE

Blockin  4CC5D65F ©4A5D335
Blockout AFQC7BB@ 5CAE9CA7

output_block 1is

temp is

97C5D167 6B2377A3 10A2DCAC ED13843B

temp XOR provided_data is

5834A97D 83C9752E 224505B8 ED82A93D

Key is

ED 350319DD 5834A97D 83(C9752E

10A2DCAC

10A2DCAC

19D323FD

4CC5D65F

AFOC7BB0O

F72FD288
AFQOC7BB0O

ED
B6B98613

224505B8

ED13843B

ED13843B

2B846F72

04A5D335

5CAE9CA7

19F8D378
5CAE9CA7

350319DD
DO22EBF8

ED82A93D



V is
B6B98613 DO22EBF8

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k >k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Block #1
Blockin B6B98613 DQ22EBF9
Blockout ©35FDDA8 582A2214

Block #1
Blockin Bo6B98613 D@Z22EBFA
Blockout EC722C41 QA8D95D3

Update

provided_data is
00 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop

Key is
ED 350319DD 5834A97D 83C9752E 224505B8 ED82A93D

V is
B6B98613 D@22EBFB

Block #1
Blockin B6B98613 D@22EBFB
Blockout 1AB79F3A 952A33CF



output_block is

1AB79F3A
temp is

1AB79F3A
While loop
Key is

ED 350319DD 5834A97D 83(C9752E 224505B8

V is
Bo6B98613
Block #1
Blockin  Bo6B98613 D@Q22EBFC
Blockout 35BEAG654 602509AC
output_block is
35BEAGS54

temp is

1AB79F3A 952A33CF 35BEAG54

While loop

Key is

V is

Block #1

ED 350319DD 5834A97D 83(C9752E 224505B8

B6B98613

952A33CF

952A33CF

ED82A93D

DO22EBFC

602509AC

602509AC

ED82A93D

DO22EBFD



Blockin  B6B98613 DO@22EBFD
Blockout 8D121E67 DOFEDZ235

output_block 1is

temp is

1AB79F3A 952A33CF 35BEA654 602509AC

While loop

Key is

V is

Block #1

ED 350319DD 5834A97D 83C9752E

Blockin  Bo6B98613 D@22EBFE
Blockout 84BC5DOB ©6C5410EA

output_block 1is

temp is

35BEA654 602509AC 8D121E67 DOFEDZ235

temp XOR provided_data is

2A33CF35 BEA65460 2509AC8D 121E67DO

Key is

V is

1A B79F3A95 2A33CF35 BEA65460

8D121E67

8D121E67

224505B8

B6B98613

84BC5D0B

1AB79F3A
84BC5D0B

1A
FED23584

2509AC8D

DOFED235

DOFEDZ235

ED82A93D

DO22EBFE

6C5410EA

952A33CF
6C5410EA

B79F3A95
BC5D@B6C

121E67D0@



FED23584 BC5D0@B6C

rnd_val 1is
©35FDDA8 582A2214 EC722C41 QA8D95D3

B b b b e b
CTR_DRBG
Requested Security Strength = 112

prediction_resistance_flag = "ENABLED"
EntropyInput =
00 01020304
05000708 ©090A0BOC ODOEQF10 11121314 15161718 191A1B1C

EntropyInputl (for Reseedl) =
80 81828384
85868788 898A8B8C 8DBE8FI0 91929394 95969798 999A9BIC

EntropyInput2 (for Reseed2) =
Co C1C2C3c4
(C5CeC7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5D6D7D8 D9ODADBDC

Nonce =
202122 23242526

PersonalizationString =
40 41424344
45464748 494A4B4C 4D4E4F50 51525354 55565758 595A5B5C

Additionallnputl =
60 61626364
65666768 696A6B6C 6DOEGF7Q 71727374 75767778 797A7B7C

AdditionallInput2 =
AQ A1A2A3A4
ASA6A7A8 A9AAABAC ADAEAFB@ B1B2B3B4 B5B6B7B8 B9BABBBC



R AR AR AR AR AR AR AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k %k 3%k >k 3% 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % *k % %k % %k *k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00 01020304
05060708 090A0BOC ODOEQF10 11121314 15161718 191A1B1C

nonce 1is
202122 23242526

personal_str is
40 41424344
45464748 494A4BAC 4D4AE4F50 51525354 55565758 595A5BS5C

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00 01020304 05060708 090AOBOC ODOEQOF10
11121314 15161718 191A1B1C 20212223 24252640 41424344
45464748 494A4BAC 4DAE4F50 51525354 55565758 595A5BS5C

number_of_bits_to_return = 232

S 1is
00000041 0000001D
00010203 04050607 @8090A0B QCODOEQF 10111213 14151617
18191A1B 1C202122 23242526 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B 5C800000 00000000



IV 1is
00000000

IV Il S is
00000000 00000000 00000041
00010203 04050607 08090A0B QCODOEQF 10111213
18191A1B 1C202122 23242526 40414243 44454647
4C4D4E4F 50515253 54555657 58595A5B 5C800000

temp 1is
BF5C8905
BCC
IV is
00000001
IV Il S is

00000001 00000000 00000041
00010203 04050607 08090A0B OCODOEQF 10111213
18191A1B 1C202122 23242526 40414243 44454647
4C4D4E4F 50515253 54555657 58595A5B 5C800000

temp is
BF5C8905 7D02B0OAG 77FE7647
BCC
IV is
00000002
IV Il S is

00000002 00000000 00000041
00010203 04050007 08090A0B OCODOEOF 10111213

00000000

0000001D
14151617
48494A4B
00000000

7D02B0OA6

00000000

0000001D
14151617
48494A4B
00000000

E9554668

00000000

0000001D
14151617



18191A1B 1C202122 23242526 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B 5(C800000 00000000

temp is
BF5C8905 7D02BOAG 77FE7647 E9554668 AE4D8DEQ DB992E46

BCC

IV is
00000003 00000000

IV II S 1is
00000003 00000000 00000041 0000001D
00010203 04050007 08090A0B OCODOEOF 10111213 14151617
18191A1B 1C202122 23242526 40414243 44454647 48494A4B
4C4D4E4F 50515253 54555657 58595A5B 5C800000 00000000

temp is
BF5C8905 7D02B0OA6
77FE7647 E9554668 AE4DS8DE@ DB992E46 83E1389F 33A1E91F

Key is
BF 5C89057D 02BQA6G77 FE7647E9 554668AE 4D8DEQDB
X is
992E4683 E1389F33
Block #1

Blockin  992E4683 E1389F33
Blockout 7OF9F85E 350177ES5

BlockEncrypt



Key is
BF 5C89057D 02BOA677 FE7647E9 554668AE

X is
992E4683
X = BlockEncrypt(Key, X) is
7QF9F85E
temp 1is
7QF9F85E
Block #1

Blockin  7@QF9F85E 350177E5
Blockout B228D49C 6374BBB6

BlockEncrypt

Key is
BF 5C89057D 02BOA677 FE7647E9 554668AE

X is
70F9F85E

X = BlockEncrypt(Key, X) is
B228D49C

temp 1is
7QF9F85E 350177E5 B228D49C

Block #1
Blockin B228D49C 6374BBB6
Blockout EA3DCFFA 463099CA

4D8DEGDB

E1389F33

350177E5

350177E5

4D8DEGDB

350177E5

6374BBB6

6374BBB6



Bl

ockEncrypt

Key is

X

X = BlockEncrypt(Key, X) 1is

BF 5C89057D 02B0OA677 FE7647E9 554668AE

is

temp is
7QF9F85E 350177ES5 B228D49C 6374BBB6 EA3DCFFA

Block #1
Blockin
Blockout

EA3DCFFA 463099CA
FO781291 15A9A8ES8

BlockEncrypt

Key is

B228D49C

EA3SDCFFA

BF 5C89057D 02B0OA677 FE7647E9 554668AE

X is

X = BlockEncrypt(Key, X) 1is

temp is

requested_bits 1is

EA3DCFFA

FO781291

70QF9F85E

B228D49C 6374BBB6 EA3DCFFA 463099CA FO781291

70

0177E5B2 28D49C63 74BBBOEA 3DCFFA46 3099CAF0Q

4D8DEGDB

6374BBB6

463099CA

463099CA

4D8DEGDB

463099CA

15A9A8ES8

350177E5
15A9A8ES8

FOF85E35
78129115



seed_material is
70 FOF85E35
©177E5B2 28D49C63 74BBBOEA 3DCFFA46 3099CAFQ 78129115

Update
provided_data is

70 FI9F85E35
0177E5B2 28D49C63 74BBBGEA 3DCFFA46 3099CAFQ 78129115

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000001

Block #1
Blockin 00000000 00000001
Blockout 106B40B4 4ABA4BD6G

output_block is
166B40B4 4ABA4BDG

temp 1is
166B40B4 4ABA4BD6

While loop

Key is
00 00000000 00000000 00000000 00000000 V00000000



V is
00000000 00000002

Block #1
Blockin 00000000 00000002
Blockout ©O6E7EA22 CE92708F

output_block is
OGE7EA22 CE92708F

temp is
166B40B4 4ABA4BD6 Q6GE7EA22 CE92708F

While loop
Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000003

Block #1
Blockin 00000000 00000003
Blockout 4EB190C9 A2FA169C

output_block is
4EB190C9 AZ2FA169C

temp is
166B40B4 4ABA4BDo6 Q6E7EA22 CE92708F 4EB190C9 A2FA169C

While loop



Key is
00 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000004

Block #1
Blockin 00000000 00000004
Blockout DZ2FD8867 D50QD2DFE

output_block 1is
D2FD8867 D5@DZ2DFE

temp is
166B40B4 4ABA4BDG
Q6E7EA22 (CE92708F 4EB190C9 A2FA169C D2FD8867 D5@D2DFE

temp XOR provided_data is
66 92B8EA7F
BB3C33B4 CF3EBEAD E6CB39A4 8CSF33E4 CA8F5622 859AF6(0

Key is
66 92B8EAVF BB3(C33B4 CF3EBEAD E6CB39A4 8C5F33E4

V is
CA8F5622 859AF6(C0

First call to Generate
3K 3k 3k 3K 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 3k sk 3k 5k sk 3k 3k sk 3k 3k sk sk 5k sk sk 5k sk sk 5k sk sk 3k sk sk 5k sk sk 5k sk %k 5k %k %k k
CTR_DRBG_Generate

requested_number_of_bits = 128

additional_input is
60 61626364



65666768 696A6B6C 6D6ECF7Q 71727374 75767778 797A7B7C

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk kk sk sk k

CTR_DRBG_Reseed

entropy_input is
80 81828384
85868788 898A8B8C 8DS8E8FI90 91929394 95969798 999A9BIC

additional_input is
60 61626364
65666768 696A6B6C 6DOEGF7Q 71727374 75767778 797A7B7C

Block_Cipher_df

input_str 1is
8081 82838485 86878889
8A8B8C8D 8E8F9091 92939495 96979899 9A9BIC60 61626364
65666768 696A6B6C 6DOEGF7Q 71727374 75767778 797A7B7C

number_of_bits_to_return = 232
S 1is
0000003A 0000001D 80818283 84858687 88898A8B 8C8DSESF

90919293 94959697 98999A9B 9(C606162 63646566 6768696A
6B6CoD6E 6F707172 73747576 7778797A 7B7(C8000 00000000

BCC
IV 1is
00000000 00000000

IV II S is
00000000 00000000



0000003A 0000001D 80818283 84858687 88898A8B
90919293 94959697 98999A9B 9(606162 63646566
6B6C6D6E 6F707172 73747576 7778797A 7B7(C8000

temp is

BCC

IV 1is

IV II S is
0000003A

90919293
6B6CoD6E

temp 1is

BCC

IV is

IV Il S is

0000003A
90919293
6B6C6D6E

temp is
58B3B0OF6

0000001D 80818283
94959697 98999A9B
6F707172 73747576

58B3BOF6

0000001D 80818283
94959697 98999A9B
6F707172 73747576

8DD4432B FE91AF80

84858687
9C606162
7778797A

8DD4432B

84858687
9C606162
7778797A

FC822A3B

58B3B0OF6

00000001

00000001
88898A8B
63646566
7B7C8000

FE91AF80

00000002

00000002
88898A8B
63646566
7B7C8000

16D6DOEG

8C8DBESF
6768696A
00000000

8DD4432B

00000000

00000000
8C8DBESF
6768696A
00000000

FC822A3B

00000000

00000000
8C8D8ESF
6768696A
00000000

185F1A8D



BCC

IV is
00000003 00000000

IV Il S 1is
00000003 00000000
0000003A 0000001D 80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9(606162 63646566 6768696A
6B6C6D6E 6F707172 73747576 7778797A 7B7(C8000 00000000

temp is
58B3B0OF6 8DD4432B
FE91AF80 FC822A3B 16D6DQE6 185F1A8D 6A2FC76E 4B22E671

Key is
58 B3BOF68D D4432BFE 91AF80FC 822A3B16 D6DOE618
X is
S5F1A8D6A 2FC76E4B
Block #1

Blockin  5F1A8D6A 2FC76E4B
Blockout 8C0@9C342 QE2573AD

BlockEncrypt
Key is

58 B3BOF68D D4432BFE 91AF80FC 822A3B16 D6DOE618

X is
S5F1A8D6A 2FC76E4B



X = BlockEncrypt(Key, X) 1is
8C09C342 QE2573AD

temp is
8C09C342 QE2573AD

Block #1
Blockin 8C09C342 QE2573AD
Blockout 6112E91C @CAD6C1C

BlockEncrypt
Key is

58 B3BOF68D D4432BFE 91AF80FC 822A3B16 D6DOE618

X is
8C09C342 QE2573AD

X = BlockEncrypt(Key, X) 1is
6112E91C QCAD6C1C

temp is
8C09C342 QE2573AD 6112E91C @CAD6C1C

Block #1
Blockin 0112E91C @CADoC1C
Blockout 164907D9 2BF94019

BlockEncrypt

Key is
58 B3BOF68D D4432BFE 91AF80FC 822A3B16 D6DOE618

X is



6112E91C @CAD6C1C

X = BlockEncrypt(Key, X) is
164907D9 2BF94019

temp is
8C09C342 QE2573AD 6112E91C OCAD6C1C 164907D9 2BF94019

Block #1
Blockin 164907D9 2BF94019
Blockout 1E606F@8 GA5CDA45

BlockEncrypt
Key is

58 B3BOF68D D4432BFE 91AF80FC 822A3B16 D6DOE618

X is
164907D9 2BF94019

X = BlockEncrypt(Key, X) is
1E666F08 6AS5CDA45

temp is
8C09C342 QE2573AD
6112E91C OCAD6C1C 164907D9 2BF94019 1E666FQ8 6A5CDA45

requested_bits 1is
8C 09C3420E
2573AD61 12E91COC AD6C1C16 4907D92B F940191E 666FA86A

Update

provided_data is



8C

2573AD61 12E91COC AD6C1C16 4907D92B F940191E

While loop

Key is

66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

V is

Block #1
Blockin CA8F5622 859AF6C1
Blockout 760BED7D 92B083B1

output_block is

temp 1is

While loop

Key is

CA8F5622

760BED7D

760BED7D

66 92B8EA7F BB3(C33B4 CF3EBEAD E6CB39A4

V is

Block #1
Blockin CA8F5622 859AF6(C2
Blockout OAF31CFO 650081EB

output_block is

CA8F5622

OAF31CF0O

09(3420E
666F086A

8C5F33E4

859AF6(C1

92B083B1

92B083B1

8C5F33E4

859AF6(C2

656081EB



temp is
760BED7D 92B083B1

While loop
Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD

V is

Block #1
Blockin CA8F5622 859AF6(C3
Blockout 51D241FQ@ 2DA51012

output_block is

temp is
760BED7D 92B083B1 QAF31CFO 656081EB

While loop
Key is
66 92B8EA7F BB3(C33B4 CF3EBEAD

V is

Block #1
Blockin CA8F5622 859AF6(C4
Blockout AAF72BA5 971324B4

OAF31CF0O

E6CB39A4

CA8F5622

51D241F0

51D241F0@

E6CB39A4

CA8F5622

656081EB

8C5F33E4

859AF6(C3

2DA51012

2DA51012

8C5F33E4

859AF6(C4



output_block 1is
AAF72BAS 971324B4

temp is
760BED7D 92B083B1
OAF31CFO@ 656081EB 51D241F@ 2DA51012 AAF72BAS5 971324B4

temp XOR provided_data is
FA ©22E3F9C
95FQ1C6B E1F5EC69 CDEDF747 9B462906 5C500BB4 9144ADFD

Key is
FA ©22E3F9C 95F01C6B E1F5EC69 CDEDF747 9B462906

V is
5C500BB4 9144ADFD

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k >k 3% 3k 5%k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3% %k % >k %k % %k % %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>

Block #1
Blockin 5C500BB4 9144ADFE
Blockout A29C1A8C 42FBC562

Block #1
Blockin 5C500BB4 9144ADFF
Blockout D7D1DBA7 DC541FFE

Update

provided_data is
00 00000000
00000000 00000000 00000000 00000000 V000000 00000000



While loop

Key is
FA 022E3F9C 95FQ1C6B E1FS5EC69 CDEDF747 9B462906
V is
5C500BB4 9144AEQ0Q
Block #1

Blockin  5C500BB4 9144AEQ0
Blockout 7B6D52C6 92B78B5E

output_block is
7BoD52C6 92B78B5E

temp 1is
7B6D52C6 92B78B5E

While loop
Key is
FA ©22E3F9C 95F01C6B E1F5EC69 CDEDF747 9B462906

V is
5C500BB4 9144AEQ1

Block #1
Blockin 5C500BB4 9144AEQ1
Blockout ©308AE1A Do67FDE94

output_block is
0308AE1A D67FDE94

temp 1is



7B6D52C6 92B78BSE 0308AE1A

While loop

Key is

FA ©22E3F9C 95F01C6B E1F5EC69 CDEDF747

V is

Block #1
Blockin 5C500BB4 9144AEQ2
Blockout 85499(C53 54CC8C48

output_block is

temp is

5C500BB4

85499(C53

7B6D52C6 92B78BSE 0308AE1A D67FDE94 85499(C53

While loop

Key is

FA ©22E3F9C 95F01C6B E1F5EC69 CDEDF747

V is

Block #1
Blockin 5C500BB4 9144AEQ3
Blockout 75283B3B 6F13FD25

output_block is

5C500BB4

75283B3B

D67FDE94

9B462906

9144AEQ2

54CC8C48

54CC8C48

9B462906

9144AEQ3

6F13FD25



temp is
7B6D52C6 92B78B5E
0308AE1A D67FDE94 85499(C53 54CC8C48 75283B3B 6F13FD25

temp XOR provided_data is
7B 6D52(692
B78B5EQ3 Q8AE1AD6 7FDE9485 499(C5354 (C(8C4875 283B3B6F

Key is
7B 6D52C692 B78B5EQ3 QO8AE1AD6 7FDE9485 499(C5354

V is
CC8C4875 283B3B6F

rnd_val 1is
A29C1A8C 42FBC562 D7D1DBA7 DC541FFE

Second call to Generate
3k 3k 3k 3K 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k Sk 3K 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k %k *k k
CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is

AQ A1AZA3A4
ASAGA7A8 A9AAABAC ADAEAFBO B1B2B3B4 B5B6B7B8 BOBABBBC

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k sk sk 3k 3k 3k %k sk 5k sk sk >k %k %k k k

CTR_DRBG_Reseed

entropy_input 1is
Co C1C2C3c4
C5C6C7C8 C9CACBCC CDCECFD@ D1D2D3D4 D5DeD7D8 D9IDADBDC



additional_input is

AS5A6A7A8 A9AAABAC ADAEAFBO B1BZ2B3B4

Block_Cipher_df
input_str 1is
coCa

CACBCCCD CECFD@D1 D2D3D4D5 DoD7D8D9
AS5AGA7A8 A9AAABAC ADAEAFBO B1BZ2B3B4

number_of_bits_to_return = 232

S 1is
0000003A 0000001D COC1C2C3 C4C5CoC7

DOD1D2D3 D4D5D6D7 D8DODADB DCAQA1AZ
ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA

BCC

IV is

IV Il S is

0000003A 0000001D COC1C2C3 C4C5C6C7
DOD1D2D3 D4D5D6D7 D8DODADB DCAQA1AZ
ABACADAE AFBOB1BZ2 B3B4B5B6 B7B8B9BA

temp is

A0
BSB6B7B8

C2C3C4C5
DADBDCAQ@
B5B6B7B8

C8C9CACB
A3A4A5A6
BBBC8000

00000000

00000000
C8C9CACB
A3A4A5A6
BBBC8000

D9863A5A

A1AZA3A4
BOBABBBC

CoC7C8C9
A1AZA3A4
BOBABBBC

CCCDCECF
A7A8A9AA
00000000

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

51A096BD



BCC

IV is

IV Il S 1is
0000003A

DOD1D2D3
ABACADAE

temp is

BCC

IV is

IV II S 1is
0000003A

DoD1D2D3
ABACADAE

temp is
D9863A5A

BCC

IV 1is

IV II S is

0000001D COC1C2C3
D4D5D6D7 D8DODADB
AFBOB1B2 B3B4B5B6

D9863A5A

0000001D COC1C2C3
D4D5D6D7 D8DODADB
AFBOB1B2 B3B4B5B6

51A096BD F2424B3F

C4C5CeC7
DCAQA1AZ
B7B8B9BA

51A096BD

C4C5C6C7
DCAQA1AZ
B7B8BI9BA

81EQ2AGA

00000001

00000001
C8C9CACB
A3A4A5A6
BBBC8000

F2424B3F

00000002

00000002
C8CI9CACB
A3A4A5A6
BBBC8000

451263CA

00000003

00000003

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

81EQZAGA

00000000

00000000
CCCDCECF
A7A8A9AA
00000000

7D8BIEZ2A

00000000

00000000



00
Do
AB

temp 1i

F2

X is

Block #1
Blockin
Blockout

Bloc

Key

X is

X=

temp

Block #1
Blockin

00003A 0000001D COCLC2C3 C4C5C6C7
D1D2D3 D4D5D6D7 D8DIDADB DCAQA1AZ
ACADAE AFBOB1BZ B3B4B5B6 B7B8B9BA

S

424B3F 81EQ2A6A 451263CA 7D8BOEZA

D9 863A5A51 A@96BDFZ2 424B3F81

8BI9E2A7B DA3AEEGE
B1161FE3 3849916E

kEncrypt

is
D9 863A5A51 AQ96BDF2 424B3F81

BlockEncrypt(Key, X) 1is

is

B1161FE3 3849916E

C8CI9CACB
A3A4A5A6
BBBC8000

D9863A5A
7BDA3AEE

EQ2A6A45

8BOE2A7B

EQZA6A45

8BI9EZ2A7B

B1161FE3

B1161FE3

CCCDCECF
A7A8A9AA
00000000

51A@96BD
6EF73C33

1263CA7D

DA3AEEGE

1263CA7D

DA3AEEGE

3849916E

3849916E



Blockout F1F20C6E 141630BE

BlockEncrypt
Key is
D9 863A5A51 AQ96BDF2 424B3F81 EQ2A6A45

X is
B1161FE3

X = BlockEncrypt(Key, X) 1is
F1F20C6E

temp 1is
B1161FE3 3849916E F1F20C6E

Block #1
Blockin F1F20C6E 141630BE
Blockout 20E312AC S5E3EDCG6E

BlockEncrypt
Key is

D9 863A5A51 AQ96BDFZ2 424B3F81 EQ2A6A45

X is
F1F20Co6E

X = BlockEncrypt(Key, X) is
20E312AC

temp 1is
B1161FE3 3849916E F1F20C6E 141630BE 20E312AC

1263CA7D

3849916E

141630BE

141630BE

1263CA7D

141630BE

SE3EDCGE

SE3EDC6E



Block #1

Blockin  20E312AC 5E3EDC6E
Blockout 7ESA819E D1AC8@D7

BlockEncrypt

Key is

X is

D9 863A5A51 AQ96BDFZ2 424B3F81 EQ2A6A45

20E312AC

X = BlockEncrypt(Key, X) 1is

temp is

7ES5A819E

B1161FE3

F1F20C6E 141630BE 20E312AC S5E3EDC6E 7ESA819E

requested_bits 1is

Bl

49916EF1 F20C6E14 1630BE20 E312ACS5E 3EDCGEYE

Update

provided_data is

Bl

49916EF1 F20C6E14 1630BE20 E312ACS5E 3EDCGEYE

While loop

Key is

7B 6D52C692 B78B5EQ3 O8AE1AD6 7FDE9485

1263CA7D

SE3EDC6E

D1AC8@D7

3849916E
D1AC8@D7

161FE338
5A819ED1

161FE338
5A819ED1

499(C5354



V is
CC8C4875 283B3B70

Block #1
Blockin  (CC8C4875 283B3B70
Blockout 329590B9 A8D9D6AZ
output_block 1is
329590B9 A8D9D6A2

temp is
329590B9 A8D9D6AZ

While loop
Key is
7B 6D52C692 B78B5EQ3 @O8AE1AD6 7FDE9485 499(5354

V is
CC8C4875 283B3B71

Block #1
Blockin  (CC8C4875 283B3B71
Blockout 8F259854 CFA4C60B
output_block 1is
8F259854 CFA4C60B

temp is
329590B9 A8D9D6A2 8F259854 CFA4(C60B

While loop

Key 1is



7B 6D52C692 B78B5EQ3 O8AE1AD6 7FDE9485

V is

Block #1
Blockin CC8C4875 283B3B72
Blockout E98501FA EQC5B9A4

output_block is

temp 1is

CC8C4875

E98501FA

329590B9 A8DI9D6AZ 8F259854 CFA4C60B E98501FA

While loop

Key is

7B 6D52C692 B78B5EQ3 O8AE1AD6 7FDE9485

V is

Block #1
Blockin CC8C4875 283B3B73
Blockout BAA36330 5349000E

output_block is

temp 1is

CC8C4875

BAA36330

32959089

8F259854 CFA4Co0B E98501FA EQC5B9A4 BAA36330

temp XOR provided_data is

83

499(C5354

283B3B72

EQC5B9A4

EQC5B9A4

499(5354

283B3B73

5349000E

A8DID6A2
5349000E

838F5A90



9047CC7E D7943ADB B2F6B5C9 661356BE FB65CAC4 FOEZAE82

Key is
83 838F5A90 9047CC7E D7943ADB B2F6B5C9 661356BE

V is
FB65CAC4 F9E2AE82

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 128
additional_input is <empty>
Block #1
Blockin FB65CAC4 FOEZ2AE&3
Blockout ©BDAG6BO 49429061
Block #1

Blockin FB65CAC4 FOEZ2AE84
Blockout C0Q13E422 8C2F44Co6

Update
provided_data is

00 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
83 838F5A90 9047CC7E D7943ADB B2F6B5C9 661356BE

V is
FB65CAC4 FOEZ2AE85



Block #1
Blockin FB65CAC4 FOE2AES&5
Blockout BA356571 5D258747

output_block 1is
BA356571 5D258747

temp is
BA356571 5D258747

While loop
Key is
83 838F5A90 9047CC7E D7943ADB B2F6B5C9 661356BE

V is
FB65CAC4 FOEZ2AER6

Block #1
Blockin FB65CAC4 FOEZ2AE86
Blockout A6E2CEBA 632C9DD2

output_block 1is
AGE2CEBA 632C9DD2

temp is
BA356571 5D258747 AGE2CEBA 632C9DD2

While loop

Key 1is
83 838F5A90 9047CC7E D7943ADB B2F6B5C9 661356BE



V is

FB65CAC4
Block #1
Blockin FB65CAC4 FOEZAE87
Blockout B66272C0 A231A14B
output_block is
B66272C0

temp 1is
BA356571 5D258747 AGE2CEBA 632C9DD2 B66272(C0

While loop

Key is
83 838F5A90 9047CC7E D7943ADB B2F6B5C9

Vis
FB65CAC4
Block #1
Blockin FB65CAC4 FOEZ2AE88
Blockout DFCC9637 A4B325(C9
output_block is
DFCC9637
temp 1is
BA356571

AGE2CEBA 632C9DD2 B66272C0O A231A14B DFCC9637

temp XOR provided_data is
BA
258747A6 E2CEBAG3 2C9DD2B6 6272CQA2 31A14BDF

FOEZAE87

A231A14B

A231A14B

661356BE

FOEZ2AES8

A4B325(C9

5D258747
A4B325C9

3565715D
CC9637A4



Key is
BA 3565715D 258747A6 E2CEBAG63 2C9DD2B6 6272C0OA2

V is
31A14BDF CC9637A4

rnd_val is
OBDAG6BO 49429061 C013E422 8C2F44C6
HHR AR R R R R R R
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =

20212223 24252627
PersonalizationString = <empty>
AdditionalInput = <empty>

HHH R R A A AR

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k %k %k %k %k



CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is

00010203

04050607

08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nonce 1is

personal_str is <empty>

20212223

24252627

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203
10111213 14151617 18191A1B

number_of_bits_to_return = 256
S 1is
00000028

08090A0B QOCODOEOF 10111213
20212223 24252627 80000000

BCC
IV is
00000000
IV Il S is
00000000 00000000 00000028

08090A0B QOCODOEOF 10111213
20212223 24252627 80000000

04050607
1C1D1E1F

00000020
14151617
00000000

00000000

00000020
14151617
00000000

08090A0B
20212223

00010203
18191A1B
00000000

00000000

00000000
00010203
18191A1B
00000000

0CODOEOF
24252627

04050007
1C1D1E1F
00000000

00000000

00000000
04050007
1C1D1E1F
00000000



temp is

BCC

IV is

IV II S 1is

00000000 00000000
08090A0B OCODOEQF
20212223 24252627

temp is

1D1D9DF4 C42A1544

BlockEncrypt

Key is

X is

834EBADS8

00000001

00000028
10111213
80000000

8EA249(C1

834EBAD8

8EAZ249(1

834EBAD8

8EAZ249(1

5C601126

00000000

00000020
14151617
00000000

226F0474

5C601126

226F0474

5C601126

226F0474

1D1D9DF4

00000000

00000001
00010203
18191A1B
00000000

834EBAD8
F3C55519

1D1D9DF4

F3C55519

1D1D9DF4

F3C55519

C42A1544

00000000

00000000
04050007
1C1D1ELF
00000000

5C601126
CB3677D2

C42A1544

CB3677D2

C42A1544

CB3677D2



X = BlockEncrypt(Key, X) is
B8823BC4 F3AFBBG6B AQ373C69 BC49EZ2F6

temp is

B8823B(C4 F3AFBB6B A0373C69 BC49EZF6
BlockEncrypt
Key is

834EBAD8 5C601126 1D1D9DF4 C42A1544
X is

B8823BC4 F3AFBB6B A@373C69 BC49EZ2F6

X = BlockEncrypt(Key, X) is
S6QEDE12 D8335B64 F5647FAQ A644162B

temp is
B8823BC4 F3AFBBGB
A@373C69 BC49E2F6 56@QEDE12 D8335B64 F5647FAQ A644162B

requested_bits 1is
B8823BC4 F3AFBBGB
A@373C69 BC49E2F6 S56QEDE12 D8335B64 F5647FAQ A644162B

seed_material is
B8823BC4 F3AFBBGB
A@373C69 BC49E2F6 S50QEDE12 D8335B64 F5647FAQ A644162B

Update

provided_data is
B8823BC4 F3AFBB6B



A0373C69 BC49EZ2F6 560EDE12

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block is

temp 1is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

367F1D57 A4E7455A ©388DACE

temp XOR provided_data is

D8335B64

00000000

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

60B6A392

F5647FAQ

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

E0c0C70A

A6441628B

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3061
71B2FE78

©09D18B0OA



9648213E 18AEA7AC 558604DC B885F8F6 064CBD19 D7F6E853

Key is
E060C70A @9D18BOA 9648213E 18AEA7AC

V is
558004DC B885F8F6 064CBD19 D7FGE&53

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 000VVV0 00000000

While loop
Key is
E060C70A @9D18BOA 9648213E 18AEA7AC

V is
558004DC B885F8F6 064CBD19 D7FGE856

output_block is
O6EFCAB8 8D90354C 70Q5D9E1A 6597070D



temp is
O6EFCAB8 8D90354C 7@5D9E1A 6597070D

While loop

Key is
EQ60C70A @9D18BOA 9648213E 18AEA7AC

V is
558004DC B885F8F6 064CBD19 D7F6E857

output_block 1is
EFCC61E1 D29E976B 28E06845 E4E31B55

temp is
O6EFCAB8 8D90354C
705D9E1A 6597070D EFCC61E1l D29E976B 28EQ6845 E4E31B55

temp XOR provided_data is
O6EFCAB8 8D90354C
705D9E1A 6597070D EFCColE1l D29E976B 28E06845 E4E31B55

Key is
O6EFCAB8 8D90354C 705D9E1A 6597070D

V is
EFCCo1E1 D29E976B 28EQ6845 E4E31B55

rnd_val 1is
8CF59C8C Fo6888B96
EB1C1E3E 79D82387 AFQ8A9E5 FF75E23F 1FBCD455 9B6B997E



Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k %k %k %k sk sk sk sk ok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
O6EFCAB8 8D90354C 70Q5D9E1A 6597070D

V is
EFCC61E1 D29E970B 28EQ6845 E4E31B58

output_block is
666DQ19E CB5C9650 OBA9SE80 57F9E1B9

temp 1is
666DQ19E CB5C9650 OBA95E80 57F9E1B9

While loop

Key is
O6EFCAB8 8D90354C 70Q5D9E1A 6597070D



V is
EFCC61E1 D29E9706B 28E06845 E4E31B59

output_block 1is
DEE7980D 821EFQ67 2874863C 4FO86FE3

temp is
666D019E (CB5C9650
@BA95E80 57F9E1B9 D6E7980D 821EF067 2874863C 4FO86FE3

temp XOR provided_data is
666D019E CB5C9650
OBA95E80 57F9E1B9 DGE7980D 821EFQ67 2874863C 4FO8GFE3

Key is
666D019E CB5C9650 OBA9SE80 57F9E1B9

V is
DGE7980D 821EFQ67 2874863C 4FQ86FE3

rnd_val is
69CDEF91 2C692D61
B1DA4CO5 146B52EB 7B8849BD 87937835 328254EC 25A9180E
HHRHH R R R R
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =



80818283 84858687
88898A8B 8C8D8ESF 90919293 94959697 98999A9B 9C9DIE9F

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =

20212223 24252627
PersonalizationString = <empty>
Additionallnputl =

60616263 64656667
68696A6B 6COD6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

R A A R R

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k sk 5k 5k 3k 3k 3k %k 3k sk sk 3k sk 5k 5k 5k 5k >k %k %k %k sk sk kok sk k ok

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nonce 1is
20212223 24252627

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"



Block_Cipher_df

input_str 1is
00010203
10111213 14151617 18191A1B

number_of_bits_to_return = 256
S is
00000028

08090A0B OCODOEQOF 10111213
20212223 24252627 80000000

BCC
IV is
00000000
IV II S is
00000000 0000000 00000028

08090A0B OCODOEQOF 10111213
20212223 24252627 80000000

temp 1is
834EBAD8
BCC
IV is
00000001
IV Il S is

00000000 00000000 00000028
08090A0B QOCODOEOF 10111213

04050007
1C1D1E1F

00000020
14151617
00000000

00000000

00000020
14151617
00000000

5C601126

00000000

00000020
14151617

08090A0B
20212223

00010203
18191A1B
00000000

00000000

00000000
00010203
18191A1B
00000000

1D1D9DF4

00000000

00000001
00010203
18191A1B

OCODOEOF
24252627

04050607
1C1D1ELF
00000000

00000000

00000000
04050607
1C1D1E1F
00000000

C42A1544

00000000

00000000
04050607
1C1D1E1F



20212223 24252627 80000000

temp 1is

1D1D9DF4 (C42A1544 8EA249C1

Key is
834EBAD8
X is
8EA249(C1
BlockEncrypt
Key is
834EBAD8
X is
8EA249(C1

X = BlockEncrypt(Key, X) 1is

B8823BC4
temp is

B8823BC4
BlockEncrypt
Key is

834EBAD8

00000000

226F0474

5C601126

226F0474

5C601126

226F0474

F3AFBBGB

F3AFBB6B

5C601126

00000000

834EBAD8
F3C55519

1D1D9DF4

F3C55519

1D1D9DF4

F3C55519

A0373C69

A0373C69

1D1D9DF4

00000000

5C601126
CB3677D2

C42A1544

CB3677D2

C42A1544

CB3677D2

BC49E2F6

BC49E2F6

C42A1544



X is
B8823BC4

X = BlockEncrypt(Key, X) 1is
560EDE12

temp is

A0373C69 BC49EZ2F6 56QEDE12

requested_bits 1is

A0373C69 BC49EZ2F6 56QEDE12

seed_material 1is

A@373C69 BC49EZ2F6 56QEDE12

Update
provided_data is

A@373C69 BC49EZ2F6 56QEDE12

While loop
Key is

00000000
V is

00000000

output_block is
S8E2FCCE

F3AFBBGB

D8335B64

D8335B64

D8335B64

D8335B64

D8335B64

00000000

00000000

FA7E3061

A0373C69

F5647FAQ

B8823BC4
F5647FAQ

B8823BC4
F5647FAQ

B8823BC4
F5647FAQ

B8823BC4
F5647FAQ

00000000

00000000

367F1D57

BC49E2F6

A644162B

F3AFBBGB
A644162B

F3AFBB6B
A6441628B

F3AFBBGB
A644162B

F3AFBBGB
A644162B

00000000

00000001

A4E7455A



temp is
S58E2FCCE FA7E3061 367F1D57 A4E7455A

While loop

Key is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 0000002

output_block is
0388DACE 60B6A392 F328C2B9 71B2FE78

temp is
58E2FCCE FA7E3061
367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71B2FE78

temp XOR provided_data is
EQ60C70A @9D18BOA
9648213E 18AEA7AC 558604DC B885F8F6 064CBD19 D7F6E853

Key is
E060C70A @9D18BOA 9648213E 18AEA7AC

V is
558604DC B885F8F6 064CBD19 D7FG6E853

First call to Generate

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3% 3k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k



CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is

60616263

64656667

68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is

68696A6B 6CO6D6GEGF 70717273

number_of_bits_to_return = 256
S is
00000020 00000020 60616263
70717273 74757677 78797A7B

BCC
IV is

00000000
IV Il S is

00000000

00000020 00000020 60616263
70717273 74757677 78797A7B

temp is
1E28F(C9%6

74757677

64656667
7C7D7E7F

00000000

00000000
64656667
7C7D7E7F

A28B1550

60616263
78797A7B

68696A6B
80000000

00000000

00000000
68696A6B
80000000

8D8FC557

64656667
7C7D7E7F

6C6DOEGF
00000000

00000000

00000000
6C6D6EGF
00000000

2B37CD4A



BCC
IV is
00000001

IV Il S is
00000001
00000020 00000020 60616263
70717273 74757677 78797A7B

temp 1is

8D8FC557 2B37CD4A 857D7807

Key 1is
1E28FC96
X is
857D7807
BlockEncrypt
Key is
1E28FC96
X is
857D7807

X = BlockEncrypt(Key, X) is
C9172CDC

temp is
C9172CDC

00000000

00000000
64656667
7C7D7E7F

8DB171BF

A28B1550

8DB171BF

A28B1550

8DB171BF

185A4A36

185A4A36

00000000

00000000
68696A6B
80000000

1E28F(C96
8894073D

8D8FC557

8894073D

8D8FC557

8894073D

9E62578A

9E62578A

00000000

00000000
6C6D6EGF
00000000

A28B1550
EQCO7B85

2B37CD4A

EQCO7B85

2B37CD4A

EQCO7B85

F8F7C107

F8F7C107



BlockEncrypt

Key is

X is

1E28F(C96 A28B1550 8D8FC557

C9172CDC 185A4A36 9E62578A

X = BlockEncrypt(Key, X) 1is

temp is

62DC9AD4 254F6BE9 0497C56E

C9172CDC

9E62578A F8F7C107 62DC9AD4 254F6BE9 ©0497C56E

requested_bits 1is

(€9172CDC

9E62578A F8F7C107 62DCOAD4 254F6BE9 0497C56E

Update

provided_data is

(€9172CDC

9E62578A F8F7C107 62DCOAD4 254F6BE9 0497C56E

While loop

Key is

V is

E060C70A Q9D18BOA 9648213E

558604DC B885F8F6 064CBD19

2B37CD4A

F8F7C107

DE6C9AAS

185A4A36
DE6C9AAS

185A4A36
DE6C9AAS

185A4A36
DE6C9AAS

18AEA7AC

D7FOE854



output_block is

temp 1is

While loop

Key is

V is

output_block is

temp is

8CF59C8C

8CF59C8C

E0c0C70A

558604DC

AFQ8A9ES

EB1C1E3E 79D82387 AFQ8A9ES

temp XOR provided_data is

757E49B4 812FE280 (CDD43331

Key is

V is

45E2B050

CDD43331

F6888B96

F6888B96

©09D18B0OA

B885F8F6

FF75E23F

FF75E23F

DA3A89D6

EED2C1A0Q

DA3A89D6

EB1C1E3E

EB1C1E3E

9648213E

064CBD19

1FBCD455

8CF59C8C
1FBCD455

45E2B050
1BZ2B113B

757E49B4

1B2B113B

79D82387

79D82387

18AEA7AC

D7F6E855

9B6B997E

F6888B96
9B6B997E

EED2C1A0Q
450703DB

812FE280

450703DB



Update

provided_data is

9E62578A F8F7C107 62DC9AD4

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

45E2B050

CDD43331

DD30431A

DD30431A

45E2B050

CDD43331

F66934E9

CBZBEZDC Q6B9F4AE F66934E9

254F6BE9

EED2C1A0Q

DA3A89D6

73450CF7

73450CF7

EED2C1A0Q

DA3A89D6

CO7C869A

CO7C869A

C9172CDC
0497C56E

757E49B4

1B2B113B

CB2BE2DC

CBZ2BEZDC

757E49B4

1B2B113B

D456AEB6

DD30431A
D456AEB6

185A4A36
DE6C9AAS

812FE280

450703DE

06BI9F4AE

06BIF4AE

812FE280

450703DF

CCEAFFCo

73450CF7
CCEAFFCo



temp XOR provided_data is
14276FC6 6B1F46C1
5549B556 FE4E35A9 94BSAE3D ES533ED73 DOC16BD8 12866563

Key 1is
14276FCo 6B1F46C1 5549B556 FE4E35A9

V is
94B5SAE3D E533ED73 DOC16BD8 12866563

rnd_val 1is
E8C74A4B 7BFFB53B
EB8QE78C A86BBODF 7QE2032A EB473EOQD D54D2339 CEFCE9DO

Second call to Generate
3k 3k 3k 3k 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k 3k sk 3k 3k sk 3k sk 3k %k sk 3k >k sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4ASAGA7
ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is

AOA1AZA3 A4AS5AGA7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

number_of_bits_to_return = 256



S 1is
00000020 00000020
BOB1B2B3 B4B5B6B7

BCC

IV 1is

IV II S is

00000020 00000020
BOB1B2B3 B4B5B6B7

temp is

BCC

IV 1is

IV II S is

00000020 00000020
BOB1B2B3 B4B5B6B7

temp is

51C82FB6 11B3AD80

AQA1AZA3
B8BOBABB

00000000

00000000
AQA1AZA3
B8BIOBABB

2A2E34C4

00000001

00000001
AQA1AZA3
B8BOBABB

AF942BCE

A4ASAGA7
BCBDBEBF

00000000

00000000
A4ASAGA7
BCBDBEBF

CF921C78

00000000

00000000
A4ASAGA7
BCBDBEBF

FES572E5A

A8A9AAAB
80000000

00000000

00000000
A8A9AAAB
80000000

51C82FB6

00000000

00000000
A8A9AAAB
80000000

2A2E34C4
OABD1E75

ACADAEAF
00000000

00000000

00000000
ACADAEAF
00000000

11B3AD8&0@

00000000

00000000
ACADAEAF
00000000

CF921C78
F20EC649



2A2E34C4 CF921C78 51C82FB6 11B3AD80O

X is
AF942BCE FE572ESA QABD1E75 F20EC649
BlockEncrypt
Key is
2A2E34C4 CF921C78 51C82FB6 11B3AD80O
X is

AF942BCE FES572ES5A @OABD1E75 F20QEC649

X = BlockEncrypt(Key, X) 1is
83D41(94 8108B4D5 1B5D2980 046BD7F4

temp is

83D41C94 8108B4D5 1B5D2980 046BD7F4
BlockEncrypt
Key is

2A2E34C4 CF921C78 51C82FB6 11B3AD80O
X is

83D41(C94 8108B4D5 1B5D2980 046BD7F4

X = BlockEncrypt(Key, X) is
AGA7B2A@ DD3DDOC6 123C4186 842C1270

temp is
83D41(94 8108B4D5
1B5D2980 046BD7F4 AcA7B2A0 DD3DDOCo 123C4186 842C1270



requested_bits 1is

1B5D2980 ©046BD7F4 A6A7B2A@ DD3DDOC6

Update

provided_data is

1B5D2980 ©046BD7F4 A6A7B2AQ

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

14276FCo

94B5AE3D

0O5F50BB2

O5F50BB2

14276FCo

94B5AE3D

DD3DDOC6

6B1F46C1

ES33ED73

529B7C91

529B7(C91

6B1F46C1

E533ED73

83D41C9%4
123C4186

83D41C9%4
123C4186

5549B556

DOC16BD8

BBD@9DD8

BBD@9DDS

5549B556

DOC16BD8

8108B4D5
842C1270

8108B4D5
842C1270

FE4E35A9

12866564

58C7CAGA

58C7CAGA

FE4E35A9

12866565



output_block is

temp 1is

ACCOBF92 8CBDSASF 7E9876CD

O5F50BB2

BBD@9IDD8 58C7CA6A ACCOBF92 8CBDSASF 7E9876(CD

temp XOR provided_data is

86211726

A08DB458 5CAC1DOE 0A670D32 51808A99 6CA4374B

Key is

V is

Update

provided_data is

86211726 D393C844 A08DB458

OA670D32 51808A99 6CA4374B

83D41C94

1B5D2980 ©046BD7F4 A6A7B2A@ DD3DDOC6 123C4186

While loop

Key is

V is

output_block 1is

86211726 D393C844 A08DB458

OA670D32 51808A99 6CA4374B

D9CC2C40

529B7(C91
D9CC2C40

D393C844
S5DE@3E30

5CAC1D9E

S5DE@3E30

8108B4D5
842C1270

5CAC1D9E

5DE@3E33



F252A225

temp 1is

F252A225
While loop
Key is

86211726
Vis

OA670D32
output_block is

A4B5046C

temp is

1DB64C49 EF8QEAAC A4B5046C

temp XOR provided_data is

06EB65C9 EBEB3D58 0212B6CC

Key is
7186BEB1

V is
0212B6CC

rnd_val 1is

3B141375 E10B3AEB 7A@BSDEF

68371777

68371777

D393C844

51808A99

96296D2C

96296D2C

4B14BDEA

E93FA3AZ

4B14BDEA

1C7D760B

1DB64C49

1DB64C49

A@8DB458

6CA4374B

QE9714AC

F252A225
QE9714AC

7186BEB1
1CAB552A

06EB65C9

1CAB552A

26B3F823
6F827D01

EF8OEAAC

EF8QEAAC

5CAC1D9E

S5DE@3E34

958FFFE2

68371777
958FFFE2

E93FA3A2
11A3ED92

EBEB3D58

11A3ED92

B4DBAF(C2
ECD17AC7



HHHR B R R R R
CTR_DRBG
Requested Security Strength = 128

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050007
08090A0B QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627

PersonalizationString =
40414243 44454047
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B 5CS5DSESF

AdditionalInput = <empty>
R I A I i T
ok ok KoKk Kok oK ok oK ok Kok ok ok ok ok ok Kok ok Kok R Kok o ok o ok o ok o ok o Kok K ok K ok Kok K ok K
CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627



personal_str is

40414243

44454647

48494A4B 4C4D4E4F 50515253 54555657 58595A5B 5C5DSESF

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B
18191A1B 1C1D1E1F 20212223
48494A4B 4C4DAE4AF 50515253

number_of_bits_to_return = 256

S 1is
00000048 00000020 00010203
10111213 14151617 18191A1B
40414243 44454647 48494A4B
58595A5B 5C5D5SESF 80000000

BCC
IV is

00000000
IV Il S is

00000000

00000048 00000020 00010203
10111213 14151617 18191A1B
40414243 44454647 48494A4B
58595A5B 5C5DSESF 80000000

temp is
C4C14823

0CODOEOF
24252627
54555657

04050007
1C1D1E1F
4C4D4E4F
00000000

00000000

00000000
04050607
1C1D1E1F
4C4D4AE4AF
00000000

AE157968

10111213
40414243
58595A58B

08090A0B
20212223
50515253
00000000

00000000

00000000
08090A0B
20212223
50515253
00000000

6F2C4676

14151617
44454647
5CSDSESF

OCODOEOF
24252627
54555657
00000000

00000000

00000000
0CODOEOF
24252627
54555657
00000000

8030DE37



BCC

IV is

IV II S 1is

00000048 00000020
10111213 14151617
40414243 44454647
58595A5B 5C5D5ESF

temp 1is

6F2C4676 8030DE37

X is

BlockEncrypt

Key is

X is

00000001

00000001
00010203
18191A1B
48494A4B
80000000

95EC1158

C4C14823

95EC1158

C4C14823

95EC1158

X = BlockEncrypt(Key, X) is

00000000

00000000
04050007
1C1D1E1F
4C4D4E4F
00000000

E6CD251C

AE157968

E6CD251C

AE157968

E6CD251C

00000000

00000000
08090A0B
20212223
50515253
00000000

C4C14823
577C6047

6F2C4676

577Co047

6F2C4676

577Co047

00000000

00000000
OCODOEOF
24252627
54555657
00000000

AE157968
EBFFB5FE

8030DE37

EBFFB5FE

8030DE37

EBFFB5FE



C2659E6A EFBBODFB 2096A598 CC1C509F

temp 1is

C2659E6A EFBBODFB 2096A598 CC1CS5@9F
BlockEncrypt
Key is

C4C14823 AE157968 6F2C4676 8030DE37
X is

C2659E6A EFBBODFB 2096A598 CC1C509F

X = BlockEncrypt(Key, X) 1is
D926A4(C1 E62F8936 D419709D 6124946A

temp is
C2659E6A EFBBODFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A

requested_bits 1is
C2659E6A EFBBODFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A

seed_material is
C2659E0A EFBBODFB
20960A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A

Update

provided_data is
C2659E6A EFBBQ@DFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A



While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

367F1D57 A4E7455A ©388DACE

temp XOR provided_data is

16E9B8CF 68FB15C5 DAAE7EQOF

00000000

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

60B6A392

86992AA4

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

9A8762A4
2731B224

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3061
71B2FE78

15C53D9A
10966A12



Key is
9A8762A4 15C53D9A 16E9B8CF 68FB15C5

V is
DAAE7EQF 86992AA4 2731B224 10966A12

First call to Generate
3k 3k 3k 3K 3k 3k 5k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k sk sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k ok 3k sk sk %k ok ok sk sk sk k ko sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 00000000 00002000

While loop
Key is
9A8762A4 15C53D9A 16E9B8CF 68FB15C5

V is
DAAE7EQF 86992AA4 2731B224 10966A15

output_block is
74723E58 EEQ2C39B 247A781A 780DCI1AE



temp 1is
74723E58 EEQ2C39B 247A781A 780DC1AE

While loop

Key is
9A8762A4 15C53D9A 16E9BSCF 68FB15C5

V is
DAAE7EQF 86992AA4 2731B224 10966A16

output_block is
EAFQOA38 8B7E7DOA BAS9FDED 97(C93019

temp is
74723E58 EEQ2C39B
247A781A 780DC1AE EAFQ9A38 8B7E7DOA BASOFDED 97C93019

temp XOR provided_data is
74723E58 EEQ2C39B
247A781A 780DCI1AE EAF@Q9A38 8B7E7D@A BAS9FDED 97(C93019

Key is
74723E58 EEQ2C39B 247A781A 780DC1AE

V is
EAFQ9A38 8B7E7DOA BAS9FDED 97(93019

rnd_val 1is
18FDEFBD C43D7A36
D5D6D862 205765D1 D701C9F2 37007030 DF1B8E7Q EE4EEEZ29

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 00000000 0000000

While loop
Key is
74723E58 EEQ2C39B 247A781A 780DCI1AE

V is
EAF@9A38 8B7E7DOA BAS9FDED 97(9301C

output_block 1is
7913991A 10063ACE DB6Q2FDB @Q@AD2197

temp is
7913991A 10063ACE DB6Q2FDB ©0AD2197

While loop

Key 1is
74723E58 EEQ2C39B 247A781A 780DC1AE



V is
EAF@9A38 8B7E7DOA BAS9FDED 97(C9301D

output_block is
F472A839 (98EEQA4 B7(C5571C 6FDFF7D7

temp is
7913991A 10063ACE
DB6@2FDB @@AD2197 F472A839 (CO8EEQA4 B7C5571C 6FDFF7D7

temp XOR provided_data is
7913991A 10063ACE
DB6@2FDB QQAD2197 F472A839 (C98EEQA4 B7(C5571C 6FDFF7D7

Key is
7913991A 10063ACE DB6Q2FDB @Q@AD2197

V is
F472A839 (C98EEQA4 B7(C5571C 6FDFF7D7

rnd_val 1is
9888F1D3 8BB1CCE3
1B363AA1 BD9B3961 6876C30D EE1FFOB7 BD8C4(C44 1715C833

B b b G e b b
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050007
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9CODIESF



EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627

PersonalizationString =
40414243 44454047
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B 5CS5DSESF

AdditionallInputl =
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8B9BABB BCBDBEBF

R AR AR AR AR AR AR AR AR AR A AR A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3%k %k 3%k >k >k 3k %k %k %k 3%k %k 5% >k %k % %k % %k %k %k *k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00010203 04050607
08090A0B QOCODOEQF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627

personal_str is
40414243 444540647
48494A4B 4C4DAE4AF 50515253 54555657 58595A5B S5CSDSESF



prediction_resistance_flag = "No PredictionResistance”

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B
18191A1B 1C1D1E1F 20212223
48494A4B 4C4ADAE4AF 50515253

number_of_bits_to_return = 256

S is
00000048 00000020 00010203
10111213 14151617 18191A1B
40414243 44454647 48494A4B
58595A5B 5C5DSESF 80000000

BCC
IV is

00000000
IV II S is

00000000

00000048 00000020 00010203
10111213 14151617 18191A1B
40414243 44454647 48494A4B
58595A5B 5C5D5ESF 80000000

temp is
C4C14823

BCC

IV is

OCODOEQOF
24252627
54555657

04050007
1C1D1E1F
4C4D4E4AF
00000000

00000000

00000000
04050607
1C1D1E1F
4C4D4E4F
00000000

AE157968

10111213
40414243
58595A58B

08090A0B
20212223
50515253
00000000

00000000

00000000
08090A0B
20212223
50515253
00000000

6F2C4676

14151617
44454647
5CS5DSESF

OCODOEOF
24252627
54555657
00000000

00000000

00000000
OCODOEOF
24252627
54555657
00000000

8030DE37



00000001

IV Il S is
00000001
00000048 00000020 00010203
10111213 14151617 18191A1B
40414243 44454647 48494A4B
58595A5B 5C5D5ESF 80000000

temp is

6F2C4676 8030DE37 95EC1158

Key is
C4C14823
X is
95EC1158
BlockEncrypt
Key is
C4C14823
X is
95EC1158

X = BlockEncrypt(Key, X) is
C2659E6A

temp 1is
C2659E6A

00000000

00000000
04050607
1C1D1E1F
4C4D4AE4F
00000000

E6CD251C

AE157968

E6CD251C

AE157968

E6CD251C

EFBBODFB

EFBBODFB

00000000

00000000
08090A0B
20212223
50515253
00000000

C4C14823
577C6047

6F2C4676

577C6047

6F2C4676

577C6047

2096A598

2096A598

00000000

00000000
0CODOEOF
24252627
54555657
00000000

AE157968
EBFFB5FE

8030DE37

EBFFB5FE

8030DE37

EBFFB5FE

CC1C509F

CC1C509F



BlockEncrypt

Key is
C4C14823 AE157968 6F2(C4676

X is
C2659E6GA EFBBODFB 2096A598

X = BlockEncrypt(Key, X) 1is
D926A4C1 E62F8936 D4197@9D

temp is
C2659E6A
2096A598 CC1C509F D926A4(C1 E62F8936 D419709D

requested_bits 1is
C2659E6A
2096A598 CC1C509F D926A4C1 E62F8936 D419709D

seed_material 1is
C2659E6A
2096A598 CC1C509F D926A4C1 E62F8936 D419709D

Update
provided_data is

C2659E6A
2096A598 CC1C509F D926A4C1 E62F8936 D419709D

While loop

Key is
00000000 00000000 00000000

8030DE37

CC1C509F

6124946A

EFBBODFB
6124946A

EFBBODFB
6124946A

EFBBODFB
6124946A

EFBBODFB
6124946A

00000000



V is

output_block 1is

temp is

While loop

Key is

V is

output_block is

temp 1is

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

367F1D57 A4E7455A ©388DACE

temp XOR provided_data is

16E9B8CF 68FB15C5 DAAE7EQF

Key is

V is

9A8762A4

DAAE7EQF

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

60B6A392

86992AA4

15C53D9A

86992AA4

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

9A8762A4
2731B224

16E9B8CF

2731B224

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3061
71B2FE78

15C53D9A
10966A12

68FB15C5

10966A12



First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k %k 3k 3%k 3k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

additional_input <> NULL, process appropriately

Block_Cipher_df

input_str 1is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

number_of_bits_to_return = 256

S 1is
00000020 00000020 60616263 64656667 68696A6B 6CODGEGF
70717273 74757677 78797A7B 7C7D7E7F 80000000 00000000

BCC

IV is
00000000 00000000 00000000 VVEVV0D

IV Il S is
00000000 00000000 00000000 000000
00000020 00000020 60616263 64656667 68696A6B 6CO6DGEGF
70717273 74757677 78797A7B 7C7D7E7F 80000000 00000000



temp is

BCC

IV 1is

IV II S is

00000020 00000020
70717273 74757677

temp is

8D8FC557 2B37CD4A

BlockEncrypt

Key is

X is

1E28F(C96

00000001

00000001
60616263
78797A7B

857D7807

1E28F(C96

857D7807

1E28F(C96

857D7807

A28B1550

00000000

00000000
64656667
7C7D7E7F

8DB171BF

A28B1550

8DB171BF

A28B1550

8DB171BF

8D8FC557

00000000

00000000
68696A6B
80000000

1E28F(C96
8894073D

8D8FC557

8894073D

8D8F(C557

8894073D

2B37CD4A

00000000

00000000
6C6DOEGF
00000000

A28B1550
EQCO7B85

2B37CD4A

EQCO7B85

2B37CD4A

EQCO7B85



X = BlockEncrypt(Key, X) 1is

C9172CDC
temp is

C9172CDC
BlockEncrypt
Key is

1E28F(C9%6
X is

C9172CDC

X = BlockEncrypt(Key, X) 1is
62DC9AD4

temp is

9E62578A F8F7C107 62DCOAD4

requested_bits 1is

9E62578A F8F7C107 62DC9AD4

Update

provided_data is

185A4A36

185A4A36

A28B1550

185A4A36

254F6BE9

254F6BE9

254F6BE9

9E62578A F8F7C107 62DC9AD4 254F6BE9

9E62578A

9E62578A

8D8FC557

9E62578A

0497C56E

(€9172CDC
0497C56E

C9172CDC
0497C56E

C9172CDC
0497C56E

F8F7C107

F8F7C107

2B37CD4A

F8F7C107

DE6C9AAS

185A4A36
DE6C9AAS

185A4A36
DE6C9AAS

185A4A36
DE6C9AAS



While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

9A8762A4

DAAE7EQF

18FDEFBD

18FDEFBD

9A8762A4

DAAE7EQF

D701COF2

D5D6D862 205765D1 D701C9F2

temp XOR provided_data is

4BB48FE8 D8A0OA4D6 B5DD5326

Key is

D1EAC361

15C53D9A

86992AA4

C43D7A36

C43D7A36

15C53D9A

86992AA4

37007030

37007030

124F1BD9

DC673000

16E9B8CF

2731B224

D5D6D862

D5D6D862

16E9B8CF

2731B224

DF1B8E70@

18FDEFBD
DF1B8E70@

D1EAC361
DB8C4B1E

4BB48FE8

68FB15C5

10966A13

205765D1

205765D1

68FB15C5

10966A14

EE4EEE29

C43D7A36
EE4EEE29

DC673000
3022748C

D8AGA4D6



V is

Update

provided_data is

B5DD5326 124F1BD9 DB8C4B1E

9E62578A F8F7C107 62DCOAD4

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

D1EAC361

B5DD5326

298D1882

298D1882

D1EAC361

B5DD5326

254F6BE9

DC673000

124F1BD9

F782A51E

F782A51E

DC673000

124F1BD9

(€9172CDC
0497C56E

4BB48FES8

DB8C4B1E

7EBEZ2F26

7EBE2F26

4BB48FES8

DB8C4B1E

3022748C

185A4A36
DE6C9AAS

D8AVA4D6

3022748F

C13E7517

C13E7517

D8A0GA4D6

30227490



output_block is
OCAEDD35 (87769FE D159CE86 E15868C2

temp is
298D1882 F782A51E
7EBE2F26 C13E7517 QCAEDD35 C87769FE D159CE86 E15868C2

temp XOR provided_data is
E@9A345E EFD8EF28
EODC78AC 39C9B410Q ©E7247E1 ED380217 DS5CE@BE8 3F34F267

Key is
E@9A345E EFD8EF28 E@QDC78AC 39C9B410

V is
oE7247E1 ED380217 D5CE@BE8 3F34F267

rnd_val 1is
526CFB7F F19B8485
D6283FQ6 7A4CB832 77A736E8 45E423AE QA363E91 A9D95F3B

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k sk 5k %k 3k >k >k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

additional_input <> NULL, process appropriately



Block_Cipher_df
input_str 1is

A8A9AAAB ACADAEAF BOB1BZB3

number_of_bits_to_return = 256
S is
00000020 00000020 AQA1A2A3
BOB1B2B3 B4B5B6B7 B8BO9BABB

BCC
IV is

00000000
IV Il S is

00000000

00000020 00000020 AOA1AZA3
BOB1B2B3 B4B5B6B7 B8BOBABB

temp is
2A2E34C4
BCC
IV is
00000001
IV II S is
00000001

00000020 00000020 AOA1AZA3
BOB1B2B3 B4B5B6B7 BS8BOBABB

B4B5B6B7

A4ASAGA7
BCBDBEBF

00000000

00000000
A4A5A6A7
BCBDBEBF

CF921C78

00000000

00000000
A4ASAGA7
BCBDBEBF

AGA1AZA3
B8BOBABB

A8A9AAAB
80000000

00000000

00000000
A8A9AAAB
80000000

51C82FB6

00000000

00000000
A8A9AAAB
80000000

A4ASAGA7
BCBDBEBF

ACADAEAF
00000000

00000000

00000000
ACADAEAF
00000000

11B3AD8@

00000000

00000000
ACADAEAF
00000000



temp 1is

51C82FB6 11B3AD8@ AF942BCE

Key is
2A2E34C4
X is
AF942BCE
BlockEncrypt
Key is
2A2E34C4
X is
AF942BCE

X = BlockEncrypt(Key, X) 1is

83D41C9%4
temp is

83D41C9%4
BlockEncrypt
Key is

2A2E34C4
X is

83D41C94

FE572ESA

CF921C78

FES572E5A

CF921C78

FES572E5A

8108B4D5

8108B4D5

CF921C78

8108B4D5

2A2E34C4
OABD1E75

51C82FB6

OABD1E75

51C82FB6

OABD1E75

1B5D2980

1B5D2980@

51C82FB6

1B5D2980@

CF921C78
F20EC649

11B3AD8@

F20EC649

11B3AD8@

F20EC649

046BD7F4

046BD7F4

11B3AD8&0

046BD7F4



X = BlockEncrypt(Key, X) 1is

temp is

A6A7BZ2A0 DD3DDOC6

1B5D2980 ©046BD7F4 A6A7B2A@ DD3DDOC6

requested_bits 1is

1B5D2980 ©046BD7F4 A6A7B2A@ DD3DDOC6

Update

provided_data is

1B5D2980 ©046BD7F4 A6A7B2A@ DD3DDOC6

While loop

Key is

V is

output_block 1is

temp is

EQ9A345E EFD8EF28

6E7247E1 ED380217

83C9B360 (C168810E

83(C9B360 (C168810E

123C4186

83D41C9%4
123C4186

83D41C94
123C4186

83D41C94
123C4186

E@DC78AC

DSCE@BES

431507FE

431507FE

842C1270

8108B4D5
842C1270

8108B4D5
842C1270

8108B4D5
842C1270

39C9B410

3F34F268

9793CADF

9793CADF



While loop

Key is
EQ9A345E EFD8EF28 EODC78AC

V is
oE7247E1 ED380217 D5CEQBES

output_block is
D3CEB5C1 7CF87AE1 69B8CB71

temp is
83C9B360
431507FE 9793CADF D3CEB5C1 7CF87AE1 69B8CB71

temp XOR provided_data is
0Q1DAFF4
58482E7E 93F81D2B 75690761 A1CS5AA27 7B848AF7

Key is
001DAFF4 406035DB 58482E7E
V is
75690761 A1C5AA27 7B848AF7
Update

provided_data is
83D41C9%4
1B5D2980 046BD7F4 A6A7B2A@ DD3DDOC6 123C4186

While loop

Key is

39C9B410

3F34F269

8EOQ5FBB5

C168810E
8EO5FBB5

406035DB
OA29E9(C5

93F81DZB

OA29E9C5

8108B4D5
842C1270



V is

output_block is

temp is

While loop

Key is

V is

output_block is

temp is

001DAFF4

75690761

2FD18B98

2FD18B98

001DAFF4

75690761

9F216599

52E634A3 D7CE864C 9F216599

temp XOR provided_data is

49BB1D23 D3A551B8 3986D739

Key is

V is

AC@5970C

400035DB

A1C5AA27

5F49C724

5F49C724

4006035DB

A1C5AA27

6645B418

6645B418

BB7864DE

DE4173F1

58482E7E

7B848AF7

52E634A3

52E634A3

58482E7E

7B848AF7

D44FA297

2FD18B98
D44FA297

AC05970C
C673E311

49BB1DZ23

93F81DZB

OAZ9E9(C8

D7CE864C

D7CE864C

93F81D2B

0AZ9E9(9

E6A01492

5F49C724
E6A01492

DE4173F1
628C0O6E2

D3A551B8



3986D739 BB7864DE (C673E311 628CO6EZ

rnd_val 1is
FDDF99AQ 8490@FF79
55D79C2F 8C372418 38813579 4(18B3D6 31E37B85 QFFSEBOF
B A Lt B et i
CTR_DRBG
Requested Security Strength = 128
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5CoC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627
PersonalizationString = <empty>
Additionallnput = <empty>
B L A 2 et
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ok sk sk k
CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00010203 04050607



08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F

nonce 1is

personal_str is <empty>

20212223

24252627

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df
input_str 1is

10111213 14151617

00010203
18191A1B

number_of_bits_to_return = 256

S 1is

08090A0B OCODOEOF
20212223 24252627

BCC

IV is

IV Il S 1is
00000000 00000000

08090A0B OCODOEOF
20212223 24252627

temp is

00000028
10111213
80000000

00000000

00000028
10111213
80000000

834EBADS

04050007
1C1D1E1F

00000020
14151617
00000000

00000000

00000020
14151617
00000000

5C601126

08090A0B
20212223

00010203
18191A1B
00000000

00000000

00000000
00010203
18191A1B
00000000

1D1D9DF4

OCODOEOF
24252627

04050607
1C1D1E1F
00000000

00000000

00000000
04050607
1C1D1E1F
00000000

C42A1544



BCC
IV is
00000001
IV Il S is
00000000 00000000 00000028
08090A0B @QCODOEOF 10111213
20212223 24252627 80000000
temp is

1D1D9DF4 (C42A1544 8EA249(C1

Key is
834EBADS
X is
8EA249(C1
BlockEncrypt
Key is
834EBADS
X is
8EA249(C1

X = BlockEncrypt(Key, X) 1is
B8823BC4

00000000

00000020
14151617
00000000

226F0474

5C601126

226F0474

5C601126

226F0474

F3AFBB6B

00000000

00000001
00010203
18191A1B
00000000

834EBAD8
F3C55519

1D1D9DF4

F3C55519

1D1D9DF4

F3C55519

A0373C69

00000000

00000000
04050607
1C1D1E1F
00000000

5C601126
CB3677D2

C42A1544

CB3677D2

C42A1544

CB3677D2

BC49E2F6



temp is
B8823BC4 F3AFBBGB A@373C69 BC49EZ2F6

BlockEncrypt

Key is
834EBAD8 5C601126 1D1D9DF4 C42A1544

X is
B8823BC4 F3AFBB6B A®373C69 BC49E2F6

X = BlockEncrypt(Key, X) 1is
S6QEDE12 D8335B64 F5647FAQ A644162B

temp 1is
B8823BC4 F3AFBBGB
A@373C69 BC49E2F6 S56QEDE12 D8335B64 F5647FAQ A644162B

requested_bits 1is
B8823BC4 F3AFBBGB
A0G373C69 BC49E2F6 56QEDE12 D8335B64 F5647FAQ A644162B

seed_material 1is
B8823BC4 F3AFBBGB
AQ373C69 BC49E2F6 S50QEDE12 D8335B64 F5647FAQ A644162B

Update
provided_data is

B8823BC4 F3AFBB6B
A0373C69 BC49EZ2F6 56QEDE12 D8335B64 F5647FAQ Ac44162B



While loop

Key is

V is

output_block is

temp 1is

While loop

Key is

V is

output_block is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

©0388DACE

367F1D57 A4E7455A 0388DACE

temp XOR provided_data is

9648213E 18AEA7AC 558604DC

Key is

00000000

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

60B6A392

B885F8F6

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

EQ60C70A
064CBD19

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3001
71B2FE78

09D18B0A
D7FOE853



E060C70A ©@9D18BOA 9648213E 18AEA7AC

V is
558604DC B885F8F6 064CBD19 D7FG6E853

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k %k 3k %k >k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k >k %k 3k %k >k 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

additional_input is <empty>

Block_Cipher_df

input_str 1is
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

number_of_bits_to_return = 256
S is

00000020 00000020 80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CI9DIEISF 80000000 000000



BCC

IV is

IV Il S is

00000000

00000000

00000020 00000020 80818283
90919293 94959697 98999A9B

temp 1is

BCC

IV is

IV Il S is

6689B2EA

00000001

00000001

00000020 00000020 80818283
90919293 94959697 98999A9B

temp 1is

E46D8EOB ©6AD94B8C 4578F39E

X is

6689B2EA

4578F39E

00000000

00000000
84858687
9C9D9E9F

B8B5547F

00000000

00000000
84858687
9C9D9ESF

C865C2E4

B8B5547F

C865C2E4

00000000

00000000
88898A8B
80000000

E46D8EOB

00000000

00000000
88898A8B
80000000

6689B2EA
EADB493B

E46D8EOB

EADB493B

00000000

00000000
8C8D8ESF
00000000

6AD94B8C

00000000

00000000
8C8D8ESF
00000000

B8B5547F
A265794F

6AD94B8C

A265794F



BlockEncrypt
Key is
6689B2EA B8B5547F E46D8EOB 6AD94B8C

X is
4578F39E C865C2E4 EADB493B A265794F

X = BlockEncrypt(Key, X) is
E8B2120B ©673C751 ©@90997D6 BEAC637D

temp 1is

E8B2120B ©673C751 ©@90997D6 BEAC637D
BlockEncrypt
Key is

6689B2EA B8B5547F E46D8EOB 6AD94B8C
X is

E8B2120B ©0673C751 ©@90997D6 BEAC637D

X = BlockEncrypt(Key, X) 1is
79D7CA26 C1QFEEL1F EAC1E952 46CC5005

temp is
E8B2120B 0673C751
090997D6 BEAC637D 79D7CA26 C1OFEE1F EAC1E952 46CC5005

requested_bits 1is
E8B2120B 0673(C751
090997D6 BEAC637D 79D7CA26 C1OFEE1F EAC1E952 46CC5005



Update

provided_data is

090997D6 BEAC637D 79D7CA26

While loop

Key is

V is

output_block is

temp 1is

While loop

Key is

V is

output_block is

E060C70A

558604DC

8CF59C8C

8CF59C8C

E0c0C70A

558604DC

AFQ8A9ES

C1OFEE1F

09D18B0OA

B885F8F6

F6888B96

F6888B96

©@9D18B0OA

B885F8F6

FF75E23F

E8B2120B
EAC1E952

9648213E

064CBD19

EB1C1E3E

EB1C1E3E

9648213E

064CBD19

1FBCD455

0673C751
46CC5005

18AEA7AC

D7F6E854

79D82387

79D82387

18AEA7AC

D7F6E855

9B6B997E



temp is
8CF59C8C F6888B96
EBL1C1E3E 79D82387 AFQ8A9E5 FF75E23F 1FBCD455 9B6B997E

temp XOR provided_data is
64478E87 FOFB4CC7
E21589E8 (C77440FA D6DF63C3 3E7AQC20 F57D3DO7 DDA7C97B

Key is
64478E87 FOFB4CC7 E21589E8 C77440FA

V is
DoDF63C3 3E7AQC20 F57D3D@7 DDA7C97B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k 3k %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 0000000 00000000 0000000

While loop
Key is
64478E87 FOFB4CC7 E21589E8 (C77440FA

V is
D6DF63C3 3E7AQC20 F57D3D@7 DDA7C97E



output_block is

77FA8FD1
temp 1is

77FA8FD1
While loop
Key is

64478E87
Vis

D6DF63C3
output_block is

3ED2ABE4

temp is

C4F78811 94359692 3EDZABE4

temp XOR provided_data is

C4F78811 94359692 3EDZABE4

Key is
77FA8FD1

V is
3EDZ2ABE4

rnd_val 1is

623711DB

623711DB

FOFB4CC7

3E7AQC20

23A82FB@

23A82FB0

23A82FB0

623711DB

23A82FB@

C4F78811

C4F78811

E21589E8

F57D3D@7

DDD7@D6D

77FA8FD1
DDD7@D6D

77FA8FD1
DDD7@D6D

C4F78811

DDD7@D6D

BFF4B85D

94359692

94359692

C77440FA

DDA7C97F

2DB30QEB3

623711DB
2DB30QEB3

623711DB
2DB30QEB3

94359692

2DB30QEB3

68C84529



F24F69F9 ACF1756E 29BA648D DEB825C2 25FA32BA 49QEF4A9

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk ok ok >k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

CTR_DRBG_Reseed
entropy_input is

CoC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF

additional_input is <empty>
Block_Cipher_df
input_str 1is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF
number_of_bits_to_return = 256
S is

00000020 00000020 COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DODADB DCDDDEDF 80000000 00000000



IV 1is

IV II S is

00000020 00000020

DOD1D2D3 D4D5D6D7

temp is

BCC

IV 1is

IV II S is
00000020 00000020
DOD1D2D3 D4D5DeD7

temp is

105AA38D 4C701D8A

X is

00000000

00000000
coC1C2C3
D8D9DADB

72571427

00000001

00000001
coC1C2C3
D8D9DADB

E90056D7

72571427

E90056D7

00000000

00000000
C4C5CeC7
DCDDDEDF

A62CFFB3

00000000

00000000
C4C5C6C7
DCDDDEDF

6C2480EE

A62CFFB3

6C2480EE

00000000

00000000
C8C9CACB
80000000

105AA38D

00000000

00000000
C8CI9CACB
80000000

72571427
096(C3B48

105AA38D

096(C3B48

00000000

00000000
CCCDCECF
00000000

4C701D8A

00000000

00000000
CCCDCECF
00000000

A62CFFB3
059FD3F7

4C701D8A

059FD3F7



BlockEncrypt
Key is
72571427 A62CFFB3 105AA38D 4C7@Q1D8A

X is
E90056D7 6C2480QEE 096C3B48 Q59FD3F7

X = BlockEncrypt(Key, X) 1is
ACEF@D4B 113B12C1 4E45C0QAQ A9574DE6

temp is

ACEFQD4B 113B12C1 4E45CQAQ A9574DE6
BlockEncrypt
Key is

72571427 A62CFFB3 1@05AA38D 4C701D8A
X is

ACEFOD4B 113B12C1 4E45C0AQ A9574DE6

X = BlockEncrypt(Key, X) is
F20CF416 9FEF3831 76A7(C304 FOQ66EG6

temp is
ACEF@QD4B 113B12C1
4E45C0A0 A9574DE6 F20CF416 9FEF3831 76A7(C304 FOO66EG6

requested_bits 1is
ACEF@D4B 113B12C1
4E45COAQ A9574DE6 F20CF416 9FEF3831 76A7(304 FOQ66EGG



Update

provided_data is

4E45C0AQ A9574DE6 F20CF416

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

77FA8FD1

3ED2ABE4

77B20847

77B20847

77FASFD1

3ED2ABE4

F31E70A8

BF91AAAB 087F4615 F31E70A8

9FEF3831

623711DB

23A82FB0

D584D9C7

D584D9C7

623711DB

23A82FB0

BOADF9A6

B9ADF9A6

ACEFQD4B
76A7C304

C4F78811

DDD7@D6D

BF91AAAB

BF91AAAB

C4F78811

DDD7@D6D

95229D64

77B20847
95229D64

113B12(C1
FO066EGL

94359692

2DB30EB4

087F4615

087F4615

94359692

2DB30QEBS5

BA9848AD

D584D9C7
BA9848AD



temp XOR provided_data is
DB5D@50C C4BFCB0@6
F1D46A0B A1280BF3 ©11284BE 2642C197 E3855E60 4A9E26CB

Key is
DB5D@50C C4BFCBO6 F1D46A0B A1280BF3

V is
011284BE 2642C197 E3855E60 4A9E26(CB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k >k kk k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 000VVV0 00000000

While loop
Key is
DB5D@50C C4BFCBO6 F1D46A0B A1280BF3

V is
011284BE 2642C197 E3855E6Q 4A9E26CE

output_block is
10A46DA7 3E72179C 696C3AFA A43474EC



temp is
10A46DA7 3E72179C 696C3AFA A43474EC

While loop

Key is
DB5D@50C C4BFCBO6 F1D46A0B A1280@BF3

V is
011284BE 2642C197 E3855E60 4A9E26CF

output_block 1is
1CCOB5E@ 56F167A8 8939447B 19CQ54F5

temp is
10A46DA7 3E72179C
696C3AFA A43474EC 1CCOB5EQ 56F167A8 8939447B 19C@54F5

temp XOR provided_data is
10A46DA7 3E72179C
696C3AFA A43474EC 1CCOBSEQ 56F167A8 8939447B 19CQ54F5

Key is
10A46DA7 3E72179C 696C3AFA A43474EC

V is
1CCOBS5EQ 56F167A8 8939447B 19CQ54F5

rnd_val 1is
9BD26351 37A52AF7
DOFCBEFE FB97EA93 AQF4C438 BD98956C ODACBO4F 15EE25B3

B L



CTR_DRBG
Requested Security Strength = 128

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8DODADB DCDDDEDF

Nonce =
20212223 24252627

PersonalizationString = <empty>

Additionallnputl =
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQOALAZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BI9BABB BCBDBEBF

RS A A R R

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input 1is

00010203 04050607
08090A0B OCODOEOF 10111213 14151617 18191A1B 1CI1D1E1F



nonce 1is

personal_str is <empty>

20212223

24252627

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00010203
10111213 14151617 18191A1B

number_of_bits_to_return = 256
S is
00000028

08090A0B OCODOEQOF 10111213
20212223 24252627 80000000

BCC
IV is
00000000
IV II S is
00000000 0000000 00000028

08090A0B OCODOEQOF 10111213
20212223 24252627 80000000

temp 1is
834EBAD8

04050007
1C1D1E1F

00000020
14151617
00000000

00000000

00000020
14151617
00000000

5C601126

08090A0B
20212223

00010203
18191A1B
00000000

00000000

00000000
00010203
18191A1B
00000000

1D1D9DF4

OCODOEOF
24252627

04050607
1C1D1ELF
00000000

00000000

00000000
04050607
1C1D1E1F
00000000

C42A1544



BCC
IV is
00000001
IV Il S is
00000000 00000000 00000028
08090A0B QCODOEQF 10111213
20212223 24252627 80000000
temp 1is

1D1D9DF4 (C42A1544 8EAZ249C1

Key 1is
834EBAD8
X is
8EA249(1
BlockEncrypt
Key is
834EBAD8
X is
8EAZ249(1

X = BlockEncrypt(Key, X) is
B8823BC4

00000000

00000020
14151617
00000000

226F0474

5C601126

226F0474

5C601126

226F0474

F3AFBBGB

00000000

00000001
00010203
18191A1B
00000000

834EBAD8
F3C55519

1D1D9DF4

F3C55519

1D1D9DF4

F3C55519

A0373C69

00000000

00000000
04050607
1C1D1E1F
00000000

5C601126
CB3677D2

C42A1544

CB3677D2

C42A1544

CB3677D2

BC49E2F6



temp 1is
B8823BC4 F3AFBBG6B A0@373C69 BC49E2F6

BlockEncrypt

Key is
834EBAD8 5C601126 1D1D9DF4 (C42A1544

X is
B8823BC4 F3AFBBG6B A@373C69 BC49EZ2F6

X = BlockEncrypt(Key, X) is
S6QEDE12 D8335B64 F5647FAQ A644162B

temp is
B8823BC4 F3AFBB6GB
A@373C69 BC49E2F6 56QEDE12 D8335B64 F5647FAQ A644162B

requested_bits 1is
B8823BC4 F3AFBBGB
A0G373C69 BC49E2F6 56QEDE12 D8335B64 F5647FAQ A644162B

seed_material is
B8823BC4 F3AFBBGB
A0373C69 BC49EZ2F6 S56QEDE12 D8335B64 F50647FAQ A644162B

Update
provided_data is

B8823BC4 F3AFBBGB
A0373C69 BC49EZ2F6 56QEDE12 D8335B64 F5647FAQ Ac44162B



While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

00000000

00000000

58E2FCCE

58E2FCCE

00000000

00000000

0388DACE

367F1D57 A4E7455A ©388DACE

temp XOR provided_data is

9648213E 18AEA7AC 558604DC

Key is

E0c0C70A

00000000

00000000

FA7E3061

FA7E3061

00000000

00000000

60B6A392

60B6A392

B885F8F6

©09D18B0OA

00000000

00000000

367F1D57

367F1D57

00000000

00000000

F328C2B9

58E2FCCE
F328C2B9

E060C70A
064CBD19

9648213E

00000000

00000001

A4E7455A

A4E7455A

00000000

00000002

71B2FE78

FA7E3061
71B2FE78

09D18B0OA
D7F6E853

18AEA7AC



V is
558004DC B885F8F6 ©64CBD19 D7F6E&53

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k 3k %k % %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k sk 3k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

additional_input is
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Block_Cipher_df

input_str 1is
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIESF 60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F



number_of_bits_to_return = 256

S 1is

80818283
98999A9B
70717273

BCC

IV 1is

IV Il S is
00000000
80818283
98999A9B
70717273

temp 1is

BCC

IV is

IV Il S is
00000001
80818283
98999A98B
70717273

temp is

A576D5D0

84858687
9C9D9E9F
74757677

00000000
84858687
9C9D9E9F
74757677

00000000
84858687
9C9D9EIF
74757677

4F951FF2

88898A8B
60616263
78797A7B

00000000

00000000
88898A8B
60616263
78797A7B

EBE472ED

00000001

00000000
88898A8B
60616263
78797A7B

E1753FDA

8C8DBE8F
64656667
7C7D7E7F

00000000

00000000
8C8DBE8F
64656667
7C7D7E7F

18D7D72C

00000000

00000000
8C8DBEZF
64656667
7C7D7E7F

28CAQA50

00000040
90919293
68696A6B
80000000

00000000

00000040
90919293
68696A6B
80000000

A576D5D0

00000000

00000040
90919293
68696A6B
80000000

EBE472ED
0C8DOBEQ

00000020
94959697
6C6D6EGF
00000000

00000000

00000020
94959697
6C6D6EGF
00000000

4F951FF2

00000000

00000020
94959697
6CoD6EGF
00000000

18D7D72C
F45D9C20



X is

BlockEncrypt

Key is

X is

EBE472ED

E1753FDA

EBE472ED

E1753FDA

X = BlockEncrypt(Key, X) 1is

temp is

BlockEncrypt

Key is

X is

C1F7BD0O8

C1F7BD@8

EBE472ED

C1F7BD@8

X = BlockEncrypt(Key, X) is

7D71F428

18D7D72C

28CAQA50

18D7D72C

28CAQA50

F11F831D

F11F831D

18D7D72C

F11F831D

FC13B31C

A576D5D0

0C8DOBEQ

A576D5D0

0C8DOBEQ

FFE48696

FFE48696

A576D5D0

FFE48696

OAB3A4BB

4F951FF2

F45D9C20

4F951FF2

F45D9C20

8B706115

8B706115

4F951FF2

8B706115

7FA41524



temp is

FFE48696 8B706115 7D71F428 FC13B31C

requested_bits 1is

FFE48696 8B706115 7D71F428 FC13B31C

Update

provided_data is

FFE48696 8B706115 7D71F428 FC13B31C

While loop

Key is

V is

output_block 1is

temp is

While loop

Key is

E060C70A ©9D18BOA

558604DC B885F8F6

8CF59C8C F6888B96

8CF59C8C F6888B96

C1F7BD0O8
OAB3A4BB

C1F7BDO8
OAB3A4BB

C1F7BDO8
OAB3A4BB

9648213E

064CBD19

EB1C1E3E

EB1C1E3E

F11F831D
7FA41524

F11F831D
7FA41524

F11F831D
7FA41524

18AEA7AC

D7FoE854

79D82387

79D82387



E060C70A ©@9D18BOA 9648213E 18AEA7AC

V is
558604DC B885F8F6 064CBD19 D7FG6E&55

output_block is
AFO8A9QES5 FF75E23F 1FBCD455 9B6B997E

temp is
8CF59C8C F6888B96
EB1C1E3E 79D82387 AFQ8ASE5 FF75E23F 1FBCD455 9B6B997E

temp XOR provided_data is
4D022184 0797088B
14F898A8 F2A84292 D2795DCD 03665123 150F7QEE E4CF8C5A

Key is
4D022184 @797088B 14F898A8 F2A84292

V is
D2795DCD 03665123 150QF7QEE E4CF8C5A

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000 00VVVVV0 0000000



While loop

Key is

4D022184
V is

D2795DCD
output_block is

B3AAFQ86
temp is

B3AAFQ86
While loop
Key is

4D0Q22184
V is

D2795DCD
output_block is

213CABAG

temp 1is

ESD54C6A 47184F14 213CABA6

temp XOR provided_data is

ESD54CoA 47184F14 213CABAG6

0797088B

03665123

5F3A5014

5F3A5014

0797088B

03665123

26EB614F

26EB614F

26EB614F

14F898A8

150F70QEE

ESD54C6A

ESD54C6A

14F898A8

150F7QEE

28A2E5AD

B3AAF086
28AZESAD

B3AAF086
28A2E5AD

F2A84292

E4CF8C5D

47184F14

47184F14

F2A84292

E4CF8C5E

17BAFEZB

5F3A5014
17BAFEZB

5F3A5014
17BAFEZB



Key is
B3AAFQ86 S5F3A5014 ESD54C6A 47184F14

V is
213CABAG 206EBG14F 28A2ES5AD 17BAFEZB

rnd_val 1is
4573AC8B BB33D7CC
ADBEF3EE DFOEAE74 8B536C3A 1082CEE4 948CDB51 C83A7F9C

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7
A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k sk 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF

additional_input is
AQA1AZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

Block_Cipher_df



input_str 1is
coc1czac3
D@D1D2D3 D4D5DeD7 D8DODADB
A8A9AAAB ACADAEAF BOB1B2B3

number_of_bits_to_return = 256
S 1is

CoC1C2C3 C4C5C6C7 C8CICACB
D8D9DADB DCDDDEDF AQA1AZA3
BOB1B2B3 B4B5B6B7 B8BOBABB

BCC

IV is
00000000

IV Il S is
00000000 00000000 00000000
CoC1C2C3 C4C5C6C7 C8CICACB
D8D9DADB DCDDDEDF AQA1AZA3
BOB1B2B3 B4B5B6B7 B8BOBABB

temp is
F57B5902
BCC
IV is
00000001
IV II S is

00000001 00000000 00000000
CoC1C2C3 C4C5C0C7 C8CICACB

C4C5CeC7
DCDDDEDF
B4B5B6B7

CCCDCECF
A4ASAGA7
BCBDBEBF

00000000

00000000
CCCDCECF
A4ASAGA7
BCBDBEBF

0636E7E2

00000000

00000000
CCCDCECF

C8C9CACB
AQA1AZA3
B8BOBABB

00000040
D@D1D2D3
A8A9AAAB
80000000

00000000

00000040
D@D1D2D3
A8A9AAAB
80000000

2QEDB29F

00000000

00000040
D@D1D2D3

CCCDCECF
A4A5AGA7
BCBDBEBF

00000020
D4D5D6D7
ACADAEAF
00000000

00000000

00000020
D4D5D6D7
ACADAEAF
00000000

6EBCC72D

00000000

00000020
D4D5D6D7



D8D9DADB DCDDDEDF AQA1AZA3
BOB1B2B3 B4B5B6B7 BS8BOBABB

temp is

20EDB29F 6EBCC72D DFA8@B3D

Key is
F57B5902
X is
DFA80B3D
BlockEncrypt
Key is
F57B5902
X is
DFA80B3D

X = BlockEncrypt(Key, X) 1is

DC4290C1
temp is

DC4290C1
BlockEncrypt
Key is

F57B5902

A4ASAGA7
BCBDBEBF

AQFFF2E7

0636E7E2

AOFFF2E7

0636E7E2

AQFFF2E7

50ADO2F0@

50ADO2F0@

0636E7E2

A8A9AAAB
80000000

F57B5902
ES1EE4ED

20EDBZ29F

ES1EE4ED

20EDB29F

ES1EE4ED

B68092DA

B68092DA

2QEDB29F

ACADAEAF
00000000

0636E7E2
18CDECA6

6EBCC72D

18CDECA6

6EBCC72D

18CDECA6

E2472F86

E2472F86

6EBCC72D



X is
DC4290C1

X = BlockEncrypt(Key, X) 1is
AF2B9220

temp 1is

B68092DA E2472F86 AFZ2B9220

requested_bits 1is

B68092DA E2472F86 AF2B9220

Update
provided_data is

B68092DA E2472F86 AF2B9220

While loop
Key is

B3AAF086
Vis

213CABAG
output_block is

OA8E9ACF
temp is

OA8E9ACF

50ADO2F0@

9762D534

9762D534

9762D534

9762D534

5F3A5014

26EB614F

2A4D283A

2A4D283A

B68092DA

4076FF12

DC4290C1
4076FF12

DC4290C1
4076FF12

DC4290C1
4076FF12

ESD54CoA

28A2E5AD

1BD44054

1BD44054

E2472F86

D162E485

50ADO2F0@
D162E485

50ADO2F0@
D162E485

50ADO2F0@
D162E485

47184F14

17BAFE2C

BBD51AC4

BBD51AC4



While loop
Key is
B3AAFQ86 S5F3A5014 ESD54C6A 47184F14

V is
213CABAG 26EBG14F 28A2ES5AD 17BAFEZD

output_block is
DO1DDA32 A4A752B2 AA21023F F30180D0

temp 1is
OABE9ACF 2A4D283A
1BD44054 BBD51AC4 D@1DDA32 A4A752B2 AA21023F F30180D0

temp XOR provided_data is
D6CCOAQE 7AEQ2ACA
AD54D28E 59923542 7F364812 33(C58786 EAS57FD2D 22636455

Key 1is
D6CCOAQE 7AEQ2ACA ADS4D28E 59923542

V is
7F3064812 33C58786 EA57FD2D 22636455

3K 3k 3k 3K sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k sk sk 3k 5k sk 3k sk sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk >k 5K sk >k 5K sk %k 5k sk %k 5k sk %k ok sk %k k
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is <empty>



Update

provided_data is

00000000 00000000 00000000

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

D6CCOAQE

7F364812

89DE75C8

89DE75C8

DeCCOAQE

7F364812

60BODO47

@ODD27@QE1 87E93ECY 60BODO47

00000000

7AEQ2ACA

33C58786

EQA4BCBA

EQA4BCBA

7AEQ2ACA

33C58786

81606A14

81600A14

00000000
00000000

AD54D28E

EAS57FD2D

©ODD270E1

0ODD270E1

AD54D28E

EAS57FD2D

BE1FE576

89DE75C8
BE1FE576

00000000
00000000

59923542

22636458

87E93ECY

87E93EC7

59923542

22636459

8405D9D1

EQA4BCBA
8405D9D1



temp XOR provided_data is
89DE75C8 EQA4BCBA
@DD270QE1 87E93EC7 60BODO47 81600A14 BE1FE576 8405D9D1

Key 1is
89DE75C8 EQA4BCBA @ODD27QE1 87E93E(CY

V is
60BODO47 81606A14 BE1FES576 8405D9D1

rnd_val 1is
99C628CD D87BD8C2
F1FE443A A7F761DA 16886436 32632335 4DA6311F FF5BC678

B B A Lt B et i
CTR_DRBG
Requested Security Strength = 128

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9ODIESF

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C?
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627



PersonalizationString =
40414243 44454047
48494A4B 4C4D4E4AF 50515253 54555657 58595A5B 5C5DSESF

AdditionalInput = <empty>

L B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3%k 3%k %k %k k k >k k k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input 1is
00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627

personal_str is
40414243 44454647
48494A4B 4C4D4AEAF 50515253 54555657 58595A5B S5CS5DSESF

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1C1D1EL1F 20212223 24252627 40414243 44454647
48494A4B 4C4D4E4F 50515253 54555657 58595A5B SCS5DSESF

number_of_bits_to_return = 256

S is
00000048 00000020 00010203 04050007 08090AOB OCADAEQF
10111213 14151617 18191A1B 1CID1E1F 20212223 24252627
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5DSESF 80000000 00000000 00000000 00000000



BCC

IV is

IV II S 1is
00000048
10111213

40414243
58595A5B

temp 1is

BCC

IV is

IV Il S is
00000048
10111213
40414243
58595A58B

temp is

6F2C4676

00000020
14151617
44454647
5C5D5ESF

00000020
14151617
44454647
5C5D5ESF

8030DE37

00000000

00000000
00010203
18191A1B
48494A4B
80000000

C4C14823

00000001

00000001
00010203
18191A1B
48494A48B
80000000

95EC1158

00000000

00000000
04050007
1C1D1E1F
4C4D4E4AF
00000000

AE157968

00000000

00000000
04050607
1C1D1E1F
4C4D4AE4AF
00000000

E6CD251C

00000000

00000000
08090A0B
20212223
50515253
00000000

6F2C4676

00000000

00000000
08090A0B
20212223
50515253
00000000

C4C14823
577C6047

00000000

00000000
OCODOEOF
24252627
54555657
00000000

8030DE37

00000000

00000000
0CODOEOF
24252627
54555657
00000000

AE157968
EBFFB5FE



C4C14823 AE157968 6F2(C4676 8030DE37

X is
95EC1158 E6(CD251C 577C6047 EBFFBSFE
BlockEncrypt
Key is
(C4C14823 AE157968 6F2(C4676 8030QDE37
X is

95EC1158 E6CD251C 577C6047 EBFFBSFE

X = BlockEncrypt(Key, X) 1is
C2659E6A EFBBODFB 2096A598 CC1C50Q9F

temp is

C2659E6A EFBBODFB 2096A598 CC1C509F
BlockEncrypt
Key is

C4C14823 AE157968 6F2C4676 8030DE37
X is

C2659E6A EFBBODFB 2096A598 CC1C509F

X = BlockEncrypt(Key, X) is
D926A4C1 E62F8936 D419709D 6124946A

temp is
C2659E6A EFBBODFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A



requested_bits 1is

2096A598 CC1C509F D926A4C1 E62F8936

seed_material 1is

2096A598 CC1C509F D926A4C1 E62F8936

Update

provided_data is

2096A598 CC1C509F D926A4C1 E62F8936

While loop

Key is

V is

output_block 1is

temp is

While loop

Key 1is

00000000 00000000

00000000 00000000

58E2FCCE FA7E3061

58EZ2FCCE FA7E3061

C2659E6A
D419709D

C2659E6A
D419709D

C2659E6A
D419709D

00000000

00000000

367F1D57

367F1D57

EFBBODFB
6124946A

EFBBODFB
6124946A

EFBBODFB
6124946A

00000000

00000001

A4E7455A

A4E7455A



00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 V00002

output_block is
0388DACE 60B6A392 F328C2B9 71B2FE78

temp is
S58E2FCCE FA7E3061
367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71B2FE78

temp XOR provided_data is
9A8762A4 15C53D9A
16E9B8CF 68FB15C5 DAAE7EQF 86992AA4 2731B224 10966A12

Key is
9A8762A4 15C53D9A 16E9B8CF 68FB15C5

V is
DAAE7EQF 86992AA4 2731B224 10966A12

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk koko sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk >k sk 5k >k sk 3k 3k sk >k sk 3k %k sk 3k sk sk >k %k %k *k k

CTR_DRBG_Reseed



entropy_input is

80818283

84858687

88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9DIE9F

additional_input is

Block_Cipher_df

input_str 1is

<empty>

88898A8B 8C8D8ESF 90919293

number_of_bits_to_return = 256

S is

00000020 00000020 80818283
90919293 94959697 98999A9B

BCC

IV is

IV II S 1is

00000000

00000000

00000020 00000020 80818283
90919293 94959697 98999A9B

temp is

BCC

IV is

6689B2EA

94959697

84858687
9C9D9E9F

00000000

00000000
84858687
9C9D9ESF

B8B5547F

80818283
98999A98B

88898A8B
80000000

00000000

00000000
88898A8B
80000000

E46D8EOB

84858687
9C9D9EIF

8C8DBES8F
00000000

00000000

00000000
8C8DBE8F
00000000

6AD94B8C



00000001

IV Il S is
00000001
00000020 00000020 80818283
90919293 94959697 98999A9B

temp 1is

E46D8EOB ©AD94B8C 4578F39E

Key is
6689B2EA
X is
4578F39E
BlockEncrypt
Key is
6689B2EA
X is
4578F39E

X = BlockEncrypt(Key, X) is
E8B2120B

temp is
E8B2120B

00000000

00000000
84858687
9C9D9E9F

C865C2E4

B8B5547F

C865C2E4

B8B5547F

C865C2E4

0673C751

0673C751

00000000

00000000
88898A8B
80000000

6689B2EA
EADB493B

E46D8EOB

EADB493B

E46D8EOB

EADB493B

090997D6

090997D6

00000000

00000000
8C8D8ESF
00000000

B8B5547F
A265794F

6AD94B8C

A265794F

6AD94B8C

A265794F

BEAC637D

BEAC637D



BlockEncrypt

Key is

X is

6689B2EA B8B5547F E46DSEOB

E8B2120B ©0673C751 ©@90997D6

X = BlockEncrypt(Key, X) 1is

temp is

79D7CA26 C1OFEE1F EAC1E952

E8B2120B

090997D6 BEAC637D 79D7CA26 C1OFEE1F EAC1E952

requested_bits 1is

E8B2120B

090997D6 BEAC637D 79D7CA26 C1OFEE1F EAC1E952

Update

provided_data is

E8B2120B

090997D6 BEAC637D 79D7CA26 C1@OFEE1F EAC1E952

While loop

Key is

V is

output_block 1is

9A8762A4 15C53D9A 16E9B8CF

DAAE7EQF 86992AA4 2731B224

6AD94B8C

BEAC637D

46CC5005

0673C751
46CC5005

0673C751
46CC5005

0673C751
46CC5005

68FB15C5

10966A13



18FDEFBD (C43D7A36 D5D6D862 205765D1

temp 1is

18FDEFBD C43D7A36 D5D6D862 205765D1
While loop
Key is

9A8762A4 15C53D9A 16E9B8CF 68FB15C5
V is

DAAE7EQF 86992AA4 2731B224 10966A14

output_block is
D701C9F2 37007030 DF1B8E7Q EE4EEE29

temp is
18FDEFBD C43D7A36
D5D6D862 205765D1 D701COF2 37007030 DF1B8E7Q EE4EEEZ29

temp XOR provided_data is
FO4AFFDB6 C24EBD67
DCDF4FB4 9EFB@OGAC AED6@3D4 FO@OF9EZ2F 35DA6722 A882BE2C

Key is
FOAFFDB6 C24EBD67 DCDF4FB4 9EFB@GAC

V is
AED6Q@3D4 FOQF9E2F 35DA6722 A882BE2C

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3% 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate

requested_number_of_bits = 256



additional_input is

Update

provided_data is

<empty>

00000000 00000000 00000000

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block is

FO4FFDB6

AED603D4

30F4A36C

30F4A36C

FOAFFDB6

AED603D4

7E1FC53A

00000000

C24EBD67

F6OFIEZF

EEC8FBO6

EEC8FB0O6

C24EBD67

F6OFOEZF

8D9322D2

00000000
00000000

DCDF4FB4

35DA6722

461F757F

461F757F

DCDF4FB4

35DA6722

6F1A255B

00000000
00000000

9EFBO6AC

A882BEZF

9FFF5865

9FFF5865

9EFBOGAC

A882BE30

2A19CEEB



temp is
30F4A36C EEC8FBO6
461F757F 9FFF5865 7E1FC53A 8D9322D2 6F1A255B 2A19CEEB

temp XOR provided_data is
30F4A36C EEC8FBOG
461F757F 9FFF5865 7E1FC53A 8D9322D2 6F1A255B 2A19CEEB

Key is
30F4A36C EEC8FBQ6 461F757F 9FFF5865
V is
7E1FC53A 8D9322D2 6F1A255B Z2A19CEEB
rnd_val 1is

F324104E 2FA14F79
DBAAGODF 06B93B3B (1573249 58FQAVEE 1E193677 A7QE0250

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k sk 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k sk 5k %k 3k >k %k 3k %k >k 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF



additional_input is

Block_Cipher_df

input_str 1is

<empty>

C8C9CACB CCCDCECF D@D1DZD3

number_of_bits_to_return = 256

S 1is

00000020 00000020 (COC1C2C3
DOD1D2D3 D4D5D6D7 D8DODADB

BCC

IV is

IV Il S 1is

00000000

00000000

00000020 00000020 COC1C2C3
DOD1D2D3 D4D5D6D7 D8DODADB

temp 1is

BCC

IV is

IV Il S 1is

72571427

00000001

D4D5D6D7

C4C5CeC7
DCDDDEDF

00000000

00000000
C4C5CeC7
DCDDDEDF

A62CFFB3

00000000

coC1czC3
D8D9DADB

C8C9CACB
80000000

00000000

00000000
C8CI9CACB
80000000

105AA38D

00000000

C4C5CeC7
DCDDDEDF

CCCDCECF
00000000

00000000

00000000
CCCDCECF
00000000

4C701D8A

00000000



00000001
00000020 00000020 COC1C2C3
D@D1D2D3 D4D5D6D7 D8DIDADB

temp is

105AA38D 4C701D8A E90056D7

Key is
72571427
X is
E90056D7
BlockEncrypt
Key is
72571427
X is
E90056D7

X = BlockEncrypt(Key, X) is

ACEF@D4B
temp 1is

ACEF@QD4B
BlockEncrypt
Key is

72571427

00000000
C4C5CeC7
DCDDDEDF

6C2480EE

A62CFFB3

6C2480EE

A62CFFB3

6C2480EE

113B12C1

113B12C1

A62CFFB3

00000000
C8CI9CACB
80000000

72571427
096(3B48

105AA38D

096(C3B48

105AA38D

096(C3B48

4E45C0A0

4E45C0A0

105AA38D

00000000
CCCDCECF
00000000

A62CFFB3
059FD3F7

4C701D8A

059FD3F7

4C701D8A

059FD3F7

A9574DE6

A9574DE6

4C701D8A



X is
ACEF@D4B

X = BlockEncrypt(Key, X) 1is
F20CF416

temp is

4E45C0A0 A9574DE6 F20CF416

requested_bits 1is

4E45C0A0 A9574DE6 F20CF416

Update
provided_data is

4E45C0A0 A9574DE6 F20CF416

While loop
Key is

30F4A36C
V is

7E1FC53A
output_block is

0083F230

temp 1is

113B12C1

9FEF3831

9FEF3831

9FEF3831

9FEF3831

EEC8FBO6

8D9322D2

2AAG069D

4E45C0A0

76A7C304

ACEF@D4B
76A7C304

ACEF@D4B
76A7C304

ACEF@D4B
76A7C304

461F757F

6F1A2558B

85CA5D62

A9574DE6

FOO66E6GG

113B12C1
FO066EGL

113B12(C1
FOO66E66

113B12(C1
FOO66E66

9FFF5865

2A19CEEC

7B134697



0083F230 2AA6069D 85CASD62 7B134697

While loop
Key is
30F4A36C EEC8FBO6 461F757F 9FFF5865

V is
7E1FC53A 8D9322D2 6F1A255B 2A19CEED

output_block 1is
900DBA47 8EB2A67A 54CC49AD FACCE41F

temp is
0083F230 2AA6069D
85CA5D62 7B134697 900DBA47 8EB2A67A 54CC49AD FACCE4LF

temp XOR provided_data is
AC6CFF7B 3B9D145C
CB8FIADC2 D2440B71 62014E51 115D9E4B 226B8AA9 QACA8A79

Key is
AC6CFF7B 3B9D145C CB8FIDCZ2 D2440B71

V is
02014E51 115D9E4B 226B8AA9 QACA8A79

3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k dk sk >k sk 3k %k sk 3k sk sk 3k sk 3k %k sk 3k >k sk 3k sk 3k %k sk 3k 3k sk >k sk 5k %k sk 3k >k sk %k >k 5k %k sk %k %k sk >k %k 5k *k %k
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is <empty>



Update

provided_data is

00000000 00000000 00000000

While loop

Key is

V is

output_block is

temp 1is

While loop

Key is

V is

output_block is

temp is

AC6CFF7B

62014E51

561A1088

561A1088

ACoCFF7B

62014E51

C972133D

00000000

3B9D145C

115D9E4B

01412E20

01412E20

3B9D145C

115D9E4B

67C2B62C

00000000
00000000

CB8FIDC2

226B8AA9

882BOB5A

882BOB5A

CB8FIDC2

226B8AA9

74196869

561A1088

00000000
00000000

D2440B71

OACABA7C

682EC41D

682EC41D

D2440B71

OACA8A7D

30001E57

01412E20



882BOB5SA 682EC41D (972133D 67C2B62C 74196869 30001ES57

temp XOR provided_data is
561A1088 01412E20
882BOB5A 682EC41D (972133D 67C2B62C 74196869 30001ES7

Key is
561A1088 01412E20 882BOBSA 682EC41D

V is
(C972133D 67C2B62C 74196869 30001E57

rnd_val 1is
78F4C840 134F40DC
Q01BFAD3 A90BS5EF4 DEBDBFAC 3CFDFOCD 69A89DC4 FD34713F

HHHR B R R R R
CTR_DRBG
Requested Security Strength = 128

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050007
08090A0B QCODOEQF 10111213 14151617 18191A1B 1C1D1E1F

EntropyInputl (for Reseedl) =
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5CeC7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

Nonce =
20212223 24252627



PersonalizationString =
40414243 44454647
48494A4B 4(C4DAE4F 50515253 54555657 58595A5B SCSDSESF

Additionallnputl =
60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

Additionallnput2 =
AQALAZA3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BIBABB BCBDBEBF

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3% 3k 3k %k %k 3k 3k %k %k %k 3k 3% 3k %k %k %k 3k 3%k %k %k k >k kk k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input 1is
00010203 04050607
08090A0B OCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F

nonce 1is
20212223 24252627

personal_str is
40414243 44454647
48494A4B 4C4D4AE4AF 50515253 54555657 58595A5B S5CS5DSESF

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1C1D1EL1F 20212223 24252627 40414243 44454647
48494A4B 4C4D4E4F 50515253 54555657 58595A5B SCS5DSESF



number_of_bits_to_return = 256

S is
00000048
10111213
40414243
58595A5B

BCC

IV is

IV II S 1is
00000048
10111213

40414243
58595A5B

temp 1is

BCC

IV is

IV Il S is

00000048
10111213
40414243
58595A58B

00000020
14151617
44454647
5C5D5ESF

00000020
14151617
44454647
5C5D5ESF

00000020
14151617
44454647
5C5D5ESF

00010203
18191A1B
48494A48B
80000000

00000000

00000000
00010203
18191A1B
48494A4B
80000000

C4C14823

00000001

00000001
00010203
18191A1B
48494A48B
80000000

04050607
1C1D1E1F
4C4D4AE4F
00000000

00000000

00000000
04050007
1C1D1E1F
4C4D4E4F
00000000

AE157968

00000000

00000000
04050607
1C1D1E1F
4C4D4AE4AF
00000000

08090A0B
20212223
50515253
00000000

00000000

00000000
08090A0B
20212223
50515253
00000000

6F2C4676

00000000

00000000
08090A0B
20212223
50515253
00000000

0CODOEOF
24252627
54555657
00000000

00000000

00000000
OCODOEOF
24252627
54555657
00000000

8030DE37

00000000

00000000
0CODOEOF
24252627
54555657
00000000



temp is

6F2C4676 8030DE37 95EC1158

Key is
C4C14823
X is
95EC1158
BlockEncrypt
Key is
C4C14823
X is
95EC1158

X = BlockEncrypt(Key, X) 1is

C2659E6A
temp is

C2659E6A
BlockEncrypt
Key is

C4C14823
X is

C2659E6A

E6CD251C

AE157968

E6CD251C

AE157968

E6CD251C

EFBBODFB

EFBBODFB

AE157968

EFBBODFB

C4C14823
577Co047

6F2C4676

577C6047

6F2C4676

577C6047

2096A598

2096A598

6F2C4676

2096A598

AE157968
EBFFB5FE

8030DE37

EBFFB5FE

8030DE37

EBFFB5FE

CC1C509F

CC1C509F

8030DE37

CC1C509F



X = BlockEncrypt(Key, X) is
D926A4C1 E62F8936 D419709D 6124946A

temp 1is
C2659E6A EFBBODFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D ©6124946A

requested_bits 1is
C2659EGCA EFBBODFB
2096A598 CC1C509F D926A4(C1 E62F8936 D419709D 6124946A

seed_material 1is
C2659E6A EFBBODFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A

Update
provided_data is

C2659E6A EFBB@DFB
2096A598 CC1C509F D926A4C1 E62F8936 D419709D 6124946A

While loop
Key is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block 1is
S58E2FCCE FA7E3061 367F1D57 A4E7455A



temp 1is
S58E2FCCE FA7E3061 367F1D57 A4E7455A

While loop
Key is
00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 0000002

output_block is
0388DACE 60B6A392 F328C2B9 71B2FE78

temp is
S8E2FCCE FA7E3061
367F1D57 A4E7455A 0388DACE 60B6A392 F328C2B9 71B2FE78

temp XOR provided_data is
9A8762A4 15C53D9A
16E9B8CF 68FB15C5 DAAE7EQF 86992AA4 2731B224 10966A12

Key is
9A8762A4 15C53D9A 16E9B8CF 68FB15C5

V is
DAAE7EQF 86992AA4 2731B224 10966A12

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3%k 3k 3k %k >k 3k 3%k %k %k %k 3k 3%k 3% %k %k %k 3k 3% %k %k k k >k %k k

CTR_DRBG_Generate



requested_number_of_bits = 256

additional_input is
60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k >k 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF

additional_input is
60616263 64656667
68696A6B 6C6DGEGF 70717273 74757677 78797A7B 7C7D7E7F

Block_Cipher_df

input_str 1is
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9(C9DIESF 60616263 64656667
68696A6B 6C6D6EGF 70717273 74757677 78797A7B 7C7D7E7F

number_of_bits_to_return = 256
S 1is
00000040 00000020
80818283 84858687 88898A8B 8CBD8E8F 90919293 94959697

98999A9B 9CI9DIEIF 60616263 64656667 68696A6B 6CO6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80000000 00000000

BCC

IV is



IV Il S is
00000000
80818283
98999A98B
70717273

temp is

BCC

IV is

IV II S 1is
00000001
80818283
98999A9B
70717273

temp is

A576D5D0

X is

00000000
84858687
9C9D9EIF
74757677

00000000
84858687
9C9DOEIF
74757677

4F951FF2

00000000

00000000
88898A8B
60616263
78797A7B

EBE472ED

00000001

00000000
88898A8B
60616263
78797A7B

E1753FDA

EBE472ED

E1753FDA

00000000

00000000
8C8DBEZF
64656667
7C7D7E7F

18D7D72C

00000000

00000000
8C8DBE8F
64656667
7C7D7E7F

28CAQA50

18D7D72C

28CAGA50

00000000

00000040
90919293
68696A6B
80000000

A576D5D0

00000000

00000040
90919293
68696A6B
80000000

EBE472ED
0OC8DOBEQ

A576D5D0

0C8DOBEQ

00000000

00000020
94959697
6CoD6EGF
00000000

4F951FF2

00000000

00000020
94959697
6C6DOEGF
00000000

18D7D72C
F45D9C20

4F951FF2

F45D9C20



BlockEncrypt
Key is
EBE472ED 18D7D72C A576D5D@ 4F951FF2

X is
E1753FDA 28CAQA5Q QC8DOBEQ F45D9C20

X = BlockEncrypt(Key, X) 1is
C1F7BDO8 F11F831D FFE48696 8B706115

temp is

C1F7BD@8 F11F831D FFE48696 8B706115
BlockEncrypt
Key is

EBE472ED 18D7D72C A576D5D@ 4F951FF2
X is

C1F7BDO8 F11F831D FFE48696 8B706115

X = BlockEncrypt(Key, X) is
7D71F428 FC13B31C QAB3A4BB 7FA41524

temp is
C1F7BD@8 F11F831D
FFE48696 8B706115 7D71F428 FC13B31C QAB3A4BB 7FA41524

requested_bits 1is
C1F7BDO8 F11F831D
FFE48696 8B706115 7D71F428 F(C13B31C QAB3A4BB 7FA41524



Update

provided_data is

FFE48696 8B706115 7D71F428

While loop

Key is

V is

output_block is

temp is

While loop

Key is

V is

output_block 1is

temp is

9A8762A4

DAAE7EQF

18FDEFBD

18FDEFBD

9A8762A4

DAAE7EQF

D701COF2

D5D6D862 205765D1 D701C9F2

FC13B31C

15C53D9A

86992AA4

C43D7A36

C43D7A36

15C53D9A

86992AA4

37007030

37007030

C1F7BD0O8
OAB3A4BB

16E9B8CF

2731B224

D5D6D862

D5D6D862

16E9B8CF

2731B224

DF1B8E70@

18FDEFBD
DF1B8E70@

F11F831D
7FA41524

68FB15C5

10966A13

205765D1

205765D1

68FB15C5

10966A14

EE4EEE29

C43D7A36
EE4EEE29



temp XOR provided_data is
D90QA52B5 3522F92B
2A325EF4 AB2704C4 AA7@Q3DDA CB13(C32C D5A82ACB 91EAFB@D

Key is
D9QAS2BS 3522F92B 2A325EF4 AB2704C4

V is
AA7Q3DDA CB13C32C DS5A82ACB 91EAFB@D

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k >k kk k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 00000000 000VVV0 00000000

While loop
Key is
D90OAS2B5 3522F92B 2A325EF4 AB2704(C4

V is
AA703DDA CB13C32C D5A82ACB 91EAFB10

output_block is
19ED3F6B 4C63004C 8E48DDF5 E8389046



temp is
19ED3F6B 4C63004C 8E48DDF5 E8389046

While loop

Key is
D9QAS2BS 3522F92B 2A325EF4 AB2704C4

V is
AA7Q3DDA CB13C32C DS5A82ACB 91EAFB11

output_block 1is
B51A544A 9C38D15D 30944D92 (C709A151

temp is
19ED3F6B 4C63004C
8E48DDF5 E8389046 BS51A544A 9C38D15D 30944D92 (C7@Q9A151

temp XOR provided_data is
19ED3F6B 4(63004C
8E48DDF5 E8389046 B51A544A 9C38D15D 30944D92 (C709A151

Key is
19ED3F6B 4C63004C 8E48DDF5 E8389046

V is
B51A544A 9C38D15D 30944D92 (C7@9A151

rnd_val 1is
87D6BDA1 9F461BFO
B4E1D5BC 87A265A4 AE118AF2 8AB3D8E9 62827B79 08C76279



Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k 5k 3k 3k 3k 5k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k %k 3k 3%k 3%k %k %k %k 3k 3%k %k %k k k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8B9BABB BCBDBEBF

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k sk sk 3k sk 3k %k sk 3k sk sk >k %k %k *k k

CTR_DRBG_Reseed

entropy_input 1is
COC1C2C3 C4C5C6C?
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8D9DADB DCDDDEDF

additional_input is
AQALA2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF

Block_Cipher_df

input_str 1is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 DS8DODADB DCDDDEDF AQA1AZ2A3 A4ASAGA7
A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF

number_of_bits_to_return = 256

S is
00000040 00000020
C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4D5DeD7
DS8DODADB DCDDDEDF AQA1A2A3 A4AS5A6A7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF 80000000 00000000



BCC

IV is

IV II S 1is
00000000
coc1czc3
D8D9DADB
BOB1BZB3

temp is

BCC

IV 1is

IV II S is
00000001
cocicac3
D8DODADB
BOB1BZ2B3

temp 1is

2QEDB29F

00000000
C4C5CeC7
DCDDDEDF
B4B5B6B7

00000000
C4C5CeC7
DCDDDEDF
B4B5B6B7

6EBCC72D

00000000

00000000
C8C9CACB
AQA1AZA3
B8BOBABB

F57B5902

00000001

00000000
C8C9CACB
AGA1AZA3
B8BOBABB

DFA80B3D

F57B5902

00000000

00000000
CCCDCECF
A4ASAGA7
BCBDBEBF

0636E7E2

00000000

00000000
CCCDCECF
A4AS5AGA7
BCBDBEBF

AQFFF2E7

0636E7E2

00000000

00000040
D@D1D2D3
A8A9AAAB
80000000

20EDBZ29F

00000000

00000040
D@D1D2D3
A8A9AAAB
80000000

F57B5902
E81EE4ED

2QEDB29F

00000000

00000020
D4D5D6D7
ACADAEAF
00000000

6EBCC72D

00000000

00000020
D4D5D6D7
ACADAEAF
00000000

0636E7E2
18CDECA6

6EBCC72D



X is

DFA80B3D
BlockEncrypt
Key is

F57B5902
X is

DFA80B3D

X = BlockEncrypt(Key, X) is

DC4290C1
temp 1is

DC4290C1
BlockEncrypt
Key is

F57B5902
X is

DC4290C1

X = BlockEncrypt(Key, X) 1is
AF2B9220

temp is

B68092DA E2472F86 AF2B9220

AQFFF2E7

0636E7E2

AQFFF2E7

50ADO2F0@

50ADO2F0@

0636E7E2

50ADO2F0@

9762D534

9762D534

E81EE4ED

20QEDB29F

E81EE4ED

B68092DA

B68092DA

20EDBZ29F

B68092DA

4Q76FF12

DC4290C1
4076FF12

18CDECA6

6EBCC72D

18CDECA6

E2472F86

E2472F86

6EBCC72D

E2472F86

D162E485

50ADO2F0@
D162E485



requested_bits 1is

B68092DA E2472F86 AFZ2B9220 9762D534

Update

provided_data is

B68092DA E2472F86 AFZ2B9220

While loop

Key is

V is

output_block is

temp 1is

While loop

Key is

V is

19ED3F6B

B51A544A

DB89FDFE

DB89FDFE

19ED3F6B

B51A544A

9762D534

4C63004C

9C38D15D

2A4C1124

2A4C1124

4C63004C

9C38D15D

DC4290C1
4076FF12

DC4290C1
4076FF12

8E48DDF5

30944D92

BE15D236

BE15D236

8E48DDF5

30944D92

50ADO2F0@
D162E485

50ADO2F0@
D162E485

E8389046

C709A152

18668BE6

18668BE6

E8389046

C7@9A153



output_block 1is
F10F36FD 869D45CB 2FA79450 F27B30QFF

temp is
DB8OFDFE 2A4C1124
BE15D236 18668BE6 F1QF36FD 869D45CB 2FA79450 F27B30QFF

temp XOR provided_data is
07CB6D3F 7AE113D4
089540EC FA21A460 S5E24A4DD 11FF9QFF 6FD16B42 2319D47A

Key is
07CB6D3F 7AE113D4 089540QEC FA21A460

V is
S5E24A4DD 11FF9QFF 6FD16B42 2319D47A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k >k 3k %k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k %k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3% %k % >k %k % %k % %k % %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000
00000000 00000000 00000000 0000000 0000000 0000000

While loop

Key is
07CB6D3F 7AE113D4 ©08954QEC FA21A460



V is

output_block is

temp 1is

While loop

Key is

V is

output_block is

temp is

SE24A4DD

E7950365

E7950365

07CB6D3F

SE24A4DD

54C4DAEZ2

4A8E253B 03021DE4 54C4DAE2

temp XOR provided_data is

4A8E253B ©3021DE4 54C4DAE2

Key is

V is

E7950365

54C4DAEZ2

11FF90QFF

FE7156AA

FE7156AA

7AE113D4

11FF90FF

D0160479

D0160479

D0160479

FE7156AA

D0160479

6FD16B42

4A8E253B

4A8E253B

089540EC

6FD16B42

C7C5529F

E7950365
C7C5529F

E7950365
C7C5529F

4A8E253B

C7C5529F

2319D47D

03021DE4

03021DE4

FA21A460

2319D47E

376DA9A7

FE7156AA
376DA9A7

FE7156AA
376DA9A7

03021DE4

376DA9A7



rnd_val 1is
2D59B&9D (C71C48D6
C327A7E2 C4328ECE AF85FBS5F 8EEQ0226 1BOF(C412 9QECEZ29F

HHHR B R R R R R
CTR_DRBG
Requested Security Strength = 192
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DoD7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionalInput = <empty>
R A R R i T
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k %k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627



nonce 1is

personal_str is <empty>

20212223 24252627 28292AZB

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df
input_str 1is
04050007 08090A0B QCODOEQF
1C1D1E1F 20212223 24252627
number_of_bits_to_return = 320
S is
00000034

08090A0B OCODOEQOF 10111213
20212223 24252627 20212223

BCC
IV is
00000000
IV II S is
00000000 00000000 P0VVO34

08090A0B OCODOEQOF 10111213
20212223 24252627 20212223

temp 1is
2D64B3D8

10111213
20212223

00000028
14151617
24252627

00000000

00000028
14151617
24252627

692984AD

14151617
24252627

00010203
18191A1B
28292A2B

00000000

00000000
00010203
18191A1B
28292A2B

B6FBBA41

00010203
18191A1B
28292A2B

04050607
1C1D1ELF
80000000

00000000

00000000
04050607
1C1D1E1F
80000000

F6OE74E1



BCC

IV 1is

IV Il S is
00000000
08090A0B
20212223

temp 1is

Bo6FBBA41

BCC

IV is

IV II S 1is

00000000
08090A0B
20212223

temp is
2D64B3D8
66616F2E

Key is
2D64B3D8

00000000
0CODOEOF
24252627

F6OE74E1

00000000
OCODOEQF
24252627

692984AD
9F91B(C31

692984AD

00000001

00000034
10111213
20212223

72DAEE1D

00000002

00000034
10111213
20212223

BoFBBA41
CoADE98F

Bo6FBBA41

00000000

00000028
14151617
24252627

75EEFF1E

00000000

00000028
14151617
24252627

F69E74E1
EB96A83C

F69E74E1

00000000

00000001
00010203
18191A1B
28292A2B

2D64B3D8
66616F2E

00000000

00000002
00010203
18191A1B
28292A2B

72DAEE1D
A6F71BF5

72DAEE1D

00000000

00000000
04050607
1C1D1E1F
80000000

692984AD
9F91B(C31

00000000

00000000
04050007
1C1D1ELF
80000000

75EEFF1E
BCE6944D

75EEFF1E



X is
66616F2E 9F91B(C31 C6ADE98F EB96A83C

BlockEncrypt
Key is
2D64B3D8 692984AD BoFBBA41 F69E74E1 72DAEE1D 75EEFF1E

X is
66616F2E 9F91BC31 C6ADE98F EB96A83C

X = BlockEncrypt(Key, X) is
45EBC7A3 4CB5BFDB A58CBFCC A756DDCB

temp is
45EBC7A3 4CB5BFDB A58CBFCC A756DDCB

BlockEncrypt
Key is
2D64B3D8 692984AD B6FBBA41 FGOE74E1l 72DAEE1D 75EEFFLE

X is
45EBC7A3 4CBS5BFDB AS58CBFCC A756DDCB

X = BlockEncrypt(Key, X) is
7150F160 187803C2 0380FB0O2 636C8ES9

temp is
45EBC7A3 4CB5BFDB
A58CBFCC A756DDCB 7150F160 187803C2 0380FB02 636C8E59



BlockEncrypt

Key is
2D64B3D8 692984AD BOFBBA41 FGOE74E1l 72DAEE1D 75EEFF1E

X is
7150F160 187803C2 0380FB02 636C8ES59

X = BlockEncrypt(Key, X) 1is
B1A94E9C (2360559 9C002E3A 221F5C21

temp 1is
45EBC7A3 4CB5BFDB AS8CBFCC A756DDCB 7150F160 187803C2
0380FB02 636C8E59 B1A94E9C (2360559 9CQAO2E3A 221F5(C21

requested_bits 1is
45EBC7A3 4(CB5BFDB A58CBFCC A756DDCB
7150F160 187803C2 0380FB0O2 636C8E59 B1A94E9C (2360559

seed_material 1is
45EBC7A3 4CB5BFDB A58CBFCC A756DDCB
7150F160 187803C2 0380FB@2 636C8E59 B1A94E9C (2360559

Update
provided_data is

45EBC7A3 4CB5BFDB A58CBFCC A756DDCB
7150F160 187803C2 0380FBOZ 636C8E59 B1A94E9C (2360559

While loop

Key is
00000000 00000000 00000000 V0000000 V0000000 00000000



V is

output_block is

temp 1is

While loop

Key is

00000000

CD33B28A

CD33B28A

00000000 00000000 00000000

V is

output_block is

temp is

00000000

98E7247C

AQOED1F3 12572435 98E7247C

While loop

Key is

00000000 00000000 00000000

V is

00000000

00000000

C773F74B

C773F74B

00000000

00000000

07FOFE41

07FOFE41

00000000

00000000

00000000

AQOED1F3

AQOED1F3

00000000

00000000

1C267E43

CD33B28A
1C267E43

00000000

00000000

00000001

12572435

12572435

00000000

00000002

84BOF600

C773F74B
84B0OF600

00000000

00000003



output_block 1is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp is
CD33B28A (C773F74B A@OED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
88D87529 8B(64890 05826E3F B5Q1F9FE
E9B7D51C 1F88FD83 1FA68541 EVDC7859 9BI9DDD7A AQO3EB3E

Key is
88D87529 8B(64890 05826E3F B5Q1FOFE E9B7D51C 1F88FD&3

V is
1FA68541 E7DC7859 9BODDD7A AQO3EB3E

First call to Generate
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k >k %k %k 5k >k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000 00VVVVV0 000000

While loop



Key is
88D87529 8BC64890 05826E3F B501F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BI9DDD7A AQ@3EB41

output_block 1is
FC55C88D AFAQ6880 F2C73C08 1E8FA294

temp is
FC55C88D AFA06880 F2C73C08 1E8FA294

While loop
Key is
88D87529 8B(64890 05826E3F B5Q1F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BODDD7A AQO3EB42

output_block is
DBEG9237 CDBGEF72 96CE3A7B 114703B2

temp 1is
FC55C88D AFA06880
F2C73C08 1E8FA294 DBEG69237 CDBGEF72 96CE3A7VB 114703B2

While loop

Key 1is
88D87529 8B(64890 ©05826E3F B501F9FE E9B7D51C 1F88FD83



V is
1FA68541 E7DC7859 9BODDD7A AQQ3EB43

output_block is
8810183A 1A7C9CFC 14560D9C 4FE75670

temp is
FC55C88D AFAQ6880 F2C73C08 1E8FA294 DBE69237 CDBGEF72
96CE3A7B 114703B2 8810183A 1A7C9CFC 14560D9C 4FE75670

temp XOR provided_data is
FC55C88D AFAQ6880 F2C73C08 1E8FA294
DBEG9237 CDBGEF72 96CE3A7B 114703B2 8810183A 1A7C9CFC

Key is
FC55C88D AFAQ6880 F2C73C08 1E8FA294 DBE69237 CDBGEF72

V is
96CE3A7B 114703B2 8810183A 1A7C9CFC

rnd_val 1is
1A646BB1 D38BDZ2AE
A30QCF5C5 D812A624 BS@D3ECA 99E508B2 5B5448A8 B96COF2E

Second call to Generate
3K 3k 3k 3K 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 3k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 5k sk 3k 3k sk 3k 3k sk sk 3k sk sk 3K sk sk 5k sk sk 5k sk sk 5k sk sk 5k sk %k 5k %k %k k
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is <empty>



provided_data is
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
FC55C88D AFAQ6880 F2C73C08 1E8FA294 DBE69237 CDBGEF72

V is
96CE3A7B 114703B2 8810183A 1A7C9CFF

output_block is
2F3BBFBD 6D63C6B1 84E68CEC CC43AD6D

temp is
2F3BBFBD 6D63C6B1 84E68CEC CC43AD6D

While loop

Key is
FC55C88D AFAQ6880 F2C73C08 1E8FA294 DBE69237 CDBGEF72

V is
96CE3A7B 114703B2 8810183A 1A7(C9D00O

output_block is
DF160344 BF7E8318 E7D@17F5 94D5(C087

temp 1is
2F3BBFBD 6D63C6B1
84E68CEC CC43AD6D DF160344 BF7E8318 E7VDO17F5 94D5C087



While loop
Key is
FC55C88D AFAQ6880 F2C73C08 1E8FA294 DBE69237 CDBGEF72

V is
96CE3A7B 114703B2 8810183A 1A7C9D0O1

output_block is
DEDEBD95 523BD3@A DC0O46C0@3 94AC5E42

temp is
2F3BBFBD 6D63C6B1 84E68CEC CC43AD6D DF160344 BF7E8318
E7DO17F5 94D5C087 DEDEBD95 523BD30QA DCQ46C0O3 94ACS5E42

temp XOR provided_data is
2F3BBFBD 6D63C6B1 84E68CEC CC43AD6D
DF160344 BF7E8318 E7D@17F5 94D5C@87 DEDEBD95 523BD30A

Key is
2F3BBFBD 6D63C6B1 84E68CEC CC43AD6D DF160344 BF7E8318

V is
E7DO17F5 94D5C087 DEDEBD95 523BD30A

rnd_val 1is
0920CB32 A773EQFF
4BBBF9QA CB1D7044 E15B629A FB3C7F9F E26673E3 E7BE4727
THHHE A T A T

CTR_DRBG

Requested Security Strength = 192



prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DoD7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionallInputl =
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Additionallnput2 =
AQA1A2A3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 BS8BO9BABB BCBDBEBF C@C1C2(C3 C4C5Ce6(C7

B B B Lt B et i

3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk kR sk sk k

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

nonce 1is
20212223 24252627 28292A2B



personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance”

Block_Cipher_df
input_str 1is
04050007 08090A0B QCODOEQF
1C1D1EL1F 20212223 24252627
number_of_bits_to_return = 320
S 1is
00000034

08090A0B QCODOEOF 10111213
20212223 24252627 20212223

BCC
IV is
00000000
IV Il S is
00000000 00000000 00000034

08090A0B QOCODOEOF 10111213
20212223 24252627 20212223

temp is
2D64B3D8

10111213
20212223

00000028
14151617
24252627

00000000

00000028
14151617
24252627

692984AD

14151617
24252627

00010203
18191A1B
28292AZB

00000000

00000000
00010203
18191A1B
28292A2B

Bo6FBBA41

00010203
18191A1B
28292A2B

04050007
1C1D1ELF
80000000

00000000

00000000
04050007
1C1D1E1F
80000000

F6OE74E1



IV is

IV II S 1is
00000000
08090A0B
20212223

temp is

B6FBBA41

BCC

IV is

IV Il S is
00000000

08090A0B
20212223

temp is
2D64B3D8
66616F2E

Key is
2D64B3D8

X is

00000000
OCODOEOF
24252627

F69E74E1

00000000
OCODOEQF
24252627

692984AD
9F91B(C31

692984AD

00000001

00000034
10111213
20212223

72DAEE1D

00000002

00000034
10111213
20212223

B6FBBA41
CoADE98F

BoFBBA41

66616F2E

00000000

00000028
14151617
24252627

75EEFF1E

00000000

00000028
14151617
24252627

FEOE74E1
EB96A83C

F69E74E1

9F91B(C31

00000000

00000001
00010203
18191A1B
28292A2B

2D64B3D8
66616F2E

00000000

00000002
00010203
18191A1B
28292A2B

72DAEE1D
A6F71BF5

72DAEE1D

CoADE98F

00000000

00000000
04050007
1C1D1E1F
80000000

692984AD
9F91B(31

00000000

00000000
04050607
1C1D1E1F
80000000

75EEFF1E
BCE6944D

75EEFF1E

EB96A83C



BlockEncrypt

Key is
2D64B3D8 692984AD B6FBBA41

X is
66616F2E

X = BlockEncrypt(Key, X) is

45EBC7A3
temp is

45EBC7A3
BlockEncrypt
Key is

2D64B3D8 692984AD B6FBBA41

X is
45EBC7A3

X = BlockEncrypt(Key, X) is
7150F160

temp 1is

A58CBFCC A756DDCB 7150F160

BlockEncrypt

Key is

F6OE74E1

9F91B(C31

4CB5BFDB

4CB5BFDB

F69E74E1

4CB5BFDB

187803C2

187803C2

72DAEE1D

CoADE98F

A58CBFCC

A58CBFCC

72DAEE1D

A58CBFCC

0380FB02

45EBC7A3
0380FB02

75EEFF1E

EB96A83C

A756DDCB

A756DDCB

75EEFF1E

A756DDCB

636C8E59

4CB5BFDB
636C8ES59



2D64B3D8 692984AD Bo6FBBA41

X is
7150F160

X = BlockEncrypt(Key, X) 1is
B1A94E9C

temp is
45EBC7A3 4CB5BFDB A58CBFCC
0380FB0O2 636C8E59 B1A94E9C

requested_bits 1is
45EBC7A3
7150F160 187803C2 ©0380FB02

seed_material is
45EBC7A3
7150F160 187803C2 0380FB02

Update
provided_data is

45EBC7A3
7150F160 187803C2 ©0380FB0O2

While loop
Key is
00000000 00000000 00000000

V is
00000000

F69E74E1

187803C2

(C2360559

A756DDCB
(2360559

4CB5BFDB
636C8E59

4CB5BFDB
636C8ES59

4CB5BFDB
636C8ES59

00000000

00000000

72DAEE1D

0380FB0O2

9C002E3A

7150F 160
9COO2E3A

A58CBFCC
B1A94E9C

A58CBFCC
B1A94E9C

A58CBFCC
B1A94E9C

00000000

00000000

75EEFF1E

636C8E59

221F5C21

187803C2
221F5C21

A756DDCB
(2360559

A756DDCB
C2360559

A756DDCB
C2360559

00000000

00000001



output_block is
CD33B28A C773F74B AQOED1F3 12572435

temp is
CD33B28A (C773F74B A@OED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 0000002

output_block is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C O7FOFE41 1C267E43 84BOF600

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 000003

output_block 1is
2A3493E6 6235EE67 DEECCD2F 3B393BD8



temp 1is
CD33B28A (C773F74B AQOED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF60Q 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
88D87529 8BC64890 05826E3F BS5Q1F9FE
E9B7D51C 1F88FD83 1FA68541 E7DC7859 9BI9DDD7A AQQ@3EB3E

Key 1is
88D87529 8BC64890 05826E3F B501F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BI9DDD7A AQO3EB3E

First call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k sk 3k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str is
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

number_of_bits_to_return = 320

S is



68696A6B
80818283

BCC

IV is

IV Il S is
00000000

68696A6B
80818283

temp is

BCC

IV 1is

IV Il S is
00000000
68696A6B
80818283

temp 1is

D56D1A29

6CoD6EGF
84858687

00000000
6CoD6EGF
84858687

00000000
6CoD6EGF
84858687

1FC4A2A2

00000028
70717273
80000000

00000000

00000028
70717273
80000000

E5460ACC

00000001

00000028
70717273
80000000

280D9844

00000028
74757677
00000000

00000000

00000028
74757677
00000000

5126F932

00000000

00000028
74757677
00000000

33D9AQF7

60616263
78797A7B
00000000

00000000

00000000
60616263
78797A7B
00000000

D56D1A29

00000000

00000001
60616263
78797A7B
00000000

E5460ACC
BEQO3DAF

64656667
7C7D7E7F
00000000

00000000

00000000
64656667
7C7D7E7F
00000000

1FC4A2A2

00000000

00000000
64656667
7C7D7E7F
00000000

5126F932
2996B5CF



BCC
IV is
00000002
IV Il S is
00000000 00000000 00000028

68696A6B 6C6DOEGF 70717273
80818283 84858687 80000000

temp is
E5460ACC 5126F932 D56D1A29
BEQO3DAF 2996B5CF 5AD5(453

Key is
E5460ACC 5126F932 D56D1A29

BEQO3DAF

BlockEncrypt
Key is
E5460ACC 5126F932 D56D1A29

X is
BEQO3DAF

X = BlockEncrypt(Key, X) 1is
A2F76A3A

temp is
A2F76A3A

00000000

00000028
74757677
00000000

1FC4A2A2
7046B98F

1FC4A2A2

2996B5CF

1FC4A2A2

2996B5CF

0305FCDE

0305FCDE

00000000

00000002
60616263
78797A7B
00000000

280D9844
C143E7B2

280D9844

5AD5(C453

280D9844

5AD5(C453

2DB7FAZD

2DB7FA2D

00000000

00000000
64656667
7C7D7E7F
00000000

33D9A0F7
FO9A465C4

33D9A0F7

7046B98F

33D9A0F7

7046B98F

ED8DE90C

ED8DE90QC



BlockEncrypt

Key is

E5460ACC 5126F932 D56D1A29

X is

AZ2F76A3A

X = BlockEncrypt(Key, X) is

temp 1is

3E877DE5

2DB7FAZ2D ED8DE9@C 3E877DES

BlockEncrypt

Key is

E5460ACC 5126F932 D56D1A29

X is

3E877DE5

X = BlockEncrypt(Key, X) is

temp 1is

B2AA5CAQ

A2F76A3A ©305FCDE 2DB7FAZD
2F7C3CA4 87B7C3F1 BZ2AA5CAQ

requested_bits 1is

A2F76A3A

1FC4A2A2

0305FCDE

FA752EB7

FA752EB7

1FC4A2A2

FA752EB7

E45067DE

ED8DE90QC
E45067DE

0305FCDE

280D9844

2DB7FAZD

2F7C3CA4

A2F76A3A
2F7C3CA4

280D9844

2F7C3CA4

84D9DZFA

3E877DES
84D9D2FA

2DB7FAZ2D

33D9AQF7

ED8DE9QC

87B7C3F1

0305FCDE
87B7C3F1

33D9AQF7

87B7C3F1

FDA512(C9

FA752EB7
FDA512(C9

ED8DE90QC



3E877DE5 FA752EB7 2F7C3CA4 87B7C3F1 BZAASCA@ E45067DE

Update
provided_data is

AZ2F76A3A 0305FCDE 2DB7FA2D ED8DE9@C
3E877DE5 FA752EB7 2F7C3CA4 87B7C3F1 BZAASCA@ E45067DE

While loop
Key is
88D87529 8B(64890 05826E3F BS5Q1FI9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9B9DDD7A AQO3EB3F

output_block is
1A646BB1 D38BD2AE A3QCF5C5 D812A624

temp is
1A646BB1 D38BD2AE A30QCF5C5 D812A624

While loop
Key is
88D87529 8B(64890 05826E3F B5Q1F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BODDD7A AQO3EB40

output_block is
B5@D3ECA 99ES508B2 5B5448A8 B96COF2E



temp is

A30CF5C5 D812A624 BS5@QD3ECA

While loop
Key is
88D87529 8B(64890 05826E3F

V is
1FA68541

output_block is
FC55C88D

temp is
1A646BB1 D38BD2AE A30QCF5C5
5B5448A8 B96COF2E FC55C88D

temp XOR provided_data is
B893018B
8B8A432F 63902605 7428740C

Key is
B893018B DOSE2E7® SEBBOFES8

V is
7428740C

Update

provided_data is

99E508B2

B5S@1F9FE

E7DC7859

AFA06880

D812A624
AFA06880

DOBEZE70@
3EDBCCDF

359F4F28

3EDBCCDF

1A646BB1
5B5448A8

E9B7D51C

9B9DDD7A

F2C73C08

BS@OD3ECA
F2C73C08

8EBBOFE8
4EFF942D

8B8A432F

4EFF942D

D38BDZAE
B96COF2E

1F88FD83

A0O3EB41

1E8FA294

99E508B2
1E8FA294

359F4F28
4BFOOF5E

63902605

4BFOOF5E



A2F76A3A ©@305FCDE 2DB7FA2D ED8DE90QC
3E877DE5 FA752EB7 2F7C3CA4 87B7C3F1 BZAASCAQ E45067DE

While loop
Key is
B893018B DOS8E2E70@ S8EBBOFE8 359F4F28 8B8A432F 63902605

V is
7428740C 3EDBCCDF 4EFF942D 4BFOOF61

output_block is
E346B483 9677B724 7BEQAAB3 B1B969CA

temp is
E346B483 9677B724 7BEOAAB3 B1B969CA

While loop
Key is
B893018B DOSE2E7@ 8EBBOFE8 359F4F28 8B8A432F 63902605

V is
7428740C 3EDBCCDF 4EFF942D 4BFQOF62

output_block 1is
B13C2105 AE36F9F1 27ECBD37 E72AB845

temp is
E346B483 9677B724
7BEQAAB3 B1B969CA B13(C2105 AE36FOF1 27ECBD37 E72AB845



While loop

Key is
B893018B DOSE2E7@ S8EBBOFE8 359F4F28 8B8A432F 63902605

V is
7428740C 3EDBCCDF 4EFF942D 4BFQOOF63

output_block is
30C645C9 (C33C3CA7 (C827ACBO 825A11CF

temp 1is
E346B483 9677B724 7BEQAAB3 B1B969CA B13C2105 AE36F9F1
27ECBD37 E72AB845 30C645C9 (C33C3CA7 (827ACBO 825A11CF

temp XOR provided_data is
41B1DEB9 95724BFA 5657509E 5(C3480C6
8FBB5CEQ 5443D746 08908193 609D7BB4 826C1969 276C5B79

Key 1is
41B1DEB9 95724BFA 5657509E 5C3480C6 8FBBSCEQ 5443D746

V is
08908193 609D7BB4 826C1969 276(C5B79

rnd_val 1is
6157D6C6 22896303
FESE748C 18F2CEZ2E DF5C8A30 B8BBC26F D44C683D 7B150A97

Second call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 5k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k %k %k %k 3k 3%k 3k %k %k %k 3k 3%k %k %k k kK k k

CTR_DRBG_Generate



requested_number_of_bits = 256

additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is
AQA1AZA3
BOB1B2B3 B4B5B6oB7 B8BO9BABB
number_of_bits_to_return = 320
S 1is
00000028

A8A9AAAB ACADAEAF BOB1BZB3
CoC1C2C3 (C4C5C6C7 80000000

BCC
IV is
00000000
IV Il S is
00000000 00000000 00000028

A8A9AAAB ACADAEAF BOB1BZB3
CoC1C2C3 (C4C5C6C7 80000000

temp is
ODEF5001

A4ASAGA7
BCBDBEBF

00000028
B4B5B6B7
00000000

00000000

00000028
B4B5B6B7
00000000

1B1229C8

A8A9AAAB
coC1czC3

AOA1AZA3
B8BOBABB
00000000

00000000

00000000
AQA1AZA3
B8BOBABB
00000000

3DD88OBE

ACADAEAF
C4C5CeC7

A4ASAGA7
BCBDBEBF
00000000

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

E398BDD38



BCC

IV is

IV Il S is
00000000
A8A9AAAB
coc1czc3

temp is

3DD88@BE

BCC

IV 1is

IV II S is
00000000

A8A9AAAB
coc1czc3

temp 1is
ODEF5001
6CCEDC9B

Key is
ODEF5001

X is

00000000
ACADAEAF
C4C5CeC7

E398BDD8

00000000
ACADAEAF
C4C5CoC7

1B1229C8
90C1461E

1B1229C8

00000001

00000028
BOB1BZB3
80000000

61E3855F

00000002

00000028
BOB1BZB3
80000000

3DD880OBE
92B6D6BA

3DD88OBE

6CCEDC9B

00000000

00000028
B4B5B6B7
00000000

743(9876

00000000

00000028
B4B5B6B7
00000000

E398BDD8
30B91657

E398BDD8

90C1461E

00000000

00000001
AQA1AZA3
B8BOBABB
00000000

ODEF5001
6CCEDCOB

00000000

00000002
AQA1AZA3
B8BOBABB
00000000

61E3855F
85E11146

61E3855F

92B6D6BA

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

1B1229C8
90C1461E

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

743C9876
2B2050F1

743C9876

30B91657



BlockEncrypt
Key is
ODEF5001 1B1229C8 3DD88@BE E398BDD8 61E3855F 743(9876

X is
6CCEDC9B 90C1461E 92BoD6BA 30B91657

X = BlockEncrypt(Key, X) is
1F2069F0 COOF3158 44CF0216 2913FC35

temp 1is
1F2069F0 COOF3158 44CF@216 2913F(C35

BlockEncrypt
Key is
ODEF5001 1B1229C8 3DD88@BE E398BDD8 61E3855F 743(9876

X is
1F2069F0 COQF3158 44CFQ216 2913FC35

X = BlockEncrypt(Key, X) 1is
F485BODC 9EFDAQ69 E47E7C8D 674FECEl

temp is
1F2069F0 COOF3158
44CF@216 2913FC35 F485B9DC 9EFDAQG9 E47E7C8D 674FECE1

BlockEncrypt



Key is
@ODEF5001 1B1229C8 3DD88@BE

X is
F485B9DC

X = BlockEncrypt(Key, X) 1is
3AB17BE9

temp is
1F2069F0Q COOF3158 44(F0216
E47E7C8D 674FECE1 3AB17BE9

requested_bits 1is
1F2069F0
F485B9DC 9EFDAQ69 E47E7C8D

Update
provided_data is

1F2069F0
F485B9DC 9EFDA@6G9 E47E7C8D

While loop
Key is
41B1DEB9 95724BFA 5657509E

V is
08908193

output_block is
D982D&85

E398BDD8

9EFDAQ69

025A1ACE

2913FC35
025A1ACE

CO0F3158
674FECE1

CO0F3158
674FECE1

5C3480C6

609D7BB4

7401F676

61E3855F

E47E7C8D

F7E2A934

F485B9DC
F7E2A934

44CF0O216
3AB17BE9

44CF0O216
3AB17BE9

8FBB5CEQ

826C1969

F76F9E47

743C9876

674FECE1

A3DDFD@B

9EFDAQG9
A3DDFD@B

2913FC35
025A1ACE

2913FC35
025A1ACE

5443D746

276C5B7A

923C805D



temp is
D982D885 7401F676 F76FOE47 923C805D

While loop

Key is
41B1DEB9 95724BFA 5657509E 5C3480C6 8FBBSCEQ 5443D746

V is
08908193 609D7BB4 826C1969 276(C5B7B

output_block 1is
100F2574 62B6A6D6 ODEFE841 138AASF7

temp is
D982D885 7401F676
F76F9E47 923C805D 100F2574 62BoAcDo ODEFE841 138AASF7

While loop

Key is
41B1DEB9 95724BFA 5657509E 5C3480C6 8FBBSCEQ 5443D746

V is
08908193 609D7BB4 826C1969 276(C5B7C

output_block 1is
DSD8AEGE 3D66D253 B4(1824D F6736A5C

temp is
D982D885 7401F676 F76F9E47 923C805D 100F2574 62B6AGDG
ODEFE841 138AA5F7 D5D8AEGE 3D66D253 B4(1824D F6736A5C



temp XOR provided_data is
C6A2B175 B4QEC72E B3AQ9C51 BB2F7(C68
E48A9CA8 FC4BOG6BF E99194CC 74(C54916 EF69D587 3F3CC89D

Key 1is
C6A2B175 B4QEC72E B3A@9(C51 BBZ2F7(C68 E48A9CA8 FC4BO6GBF

V is
£99194CC 74(C54916 EF69D587 3F3CC89D

Update
provided_data is

1F2069F0 COOF3158 44CF0216 2913FC35
F485B9DC 9EFDAQ69 E47E7C8D 674FECE1 3AB17BE9 025A1ACE

While loop

Key is
C6A2B175 B4QEC72E B3A@9(C51 BBZ2F7(C68 E48A9CA8 FC4BO6GBF

V is
£99194CC 74(C54916 EF69D587 3F3CC8AQ

output_block 1is
6426D45A 9387DOFD EA65286E 3B751CEF

temp is
6426D45A 9387DOFD EAG5286E 3B751CEF



While loop
Key is
C6A2B175 B4QEC72E B3AQ9C51

V is
E99194CC

output_block is
5CA13272
temp is

EA65286E 3B751CEF 5CA13272

While loop

Key is
C6AZ2B175 B4QEC72E B3A@9C51

V is
E99194CC

output_block is
AE880B7B

temp is
6426D45A 9387DOFD EAG5286E
0C24DBA3 36344980 AE880B7B

temp XOR provided_data is
7BO6GBDAA
A8248BAE F6839841 E85AA7Z2E

Key is

BB2F7C68

74C54916

687E3828

687E3828

BB2F7C68

74C54916

64CD81C1

3B751CEF
64CD81C1

5388E1A5
517BA561

E48A9CA8

EF69D587

0C24DBA3

6426D45A
0C24DBA3

E48A9CA8

EF69D587

1920D6B3

5CA13272
1920D6B3

AEAA2A78
94397092

FC4BO6BF

3F3CC8A1

36344980

9387DOFD
36344980

FC4BO6BF

3F3CC8A2

8112D7DE

687E3828
8112D7DE

1266EQDA
66979BOF



7BO6BDAA 5388E1A5 AEAAZA78 1266EQDA A8248BAE F6839841

V is
E8S5AA72E 517BA561 94397092 66979B0OF

rnd_val 1is
1F6DBD50@ 693817A1
9EF22622 3AB727E1 67158848 35CAQCS5B 3B46D570 B4DD975A

HHHR AR R R R R R R
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CI9DIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DoD7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
40414243 44454647 48494A4B 4C4DAEAF
50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667

AdditionalInput = <empty>

B L



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00010203 04050607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CID1E1F 20212223 24252627

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 444540647 48494A4B 4C4DAE4F
50515253 54555657 58595A5B 5CS5D5ESF 60616263 64656667

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B QCODOEQF 10111213
14151617 18191A1B 1CI1D1E1F 20212223 24252627 20212223
24252627 28292A2B 40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CSD5ESF 60616263 64656667

number_of_bits_to_return = 320

S is
0000005C 00000028 00010203 04050607
08090A0B QCODOEQOF 10111213 14151617 18191A1B 1C1D1E1F
20212223 24252627 20212223 24252627 28292A2B 40414243
44454647 48494A4B 4C4D4E4F 50515253 54555657 58595A5B
5C5D5ESF 60616263 64656667 80000000 00000000 00000000



IV is

IV II S 1is

00000000
08090A0B
20212223
44454647
5C5D5ESF

00000000
OCODOEOF
24252627
48494A48
60616263

00000000

0000005C
10111213
20212223
4C4D4E4F
64656667

00000000

00000028
14151617
24252627
50515253
80000000

00000000

00000000
00010203
18191A1B
28292A2B
54555657
00000000

00000000

00000000
04050007
1C1D1E1F
40414243
58595A58B
00000000

temp is

883662C0 53AC837C 186A91D7 0OC5398FA

BCC

IV is

00000001 00000000 00000000 000000

IV II S 1is

00000000
08090A0B
20212223
44454647
5C5D5ESF

temp is

186A91D7

00000000
OCODOEOF
24252627
48494A48
60616263

@C5398FA

0000005C
10111213
20212223
4C4D4E4F
64656667

9028263E

00000028
14151617
24252627
50515253
80000000

F8303EE6

00000001
00010203
18191A1B
28292A2B
54555657
00000000

8836620
F7658E84

00000000
04050007
1C1D1E1F
40414243
58595A58B
00000000

53AC837C
1E8EDDB4

BCC

IV 1is

00000002 00000000 00000000 00000000



IV II S 1is
00000000 00000000
08090A0B OCODOEQF
20212223 24252627

44454647 48494A4B
5CSDSESF 60616263

temp is
883662C0 53AC837C
F7658E84 1E8EDDB4

Key is
883662C0 53AC837C

X is

BlockEncrypt

Key is
883662C0 53AC837C

X is

0000005C
10111213
20212223
4C4D4AE4F
64656667

186A91D7
BA630844

186A91D7

F7658E84

186A91D7

F7658E84

X = BlockEncrypt(Key, X) 1is

temp is

AC49318E

AC49318E

00000028
14151617
24252627
50515253
80000000

0C5398FA
25877431

@C5398FA

1ESEDDB4

@C5398FA

1ESEDDB4

FOFA3331

FOFA3331

00000002
00010203
18191A1B
28292A2B
54555657
00000000

9028263E
5143AC1F

9028263E

BA630844

9028263E

BA630844

F54CFB30

F54CFB30

00000000
04050007
1C1D1ELF
40414243
58595A58B
00000000

F8303EE6
156049EB

F8303EE6

25877431

F8303EE6

25877431

6C9B7B15

6C9B7B15



BlockEncrypt

Key is
883662C0 53AC837C 186A91D7 @QCS5398FA 9028263E F8303EE6

X is
AC49318E FQFA3331 F54CFB30@ 6C9B7B15

X = BlockEncrypt(Key, X) is
9334B962 5E62F257 2431DA7D QASF7534

temp 1is
AC49318E FOFA3331
F54CFB30 6C9B7B15 9334B962 5E62F257 2431DA7D OA5F7534

BlockEncrypt

Key is
883662C0 53AC837C 186A91D7 @QCS5398FA 9028263E F8303EE6

X is
9334B962 5E62F257 2431DA7D QASF7534

X = BlockEncrypt(Key, X) is
B22EQE89 FFOFF392 A7CECDBE SA4E766F

temp 1is
AC49318E FOFA3331 F54CFB30 6C9B7B15 9334B962 SE62F257
2431DA7D OA5F7534 B22EQE89 FFOFF392 A7CECDBE 5A4E766F

requested_bits 1is
AC49318E FOFA3331 F54CFB30 6C9B7B15
9334B962 5E62F257 2431DA7D @QASF7534 B22EQE89 FFQFF392



seed_material 1is
AC49318E FOFA3331 F54CFB3@ 6C9B7B15
9334B962 5E62F257 2431DA7D QAS5F7534 B22EQE89 FFOFF392

Update
provided_data is

AC49318E FOFA3331 F54CFB30 6C9B7B15
9334B962 5E62F257 2431DA7D @AS5F7534 B22EQE89 FFOFF392

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A (C773F74B AQQED1F3 12572435

temp 1is
CD33B28A (C773F74B AQOED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 000002



output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C O7FOFE41 1C267E43 84B0OF600

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block 1is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp is
CD33B28A (C773F74B A@OED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCDZ2F 3B393BD8

temp XOR provided_data is
617A8304 3789C47A 55422AC3 7ECC5F20
OBD39D1E 59920(C16 3817A43E 8EEF8334 981A9D6F 9D3A1DF5

Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©BD39D1E 59920C16

V is
3817A43E 8EEF8334 981A9DoF 9D3A1DF5

First call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000V
00000000 00000000 00000000 00000000 00000000 0000000

While loop
Key is
617A8304 3789C47A 55422AC3 7ECCS5F20 ©BD39D1E 59920(C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF8

output_block 1is
6COBA382 122A6E1E BEB51820 656D3D45

temp is
6COBA382 122A6E1E BEB51820 656D3D45

While loop

Key 1is
617A8304 3789C47A 55422AC3 7ECC5F20 ©OBD39D1E 59920C1l6



V is
3817A43E

output_block is
BOB4DA3A

temp is

BEB51820 656D3D45 BOB4DA3A

While loop

Key is
617A8304 3789C47A 55422AC3

V is
3817A43E

output_block is
2CE4F489

temp is
6COBA382 122A6E1E BEB51820
1A823DC4 DOAO3B6C 2CE4F489

temp XOR provided_data is
6COBA382
BOB4DA3A EDAF317E 1A823DC4

Key is
6COBA382 122A6E1E BEB51820

V is
1A823DC4

8EEF8334

EDAF317E

EDAF317E

7ECC5F20

8EEF8334

BB227382

656D3D45
BB227382

122A6E1E
DOAG3B6C

656D3D45

DOAG3B6C

981A9D6F

1A823DC4

6COBA382
1A823DC4

©OBD39D1E

981A9D6F

A4FBC53E

BOB4DA3A
A4FBCS53E

BEB51820
2CE4F489

BOB4DA3A

2CE4F489

9D3A1DF9

DOAG3B6C

122A6E1E
DOAG3B6C

59920(C16

9D3A1DFA

ACD12025

EDAF317E
ACD12025

656D3D45
BB227382

EDAF317E

BB227382



rnd_val 1is
E231244B 3235B085
(8160442 4357E852 ©1E3828B 5C455686 79A5555F 867AAC8C

Second call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk 3k sk %k ok 3k sk sk %k ok ok sk sk sk ki k sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000VAV0
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
6COBA382 122A6E1E BEB51820 656D3D45 BOB4DA3A EDAF317E

V is
1A823DC4 DOA@G3B6C 2CE4F489 BB227385

output_block 1is
BCOCO7EA E35CBFBF 88E428FC F551504C

temp is
BCOCO7EA E35CBFBF 88E428FC F551504C



While loop
Key is
6COBA382 122A6E1E BEB51820

V is
1A823DC4

output_block is
9C(C98126

temp is

88E428FC F551504C 9C(C98126

While loop

Key is
6COBA382 122A6E1E BEB51820

V is
1A823DC4

output_block is
46937CEF

temp is
BCOCO7EA E35CBFBF 88E428FC
FB830F34 233D1F68 46937CEF

temp XOR provided_data is
BCOCA7EA
9C(C98126 B9758E67 FB830F34

656D3D45

DOAG3B6C

B9758E67

B9758E67

656D3D45

DOAG3B6C

28E4A716

F551504C
28E4A716

E35CBFBF
233D1F68

BOB4DA3A

2CE4F489

FB830F34

BCOCO7EA
FB830F34

BOB4DA3A

2CE4F489

11760A28

9C(98126
11760A28

88E428FC
46937CEF

EDAF317E

BB227386

233D1F68

E35CBFBF
233D1F68

EDAF317E

BB227387

05C7ABA8

B9758E67
05C7ABA8

F551504C
28E4A716



Key is
BCOCO7EA E35CBFBF 88E428FC F551504C 9C(C98126 B9758E67

V is
FB830F34 233D1F68 46937CEF 28E4A716

rnd_val 1is
DDDOF7BC CADADAA3
1A676522 59CE569A 271DD85C F66C3D6A 7E9FAED6 1F38DZ219

HHHR B R R R R
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "NOT ENABLED"
EntropyInput =
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DoD7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
40414243 44454647 48494A4B 4C4DAEA4F
50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667



Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Additionallnput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7

B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k >k 3k 3%k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k %k k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input 1is
00010203 04050607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1DI1E1F 20212223 24252627

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 44454647 48494A4B 4CADAE4F
50515253 54555657 58595A5B 5CSD5ESF 60616263 64656667

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B QCODOEQF 10111213
14151617 18191A1B 1C1D1EL1F 20212223 24252627 20212223
24252627 28292A2B 40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CSDSESF 60616263 64656667

number_of_bits_to_return = 320

S is



08090A0B
20212223
44454647
5C5D5ESF

BCC

IV is

IV Il S is

00000000
08090A0B
20212223
44454647
5C5D5ESF

temp 1is

BCC

IV is

IV Il S is

00000000
08090A0B
20212223
44454647
5C5D5ESF

temp 1is

OCODOEOF
24252627
48494A48
60616263

00000000
OCODOEQF
24252627
48494A4B
60616263

00000000
OCODOEQF
24252627
48494A4B
60616263

0000005C
10111213
20212223
4C4D4E4F
64656667

00000000

0000005C
10111213
20212223
4C4D4E4AF
64656667

883662(C0

00000001

0000005C
10111213
20212223
4C4D4E4AF
64656667

00000028
14151617
24252627
50515253
80000000

00000000

00000028
14151617
24252627
50515253
80000000

53AC837C

00000000

00000028
14151617
24252627
50515253
80000000

00010203
18191A1B
28292A2B
54555657
00000000

00000000

00000000
00010203
18191A1B
28292A2B
54555657
00000000

186A91D7

00000000

00000001
00010203
18191A1B
28292A2B
54555657
00000000

04050007
1C1D1E1F
40414243
58595A58B
00000000

00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000

@C5398FA

00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000



186A91D7 @C5398FA

BCC

IV is

IV Il S is

00000000 00000000
08090A0B OCODOEOF
20212223 24252627
44454647 48494A4B
5C5D5ESF 60616263

temp 1is
883662C0 53AC837C
F7658E84 1ES8EDDB4

Key is
883662C0 53AC837C

BlockEncrypt

Key is
883662C0 53AC837C

X is

9028263E

00000002

0000005C
10111213
20212223
4C4D4E4AF
64656667

186A91D7
BA630844

186A91D7

F7658E84

186A91D7

F7658E84

F8303EE6

00000000

00000028
14151617
24252627
50515253
80000000

OC5398FA
25877431

0C5398FA

1ESEDDB4

0OC5398FA

1ESEDDB4

883662(C0
F7658E84

00000000

00000002
00010203
18191A1B
28292A2B
54555657
00000000

9028263E
5143AC1F

9028263E

BA630844

9028263E

BA630844

53AC837C
1E8EDDB4

00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000

F8303EE6
156049EB

F8303EE6

25877431

F8303EE6

25877431



X = BlockEncrypt(Key, X) 1is
AC49318E FOFA3331 F54CFB30@ 6C9B7B15

temp 1is
AC49318E FOFA3331 F54CFB30 6C9B7B15

BlockEncrypt
Key is
883662C0 53AC837C 186A91D7 @C5398FA 9028263E F8303EE6

X is
AC49318E FQFA3331 F54CFB30@ 6C9B7B15

X = BlockEncrypt(Key, X) 1is
9334B962 5E62F257 2431DA7D QA5F7534

temp is
AC49318E FOFA3331
F54CFB30 6C9B7B15 9334B962 S5E62F257 2431DA7D @QAS5F7534

BlockEncrypt
Key is
883662C0 53AC837C 186A91D7 @C5398FA 9028263E F8303EE6

X is
9334B962 5E62F257 2431DA7D QAS5F7534

X = BlockEncrypt(Key, X) 1is
B22EQE89 FFOFF392 A7CECDBE 5A4E766F



temp is
AC49318E F@OFA3331
2431DA7D QASF7534

requested_bits 1is

9334B962 5E62F257

seed_material is

9334B962 5E62F257

Update
provided_data is

9334B962 5E62F257

While loop

Key is

00000000 00000000

V is

output_block is

temp is

F54CFB30
B22EQE89

AC49318E
2431DA7D

AC49318E
2431DA7D

AC49318E
2431DA7D

00000000

00000000

CD33B28A

CD33B28A

6C9B7B15
FFOFF392

FOFA3331
OASF7534

FOFA3331
OASF7534

FOFA3331
OA5F7534

00000000

00000000

C773F74B

C773F74B

9334B962
A7CECDBE

F54CFB30
B22EQE&9

F54CFB30
B22EQEZ9

F54CFB30
B22EQEZ9

00000000

00000000

AQQED1F3

AQOED1F3

S5E62F257
S5A4E766F

6C9B7B15
FFOFF392

6C9B7B15
FFOFF392

6C9B7B15
FFOFF392

00000000

00000001

12572435

12572435



While loop
Key is
00000000 00000000 00000000

V is
00000000

output_block is
98E7247C

temp 1is

AQOEDL1F3 12572435 98E7247C

While loop

Key is
00000000 00000000 00000000

V is
00000000

output_block is
2A3493E6

temp 1is
CD33B28A (C773F74B AQOED1F3
1C267E43 84BOF600 2A3493E6

temp XOR provided_data is
617A8304
@BD39D1E 59920C1l6 3817A43E

00000000

00000000

O7FOFE41

07FOFE41

00000000

00000000

6235EE67

12572435
6235EE67

3789C47A
8EEF8334

00000000

00000000

1C267E43

CD33B28A
1C267E43

00000000

00000000

DEECCD2F

98E7247C
DEECCDZF

55422AC3
981A9D6F

00000000

00000002

84B0OF600

C773F74B
84BOF600

00000000

00000003

3B393BD8

07FOFE41
3B393BD8

7ECC5F20
9D3A1DF5



Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©OBD39D1E 59920(C1l6

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF5

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k %k sk %k kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is
00616263 6465060667 68690A6B 6CODOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687
number_of_bits_to_return = 320
S 1is
00000028 00000028 60616263 64650667

68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F
80818283 84858687 80000000 00VV0VV0 V0VVVVD V00000

BCC

IV is



IV Il S is
00000000

68696A6B
80818283

temp is

BCC

IV is

IV II S 1is
00000000
68696A6B
80818283

temp is

D56D1A29

BCC

IV is

IV Il S is

00000000
68696A6B

00000000
6CoDOEGF
84858687

00000000
6CoD6EGF
84858687

1FC4A2A2

00000000
6CoDOEGF

00000000

00000028
70717273
80000000

E5460ACC

00000001

00000028
70717273
80000000

280D9844

00000002

00000028
70717273

00000000

00000028
74757677
00000000

5126F932

00000000

00000028
74757677
00000000

33D9A0QF7

00000000

00000028
74757677

00000000

00000000
60616263
78797A7B
00000000

D56D1A29

00000000

00000001
60616263
78797A7B
00000000

E5460ACC
BEQO3DAF

00000000

00000002
60616263
78797A7B

00000000

00000000
64656667
7C7D7E7F
00000000

1FC4A2A2

00000000

00000000
64656667
7C7D7E7F
00000000

5126F932
2996B5CF

00000000

00000000
64656667
7C7D7E7F



80818283 84858687 80000000

temp 1is
E5460ACC 5126F932 D56D1A29
BEQO3DAF 2996B5CF 5AD5(C453

Key is
E5460ACC 5126F932 D56D1A29

BEQO3DAF

BlockEncrypt

Key is
E5460ACC 5126F932 D56D1A29

X is
BEQO3DAF

X = BlockEncrypt(Key, X) 1is

AZ2F76A3A
temp is

A2F76A3A
BlockEncrypt
Key is

E5460ACC 5126F932 D56D1A29

00000000

1FC4A2A2
7046B98F

1FC4A2A2

2996B5CF

1FC4A2A2

2996B5CF

0305FCDE

0305FCDE

1FC4A2A2

00000000

280D9844
C143E7B2

280D9844

5AD5(C453

280D9844

5AD5(C453

2DB7FA2D

2DB7FAZD

280D9844

00000000

33D9AQF7
F9A465C4

33D9A0F7

7046B98F

33D9A0F7

7046B98F

ED8DE9QC

ED8DE90C

33D9AQF7



X is
A2F76A3A @305FCDE 2DB7FA2D ED8DE9QC

X = BlockEncrypt(Key, X) 1is
3E877DES FA7S52EB7 2F7C3CA4 87B7C3F1

temp is
A2F76A3A ©@305FCDE
2DB7FA2D ED8DE9QC 3E877DES5 FA752EB7 2F7C3CA4 87B7C3F1

BlockEncrypt

Key is
E5460ACC 5126F932 D56D1A29 1FC4A2A2 280D9844 33D9AQF7

X is
3E877DES5 FA752EB7 2F7C3CA4 87B7C3F1

X = BlockEncrypt(Key, X) 1is
B2AA5CAQ E45067DE 84D9D2FA FDA512C9

temp is
A2F76A3A ©@305FCDE 2DB7FA2D ED8DE9@OC 3E877DES5 FA752EB7
2F7C3CA4 87B7C3F1 B2AASCAQ E45067DE 84D9D2FA FDA512C9

requested_bits 1is
A2F76A3A Q305FCDE 2DB7FAZ2D ED8DE9QC
3E877DE5 FA752EB7 2F7C3CA4 87B7C3F1 B2AA5CAQ E45067DE

Update

provided_data is
A2F76A3A ©305FCDE 2DB7FA2D ED8DE9@C
3E877DE5 FA752EB7 2F7C3CA4 87B7C3F1 B2AASCAQ E45067DE



While loop
Key is
617A8304 3789C47A 55422AC3 7ECCS5F20 ©BD39D1E 59920(C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF6

output_block is
E231244B 3235B085 (8160442 4357E852

temp 1is
E231244B 3235B085 (8160442 4357E852

While loop
Key is
617A8304 3789C47A 55422AC3 7ECC5F20 0BD39D1E 59920C16

V is
3817A43E 8EEF8334 981A9DoF 9D3A1DF7

output_block is
01E3828B 5C455686 79A5555F 867AAC8C

temp is
E231244B 3235B085
(8160442 4357E852 Q1E3828B 5C455686 79A5555F 867AAC8C

While loop



Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©BD39D1E 59920C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF8

output_block 1is
6COBA382 122A6E1E BEB51820 656D3D45

temp is
E231244B 3235B085 (8160442 4357E852 ©Q1E3828B 5(455686
79A5555F 867AAC8C 6COBA382 122A6E1E BEB51820 656D3D45

temp XOR provided_data is
40C64E71 31304C5B ESA1FEGF AEDAQ1SE
3F64FFoE A6307831 56D969FB @1CD6F7D DEAL1FF22 F67AQ9C0O

Key is
40C64E71 31304C5B ESA1FEGF AEDAQ1SE 3F64FF6E A6307831

V is
56D969FB ©@1CD6F7D DEA1FF22 F67A09C0O

Update
provided_data is

A2F76A3A ©@305FCDE 2DB7FA2D ED8DE90QC
3E877DE5 FA752EB7 2F7C3CA4 87B7C3F1 BZAASCAQ E45067DE

While loop

Key is
40C64E71 31304C5B ESA1FEGF AEDAQ1SE 3F64FFOE A6307831



V is

output_block 1is

temp is

While loop

Key is
40C64E71 31304C5B

V is

output_block is

temp 1is

©ODBO95ED7 3201DBE2

While loop

Key is
40C64E71 31304C5B

V is

56D969FB

DEBD9695

DEBD9695

ESA1FEGF

56D969FB

EFBE2871

EFBE2871

ESA1FEGF

56D969FB

01CD6F7D

37A6430F

37A6430F

AEDAQ15E

01CD6F7D

482A39AB

482A39AB

AEDAQ15E

01CD6F7D

DEA1FF22

@ODB95ED7

@ODBI5ED7

3F64FF6E

DEA1FF22

25F35788

DEBD9695
25F35788

3F64FF6E

DEA1FF22

F67A09C3

3201DBE2

3201DBEZ

A6307831

F67A09C4

FOA81DA9

37A6430F
FOA81DA9

A6307831

F67A09C5



output_block is
C720524A D46F4281 57BEFC8B 39800846

temp is
DEBD9695 37A6430F @ODBOSED7 3201DBE2 EFBE2871 482A39AB
25F35788 FOA81DA9 (720524A D46F4281 S57BEFC8B 39800846

temp XOR provided_data is
7C4AFCAF 34A3BFD1 20QEA4FA DF8C32EE
D1395594 B25F171C QA8F6B2C 7E1FDES8 758AQEEA 303F255F

Key is
7CAAFCAF 34A3BFD1 20QQEA4FA DF8C32EE D1395594 B25F171C

V is
OA8Fo6B2C 7E1FDES58 758AQEEA 303F255F

rnd_val 1is
242DOB6B 9598779C
S5CF5A50QE DFD61C2C 95D383BC 493AC202 845FAC96 D276C092

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k >k 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7

additional_input <> NULL, process appropriately



Block_Cipher_df

input_str 1is
AQA1AZA3
BOB1B2B3 B4B5B6B7 BS8BOBABB

number_of_bits_to_return = 320
S is
00000028

A8A9AAAB ACADAEAF BOB1BZB3
CoC1C2C3 C4C5C6C7 80000000

BCC
IV is
00000000
IV II S is
00000000 0000000 00000028

A8A9AAAB ACADAEAF BOB1BZB3
CoC1C2C3 C4C5C6C7 80000000

temp 1is
ODEF5001
BCC
IV is
00000001
IV Il S is

00000000 00000000 00000028
A8A9AAAB ACADAEAF BOB1BZB3

A4ASAGA7
BCBDBEBF

00000028
B4B5B6B7
00000000

00000000

00000028
B4B5B6B7
00000000

1B1229C8

00000000

00000028
B4B5B6B7

A8A9AAAB
coC1C2C3

AQA1AZA3
B8BI9BABB
00000000

00000000

00000000
AQA1AZA3
B8BOBABB
00000000

3DD88OBE

00000000

00000001
AOA1AZA3
B8BOBABB

ACADAEAF
C4C5C6C7

A4ASAGA7
BCBDBEBF
00000000

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

E398BDD8

00000000

00000000
A4ASAGA7
BCBDBEBF



CoC1C2C3 C4C5C0oC7 80000000

temp 1is

3DD88OBE E398BDD8 61E3855F

BCC
IV is
00000002
IV Il S is
00000000 00000000 00000028

A8A9AAAB ACADAEAF BOB1BZB3
CoC1C2C3 C4C5C6C7 80000000

temp is
ODEF5001 1B1229C8 3DD88@BE
6CCEDC9B 90(C1461E 92B6DGBA

Key is
ODEF5001 1B1229C8 3DD88OBE

X is
6CCEDC9B

BlockEncrypt

Key is
ODEF5001 1B1229C8 3DD88OBE

00000000

743C9876

00000000

00000028
B4B5B6B7
00000000

E398BDD8
30B91657

E398BDD8

90C1461E

E398BDD8

00000000

ODEF5001
6CCEDC9OB

00000000

00000002
AGA1AZA3
B8BOBABB
00000000

61E3855F
85E11146

61E3855F

92B6D6BA

61E3855F

00000000

1B1229C8
90C1461E

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

743C9876
2B2050F1

7439876

30B91657

7439876



X is
6CCEDC9B 90C1461E 92B6D6BA 30B91657

X = BlockEncrypt(Key, X) 1is
1F2069F0 COOF3158 44CF@216 2913F(C35

temp is
1F2069F0 COOF3158 44CF0216 2913F(C35

BlockEncrypt
Key is
ODEF5001 1B1229C8 3DD88@BE E398BDD8 61E3855F 743(9876

X is
1F2069F0 COOF3158 44CF0Q216 2913FC35

X = BlockEncrypt(Key, X) 1is
F485B9DC 9EFDAQGY E47E7C8D 674FECE1

temp is
1F2069F0 COOF3158
44CF0216 2913FC35 F485B9DC 9EFDAQG69 E47E7C8D 674FECE1

BlockEncrypt

Key is
ODEF5001 1B1229C8 3DD88@BE E398BDD8 61E3855F 743(C9876

X is
F485B9DC 9EFDAQGY E47E7C8D 674FECE1

X = BlockEncrypt(Key, X) is



3AB17BE9 025A1ACE F7E2A934 A3DDFD@B

temp 1is
1F2069F0 COOF3158 44CF0216 2913FC35 F485B9DC 9EFDAQ6G9
E47E7C8D 674FECE1 3AB17BE9 @25A1ACE F7E2A934 A3DDFDOB

requested_bits 1is
1F2069F0 CQOF3158 44(CF0216 2913FC35
F485B9DC 9EFDAQGY E47E7C8D 674FECE1 3AB17BE9 025A1ACE

Update
provided_data is

1F2069F0 COOF3158 44CF0216 2913FC35
F485B9DC 9EFDAQGO E47E7C8D 674FECE1 3AB17BE9 025A1ACE

While loop

Key is
7CAAFCAF 34A3BFD1 200EA4FA DF8C32EE D1395594 B25F171C

V is
QA8F6B2C 7E1FDES8 758AQEEA 303F2560

output_block is
8494(CE15 4602C729 EC414D3A 6A177D89

temp is
8494(CE15 4602C729 EC414D3A 6A177D89

While loop



Key is
7CAAFCAF 34A3BFD1 2QQEA4FA

V is
QA8F6B2C

output_block is
0CDD1884

temp 1is

EC414D3A 6A177D89 ©CDD1884

While loop

Key is
7CAAFCAF 34A3BFD1 2QQEA4FA

V is
QA8F6B2C

output_block is
8DFBC57C

temp 1is
8494CE15 4602C729 EC414D3A
6DOAEO53 FF341BEB 8DFBC57C

temp XOR provided_data is
9BB4A7ES
F858A158 04C1471C 89749CDE

Key is
9BB4A7E5 860DF671 A88E4F2C

DF8C32EE

7E1FDES8

9A3CE775

9A3CE775

DF8C32EE

7E1FDES8

8F8C72CA

6A177D89
8F8C72CA

860DF671
987BF70A

430481BC

D1395594

758AQEEA

6DOAEQS53

8494CE15
6DOAEQ53

D1395594

758AQEEA

81E88545

0CDD1884
81E88545

A88E4F2C
B74ABE95

F858A158

B25F171C

303F2561

FF341BEB

4602C729
FF341BEB

B25F171C

303F2562

88EQEEG4

9A3CE775
88EQEEG4

430481BC
8DD66804

04C1471C



V is
89749CDE 987BF70A B74ABE95 8DD66804

Update
provided_data is

1F2069F0 COOF3158 44CF0216 2913F(C35
F485B9DC 9EFDAQGY E47E7C8D 674FECE1 3AB17BE9 ©25A1ACE

While loop
Key is
9BB4A7E5 860DF671 A88E4F2C 430481BC F858A158 04(1471C

V is
89749CDE 987BF70A B74ABE95 8DD66807

output_block is
DOSFC7BA 4F2BOE54 FOC3387A 1D51F568

temp 1is
DOSFC7BA 4F2BQOES54 FOC3387A 1D51F568

While loop
Key is
9BB4A7ES 860DF671 A88E4F2C 430481BC F858A158 04(1471C

V is
89749CDE 987BF70A B74ABE9S5 8DD66808



output_block 1is
CB8871EC 046141F1 135D52C7 27DBB&F3

temp is
DOSFC7BA 4F2BOES4
FOQC3387A 1D51F568 CB8871EC ©46141F1 135D52C7 27DBB8F3

While loop

Key is
9BB4A7E5 860DF671 A88E4F2C 430481BC F858A158 ©04C1471C

V is
89749CDE 987BF70A B74ABE95 8DD66809

output_block is
6344C16B 719DEC7B 32A06AFQ 44E269C7

temp is
DOSFC7BA 4F2BOES4 FOC3387A 1D51F568 CB8871EC 046141F1
135D52C7 27DBB8F3 6344C16B 719DEC7B 32A06AF0Q 44E269C7

temp XOR provided_data is
CF7FAE4A 8F243FQC B40C3A6C 3442095D
3FODC830 9A9CE198 F7232E4A 40945412 59F5BA82 73C7F6B5

Key is
CF7FAE4A 8F243FQC B4@C3A6C 3442095D 3FODC83@ 9A9CE198

V is
F7232E4A 40945412 59F5BA82 73C7F6B5

rnd_val 1is
D2892FQ4 52967041
4FQ98DA2 06684CB1E 9400F3A6 EDS8BFC8 383A300B DAF284AD



B L B A Lt B et i
CTR_DRBG
Requested Security Strength = 192
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1AZ2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 C4C5C6C7 CBCI9CACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF E@QE1E2E3 E4ESEGE7

Nonce =
20212223 24252627 28292A2B

PersonalizationString = <empty>

AdditionalInput = <empty>
B B B Lt B et i
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk kR sk sk k
CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

nonce 1is
20212223 24252627 28292A2B



personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df
input_str 1is
04050007 08090A0B QCODOEQF
1C1D1EL1F 20212223 24252627
number_of_bits_to_return = 320
S 1is
00000034

08090A0B QCODOEOF 10111213
20212223 24252627 20212223

BCC
IV is
00000000
IV Il S is
00000000 00000000 00000034

08090A0B QOCODOEOF 10111213
20212223 24252627 20212223

temp is
2D64B3D8

10111213
20212223

00000028
14151617
24252627

00000000

00000028
14151617
24252627

692984AD

14151617
24252627

00010203
18191A1B
28292AZB

00000000

00000000
00010203
18191A1B
28292A2B

Bo6FBBA41

00010203
18191A1B
28292A2B

04050007
1C1D1ELF
80000000

00000000

00000000
04050007
1C1D1E1F
80000000

F6OE74E1



IV is

IV II S 1is
00000000
08090A0B
20212223

temp is

Bo6FBBA41

BCC

IV is

IV Il S 1is
00000000

08090A0B
20212223

temp is
2D64B3D8
66616F2E

Key is
2D64B3D8

X is

00000000
OCODOEQF
24252627

F69E74E1

00000000
OCODOEQOF
24252627

692984AD
9F91B(31

692984AD

00000001

00000034
10111213
20212223

72DAEE1D

00000002

00000034
10111213
20212223

Bo6FBBA41
CoADE98F

Bo6FBBA41

66616F2E

00000000

00000028
14151617
24252627

75EEFF1E

00000000

00000028
14151617
24252627

FEOE74E1
EB96A83C

F69E74E1

9F91B(C31

00000000

00000001
00010203
18191A1B
28292AZB

2D64B3D8
66616F2E

00000000

00000002
00010203
18191A1B
28292A2B

72DAEE1D
A6F71BF5

72DAEE1D

CoADE98F

00000000

00000000
04050007
1C1D1E1F
80000000

692984AD
9F91B(31

00000000

00000000
04050607
1C1D1E1F
80000000

75EEFF1E
BCE6944D

75EEFF1E

EB96A83C



BlockEncrypt

Key is
2D64B3D8 692984AD B6FBBA41

X is
66616F2E

X = BlockEncrypt(Key, X) is

45EBC7A3
temp is

45EBC7A3
BlockEncrypt
Key is

2D64B3D8 692984AD B6FBBA41

X is
45EBC7A3

X = BlockEncrypt(Key, X) is
7150F160

temp 1is

A58CBFCC A756DDCB 7150F160

BlockEncrypt

Key is

F6OE74E1

9F91B(C31

4CB5BFDB

4CB5BFDB

F69E74E1

4CB5BFDB

187803C2

187803C2

72DAEE1D

CoADE98F

A58CBFCC

A58CBFCC

72DAEE1D

A58CBFCC

0380FB0O2

45EBC7A3
0380FB02

75EEFF1E

EB96A83C

A756DDCB

A756DDCB

75EEFF1E

A756DDCB

636C8E59

4CB5BFDB
636C8E59



2D64B3D8 692984AD Bo6FBBA41

X is
7150F160

X = BlockEncrypt(Key, X) 1is
B1A94E9C

temp is
45EBC7A3 4CB5BFDB A58CBFCC
0380FB0O2 636C8E59 B1A94E9C

requested_bits 1is
45EBC7A3
7150F160 187803C2 ©0380FB0O2

seed_material 1is
45EBC7A3
7150F160 187803C2 0380FB02

Update
provided_data is

45EBC7A3
7150F160 187803C2 0380FB0O2

While loop
Key is
00000000 00000000 00000000

V is
00000000

F69E74E1

187803C2

(C2360559

A756DDCB
(2360559

4CB5BFDB
636C8E59

4CB5BFDB
636C8ES59

4CB5BFDB
636C8ES59

00000000

00000000

72DAEE1D

0380FB0O2

9C002E3A

7150F 160
9COO2E3A

A58CBFCC
B1A94E9C

A58CBFCC
B1A94E9C

A58CBFCC
B1A94E9C

00000000

00000000

75EEFF1E

636C8E59

221F5C21

187803C2
221F5C21

A756DDCB
(2360559

A756DDCB
C2360559

A756DDCB
C2360559

00000000

00000001



output_block is
CD33B28A C773F74B AQQOED1F3 12572435

temp is
CD33B28A (C773F74B A@QED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C O7FOFE41 1C267E43 84BOF600

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block 1is
2A3493E6 6235EE67 DEECCD2F 3B393BD8



temp 1is
CD33B28A (C773F74B AQOED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF60Q 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
88D87529 8BC64890 05826E3F BS5Q1F9FE
E9B7D51C 1F88FD83 1FA68541 E7DC7859 9BI9DDD7A AQQ@3EB3E

Key 1is
88D87529 8BC64890 05826E3F B501F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BODDD7A AQO3EB3E

First call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k sk 3k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 3k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k

CTR_DRBG_Reseed
entropy_input is

80818283 84858687 88898A8B 8C8DBESF
90919293 94959697 98999A9B 9CIDOEOF AQA1AZA3 A4ASAGA7

additional_input is <empty>

Block_Cipher_df



input_str 1is

80818283

90919293 94959697 98999A9B

number_of_bits_to_return = 320

S 1is

88898A8B
AGA1AZA3

BCC

IV is

IV Il S is
00000000

88898A8B
AGA1AZA3

temp is

BCC

IV is

IV II S 1is

00000000
88898A8B
AGA1AZA3

8C8DBE8F
A4ASAGA7

00000000
8C8DBE8F
A4ASAGA7

00000000
8C8DBE8F
A4ASAGA7

00000028
90919293
80000000

00000000

00000028
90919293
80000000

D4DC3DD9

00000001

00000028
90919293
80000000

84858687
9C9D9E9F

00000028
94959697
00000000

00000000

00000028
94959697
00000000

64EBOCA9

00000000

00000028
94959697
00000000

88898A8B
AOA1AZA3

80818283
98999A98B
00000000

00000000

00000000
80818283
98999A98B
00000000

AFB81ED4

00000000

00000001
80818283
98999A98B
00000000

8C8DBES8F
A4ASAGA7

84858687
9C9D9E9F
00000000

00000000

00000000
84858687
9C9D9EIF
00000000

D728EACD

00000000

00000000
84858687
9C9D9ESF
00000000



temp is

AFB81ED4 D728EACD D598A470

BCC
IV is
00000002
IV II S is
00000000 00000000 00000028

88898A8B 8C8DBESF 90919293
AQA1AZA3 A4ASA6A7 80000000

temp is
D4DC3DD9 64EBQCA9 AFB81ED4
313FQ704 00084980 E8128432

Key is
DADC3DD9 64EBOCA9 AFB81ED4

313F0704

BlockEncrypt
Key is
D4DC3DD9 64EBOCA9 AFB81ED4

X is
313FQ704

CD@85CAD

00000000

00000028
94959697
00000000

D728EACD
2968C4EB

D728EACD

00084980

D728EACD

00084980

D4DC3DD9
313F0704

00000000

00000002
80818283
98999A9B
00000000

D598A470
2EA63668

D598A470

E8128432

D598A470

E8128432

64EBOCA9
00084980

00000000

00000000
84858687
9C9D9EIF
00000000

CD@85CAD
13E2E7E3

CD@85CAD

2968C4EB

CD@85CAD

2968C4EB



X = BlockEncrypt(Key, X) is
ECE25874 ©66228E78 ©6BASFS5AA E1E7407B

temp 1is
ECE25874 ©66228E78 ©6B4SF5AA E1E7407B

BlockEncrypt
Key is
D4DC3DD9 64EBOCA9 AFB81ED4 D728EACD D598A470 CD@8S5CAD

X is
ECE25874 66228E78 06B45F5AA E1E7407B

X = BlockEncrypt(Key, X) 1is
C500EB8B 6D8EAD20 9217569B C@O32FAF6

temp is
ECE25874 66228E78
6B45F5AA E1E7407B (C500QEB8B 6DS8EAD20 9217569B CO32FAF6

BlockEncrypt
Key is
D4DC3DD9 64EBOCA9 AFB81ED4 D728EACD D598A470 CD@85CAD

X is
C500EB8B 6D8EAD20 9217569B CQ32FAF6

X = BlockEncrypt(Key, X) is
8DCC82DB 4927187D 79D87935 7@CCFCBC



temp is
ECE25874 066228E78
9217569B CO32FAF6

requested_bits 1is

C500EB8B 6D8EAD20

Update
provided_data is

C500EB8B 6D8EAD20

While loop

Key is
88D87529 8B(64890

V is

output_block is

temp 1is

While loop

Key is
88D87529 8B(C64890

6B45F5AA
8DCC82DB

ECE25874
9217569B

ECE25874
9217569B

05826E3F

1FA68541

1A646BB1

1A646BB1

05826E3F

E1E7407B
4927187D

66228E78
CO32FAF6

66228E78
CO32FAF6

B5SQ1F9FE

E7DC7859

D38BDZAE

D38BDZAE

B5S@1F9FE

C500EB8B
79D87935

6B45F5AA
8DCC82DB

6B45F5AA
8DCC82DB

E9B7D51C

9B9DDD7A

A30CF5C5

A30CF5C5

E9B7D51C

6D8EAD20
70CCFCBC

E1E7407B
4927187D

E1E7407B
4927187D

1F88FD83

AQO3EB3F

D812A624

D812A624

1F88FD83



V is
1FA68541

output_block 1is
BS@D3ECA
temp is

A30CF5C5 D812A624 BS5@QD3ECA

While loop

Key is
88D87529 8BC64890 05826E3F

V is
1FA68541

output_block 1is
FC55C88D

temp is
1A646BB1 D38BD2AE A30QCF5C5
5B5448A8 B96COF2E FC55C88D

temp XOR provided_data is
F68633C5
700DD541 F46BA592 (9431E33

Key is
F68633C5 B5A95CD6 (C849006F

V is

E7DC7859

99E508B2

99E508B2

B501F9FE

E7DC7859

AFA06880

D812A624
AFAQ6880

B5A95CD6
795EF5D8

39F5E6G5F

9B9DDD7A

5B5448A8

1A646BB1
5B5448A8

E9B7D51C

9B9DDD7A

F2C73C08

B5@D3ECA
F2C73C08

C849006F
71994A56

700DD541

AQ0O3EB40

B96COF2E

D38BD2AE
B96COF2E

1F88FD83

A0O3EB41

1E8FA294

99E508B2
1E8FA294

39F5E65F
E68770FD

F46BA592



C9431E33 795EF5D8 71994A56 E68770FD

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k kkkkk

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000
00000000 00000000 00000000 00000000 000VVVV0 00000000

While loop
Key is
F68633C5 B5A95CD6 (C849006F 39F5E65F 700DD541 F46BAS592

V is
C9431E33 795EF5D8 71994A56 E6877100

output_block is
C122A362 565F8A65 E4F497AF GEBEB1F1

temp 1is
C122A362 565F8A65 E4F497AF GEBEB1F1

While loop

Key is
F68633C5 B5A95CD6 (849006F 39FSE65F 700DD541 F46BA592



V is
C9431E33

output_block 1is
001B843D
temp is

E4F497AF 6EBEB1F1 ©001B843D

While loop

Key is
F68633C5 B5A95CD6 (C849006F

V is
C9431E33

output_block is
@D3723AF

temp is
C122A362 565F8AG5 E4F497AF
8FQOBEAE ASFFSECD @D3723AF

temp XOR provided_data is
C122A362
001B843D 50205A56 8FQ9BEAE

Key is
C122A362 565F8A65 E4F497AF

V is

795EF5D8

50205A56

50205A56

39F5E65F

795EF5D8

116550F7

6EBEB1F1
116550F7

565F8A65
ASFF5ECD

6EBEB1F1

71994A56

8F@9BEAE

C122A362
8F@9BEAE

700DD541

71994A56

BOD762A6

001B843D
BOD762A6

E4F497AF
0OD3723AF

001B843D

E6877101

ASFF5ECD

565F8A65
ASFF5ECD

F46BA592

E6877102

354F8AC7

50205A56
354F8AC7

6EBEB1F1
116550F7

50205A56



8F@9BEAE ASFF5ECD @D3723AF 116550F7

rnd_val 1is
D1C68E36 9ESAESCF
B6564317 13DC972E 54B87DA6 3206D0OD49 D1C11653 70049FDB

Second call to Generate
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k 3k >k sk 3k %k sk 3k sk sk >k 3k 3k %k sk 3k sk sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k sk sk >k 3k 3k %k sk 3k >k sk >k %k %k k k

CTR_DRBG_Reseed

entropy_input 1is
CQC1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

additional_input is <empty>

Block_Cipher_df

input_str 1is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

number_of_bits_to_return = 320
S 1is

00000028 00000028 COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF



EQE1EZE3

BCC

IV 1is

IV II S is
00000000

C8CI9CACB
EQE1EZE3

temp 1is

BCC

IV is

IV Il S is
00000000
C8CI9CACB
EQE1EZE3

temp is

960FDB96

E4ESEGE7

00000000
CCCDCECF
E4ESEGE7

00000000
CCCDCECF
E4ESEGE7

D22C96D3

80000000

00000000

00000028
D@D1D2D3
80000000

98316F8D

00000001

00000028
DOD1D2D3
80000000

CO5EQ8EF

00000000

00000000

00000028
D4D5D6D?7
00000000

CO9A27EA

00000000

00000028
D4D5D6D7
00000000

DAB3EQ81

00000000

00000000

00000000
coC1C2C3
D8DIDADB
00000000

960FDB9%6

00000000

00000001
cac1c2C3
D8D9DADB
00000000

98316F8D
BDA51061

00000000

00000000

00000000
C4C5C6C7
DCDDDEDF
00000000

D22C96D3

00000000

00000000
C4C5CeC7
DCDDDEDF
00000000

CO9A27EA
F9619651



IV is

IV Il S is
00000000 00000000

C8C9CACB CCCDCECF
EQE1EZ2E3 E4ESEGE7

temp is
98316F8D CO9A27EA
BDA51061 F9619651

Key is
98316F8D CQ9A27EA

BlockEncrypt

Key is
98316F8D CQ9A27EA

X is

00000002

00000028
D@D1D2D3
80000000

960FDB9%6
191D1E83

960FDB9%6

BDA51061

960FDB9%6

BDA51061

X = BlockEncrypt(Key, X) is

temp 1is

60C2CB2F

60C2CB2F

00000000

00000028
D4D5D6D7
00000000

D22C96D3
BO9ES2F5

D22C96D3

F9619651

D22C96D3

F9619651

DB52737D

DB52737D

00000000

00000002
coc1czc3
D8D9DADB
00000000

CO5EQ8EF
1D6A9C00

CO5EQ8EF

191D1E83

CO5EQ8EF

191D1E83

19692CF5

19692CF5

00000000

00000000
C4C5C6C7
DCDDDEDF
00000000

DAB3E081
B4889F28

DAB3E0Q81

BO9ES2F5

DAB3E0Q81

BO9ES2F5

E74AC177

E74AC177



BlockEncrypt

Key is
98316F8D CQ9A27EA 960FDB96 D22C96D3 C95EQ8EF DAB3E081

X is
60C2CB2F DB52737D 19692CF5 E74AC177

X = BlockEncrypt(Key, X) is
F94540C2 F7FCE903 859505EA BF87DB61

temp is
60C2CB2F DB52737D
19692CF5 E74AC177 F94540C2 F7FCE903 859505EA BF87DB61

BlockEncrypt

Key is
98316F8D C@9A27EA 960FDB96 D22C96D3 C95EQ8EF DAB3E081

X is
F94540C2 F7FCE903 859505EA BF87DB61

X = BlockEncrypt(Key, X) is
9FA75BC1 @74138FE 9811C2BC F2A688DF

temp is
60C2CB2F DB52737D 19692CF5 E74AC177 F94540C2 F7FCE903
859505EA BF87DB61 9FA75BC1 074138FE 9811(C2BC F2A688DF

requested_bits 1is
60C2CB2F DB52737D 19692CF5 E74AC177
F94540C2 F7FCE903 859505EA BF87DBol 9FA75BC1l 074138FE



Update

provided_data is

60C2CB2F
F94540C2 F7FCE903 859505EA

While loop

Key is
C122A362 565F8A65 E4F497AF

Vis

8FQ9BEAE
output_block is

FOD4CFFA
temp is

FOD4CFFA
While loop
Key is

C122A362 565F8A65 E4F497AF

V is
8FQ9BEAE

output_block 1is
392BBCB4

DB52737D
BF87DB61

6EBEB1F1

ASFF5ECD

99A2A750

99A2A750

6EBEB1F1

ASFF5ECD

09BB6C04

19692CF5
9FA75B(C1

001B843D

OD3723AF

F2EDADYE

F2EDAD7E

001B843D

OD3723AF

74E28DA4

E74AC177
074138FE

50205A56

116550F8

802EEFCE

802EEFCE

50205A56

116550F9

473F2CAF



temp 1is
FOD4ACFFA 99A2A750
F2EDAD7E 8Q2EEFCE 392BBCB4 Q9BB6CQ4 74E28DA4 473F2CAF

While loop
Key is
C122A362 565F8A65 E4F497AF GEBEB1F1 001B843D 50205A56

V is
8FQ9BEAE ASFF5ECD @D3723AF 116550FA

output_block is
D2175CBF 4AA9238E B659F6F3 467B046A

temp 1is
FOD4ACFFA 99A2A750 F2EDAD7E 8@2EEFCE 392BBCB4 09BB6(CQ4
74E28DA4 473F2CAF D2175CBF 4AA9238E B659F6F3 467B0O46A

temp XOR provided_data is
991604D5 42FQD42D EB84818B 67642EB9
COGEFC76 FE478507 F177884E F8B8F7CE 4DB0OQ77E 4DE81B70Q

Key is
991604D5 42F0D42D EB84818B 67642EB9 COG6EFC76 FE478507

V is
F177884E F8B8F7CE 4DBO@O77E 4DE81B70

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3% 3k 3k %k %k 3k 3%k 3k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k *k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is <empty>



Update

provided_data is

00000000
00000000 00000000 00000000

While loop

Key is
991604D5 42F@D42D EB84818B

Vis

F177884E
output_block is

621A3370
temp is

621A3370
While loop
Key is

991604D5 42F0D42D EB84818B

V is
F177884E

output_block 1is
FA2EC31E

00000000
00000000

67642EB9

F8B8F7CE

C857E028

C857E028

67642EB9

F8B8F7CE

DC76F7FF

00000000
00000000

CO6EFC70

4DB00O77E

253B3(C45

253B3C45

CO6EFC76

4DB00O77E

6BA1806A

00000000
00000000

FE478507

4DE81B73

D1E67351

D1E67351

FE478507

4DE81B74

F804F591



temp 1is
621A3370 C857E028
253B3C45 D1E67351 FA2EC31E DC76F7FF 6BA1806A F804F591

While loop

Key is
991604D5 42F@D42D EB84818B 67642EB9 CQGEFC76 FE478507

V is
F177884E F8B8F7CE 4DBOQ77E 4DE81B75

output_block is
AFC28095 D1B1505A 119E138B 76A9400A

temp 1is
621A3370 C857EQ28 253B3C45 D1E67351 FA2EC31E DC76F7FF
6BA1806A F804F591 AFC28@95 D1B1505A 119E138B 76A9400A

temp XOR provided_data is
621A3370 C857EQ28 253B3(C45 D1E67351
FA2EC31E DC76F7FF 6BA1806A F804F591 AF(C28095 D1B1505A

Key is
621A3370 (C857EQ28 253B3(45 D1E67351 FAZ2EC31E DC76F7FF

V is
6BA1806A F804F591 AFC28095 D1B1505A

rnd_val 1is
015A2637 1F46583E
A33ED757 Q9DQEES5 5C62ECQ4 433648A7 C62FD43D 2764D52F

R AR AR AR AR AR AR AR AR AR A A



CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 040500607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

Nonce =
20212223 24252627 28292AZB

PersonalizationString = <empty>

Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

AdditionalInput2 =
AQA1AZA3 A4ASAGA7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF (C@C1C2C3 (C4C5C6C7

R R R R R R

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k >k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k 5k kkk

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627



nonce 1is

personal_str is <empty>

20212223 24252627 28292AZB

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df
input_str 1is
04050007 08090A0B QCODOEQF
1C1D1E1F 20212223 24252627
number_of_bits_to_return = 320
S is
00000034

08090A0B OCODOEQOF 10111213
20212223 24252627 20212223

BCC
IV is
00000000
IV II S is
00000000 00000000 P0VVO34

08090A0B OCODOEQOF 10111213
20212223 24252627 20212223

temp 1is
2D64B3D8

10111213
20212223

00000028
14151617
24252627

00000000

00000028
14151617
24252627

692984AD

14151617
24252627

00010203
18191A1B
28292A2B

00000000

00000000
00010203
18191A1B
28292A2B

B6FBBA41

00010203
18191A1B
28292A2B

04050607
1C1D1ELF
80000000

00000000

00000000
04050607
1C1D1E1F
80000000

F6OE74E1



BCC

IV 1is

IV Il S is
00000000
08090A0B
20212223

temp 1is

Bo6FBBA41

BCC

IV is

IV II S 1is

00000000
08090A0B
20212223

temp is
2D64B3D8
66616F2E

Key is
2D64B3D8

00000000
0CODOEOF
24252627

F6OE74E1

00000000
OCODOEQF
24252627

692984AD
9F91B(C31

692984AD

00000001

00000034
10111213
20212223

72DAEE1D

00000002

00000034
10111213
20212223

B6FBBA41
CoADE98F

Bo6FBBA41

00000000

00000028
14151617
24252627

75EEFF1E

00000000

00000028
14151617
24252627

F69E74E1
EB96A83C

F69E74E1

00000000

00000001
00010203
18191A1B
28292A2B

2D64B3D8
66616F2E

00000000

00000002
00010203
18191A1B
28292A2B

72DAEE1D
A6F71BF5

72DAEE1D

00000000

00000000
04050607
1C1D1E1F
80000000

692984AD
9F91B(C31

00000000

00000000
04050007
1C1D1ELF
80000000

75EEFF1E
BCE6944D

75EEFF1E



X is
66616F2E 9F91B(C31 C6ADE98F EB96A83C

BlockEncrypt
Key is
2D64B3D8 692984AD Bo6FBBA41 F69E74E1 72DAEE1D 75EEFF1E

X is
66616F2E 9F91B(C31 C6ADE98F EB96A83C

X = BlockEncrypt(Key, X) 1is
45EBC7A3 4CB5BFDB A58CBFCC A756DDCB

temp is
45EBC7A3 4CB5BFDB A58CBFCC A756DDCB

BlockEncrypt
Key is
2D64B3D8 692984AD B6FBBA41 FGOE74E1l 72DAEE1D 75EEFF1E

X is
45EBC7A3 4CBS5BFDB AS58CBFCC A756DDCB

X = BlockEncrypt(Key, X) is
7150F160 187803C2 0380FB0O2 636C8ES9

temp is
45EBC7A3 4CB5BFDB
A58CBFCC A756DDCB 7150F160 187803C2 0380FB02 636C8E59



BlockEncrypt

Key is
2D64B3D8 692984AD BOFBBA41 FGOE74E1l 72DAEE1D 75EEFF1E

X is
7150F160 187803C2 0380FBQ2 636C8ES59

X = BlockEncrypt(Key, X) is
B1A94E9C (2360559 9C002E3A 221F5C21

temp 1is
45EBC7A3 4CB5BFDB AS8CBFCC A756DDCB 7150F160 187803C2
0380FB02 636C8E59 B1A94E9C (2360559 9CQOQ2E3A 221F5(C21

requested_bits 1is
45EBC7A3 4(CB5BFDB A58CBFCC A756DDCB
7150F160 187803C2 0380FB0O2 636C8E59 B1A94E9C (2360559

seed_material 1is
45EBC7A3 4CB5BFDB A58CBFCC A756DDCB
7150F160 187803C2 0380FB@2 636C8E59 B1A94E9C (2360559

Update
provided_data is

45EBC7A3 4CB5BFDB AS58CBFCC A756DDCB
7150F160 187803C2 0380FBOZ2 636C8E59 B1A94E9C (2360559

While loop

Key is
00000000 00000000 00000000 V00VVV00 V0000000 V0000000



V is

output_block is

temp 1is

While loop

Key is

00000000

CD33B28A

CD33B28A

00000000 00000000 00000000

V is

output_block is

temp is

00000000

98E7247C

AQOED1F3 12572435 98E7247C

While loop

Key is

00000000 00000000 00000000

V is

00000000

00000000

C773F74B

C773F74B

00000000

00000000

07FOFE41

07FOFE41

00000000

00000000

00000000

AQOED1F3

AQOED1F3

00000000

00000000

1C267E43

CD33B28A
1C267E43

00000000

00000000

00000001

12572435

12572435

00000000

00000002

84BOF600

C773F74B
84B0OF600

00000000

00000003



output_block 1is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp is
CD33B28A (C773F74B A@OED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF600 2A3493E6 6235EE67 DEECCDZ2F 3B393BD8

temp XOR provided_data is
88D87529 8B(64890 05826E3F B5Q1F9FE
E9B7D51C 1F88FD83 1FA68541 E7DC7859 9BI9DDD7A AQO3EB3E

Key is
88D87529 8BC64890 05826E3F B5Q1FOFE E9B7D51C 1F88FD&3

V is
1FA68541 E7DC7859 9BODDD7A AQQ3EB3E

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k 3k 3k %k sk 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7



additional_input is

60616263 64656667 68696A6B
70717273 74757677 78797A7B 7C7D7E7F 80818283

Block_Cipher_df
input_str 1is

88898A8B 8C8DSE8F 90919293
AQA1AZA3 A4ASA6A7 60616263
70717273 74757677 78797A7B

number_of_bits_to_return = 320

S is
00000050 00000028 80818283
90919293 94959697 98999A9B
60616263 64656667 68696A6B
78797A7B 7C7D7E7F 80818283

BCC
IV is

00000000
IV Il S is

00000000

00000050 00000028 80818283
90919293 94959697 98999A9B
60616263 64656667 68696A6B
78797A7B 7C7D7E7F 80818283

temp 1is
FA46944A

94959697
64656667
7C7D7E7F

84858687
9C9D9ESF
6CoD6EGF
84858687

00000000

00000000
84858687
9C9D9ESF
6CoD6EGF
84858687

OBDBBSEF

80818283
98999A9B
68696A6B
80818283

88898A8B
AGA1AZA3
70717273
80000000

00000000

00000000
88898A8B
AQA1AZA3
70717273
80000000

AGOEFAFE

6CoD6EGF
84858687

84858687
9C9D9E9F
6C6DOEGF
84858687

8C8D8ESZF
A4ASAGA7
74757677
00000000

00000000

00000000
8C8DBE8F
A4A5AGA7
74757677
00000000

B9574E97



BCC

IV 1is

IV II S is
00000050
90919293

60616263
78797A7B

temp is

AGOEFAFE

BCC

IV 1is

IV II S is

00000050
90919293
60616263
78797A7B

temp is
FA46944A
E8EB2D2C

Key is
FA46944A

00000028
94959697
64656667
7C7D7E7F

B9574E97

00000028
94959697
64656667
7C7D7E7F

OBDBBSEF
ED3E4283

OBDBB5EF

00000001

00000001
80818283
98999A98B
68696A6B
80818283

A1E88EQ7

00000002

00000002
80818283
98999A98B
68696A6B
80818283

AGOEFAFE
8D8520E1

AGOEFAFE

00000000

00000000
84858687
9C9D9ESF
6Co6DOEGF
84858687

AFFCD4EC

00000000

00000000
84858687
9C9D9ESF
6Co6DOEGF
84858687

B9574E97
65EB3BDE

B9574E97

00000000

00000000
88898A8B
AQA1AZA3
70717273
80000000

FA46944A
E8EB2D2C

00000000

00000000
88898A8B
AQA1AZA3
70717273
80000000

A1EB8EQ7
BFAABC51

A1E88EQ7

00000000

00000000
8C8DBES8F
A4ASAGA7
74757677
00000000

OBDBBSEF
ED3E4283

00000000

00000000
8C8DBES8F
A4ASAGA7
74757677
00000000

AFFCD4EC
C44420CE

AFFCD4EC



X is
ESEB2D2C ED3E4283 8D8520E1 65EB3BDE

BlockEncrypt
Key is
FA46944A OBDBBSEF AGOEFAFE B9574E97 A1E88EQ7 AFFCD4EC

X is
ESEB2D2C ED3E4283 8D8520E1 65EB3BDE

X = BlockEncrypt(Key, X) is
D6D201B9 33FQFA92 A953(84C B739185C

temp is
D6D201B9 33FQFA92 A953(84C B739185C

BlockEncrypt

Key is
FA46944A OBDBBSEF AGQEFAFE B9574E97 A1E88EQ7 AFFCD4EC

X is
D6D201B9 33FQFA92 A953C84C B739185C

X = BlockEncrypt(Key, X) is
5F353217 EFC411AD 5CD15D92 B481BEEF

temp 1is
D6D201B9 33FQFA92
A953(C84C B739185C 5F353217 EFC411AD 5CD15D92 B481BEEF



BlockEncrypt

Key is

FA46944A OBDBBSEF AGQEFAFE

X is

5F353217

X = BlockEncrypt(Key, X) 1is

temp is

7BDD58F3

D6D201B9 33FOFA92 A953(84C
5CD15D92 B481BEEF 7BDD58F3

requested_bits 1is

DeDZ201B9

5F353217 EFC411AD 5CD15D92

Update

provided_data is

DeD201B9

5F353217 EFC411AD 5CD15D92

While loop

Key is

88D87529 8B(64890 05826E3F

V is

1FA68541

B9574E97

EFC411AD

8FD4827B

B739185C
8FD4827B

33FOFA92
B481BEEF

33FOFA92
B481BEEF

B501F9FE

E7DC7859

A1E88EQ7

5CD15D92

7A57A0F1

5F353217
7A57A0F1

A953(C84C
7BDD58F3

A953(C84C
7BDD58F3

E9B7D51C

9B9DDD7A

AFFCD4EC

B481BEEF

55ED8DSE

EFC411AD
55ED8D8E

B739185C
8FD4827B

B739185C
8FD4827B

1F88FD83

AQO3EB3F



output_block is
1A046BB1 D38BD2AE A3QCF5C5 D812A624

temp 1is
1A646BB1 D38BD2AE A3QCF5C5 D812A624

While loop
Key is
88D87529 8B(64890 ©05826E3F B501F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BI9DDD7A AQQ3EB40

output_block is
BS5@D3ECA 99E508B2 5B5448A8 B96COF2E

temp is
1A646BB1 D38BDZAE
A30CF5C5 D812A624 BS5@D3ECA 99E508B2 5B5448A8 B96COF2E

While loop
Key is
88D87529 8B(64890 05826E3F B501F9FE E9B7D51C 1F88FD83

V is
1FA68541 E7DC7859 9BODDD7A AQQ3EB41

output_block is
FC55C88D AFAQ6880 F2C73C08 1E8FA294



temp is
1A646BB1 D38BD2AE A3QCF5C5 D812A624 BSOD3ECA 99E508B2
5B5448A8 B96COF2E FC55C88D AFA06880 F2(C73C08 1E8FA294

temp XOR provided_data is
CCB66A08 EQ7B283C QASF3D89 6F2BBE78
EA380CDD 7621191F 0785153A ODEDB1C1 8788907E 2074EAFB

Key is
CCB66AG8 EQ7B283C QASF3D89 6F2BBE78 EA380CDD 7621191F

V is
0785153A QODEDB1C1 87889Q7E 2074EAFB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k >k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k 3k %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000V
00000000 00000000 00000000 00000000 00000000 00000000

While loop
Key is
CCB66AQ8 EQ7B283C QASF3D89 GF2BBE78 EA380CDD 7621191F

V is
0785153A ODEDB1C1 8788907E 2074EAFE



output_block is
30DDECS5F 10795E1A 725319A0 DBF33FES

temp 1is
30DDECS5F 1@795E1A 725319A@ DBF33FES

While loop
Key is
CCB66A08 EQ7B283C QASF3D89 6F2BBE78 EA380CDD 7621191F

V is
0785153A QODEDB1C1 87889Q7E 2074EAFF

output_block is
88COADCB 131B96B1 66AB4857 3E84F77C

temp is
30DDECS5F 10795E1A
725319A0 DBF33FES5 88CQADCB 131B96B1 66AB4857 3E84F77C

While loop
Key is
CCB66A08 EQ7B283C QASF3D89 6F2BBE78 EA380CDD 7621191F

V is
0785153A QDEDB1C1 87889Q7E 2074EBQQ

output_block is
34709B9D ©3C5D50D 6@F4BESA C3A926E8



temp is
30DDECS5F 1@795E1A 725319A0 DBF33FE5 88CQADCB 131B96B1
66AB4857 3E84F77C 34709B9D @3C5D50D 6QF4BESA C3A926ES8

temp XOR provided_data is
30DDECS5F 1@795E1A 725319A@ DBF33FES
88COADCB 131B96B1 66AB4857 3E84F77C 34709B9D ©3C5D5@D

Key is
30DDECS5F 1@795E1A 725319A0 DBF33FE5 88COADCB 131B96B1

V is
66AB4857 3E84F77C 34709B9D @3C5D50D

rnd_val 1is
85C9EBEB 01415602
991037DC B4E75C58 FF1638B6 98519565 25BA9FD2 BAB2F5DC

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k sk sk sk sk sk sk sk ok ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k sk %k 3k 3k 3k 3k 5k %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ko sk sk k

CTR_DRBG_Reseed

entropy_input is
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF



DOD1D2D3 D4D5D6D7 D8DODADB DCDDDEDF E@E1EZE3

additional_input is

AQA1AZA3 A4ASAGA7 ASA9AAAB
BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2(C3

Block_Cipher_df
input_str 1is

C8C9CACB CCCDCECF D@oD1D2D3
EQE1E2E3 E4ESEGE7 AQA1AZA3
BOB1B2B3 B4B5B6B7 BS8BOBABB

number_of_bits_to_return = 320

S 1is
00000050 00000028 COC1C2C3
D@OD1D2D3 D4D5DeD7 D8DODADB
AQA1AZA3 A4ASAGA7 ASAQAAAB
B8BI9BABB BCBDBEBF C@C1C2C3

BCC
IV is

00000000
IV Il S is

00000000

00000050 00000028 COC1C2C3
DOD1D2D3 D4D5D6D7 D8DODADB
AQA1AZA3 A4ASA6A7 ABA9AAAB
B8BO9BABB BCBDBEBF C@C1C2(C3

temp is
E7ABCDDO

D4D5D6D7
A4A5A6A7
BCBDBEBF

C4C5CeC7
DCDDDEDF
ACADAEAF
C4C5CeC7

00000000

00000000
C4C5CeC7
DCDDDEDF
ACADAEAF
C4C5CeC7

A6525584

coc1czc3
D8D9DADB
A8A9AAAB
coc1czc3

C8C9CACB
EQE1E2E3
BOB1BZB3
80000000

00000000

00000000
C8CI9CACB
EQE1EZE3
BOB1BZB3
80000000

7CEC9281

E4ESEGE7

ACADAEAF
C4C5C6eC7

C4C5C6C7
DCDDDEDF
ACADAEAF
C4C5C6C7

CCCDCECF
E4ESEGE7
B4B5B6B7
00000000

00000000

00000000
CCCDCECF
E4ESEGE7
B4B5B6B7
00000000

848F4138



BCC

IV is

IV II S 1is
00000050
D@D1D2D3
AQA1AZA3
B8BOBABB

temp 1is

7CEC9281

BCC

IV is

IV II S 1is

00000050
DOD1D2D3
AQA1AZA3
B8BOBABB

temp 1is
E7ABCDDO
199791EC

00000028
D4D5D6D7
A4A5AGA7
BCBDBEBF

848F4138

00000028
D4D5D6D7
A4A5AGA7
BCBDBEBF

A6525584
6E93B3E6

00000001

00000001
coc1czc3
D8D9DADB
A8A9AAAB
coc1czc3

55A14C04

00000002

00000002
coc1czc3
D8D9DADB
A8A9AAAB
coC1czc3

7CEC9281
62B20794

00000000

00000000
C4C5C6C7
DCDDDEDF
ACADAEAF
C4C5CeC7

0528CE89

00000000

00000000
C4C5C6C7
DCDDDEDF
ACADAEAF
C4C5CeC7

848F4138
F25B3684

00000000

00000000
C8C9CACB
EQE1EZE3
BOB1BZB3
80000000

E7ABCDDO
199791EC

00000000

00000000
C8C9CACB
EQE1EZE3
BOB1BZB3
80000000

55A14C04
1EQEBFZ28

00000000

00000000
CCCDCECF
E4ESEGE7
B4B5B6B7
00000000

A6525584
6E93B3E6

00000000

00000000
CCCDCECF
E4ESEGE7
B4B5B6B7
00000000

0528CE89
4BD7EB51



Key is
E7ABCDD@ A6525584 7CEC9281 848F4138 55A14C04 ©528CE89

X is
199791EC 6E93B3EG 62B20794 F25B3684

BlockEncrypt
Key is
E7ABCDDO A6525584 7CEC9281 848F4138 55A14(04 0528CE89

X is
199791EC 6E93B3EG 62B20794 F25B3684

X = BlockEncrypt(Key, X) is
F1BF2700 S8AQEQ46B 826E3QEF ES8E34AA7

temp 1is
F1BF2700 8AQEQ46B 826E3QEF E8E34AA7

BlockEncrypt
Key is
E7ABCDDO A6525584 7CEC9281 848F4138 55A14(04 0528CE89

X is
F1BF2700 8AQEQ46B 826E3QEF ESE34AA7

X = BlockEncrypt(Key, X) is
BA2F6BC3 8CCDDBF2 31973B03 F26077D0

temp is
F1BF2700 8AQE0Q46B



826E30EF EBE34AA7 BAZF6B(C3

BlockEncrypt

Key is
E7ABCDDQ A6525584 7CEC9281

X is
BA2F6BC3

X = BlockEncrypt(Key, X) is
442C7DA9

temp is
F1BF2700 8AQEQ46B 826E30QEF
31973B03 F26077D0 442C7DA9

requested_bits 1is
F1BF2700
BA2F6BC3 8CCDDBF2 31973B03

Update
provided_data is

F1BF2700
BA2F6BC3 8CCDDBFZ2 31973B03

While loop

Key is
30DDECS5F 1@795E1A 725319A0

8CCDDBF2

848F4138

8CCDDBF2

71F60F2D

ESE34AA7
71F60F2D

8AQE0Q46B
F26077D0

8AQE0Q46B
F26077D0

DBF33FE5

31973B0@3

55A14C04

31973B@3

E8F43156

BAZ2F6BC3
E8F43156

826E30EF
442C7DA9

826E30EF
442C7DA9

88COADCB

F26077D0

0528CE89

F26077D0

CAC4AB30

8CCDDBF2
CAC4AB30

ESE34AA7
71F60F2D

ESE34AA7
71F60F2D

131B96B1



V is
66AB4857 3E84F77C 34709B9D @3C5D5QE

output_block is
COC92B2B 9EA1D51B CB8EGE98 6D802515

temp is
COC92B2B 9EA1D51B (B8EGE98 6D8@2515

While loop
Key is
30DDEC5F 10795E1A 725319A0 DBF33FE5 88CQADCB 131B96B1

V is
66AB4857 3E84F77C 34709B9D @3C5D50F

output_block 1is
CCOE6GB41 8DoOE816 8DCEFBF8 (5416257

temp is
C@C92B2B 9EA1D51B
CB8EGE98 6D802515 CCOE6B41 8Do6QE816 8DCEFBF8 (5416257

While loop

Key is
30DDECSF 1@795E1A 725319A0 DBF33FES 88CQADCB 131B96B1

V is
66AB4857 3E84F77C 34709B9D ©3C5D510

output_block 1is



13DE1FA1 45BC29D4 ED919153 5367F330

temp 1is
COC92B2B 9EA1D51B CB8EGE98 6D802515 CCOEG6B41 8D6QE816
8DCEFBF8 (5416257 13DE1FA1l 45BC29D4 ED919153 5367F330

temp XOR provided_data is
31760C2B 14AFD170Q 49EQ5E77 85636FB2
76210082 @1AD33E4 BC59COFB 37211587 57F26208 344A26F9

Key 1is
31760C2B 14AFD170 49EQSE77 85636FB2 76210082 Q1AD33E4

V is
BC59COFB 37211587 57F26208 344A26F9

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k %k 5k %k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k k kkkk

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000
00000000 00000000 00000000 00000000 000VV0V0 00000000

While loop

Key is
31760C2B 14AFD170@ 49EQSE77 85636FB2 76210082 @1AD33E4



V is
BC59COFB 37211587 57F26208 344A26FC

output_block is
53F2BFC5 E663EA33 20A6EB96 DD4DO7EQ

temp is
53F2BFCS5 E663EA33 20A6EB96 DD4DOYEQ

While loop
Key is
31760C2B 14AFD170 49EQSE77 85636FB2 76210082 ©1AD33E4

V is
BC59COFB 37211587 57F26208 344A26FD

output_block 1is
DSE8B942 BQ93FDE7 6264FFBS5 EEQE948F

temp is
53F2BFC5 EG663EA33
20A6GEB96 DD4DO7EQ® DSE8B942 BO93FDE7 6264FFBS5 EEQE948F

While loop

Key is
31760C2B 14AFD170 49EQSE77 85636FB2 76210082 Q1AD33E4

V is
BC59COFB 37211587 57F26208 344A26FE

output_block 1is



A29DCO7B 6BC4CC60 A32F4C28 EBACAD8D

temp 1is
53F2BFC5 E663EA33 20A6EB96 DD4DO7EQ DS5E8B942 B@93FDE?7
6264FFB5 EEQE948F A29DCQ7B 6BC4CCo@ A32F4C28 ESACADSD

temp XOR provided_data is
53F2BFC5 E663EA33 20A6EB96 DD4DO7EQ
D5E8B942 BQ93FDE7 6264FFB5 EEQE948F A29DCO7B 6BC4CC60

Key 1is
53F2BFC5 E663EA33 20A6EB96 DD4DO7EQ@ DSE8B942 BO93FDE7

V is
6264FFB5 EEQE948F A29DCO7B 6BC4CC60

rnd_val 1is
52D6@B92 95D@30CD
5DFQ74QF 6298F7FB ©OBCE9363 56179511 4A3C3FAF 3782(843

B L L L Lt A et B et i
CTR_DRBG
Requested Security Strength = 192

prediction_resistance_flag = "ENABLED"
EntropyInput =
00010203 04050607 08090A0B OCODOEQF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9C9DIEIF AQA1AZ2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CQC1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF
DOD1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF E@QE1E2E3 E4ESEGE7



Nonce =
20212223 24252627 28292AZB

PersonalizationString =
40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CSDSESF 60616263 64656667

AdditionalInput = <empty>

L B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k 3k 5k %k 3k 3k 3k %k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k %k 3k 3k %k %k k kkkk

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input 1is
00010203 04050607 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1DI1E1F 20212223 24252627

nonce 1is
20212223 24252627 28292A2B

personal_str is
40414243 44454647 48494A4B 4CADAE4F
50515253 54555657 58595A5B 5CS5D5ESF 60616263 64656667

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B QCODOEQF 10111213
14151617 18191A1B 1C1D1EL1F 20212223 24252627 20212223
24252627 28292A2B 40414243 44454647 48494A4B 4CADAEAF
50515253 54555657 58595A5B 5CSD5ESF 60616263 64656667



08090A0B
20212223
44454647
5C5D5ESF

OCODOEQF
24252627
48494A48
60616263

number_of_bits_to_return = 320

0000005C
10111213
20212223
4C4D4AE4F
64656667

00000028
14151617
24252627
50515253
80000000

00010203
18191A1B
28292A2B
54555657
00000000

04050007
1C1D1ELF
40414243
58595A58B
00000000

BCC

IV is

00000000 00000000 00000000 00000000

IV Il S 1is

00000000
08090A0B
20212223
44454647
5C5D5ESF

00000000
OCODOEQOF
24252627
48494A4B
60616263

0000005C
10111213
20212223
4C4D4E4F
64656667

00000028
14151617
24252627
50515253
80000000

00000000
00010203
18191A1B
28292A2B
54555657
00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000

temp 1is

883662C0 53AC837C 186A91D7 OC5398FA

BCC

IV is

00000001 00000000 00000000 00000000

IV Il S is

00000000
08090A0B
20212223
44454647
5C5D5ESF

00000000
OCODOEQOF
24252627
48494A4B
60616263

0000005C
10111213
20212223
4C4D4E4F
64656667

00000028
14151617
24252627
50515253
80000000

00000001
00010203
18191A1B
28292A2B
54555657
00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000



temp is

186A91D7 @C5398FA 9028263E

BCC

IV is
00000002

IV Il S is

00000000 00000000 0000005C
08090A0B OCODOEOF 10111213
20212223 24252627 20212223
44454647 48494A4B 4C4DAE4F
5C5D5ESF 60616263 64656667

temp is
883662C0 53AC837C 186A91D7
F7658E84 1ES8EDDB4 BA630844

Key is
883662C0 53AC837C 186A91D7

X is
F7658E84

BlockEncrypt

Key is
883662C0 53AC837C 186A91D7

F8303EE6

00000000

00000028
14151617
24252627
50515253
80000000

OC5398FA
25877431

0C5398FA

1E8EDDB4

0C5398FA

883662(C0
F7658E84

00000000

00000002
00010203
18191A1B
28292A2B
54555657
00000000

9028263E
5143AC1F

9028263E

BA630844

9028263E

53AC837C
1E8EDDB4

00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000

F8303EE6
156049EB

F8303EE6

25877431

F8303EE6



X is
F7658E84 1EREDDB4 BA630844 25877431

X = BlockEncrypt(Key, X) is
AC49318E FOFA3331 F54CFB30 6C9B7B15

temp 1is
AC49318E FOFA3331 F54CFB30 6C9B7B15

BlockEncrypt
Key is
883662C0 53AC837C 186A91D7 @C5398FA 9028263E F8303EE6

X is
AC49318E FQFA3331 F54CFB30@ 6C9B7B15

X = BlockEncrypt(Key, X) 1is
9334B962 5E62F257 2431DA7D QA5F7534

temp is
AC49318E FOFA3331
F54CFB30 6C9B7B15 9334B962 S5E62F257 2431DA7D @QAS5F7534

BlockEncrypt
Key is
883662C0 53AC837C 186A91D7 @C5398FA 9028263E F8303EE6

X is
9334B962 5E62F257 2431DA7D QAS5F7534



X = BlockEncrypt(Key, X) is

temp is
AC49318E FOFA3331
2431DA7D QASF7534

requested_bits 1is

9334B962 5E62F257

seed_material 1is

9334B962 5E62F257

Update
provided_data is

9334B962 5E62F257

While loop

Key is

00000000 00000000

V is

output_block is

temp is

B22EQE89

F54CFB30
B22EQE89

AC49318E
2431DA7D

AC49318E
2431DA7D

AC49318E
2431DA7D

00000000

00000000

CD33B28A

CD33B28A

FFOFF392

6C9B7B15
FFOFF392

FOFA3331
OASF7534

FOFA3331
OASF7534

FOFA3331
OASF7534

00000000

00000000

C773F74B

C773F74B

A7CECDBE

9334B962
A7CECDBE

F54CFB30
B22EQE&9

F54CFB30
B22EQEZ9

F54CFB30
B22EQEZ9

00000000

00000000

AQOED1F3

AQOED1F3

S5A4E766F

S5E62F257
SA4E766F

6C9B7B15
FFOFF392

6C9B7B15
FFOFF392

6C9B7B15
FFOFF392

00000000

00000001

12572435

12572435



While loop

Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp 1is
CD33B28A (C773F74B
AQQED1F3 12572435 98E7247C Q7FOFE41 1C267E43 84BOF600

While loop

Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp 1is
CD33B28A (C773F74B AQOED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF60Q 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
617A8304 3789C47A 55422AC3 7ECC5F20



©OBD39D1E 59920C16 3817A43E 8EEF8334 981A9D6F 9D3A1DF5

Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©OBD39D1E 59920(C1l6

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF5

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 5k 3k %k sk sk sk sk sk ok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k sk sk 3k Sk 3k sk sk 3k sk sk >k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k >k sk 3k 3k sk >k sk 3k %k sk 3k >k sk >k %k %k *k %k

CTR_DRBG_Reseed
entropy_input 1is

80818283 84858687 88898A8B 8C8DBESF
90919293 94959697 98999A9B 9CI9DIEOF AQA1AZA3 A4ASAGA7

additional_input is <empty>
Block_Cipher_df
input_str 1is

80818283 84858687 88898A8B 8C8DBESF
90919293 94959697 98999A9B 9CODIEOF AQA1AZA3 A4AS5A6A7

number_of_bits_to_return = 320



S is

88898A8B
AGA1AZA3

BCC

IV 1is

IV II S is
00000000

88898A8B
AGA1AZA3

temp 1is

BCC

IV is

IV Il S is
00000000
88898A8B
AGA1AZA3

temp is

AFB81ED4

8C8DBESF
A4ASAGA7

00000000
8C8DBESF
A4ASAGA7

00000000
8C8DBE8F
A4ASAGA7

D728EACD

00000028
90919293
80000000

00000000

00000028
90919293
80000000

D4DC3DD9

00000001

00000028
90919293
80000000

D598A470

00000028
94959697
00000000

00000000

00000028
94959697
00000000

64EBOCA9

00000000

00000028
94959697
00000000

CD@85CAD

80818283
98999A9B
00000000

00000000

00000000
80818283
98999A9B
00000000

AFB81ED4

00000000

00000001
80818283
98999A98B
00000000

D4DC3DD9
313F0704

84858687
9C9D9ESF
00000000

00000000

00000000
84858687
9C9D9EIF
00000000

D728EACD

00000000

00000000
84858687
9C9D9EIF
00000000

64EBOCA9
00084980



BCC
IV is
00000002 00000000 00000000 0000000

IV II S 1is
00000002 00000000
00000000 00000000 00000028 00000028 80818283 84858687
88898A8B 8C8D8ESF 90919293 94959697 98999A9B 9C9DIE9F
AQA1AZA3 A4ASAGA7 80000000 00000000 000D V0V

temp is
DADC3DD9 64EBOCA9 AFB81ED4 D728EACD D598A470 CDO85CAD
313F0704 00084980 E8128432 2968C4EB 2EAG63668 13E2E7VE3

Key is
D4DC3DD9 64EBQCA9 AFB81ED4 D728EACD D598A470 CD@85CAD

313F0704 00084980 E8128432 2968C4EB

BlockEncrypt

Key is
D4DC3DD9 64EBQCA9 AFB81ED4 D728EACD D598A470 CDQ85CAD

X is
313FQ704 00084980 E8128432 2968C4EB

X = BlockEncrypt(Key, X) is
ECE25874 66228E78 6B45F5AA E1E7407B

temp 1is



ECE25874 66228E78 6B45F5AA E1E7407B

BlockEncrypt
Key is
D4DC3DD9 64EBOCA9 AFB81ED4 D728EACD D598A470 (CD@85CAD

X is
ECE25874 066228E78 6B45F5AA E1E7407B

X = BlockEncrypt(Key, X) is
C500EB8B 6D8EAD20 9217569B CO32FAF6

temp is
ECE25874 ©66228E78
6B45F5AA E1E7407B (C500QEB8B 6D8EAD20 9217569B CO32FAF6

BlockEncrypt
Key is
D4DC3DD9 64EBOCA9 AFB81ED4 D728EACD D598A470 (CD@85CAD

X is
C500EB8B ©D8EAD20 9217569B CO32FAF6

X = BlockEncrypt(Key, X) is
8DCC82DB 4927187D 79D87935 7@CCFCBC

temp is
ECE25874 066228E78 ©6B45F5AA E1E7407B CS5QQEB8B 6DSEADZ20
9217569B C@32FAF6 8DCC82DB 4927187D 79D87935 7@CCFCBC

requested_bits 1is



ECE25874 66228E78 6B45F5AA E1E7407B
C500EB8B 6D8EAD20 9217569B C@32FAF6 8DCC82DB 4927187D

Update
provided_data is

ECE25874 66228E78 6B45F5AA E1E7407B
C500EB8B 6D8EAD20 9217569B C@32FAF6 8DCC82DB 4927187D

While loop

Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©BD39D1E 59920C16

V is
3817A43E 8EEF8334 981A9DoF 9D3A1DF6

output_block is
E231244B 3235B085 (8160442 4357E852

temp is
E231244B 3235B085 (8160442 4357E852

While loop

Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©BD39D1E 59920C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF7

output_block 1is



01E3828B 5(C455686 79A5555F 867AAC8C

temp 1is
E231244B 3235B085
(8160442 4357E852 0Q1E3828B 5455686 79A5555F 867AACEC

While loop
Key is
617A8304 3789C47A 55422AC3 7ECCS5F20 ©BD39D1E 59920(C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF8&

output_block is
6COBA382 122AcE1E BEB51820 656D3D45

temp 1is
E231244B 3235B085 (8160442 4357E852 Q1E3828B 5(C455686
79A5555F 867AAC8C 6COBA382 122A6E1E BEB51820 656D3D45

temp XOR provided_data is
QED37C3F 54173EFD A353F1E8 A2B0QA829
C4E36900 31CBFBAG EBB203(C4 4648567A E1C72159 5BOD7663

Key is
QED37C3F 54173EFD A353F1E8 A2BOA829 C4E36900 31CBFBAG

V is
EBB203C4 4648567A E1(C72159 5BOD7663

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3% 3k 3k %k %k 3k 3%k %k %k %k 3k 3% 3k %k %k %k 3k 3% %k %k k *k >k k k

CTR_DRBG_Generate



requested_number_of_bits

256

additional_input is <empty>

Update

provided_data is

00000000
00000000 00000000 00000000

While loop

Key is
QED37C3F 54173EFD A353F1E8

Vis

EBB203C4
output_block is

941(5910
temp is

941(C5910
While loop
Key is

QED37C3F 54173EFD A353F1E8

V is
EBB203C4

output_block 1is

00000000
00000000

A2BOA829

4648567A

4692AC61

4692AC61

A2B0OA829

4648567A

00000000
00000000

C4E36900

E1C72159

74F5BD51

74F5BD51

C4E36900

E1C72159

00000000
00000000

31CBFBAG6

5BOD7666

9BF44FAA

9BF44FAA

31CBFBA6

5BOD7667



37677E3E

temp 1is

74F5BD51 9BF44FAA 37677E3E

While loop
Key is
QED37C3F 54173EFD A353F1E8

V is
EBB203C4

output_block is
8FCDCOE7

temp 1is
941(C5910 4692AC61 74F5BD51
97D13841 1EQE3088 8FCDCOE?7

temp XOR provided_data is
941(5910
37677E3E BA575D06 97D13841

Key is
941(5910 4692AC61 74F5BD51

V is
97D13841

rnd_val 1is

7407D948 ECOB724A 4235D8B2

BA575D06

BA575D06

A2B0OA829

4648567A

22EE559B

9BF44FAA
22EE559B

4692AC61
1EQE3088

9BF44FAA

1EQE3088

OE650813

97D13841

941(C5910
97D13841

C4E36900

E1C72159

7967A230

37677E3E
7967A230

74F5BD51
8FCDCOE7

37677E3E

8FCDCOE7

F780D4A2
92755CA7

1EQE3088

4692AC61
1EQE3088

31CBFBAG6

5B@OD7668

92EF728F

BA575D06
92EF728F

9BF44FAA
22EE559B

BA575D06

22EE559B

C25CF8EE
912AD7C0O



Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k %k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k %k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3%k 3k 5k %k 3k 5k %k 3k 3k %k 3k %k %k 5k %k sk >k kkkk

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 DS8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7

additional_input is <empty>

Block_Cipher_df

input_str 1is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE?7

number_of_bits_to_return = 320
S is
00000028 00000028 COC1C2C3 C4C5C6C7

C8C9CACB CCCDCECF D@oD1D2D3 D4D5DeD7 D8DIDADB DCDDDEDF
EQE1E2E3 E4ESEGE7 80000000 00000000 00000000 00000000



IV is

IV Il S is
00000000

C8C9CACB
EQE1EZE3

temp is

BCC

IV 1is

IV Il S is
00000000
C8C9CACB
EQE1E2E3

temp 1is

960FDB96

BCC

IV is

IV II S 1is

00000000

00000000
CCCDCECF
E4ESEGE7

00000000
CCCDCECF
E4ESEGE7

D22C96D3

00000000

00000000

00000028
D@D1D2D3
80000000

98316F8D

00000001

00000028
D@D1D2D3
80000000

C95EQ8EF

00000002

00000028

00000000

00000028
D4D5D6D7
00000000

CO9A27EA

00000000

00000028
D4D5D6D7
00000000

DAB3EQ81

00000000

00000028

00000000

00000000
coc1czc3
D8D9DADB
00000000

960FDB9%

00000000

00000001
coC1C2C3
DS8DIDADB
00000000

98316F8D
BDA51061

00000000

00000002
coC1C2C3

00000000

00000000
C4C5C6C7
DCDDDEDF
00000000

D22C96D3

00000000

00000000
C4C5C6C7
DCDDDEDF
00000000

CO9A27EA
F9619651

00000000

00000000
C4C5C6C7



C8C9CACB CCCDCECF D@D1DZD3
EQE1E2E3 E4ESEGE7 80000000

temp is
98316F8D C@9A27EA 960FDB96
BDA51061 F9619651 191D1E8&3

Key is
98316F8D CQ9A27EA 960FDB96

BDA51061

BlockEncrypt

Key is
98316F8D CQ9A27EA 960FDB96

X is
BDA51061

X = BlockEncrypt(Key, X) 1is

60C2CB2F
temp is

60C2CB2F
BlockEncrypt
Key is

98316F8D CO9AZ7EA 960FDB96

D4D5D6D7
00000000

D22C96D3
BO9ES2F5

D22C96D3

F9619651

D22C96D3

F9619651

DB52737D

DB52737D

D22C96D3

D8D9DADB
00000000

C95EQ8EF
1D6A9C00

CO5EQ8EF

191D1E83

CO5EQ8EF

191D1E83

19692CF5

19692CF5

C95EQ8EF

DCDDDEDF
00000000

DAB3EQ81
B4889F28

DAB3E081

B@9ES2F5

DAB3E081

B@9ES2F5

E74AC177

E74AC177

DAB3EQ81



X is
060C2CB2F DB52737D 19692CF5 E74AC177

X = BlockEncrypt(Key, X) is
F94540C2 F7FCE903 859505EA BF87DB61

temp 1is
60C2CB2F DB52737D
19692CF5 E74AC177 F94540C2 F7FCE903 859505EA BF87DB61

BlockEncrypt

Key is
98316F8D CQ9A27EA 960FDB96 D22(C96D3 C9SEQS8EF DAB3EQ81

X is
F94540C2 F7FCE903 859505EA BF87DBo61

X = BlockEncrypt(Key, X) is
9FA75BC1 @74138FE 9811C2BC F2A688DF

temp 1is
60C2CB2F DB52737D 19692CF5 E74AC177 F94540C2 F7FCE903
859505EA BF87DB61 9FA75BC1 ©74138FE 9811C2BC F2A688DF

requested_bits 1is
60C2CB2F DB52737D 19692CF5 E74AC177
F94540C2 F7FCE903 859505EA BF87DB61 9FA75BC1 074138FE

Update

provided_data is
60C2CB2F DB52737D 19692CF5 E74AC177



F94540C2 F7FCE903 859505EA BF87DB61 9FA75BC1l 074138FE

While loop
Key is
941(C5910 4692AC61 74F5BD51 9BF44FAA 37677E3E BA575D06

V is
97D13841 1EQE3088 8FCDCOE7 22EE559C

output_block 1is
78F91B65 6FB3D42E C4B48E70Q 4F34BCE9Q

temp is
78F91B65 6FB3D42E C4B48E70 4F34BCE9

While loop
Key is
941(C5910 4692AC61 74F5BD51 9BF44FAA 37677E3E BA575D06

V is
97D13841 1EQE3088 8FCDCOE7 22EES559D

output_block is
10A0A43B DOD2A7AC 70C91188 E109FQCO

temp 1is
78F91B65 6FB3D42E
C4B48E70 4F34BCE9 10A6A43B DOD2A7AC 70C91188 E109FQCO



While loop
Key is
941C5910 4692AC61 74F5BD51 9BF44FAA 37677E3E BA575D06

V is
97D13841 1EQE3088 8FCDCOE7 22EES559E

output_block is
D6093035 63CD146C C94F91E8 D38A18F7

temp is
78F91B65 6FB3D42E C4B48E70 4F34BCE9 10A6A43B DOD2A7AC
70C91188 E109FQOCO D6093035 63CD146C C94F91E8 D38A18F7

temp XOR provided_data is
183BD0O4A B4E1A753 DDDDA285 A87E7DOE
E9E3E4F9 272E4EAF F55C1462 SES8E2BA1 49AEGBF4 648C2C92

Key is
183BDO4A B4E1A753 DDDDA285 A87E7DOE EQE3E4F9 272E4EAF

V is
F55C1462 S5E8EZ2BA1 49AE6BF4 648C2(C92

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3% 3% >k %k %k %k % %k %k %k %k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update

provided_data is
00000000 00000000 00000000 00000000



00000000 00000000 00000000 00000000 00000000 00002000

While loop
Key is
183BD0O4A B4E1A753 DDDDA285 A87E7DOE EQE3E4F9 272E4EAF

V is
F55C1462 SE8EZ2BA1 49AE6BF4 648C2C95

output_block 1is
2FFDODF2 @57D5F9F 704B48CE 890646ED

temp is
2FFDODF2 @57D5F9F 704B48CE 890646ED

While loop
Key is
183BDO4A B4E1A753 DDDDA285 A87E7DOE EQE3E4F9 272E4EAF

V is
F55C1462 SE8EZ2BA1 49AE6BF4 648C2C96

output_block is
BFEAB396 648A7FC4 CA995C6F DACS51E3E

temp 1is
2FFDODF2 @57D5F9F
704B48CE 890646ED BFEAB396 648A7FC4 CA995C6F DACS1E3E



While loop

Key is
183BD0O4A B4E1A753 DDDDAZ285 A87VE7DOE EOQE3E4F9 272E4EAF

V is
F55C1462 S5E8EZ2BA1 49AEGBF4 648C2(C97

output_block is
OF6B301A C1AC316E 2E4CBAQOD 04A473006

temp is
2FFDODF2 @57DS5FOF 704B48CE 890646ED BFEAB396 648A7FC4
CA995C6F DACS51E3E OF6B301A C1AC316E 2E4CBAOD 04A47306

temp XOR provided_data is
2FFDIDF2 057D5F9F 704B48CE 890646ED
BFEAB396 648A7FC4 CA995C6F DACS51E3E OF6B301A C1AC316E

Key is
2FFDODF2 @57D5F9F 704B48CE 890646ED BFEAB396 648A7FC4

V is
CA995C6F DACS51E3E QOFo6B3@1A C1AC316E

rnd_val 1is
BA14617F 915BA964
CB79276B DADC840C 14B631BB D1A59097 054FAGDF F863B238
B b e b b
CTR_DRBG
Requested Security Strength = 192
prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050607 08090A0B OCODOEQF



10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF
90919293 94959697 98999A9B 9CIDIEOF AQA1A2A3 A4ASAGA7

EntropyInput2 (for Reseed2) =
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
DOD1D2D3 D4D5DoD7 D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7

Nonce =
20212223 24252627 28292A2B

PersonalizationString =
40414243 44454647 48494A4B 4C4D4AE4F
50515253 54555657 58595A5B 5C5D5ESF 60616263 64656667

AdditionallInputl =
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Additionallnput2 =
AQA1A2A3 A4ASAGA7 ASA9AAAB ACADAEAF
BOB1B2B3 B4B5B6B7 BS8B9BABB BCBDBEBF C@C1C2C3 C4C5Ce6(C7

B B A 3 Lt B 2 i

3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00010203 04050007 08090A0B OCODOEQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627

nonce 1is
20212223 24252627 28292A2B



personal_str

is

40414243 44454647 48494A4B ACADAE4F
50515253 54555657 58595A5B 5CSDSESF 60616263 64656667

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is

00010203

04050607

14151617 18191A1B 1C1D1E1F
24252627 28292A2B 40414243
50515253 54555657 58595A5B

number_of_bits_to_return = 320

S is

08090A0B
20212223
44454647
5C5D5ESF

BCC

IV is

IV II S 1is

00000000
08090A0B
20212223
44454647
5C5D5ESF

0OCODOEOF
24252627
48494A48B
60616263

00000000
OCODOEQOF
24252627
48494A48
60616263

0000005C
10111213
20212223
4C4D4E4AF
64656667

00000000

0000005C
10111213
20212223
4C4D4AE4F
64656667

08090A0B
20212223
44454647
5C5D5ESF

00000028
14151617
24252627
50515253
80000000

00000000

00000028
14151617
24252627
50515253
80000000

OCODOEOF
24252627
48494A4B
60616263

00010203
18191A1B
28292A2B
54555657
00000000

00000000

00000000
00010203
18191A1B
28292A2B
54555657
00000000

10111213
20212223
4CADAEAF
64656667

04050007
1C1D1ELF
40414243
58595A58B
00000000

00000000

00000000
04050007
1C1D1ELF
40414243
58595A58B
00000000



temp 1is

BCC

IV is

IV Il S is

00000000
08090A0B
20212223
44454647
5C5D5ESF

temp 1is

186A91D7

BCC

IV is

IV II S 1is

00000000
08090A0B
20212223
44454647
5C5D5ESF

temp is
883662(0
F7658E84

00000000
OCODOEQOF
24252627
48494A4B
60616263

0OC5398FA

00000000
OCODOEQF
24252627
48494A48
60616263

53AC837C
1E8EDDB4

883662(C0

00000001

0000005C
10111213
20212223
4C4D4E4AF
64656667

9028263E

00000002

0000005C
10111213
20212223
4C4D4AE4F
64656667

186A91D7
BA630844

53AC837C

00000000

00000028
14151617
24252627
50515253
80000000

F8303EE6

00000000

00000028
14151617
24252627
50515253
80000000

0C5398FA
25877431

186A91D7

00000000

00000001
00010203
18191A1B
28292A2B
54555657
00000000

883662(C0
F7658E84

00000000

00000002
00010203
18191A1B
28292A2B
54555657
00000000

9028263E
5143AC1F

@C5398FA

00000000

00000000
04050607
1C1D1E1F
40414243
58595A58B
00000000

53AC837C
1E8EDDB4

00000000

00000000
04050007
1C1D1ELF
40414243
58595A58B
00000000

F8303EE6
156049EB



Key is
883662C0 53AC837C 186A91D7 @OCS5398FA 9028263E F8303EE6

X is
F7658E84 1ES8EDDB4 BA630844 25877431

BlockEncrypt
Key is
883662C0 53AC837C 186A91D7 @CS5398FA 9028263E F8303EE6

X is
F7658E84 1ES8EDDB4 BA630844 25877431

X = BlockEncrypt(Key, X) is
AC49318E FOFA3331 F54CFB30 6C9B7B15

temp is
AC49318E FOFA3331 F54CFB30 6C9B7B15

BlockEncrypt
Key is
883662C0 53AC837C 186A91D7 @C5398FA 9028263E F8303EE6

X is
AC49318E FQFA3331 F54CFB30@ 6C9B7B15

X = BlockEncrypt(Key, X) is
9334B962 5E62F257 2431DA7D QASF7534



temp is
AC49318E FOFA3331
F54CFB30 6C9B7B15 9334B962 S5E62F257 2431DA7D @QAS5F7534

BlockEncrypt

Key is
883662C0 53AC837C 186A91D7 OC5398FA 9028263E F8303EE6

X is
9334B962 5E62F257 2431DA7D QAS5F7534

X = BlockEncrypt(Key, X) 1is
B22EQE89 FFOFF392 A7CECDBE SA4E766F

temp is
AC49318E FOFA3331 F54CFB30 6(C9B7B15 9334B962 S5E62F257
2431DA7D QAS5F7534 B22EQE89 FFOFF392 A7CECDBE S5A4E766F

requested_bits 1is
AC49318E FOFA3331 F54CFB30 6C9B7B15
9334B962 5E62F257 2431DA7D QASF7534 B22EQE89 FFQFF392

seed_material 1is
AC49318E FOFA3331 F54CFB3@ 6C9B7B15
9334B962 5E62F257 2431DA7D QAS5F7534 B22EQE89 FFOFF392

Update

provided_data is
AC49318E FOFA3331 F54CFB30 6C9B7B15
9334B962 5E62F257 2431DA7D QAS5F7534 B22EQE89 FFOFF392



While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000001

output_block is
CD33B28A C773F74B AQQOED1F3 12572435

temp is
CD33B28A (C773F74B A@OED1F3 12572435

While loop
Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000002

output_block 1is
98E7247C Q7FQFE41 1C267E43 84BOF600

temp is
CD33B28A (C773F74B
AQOED1F3 12572435 98E7247C Q7FOFE41 1C267E43 84B0OF600

While loop



Key is
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block is
2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp 1is
CD33B28A (C773F74B AQOED1F3 12572435 98E7247C Q7FQFE41
1C267E43 84BOF60Q 2A3493E6 6235EE67 DEECCD2F 3B393BD8

temp XOR provided_data is
617A8304 3789C47A 55422AC3 7ECCSF20
@BD39D1E 59920C16 3817A43E 8EEF8334 981A9D6F 9D3A1DF5

Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©BD39D1E 59920C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF5

First call to Generate
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k sk 5k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k %k 3k 3k sk sk %k 3k 3k 3k 5k 5k 3k 3k 3k sk sk %k 3k 3k sk sk sk %k 3k 3k sk sk %k ok ok sk sk sk k ki sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOGEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Generate FAILED: Reseed is required



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k %k 3k 3%k %k %k %k 3k 3%k 3k %k %k %k 3%k 3% %k %k k *k >k k k

CTR_DRBG_Reseed

entropy_input 1is
80818283 84858687 88898A8B 8C8DBESF
90919293 94959697 98999A9B 9C9DIEIF AQA1A2A3 A4ASAGA7

additional_input is
60616263 64656667 68696A6B 6C6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

Block_Cipher_df

input_str 1is
80818283 84858687
88898A8B 8C8DSEZF 90919293 94959697 98999A9B 9C9DIEIF
AQA1AZ2A3 A4ASAGA7 60616263 64656667 68696A6B 6CO6DOEGF
70717273 74757677 78797A7B 7C7D7E7F 80818283 84858687

number_of_bits_to_return = 320

S 1is
00000050 00000028 80818283 84858687 88898A8B 8C8DESF
90919293 94959697 98999A9B 9C9DIE9F AQA1A2A3 A4ASAGA7
60616263 64656667 68696A6B 6CODGEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 80000000 00000000

BCC

IV is
00000000 00000000 00000000 VVECVV0D

IV Il S 1is
00000000 00000000 00000000 000000
00000050 00000028 80818283 84858687 88898A8B 8C8DEESF
90919293 94959697 98999A9B 9CI9DIEOF AQA1AZA3 A4ASAGA7



60616263 64656067 68696A6B
78797A7B 7C7D7E7F 80818283

temp is
FA46944A
BCC
IV is
00000001
IV Il S is
00000001

00000050 00000028 80818283
90919293 94959697 98999A9B
60616263 64656667 68696A6B
78797A7B 7C7D7E7F 80818283

temp 1is

AGOEFAFE B9574E97 A1E88EQ7

BCC
IV is

00000002
IV Il S is

00000002

00000050 00000028 80818283
90919293 94959697 98999A9B
60616263 64656667 68696A6B
78797A7B 7C7D7E7F 80818283

temp 1is

6Co6DOEGF
84858687

OBDBBSEF

00000000

00000000
84858687
9C9D9ESF
6CoD6EGF
84858687

AFFCD4EC

00000000

00000000
84858687
9C9D9ESF
6CoD6EGF
84858687

70717273
80000000

AGOEFAFE

00000000

00000000
88898A8B
AQA1AZA3
70717273
80000000

FA46944A
ESEB2D2C

00000000

00000000
88898A8B
AQA1AZA3
70717273
80000000

74757677
00000000

B9574E97

00000000

00000000
8C8DBES8F
A4ASAGA7
74757677
00000000

OBDBBSEF
ED3E4283

00000000

00000000
8C8DBES8F
A4ASAGA7
74757677
00000000



FA46944A OBDBBSEF AGQEFAFE B9574E97 A1E88EQ7 AFFCD4EC
ESEB2D2C ED3E4283 8D8520E1 65EB3BDE BFAABC51 (C44420CE

Key is
FA46944A OBDBBSEF AGQEFAFE B9574E97 A1E88EQ7 AFFCD4EC

X is
ESEB2D2C ED3E4283 8D8520E1 65EB3BDE

BlockEncrypt
Key is
FA46944A OBDBBSEF AGQEFAFE B9574E97 A1E88EQ7 AFFCD4EC

X is
ESEB2D2C ED3E4283 8D8520E1 65EB3BDE

X = BlockEncrypt(Key, X) is
D6D201B9 33FQFA92 A953(C84C B739185C

temp 1is
D6D201B9 33FQFA92 A953(84C B739185C

BlockEncrypt
Key is
FA46944A OBDBBSEF AGQOEFAFE B9574E9Q7 A1E88EQ7 AFFCD4EC

X is
D6D201B9 33FQFA92 A953C84C B739185C



X = BlockEncrypt(Key, X) is
5F353217
temp is

A953C84C B739185C 5F353217

BlockEncrypt

Key is
FA46944A QBDBBSEF AGQEFAFE

X is
5F353217

X = BlockEncrypt(Key, X) is
7BDD58F3

temp is
D6D201B9 33FQFA92 A953(84C
5CD15D92 B481BEEF 7BDDS5S8F3

requested_bits 1is
D6D201B9
5F353217 EFC411AD 5(CD15D92

Update
provided_data is

D6D201B9
5F353217 EFC411AD 5CD15D92

EFC411AD

EFC411AD

BO574E97

EFC411AD

8FD4827B

B739185C
8FD4827B

33FOFA92
B481BEEF

33FOFA92
B481BEEF

5CD15D92

DeD201B9
5CD15D92

A1EB8EQ7

5CD15D92

7A57A0F1

5F353217
7A57A0F1

A953(C84C
7BDD58F3

A953(C84C
7BDD58F3

B481BEEF

33FQOFA92
B481BEEF

AFFCD4EC

B481BEEF

55ED8D8E

EFC411AD
55ED8D8E

B739185C
8FD4827B

B739185C
8FD4827B



While loop
Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©0BD39D1E 59920C1l6

V is
3817A43E 8EEF8334 981A9DoF 9D3A1DF6

output_block is
E231244B 3235B085 (8160442 4357E852

temp is
E231244B 3235B085 (8160442 4357E852

While loop
Key is
617A8304 3789C47A 55422AC3 7ECCS5F20 ©BD39D1E 59920(C16

V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF7

output_block 1is
Q1E3828B 5C455686 79A5555F 867AAC8C

temp is
E231244B 3235B085
(8160442 4357E852 Q1E3828B 5C455686 79A5555F 867AAC8C

While loop

Key is
617A8304 3789C47A 55422AC3 7ECC5F20 ©BD39D1E 59920C16



V is
3817A43E 8EEF8334 981A9D6F 9D3A1DF8&

output_block is
6COBA382 122AcE1E BEB51820 656D3D45

temp 1is
E231244B 3235B085 (8160442 4357E852 Q1E3828B 5(C455686
79A5555F 867AAC8C 6COBA382 122A6E1E BEB51820 656D3D45

temp XOR provided_data is
34E325F2 01C54A17 6145CCOE F40EFQOE
SED6BQIC B381472B 257408CD 32FB1263 17DoFB71 9DFEECG5

Key is
34E325F2 01C54A17 6145CCOE FAGEFQQE SED6BOIC B381472B

V is
257408CD 32FB1263 17D6FB71 9DFEECG5

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k %k %k %k 3k 3% 3k 3k %k >k 3k 3%k %k %k %k 3k 3%k 3% %k %k %k 3k 3% %k %k k k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 000000
00000000 00000000 00000000 00000000 000VVV0 00000000



While loop
Key is
34E325F2 01C54A17 6145CCOE F46EFQQE SED6BOIC B381472B

V is
257408CD 32FB1263 17D6FB71 9DFEEC68

output_block is
A8E263CA 208C8E9C 14A130QE7 86501B95

temp is
A8E263CA 208C8E9C 14A130E7 86501B95

While loop
Key is
34E325F2 01C54A17 6145CCOE F46EFQQE S5ED6BQ@IC B381472B

V is
257408CD 32FB1263 17D6FB71 9DFEEC69

output_block 1is
C8BFE1A5 73158D8E DBAA41D2 AEBD2648

temp is
A8E263CA 208C8EQC
14A130E7 86501B95 C8BFE1AS 73158D8E DBAA41D2 AEBD2648

While loop

Key is
34E325F2 @1C54A17 6145CCOE FAGEFOQE SED6BOIC B381472B



V is
257408CD 32FB1263 17D6FB71 9DFEECO6A

output_block is
3FC73970 BB89187C QA48CD51 23703346

temp 1is
A8E263CA 208C8E9C 14A130E7 86501B95 C8BFE1A5 73158D8E
DBAA41D2 AEBD2648 3F(C73970 BB89187C @A48CD51 23703346

temp XOR provided_data is
A8E263CA 208C8E9QC 14A130QE7 86501B95
C8BFE1A5 73158D8E DBAA41D2 AEBD2648 3FC73970 BB89187C

Key is
A8E263CA 208C8E9C 14A130QE7 86501B95 C8BFE1AS 73158DSE

V is
DBAA41D2 AEBD2648 3FC73970 BB89187C

rnd_val 1is
Q1AFEQ9F 7BA5D683
8BCAB837 75F9C286 E6132674 0656060F2C @69DB758 98DESD3F

Second call to Generate
3k 3k 3k 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k sk sk 3k Sk 3k 3k sk 3k sk sk 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk >k sk 5k %k sk 3k sk sk >k sk 5k %k sk 3k sk sk >k %k ok *k %k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZ2A3 A4ASA6A7 ABA9AAAB ACADAEAF
BOB1BZ2B3 B4B5BoB7 B8BOBABB BCBDBEBF C@OC1C2C3 C4C5C6C7



Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k sk 5k %k 3k >k %k 3k %k >k 5k %k sk >k kk ok k

CTR_DRBG_Reseed

entropy_input is
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF
DOD1D2D3 D4D5DeD7 DS8DODADB DCDDDEDF E@QE1EZ2E3 E4ESEGE7

additional_input is
AOAL1A2A3 A4ASAGA7 ASAQAAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BI9BABB BCBDBEBF C@C1C2C3 (C4C5Co6C7

Block_Cipher_df

input_str 1is
CoC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@OD1D2D3 D4D5D6D7 D8DIDADB DCDDDEDF
EQE1E2E3 E4ESEGE7 AQA1A2A3 A4AS5A6A7 ASASAAAB ACADAEAF
BOB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7

number_of_bits_to_return = 320

S is
00000050 00000028 COC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF
D@OD1D2D3 D4D5DoD7 D8DODADB DCDDDEDF EQE1EZ2E3 E4ESEGE7
AQA1AZA3 A4AS5A6A7 ASA9AAAB ACADAEAF BOB1B2B3 B4BS5B6GB7
B8BI9BABB BCBDBEBF C@QC1C2C3 (C4C5C6(7 80000000 00000000

BCC
IV 1is
00000000 00000000 00000000 00000000

IV II S is
00000000 00000000 00000000 00000000



00000050
D@D1D2D3
AQA1AZA3
B8BOBABB

temp 1is

BCC

IV is

IV Il S is
00000050
DOD1D2D3
AGA1AZA3
B8BI9BABB

temp is

7CEC9281

BCC

IV is

IV Il S is

00000050
DOD1D2D3
AGA1AZA3
B8BI9BABB

00000028
D4D5D6D7
A4A5AGA7
BCBDBEBF

00000028
D4D5D6D7
A4ASAGA7
BCBDBEBF

848F4138

00000028
D4D5D6D7
A4ASAGA7
BCBDBEBF

coc1czc3
D8D9DADB
A8A9AAAB
coc1czc3

E7ABCDDO

00000001

00000001
coC1czC3
D8D9DADB
A8A9AAAB
coCiczC3

55A14C04

00000002

00000002
coC1czC3
D8D9DADB
A8A9AAAB
coC1czC3

C4C5CeC7
DCDDDEDF
ACADAEAF
C4C5CeC7

A6525584

00000000

00000000
C4C5CeC7
DCDDDEDF
ACADAEAF
C4C5CeC7

0528CE89

00000000

00000000
C4C5CeC7
DCDDDEDF
ACADAEAF
C4C5CeC7

C8C9CACB
EQE1EZE3
BOB1BZB3
80000000

7CEC9281

00000000

00000000
C8C9CACB
EQE1EZE3
BOB1BZB3
80000000

E7ABCDDO
199791EC

00000000

00000000
C8C9CACB
EQE1EZE3
BOB1BZB3
80000000

CCCDCECF
E4ESEGE7
B4B5B6B7
00000000

848F4138

00000000

00000000
CCCDCECF
E4ESEGE7
B4B5B6B7
00000000

A6525584
6E93B3E6

00000000

00000000
CCCDCECF
E4ESEGE7
B4B5B6B7
00000000



temp is
E7ABCDDO A6525584 7CEC9281
199791EC 6E93B3E6 62B20794

Key is
E7ABCDDO A6525584 7(CEC9281

X is
199791EC

BlockEncrypt

Key is
E7ABCDDO A6525584 7(CEC9281

X is
199791EC

X = BlockEncrypt(Key, X) 1is

F1BF2700
temp is

F1BF2700
BlockEncrypt
Key is

E7ABCDDO A6525584 7CEC9281

X is
F1BF2700

848F4138
F25B3684

848F4138

6E93B3E6

848F4138

6E93B3E6

8AQEQ46B

8AQEQ46B

848F4138

8AQEQ46B

55A14C04
1EQEBF28

55A14C04

62B20794

55A14C04

62B20794

826E30EF

826E30EF

55A14C04

826E30EF

0528CE89
4BD7EB51

0528CE89

F25B3684

0528CE89

F25B3684

ESE34AA7

ESE34AA7

0528CE89

ESE34AA7



X = BlockEncrypt(Key, X) is
BA2F6BC3 8CCDDBF2 31973B03 F26077D0

temp 1is
F1BF2700 S8AQEQ46B
826E30QEF ESE34AA7 BA2F6BC3 8CCDDBF2 31973B03 F26077D0@

BlockEncrypt

Key is
E7ABCDD@ A6525584 7CEC9281 848F4138 55A14C04 ©528CE89

X is
BA2F6BC3 8CCDDBF2 31973B0@3 F26077D0O

X = BlockEncrypt(Key, X) is
442C7DA9 71F60F2D E8F43156 CAC4AB30

temp 1is
F1BF2700 8AQEQ46B 826E3QEF ES8E34AA7 BA2F6BC3 8CCDDBF2
31973B03 F26077D0 442C7DA9 71F60QF2D E8F43156 CAC4AB30

requested_bits 1is
F1BF2700 8AQEQ46B 826E3QEF ESE34AA7
BA2F6BC3 8CCDDBF2 31973B03 F206077D@ 442C7DA9 71F6QF2D

Update

provided_data is
F1BF2700 S8AQEQ46B 826E3QEF ESE34AA7
BA2F6BC3 8CCDDBF2 31973B03 F26077D@ 442C7DA9 71F6@F2D



While loop

Key is
A8E263CA 208C8E9C 14A130E7

Vis

DBAA41D2
output_block 1is

42BFE34F
temp is

42BFE34F
While loop
Key is

A8E263CA 208C8E9C 14A130E7

V is
DBAA41D2

output_block is
@D1E7656

temp 1is

F3687CD7 1E272A79 @D1E7656

While loop

Key is

86501B95

AEBD2648

SE9BBD3A

SE9BBD3A

86501B95

AEBD2648

27674349

27674349

C8BFE1A5

3FC73970

F3687CD7

F3687CD7

C8BFE1A5

3FC73970

A90BCAA4

42BFE34F
A90BCAA4

73158D8E

BB89187D

1E272A79

1E272A79

73158D8E

BB89187E

593E524A

SE9BBD3A
593E524A



A8EZ263CA 208C8E9C 14A130E7 86501B95 C8BFE1A5 73158D8E

V is
DBAA41D2 AEBD2648 3FC73970 BB89187F

output_block is
Q9EEBE39 A6D92E93 5BDDA9B4 85228F47

temp is
42BFE34F 5E9BBD3A F3687CD7 1E272A79 @OD1E7656 27674349
A90BCAA4 593E524A Q9EEBE39 A6D92E93 5BDDA9B4 85228F47

temp XOR provided_data is
B300C44F D495B951 71064C38 F6C460DE
B7311D95 ABAA98BB 989CF1A7 ABSE259A 4DC2(C390 D72F21BE

Key is
B300C44F D495B951 71064(C38 F6(C460DE B7311D95 ABAA98BB

V is
989CF1A7 ABSE259A 4DC2C390 D72F21BE

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k >k %k %k 3%k 3% %k %k %k %k 3% 3% >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000
00000000 00000000 00000000 000000 00VVVVV0 000000



While loop

Key is
B30@C44F D495B951 71064C38

Vis

989CF1A7
output_block 1is

DB8BD973
temp is

DB8BD973
While loop
Key is

B300C44F D495B951 71064(C38

V is
989CF1A7

output_block is
E4CB777D

temp 1is

666645C0 BA1B793F E4CB777D

While loop

Key is

F6C460DE

AB5E259A

74F50B22

74F50B22

F6C460DE

AB5E259A

0C8A7763

0C8A7763

B7311D95

4DC2C390

666645C0

666645C0

B7311D95

4DC2C390

32537E93

DB8BD973
32537E93

ABAA98BB

D72F21C1

BA1B793F

BA1B793F

ABAA98BB

D72F21C2

15B9A355

74F50B22
15B9A355



B300C44F D495B951 710064C38 F6C460DE B7311D95 ABAA98BB

V is
989CF1A7 ABSE259A 4DC2C390 D72F21C3

output_block is
6C7A241D 6EC6C460 218F1E3B 355A264B

temp is
DB8BD973 74F50B22 666645C0 BA1B793F E4CB777D QC8A7763
32537E93 15B9A355 6C7A241D 6EC6C460 218F1E3B 355A264B

temp XOR provided_data is
DB8BD973 74F50B22 666645C0 BA1B793F
E4CB777D QC8A7763 32537E93 15B9A355 6(7A241D 6EC6C460

Key is
DB8BD973 74F50B22 666645C0 BA1B793F E4CB777D @QC8A7763

V is
32537E93 15B9A355 6(C7A241D 6EC6C460

rnd_val 1is
28730443 3D9D7301
8DB647F8 459775BD 4EB52AFQ 85D7064AF AS52D1DEE D8DACCDD

B e b b G e b
CTR_DRBG
Requested Security Strength = 256
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050007 08090A0B OCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF



EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
C0C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2CZ2DZ2EZ2F

PersonalizationString = <empty>

AdditionalInput = <empty>

L B

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3% >k %k %k %k % %k %k %k *k %k %k k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050607 08090A0B QCODOEOQF
10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627
28292A2B 2(C2D2E2F 20212223 24252627 28292A2B 2C2D2E2F



number_of_bits_to_return = 384

S is

00010203 04050607 ©8090A0B
18191A1B 1C1D1E1F 20212223
20212223 24252627 28292AZB

BCC

IV is

IV Il S 1is
00000000
00010203
18191A1B
20212223

temp is

BCC

IV is

IV II S 1is
00000001
00010203
18191A1B
20212223

temp is

00000000
04050607
1C1D1E1F
24252627

00000000
04050007
1C1D1E1F
24252627

00000000

00000000
08090A0B
20212223
28292A2B

4BC4520F

00000001

00000000
08090A0B
20212223
28292A2B

0CODOEOF
24252627
2C2D2E2F

00000000

00000000
0CODOEOF
24252627
2C2D2E2F

E87668A3

00000000

00000000
OCODOEOF
24252627
2C2D2E2F

00000040
10111213
28292A2B
80000000

00000000

00000040
10111213
28292A2B
80000000

A2CE3DCB

00000000

00000040
10111213
28292A2B
80000000

4BC4520F

00000030
14151617
2C2D2E2F
00000000

00000000

00000030
14151617
2C2D2E2F
00000000

5F564BA9

00000000

00000030
14151617
2C2D2E2F
00000000

E87668A3



A2CE3DCB 5F564BA9 5F84CA59

BCC

IV 1is

IV Il S is
00000002
00010203
18191A1B
20212223

temp 1is
4BC4520F
9C275423

Key 1is

A2CE3DCB

00000000
04050007
1C1D1E1F
24252627

E87668A3
OF4E6DC4

5F564BA9

BlockEncrypt

Key is

00000002

00000000
08090A0B
20212223
28292A2B

A2CE3DCB

8283F162

5F84CA59

8283F162

86AFC9CB

00000000

00000000
OCODOEOF
24252627
2C2D2E2F

5F564BA9

52D8520F

86AFCICB

52D8520F

9C275423

00000000

00000040
10111213
28292A2B
80000000

5F84CA59
D651F481

4BC4520F
9C275423

D651F481

4BC4520F

A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423

X is

8283F162 52D8520F D651F481

OF4E6DC4

00000000

00000030
14151617
2C2D2E2F
00000000

86AFCICB
64D42EC9

E87668A3
OF4EGDC4

64D42EC9

E87668A3
OF4E6DC4

64D42EC9



X = BlockEncrypt(Key, X) 1is
DF1F3CA3 8349478C CDFE738A

temp is
DF1F3CA3 8349478C CDFE738A

BlockEncrypt

Key is
4BC4520F
A2CE3DCB 5F564BA9 5F84CA59 86AFCICB 9(C275423

X is
DF1F3CA3 8349478C CDFE738A

X = BlockEncrypt(Key, X) is
494008AD CEFBEZ237 13596A7E

temp is
DF1F3CA3
CDFE738A 222E0645 494008AD CEFBE237 13596A7E

BlockEncrypt

Key is
4BC4520F
A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423

X is
494008AD CEFBE237 13596A7E

X = BlockEncrypt(Key, X) 1is
C66368D7 8DA21092 84QE23(C8

222E0645

222E0645

E87668A3
OF4EGDC4

222E0645

AE41BBCD

8349478C
AE41BBCD

E87668A3
OF4E6DC4

AE41BBCD

995CE6D2



temp is
DF1F3CA3 8349478C
13596A7E AE41BBCD

requested_bits 1is
DF1F3CA3 8349478C
13596A7E AE41BBCD

seed_material is
DF1F3CA3 8349478C
13596A7E AE41BBCD

Update

provided_data is
DF1F3CA3 8349478C
13596A7E AE41BBCD

While loop
Key is

00000000 00000000

V is

output_block 1is

temp is

CDFE738A
C66368D7

CDFE738A
C66368D7

CDFE738A
C66368D7

CDFE738A
C66368D7

00000000

00000000

530F8AFB

530F8AFB

222E0645
8DA21092

222E0645
8DA21092

222E0645
8DA21092

222E0645
8DA21092

00000000

00000000

C74536B9

C74536B9

494008AD
840E23C8

494008AD
840E23C8

494008AD
840E23C8

494008AD
840QE23C8

00000000
00000000

00000000

A963B4F1

A963B4F1

CEFBE237
995CE6D2

CEFBEZ237
995CE6D2

CEFBE237
995CE6D2

CEFBE237
995CE6D2

00000000
00000000

00000001

C4CB738B

C4CB738B



While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
CEA7403D

temp 1is

A963B4F1 C4CB738B CEA7403D

While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block 1is
726003CA

temp is
530F8AFB (C74536B9 A963B4F1
@74ECS5D3 BAF39D18 726003CA

temp XOR provided_data is

00000000

00000000

4Do06B6E

4D606B6E

00000000

00000000

37A62A74

C4CB738B
37A62A74

00000000
00000000

00000000

074EC5D3

530F8AFB
@74EC5D3

00000000
00000000

00000000

D1A2F58E

CEA7403D
D1A2F58E

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E

4D606B6E
7506358E



8C10B658 440C7135 ©649DC77B EGE575CE 87E74890 839B8959
1417AFAD 14B226D5 B4036B1D BA@43AE6 55ACD646 EC5AD35C

Key 1is
8C10B658 440C7135
649DC77B EGES575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BA@43AE6 55ACD646 ECS5AD35C

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k 3k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k 3k 3k 3k 5k 5k 5k >k %k %k %k %k %k %k %k >k kkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 0000000 00000 0000000
00000000 00000000 00000000 00VVVVV0 00VVVVV0 000000

While loop

Key is
8C10B658 440C7135
649DC77B EGE575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BAQ43AE6G 55ACD646 ECSAD35SF



output_block is

temp is

While loop

Key is

68F2F51A 364601AF 9533C864

68F2F51A 364601AF 9533(C864

8C10B658

649DC77B EGE575CE 87E74890 839B8959 1417AFAD

V is

output_block is

temp is

B4036B1D BAQ43AE6 55ACD646

7D@95ACE B5DE8DAZ 333C4085

68F2F51A

9533C864 F25DA997 7D@95ACE BSDE8DAZ 333(C4085

While loop

Key is

8C10B658

649DC77B EGE575CE 87E74890 839B8959 1417AFAD

V is

output_block is

B4036B1D BA@43AE6 55ACD646

33B6B00O5 72CE4C19 9D0284FA

F25DA997

F25DA997

440C7135
14B226D5

EC5AD360

8D88DESB

364601AF
8D88DESB

440C7135
14B226D5

EC5AD361

8BADAQOB



temp is
68F2F51A 364601AF 9533(C864 F25DA997 7D@95ACE BS5DE8DAZ
333C4085 8D88DE5SB 33B6BOQS 72CE4C19 9D0284FA 8BADAQOB

temp XOR provided_data is
68F2F51A 364601AF 9533C864 F25DA997 7DQ95ACE BSDESDA2
333C4085 8D88DESB 33B6BOOS 72CE4C19 9D0284FA 8BADAQOB

Key is
68F2F51A 364601AF
9533C864 F25DA997 7D@9SACE BSDE8DAZ2 333C4085 8D88DESB

V is
33BoB0O0Q5 72CE4C19 9D0284FA 8BADAQOB

rnd_val 1is
E686DD55 F758FD91
BA7CB726 FE@B573A 180AB674 39FFBDFE SEC28FB3 7A16A53B

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 5k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000 00VVVVV0 000000
00000000 00000000 00000000 VVVVVVV0 VVVVVVV0 V00V



While loop

Key is
68F2F51A 364601AF
9533(C864 F25DA997 7D@95ACE BSDE8DA2 333C4085 8D88DESB

V is
33BoB0OQ5 72CE4C19 9D0284FA 8BADAQQE

output_block is
54789912 FE730A2F 836836F4 DA7246F6

temp 1is
54789912 FE730A2F 836836F4 DA7246F6

While loop

Key is
68F2F51A 364601AF
9533(C864 F25DA997 7D@95ACE BSDE8DA2 333C4085 8D88DESB

V is
33BoB0O0Q5 72CE4C19 9D0Q284FA 8BADAQOF

output_block is
C52195FF 4AD1D913 8E38DQ1E FBO37FEF

temp 1is
54789912 FE730A2F
836836F4 DA7246F6 (C52195FF 4AD1D913 8E38DQ1E FBO37FEF



While loop

Key is
68F2F51A 364601AF
9533(C864 F25DA997 7D@95ACE BSDE8DA2 333C4085 8D88DESB

V is
33BoB0O0Q5 72CE4C19 9D0Q284FA 8BADAQ10

output_block is
659CEG4A 4923FB20 CAFB265F 1004328E

temp 1is
54789912 FE730A2F 836836F4 DA7246F6 (C52195FF 4AD1D913
8E38DQ1E FBO37FEF 659CE64A 4923FB20 CAFB265F 1004328E

temp XOR provided_data is
54789912 FE730A2F 836836F4 DA7246F6 C52195FF 4AD1D913
8E38DO1E FBO37FEF 659CEG4A 4923FB20 CAFB265F 1004328E

Key is
54789912 FE730A2F
836836F4 DA7246F6 (C52195FF 4AD1D913 8E38DQ1E FBO37FEF

V is
659CEG4A 4923FB20 CAFB265F 1004328E

rnd_val 1is
8DA6CC59 E7Q3CEDO
7D58D96E 5B6D7836 (3259973 5B734F88 C(C1A73B53 C7A6D82E
T
CTR_DRBG

Requested Security Strength = 256

prediction_resistance_flag = "NOT ENABLED"



EntropyInput =
00010203 04050607 08090A0B QOCODOEQOF 10111213 14151617
18191A1B 1C1D1EL1F 20212223 24252627 28292A2B 2C2D2E2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9DOE9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
CQC1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF D@D1D2D3 D4D5DeD7
D8DI9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString = <empty>

Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Additionallnput2 =
AQOA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8B9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8C9CACB CCCDCECF

RS A A R

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k 3k sk 5k 5k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k >k %k %k %k sk sk kok sk k ok

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input 1is

00010203 04050607 08090A0B QCODOEQOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F



personal_str is <empty>

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050607 08090A0B QCODOEOQF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627
28292A2B 2(C2D2E2F 20212223 24252627 28292A2B 2C2D2E2F

number_of_bits_to_return = 384

S is
00000040 00000030
00010203 04050607 @8090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2E2F
20212223 24252627 28292A2B 2C2D2E2F 80000000 00000000

BCC

IV is
00000000 00000000 00000000 00000

IV II S 1is
00000000 00000000 00000000 00000000 000VV40 00000030
00010203 04050007 08090A0B OCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF
20212223 24252627 28292A2B 2C2D2EZ2F 80000000 00000000

temp is
4B(C4520F E87668A3 A2CE3DCB 5F564BA9



IV is

IV II S 1is
00000001
00010203
18191A1B
20212223

temp is

A2CE3DCB

BCC

IV is

IV Il S 1is
00000002
00010203
18191A1B
20212223

temp is
4BC4520F
9C275423

Key is

A2CE3DCB

X is

00000000
04050007
1C1D1E1F
24252627

5F564BA9

00000000
04050607
1C1D1E1F
24252627

E87668A3
OF4E6DC4

5F564BA9

00000001

00000000
08090A0B
20212223
28292A2B

5F84CA59

00000002

00000000
08090A0B
20212223
28292A2B

A2CE3DCB

8283F162

5F84CA59

8283F162

00000000

00000000
OCODOEOF
24252627
2C2D2E2F

86AFCI9CB

00000000

00000000
0CODOEOF
24252627
2C2D2E2F

5F564BA9

52D8520F

86AFCI9CB

52D8520F

00000000

00000040
10111213
28292A2B
80000000

4BC4520F
9C275423

00000000

00000040
10111213
28292A2B
80000000

5F84CA59
D651F481

4BC4520F
9C275423

D651F481

00000000

00000030
14151617
2C2D2E2F
00000000

E87668A3
OF4E6DC4

00000000

00000030
14151617
2C2D2E2F
00000000

86AFC9CB
64D42EC9

E87668A3
OF4E6DC4

64D42EC9



BlockEncrypt
Key is

4BC4520F E87668A3
A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423 OF4E6DC4

X is
8283F162 52D8520F D651F481 64D42ECO

X = BlockEncrypt(Key, X) is
DF1F3CA3 8349478C CDFE738A 222E0645

temp 1is
DF1F3CA3 8349478C CDFE738A 222E0645

BlockEncrypt

Key is
4BC4520F E87668A3
A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423 QF4E6DC4

X is
DF1F3CA3 8349478C CDFE738A 222EQ0645

X = BlockEncrypt(Key, X) is
494008AD CEFBE237 13596A7E AE41BBCD

temp 1is
DF1F3CA3 8349478C
CDFE738A 222E0645 494008AD CEFBE237 13596A7E AE41BBCD



BlockEncrypt

Key is
4BC4520F
A2CE3DCB 5F564BA9 5F84CA59 86AFCICB 9C275423

X is
494008AD CEFBE237 13596A7E

X = BlockEncrypt(Key, X) 1is
C66368D7 8DA21092 84QE23(C8

temp 1is
DF1F3CA3 8349478C CDFE738A 222EQ645 494008AD
13596A7E AE41BBCD (66368D7 8DA21092 84QE23C8

requested_bits 1is
DF1F3CA3 8349478C CDFE738A 222E0645 494008AD
13596A7E AE41BBCD (C66368D7 8DA21092 84QE23C8

seed_material 1is
DF1F3CA3 8349478C CDFE738A 222EQ645 494008AD
13596A7E AE41BBCD C066368D7 8DA21092 84QE23(C8

Update

provided_data is
DF1F3CA3 8349478C CDFE738A 222EQ645 494008AD
13596A7E AE41BBCD (C66368D7 8DA21092 84QE23C8

While loop

Key is
00000000
00000000 00000000 00000000 0000000 V00000

E87668A3
OF4E6DC4

AE41BBCD

995CE6D2

CEFBEZ237
995CE6D2

CEFBE237
995CE6D2

CEFBEZ237
995CE6D2

CEFBEZ237
995CE6D2

00000000
00000000



V is
00000000 00000000 00000000

output_block 1is
530F8AFB (C74536B9 A963B4F1

temp is
530F8AFB C74536B9 A963B4F1

While loop

Key is
00000000
00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000

output_block is
CEA7403D 4D6@6B6E @74ECSD3

temp is
530F8AFB
A963B4F1 (C4CB738B CEA7403D 4D6@6B6E @74EC5D3

While loop
Key is

00000000
00000000 00000000 00000000 0000000 0000000

V is

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000



00000000 00000000 00000000 00000003

output_block 1is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D606BGE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
8C10B658 440C7135 649DC77B EGE575CE 87E74890 839B8959
1417AFAD 14B226D5 B4036B1D BA0O43AE6 55ACD646 ECS5AD35C

Key is
8C10B658 440C7135
649DC77B EGES575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BA@43AE6 55ACDo646 ECS5AD35C

First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 5k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 3k sk sk 3k sk 5k 5k 5k 3k 3k %k 3k sk sk sk sk 5k 5k 5k 5k 3k %k %k sk sk sk kok sk k ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DEE8F

additional_input <> NULL, process appropriately

Block_Cipher_df



input_str 1is

60616263 64656667 68696A6B
78797A7B 7C7D7E7F 80818283

number_of_bits_to_return = 384

S 1is

68696A6B
80818283

BCC

IV is

IV Il S is
00000000

68696A6B
80818283

temp is

BCC

IV is

IV II S 1is

00000000
68696A6B
80818283

6CoDOEGF
84858687

00000000
6CoD6EGF
84858687

00000000
6CoD6EGF
84858687

00000030
70717273
88898A8B

00000000

00000030
70717273
88898A8B

DE8D1951

00000001

00000030
70717273
88898A8B

6CoD6EGF
84858687

00000030
74757677
8C8DBE8F

00000000

00000030
74757677
8C8DBE8F

762E5557

00000000

00000030
74757677
8C8DBESF

70717273
88898A8B

60616263
78797A7B
80000000

00000000

00000000
60616263
78797A7B
80000000

CFAE1170

00000000

00000001
60616263
78797A7B
80000000

74757677
8C8DSESZF

64656667
7C7D7E7F
00000000

00000000

00000000
64656667
7C7D7E7F
00000000

EEF4B933

00000000

00000000
64656667
7C7D7E7F
00000000



temp is
DE8D1951 762ES5557
CFAE1170 EEF4B933 F9(C@BD35 6D5244B9 158CEE79 08(C40855

BCC

IV 1is
00000002 00000000 00000000 00000000

IV II S is
00000002 00000000
00000000 00000000 00000030 00000030 60616263 64656667
68696A6B 6C6DOEGF 70717273 74757677 78797A7B 7C7D7E7F
80818283 84858687 88898A8B 8C8DEESF 80000000 00000000

temp 1is
DE8D1951 762E5557 CFAE1170 EEF4B933 F9C@BD35 6D5244B9
158CEE79 08C40855 6254BE89 B2960465 D4879231 3E993E48

Key is
DE8D1951 762E5557
CFAE1170 EEF4B933 F9C0BD35 6D5244B9 158CEE79 08(C40855

X is
6254BE89 B2960465 D4879231 3E993E48

BlockEncrypt

Key is
DE8D1951 762E5557
CFAE1170 EEF4B933 F9C@BD35 6D5244B9 158CEE79 08C40855



X is

6254BE89 B2960465 D4879231

X = BlockEncrypt(Key, X) 1is

temp is

BlockEncrypt

Key is

4D8C89EOQ 1B308B59 E99AEQAD

4D8C89EQ 1B308B59 E99AEQAD

DE8D1951

CFAE1170 EEF4B933 F9C0BD35 6D5244B9 158CEE79

X is

4D8C89EQ 1B308B59 E99AEQAD

X = BlockEncrypt(Key, X) 1is

temp is

249768D0 97B4C73B CCFCD763

4D8C89ED

E99AEQAD 702902F8 249768D0 97B4C73B CCFCD763

BlockEncrypt

Key is

DE8D1951

CFAE1170 EEF4B933 F9C@0BD35 6D5244B9 158CEE79

X is

249768D0 97B4C73B CCFCD763

3E993E48

702902F8

702902F8

762E5557
08C40855

702902F8

CD5AC761

1B308B59
CD5AC761

762E5557
08C40855

CD5AC761



X = BlockEncrypt(Key, X) 1is

temp is
4D8C89EO 1B308B59
CCFCD763 CD5AC761

requested_bits 1is
4D8C89EQ 1B308B59
CCFCD763 CD5AC761

Update

provided_data is
4D8C89EQ 1B308B59
CCFCD763 CD5AC761

While loop
Key is

649DC77B EGE575CE

V is

output_block is

temp is

9267624C

E99AEQAD
9267624C

E99AEQAD
9267624C

E99AEQAD
9267624C

87E74890

B4036B1D

E686DD55

E686DD55

0952CA7B

702902F8
0952CA7B

702902F8
0952CA7B

702902F8
0952CA7B

839B8959

BAQ43AE6

F758FD91

F758FD91

A8ACDFCC

249768D0
A8ACDFCC

249768D0
A8ACDFCC

249768D0
A8ACDFCC

8C10B658
1417AFAD

55ACD646

BA7CB726

BA7CB726

E2A669D5

97B4C73B
E2A669D5

97B4C73B
E2A669D5

97B4C73B
E2A669D5

440C7135
14B226D5

EC5AD35D

FE@B573A

FEOB573A



While loop

Key is
8C10B658 440C7135
649DC77B EGE575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BA@43AE6 55ACD646 ECS5AD35E

output_block 1is
180AB674 39FFBDFE SEC28FB3 7A16A53B

temp is
E686DD55 F758FD91
BA7(CB726 FE@B573A 180AB674 39FFBDFE SEC28FB3 7A16A53B

While loop

Key is
8C10B658 440C7135
649DC77B EGES575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BA@43AEG 55ACD646 ECSAD35F

output_block is
68F2F51A 364601AF 9533C864 F25DA997

temp is
E686DD55 F758FD91 BA7CB726 FEOB573A 180AB674 39FFBDFE
SEC28FB3 7A16A53B 68F2F51A 364601AF 9533(C864 F25DA997

temp XOR provided_data is
ABOA54B5 EC6876C8 53E6578B 8E2255C2 3CODDEA4 AE4B7ACS
923E58D0 B74C625A FA959756 3F14CBD4 3D9F17A8 10QFBC@42



Key is

53E6578B 8E2255C2 3C9DDEA4

V is
FA959756

Update
provided_data is

4D8C89EQ 1B308B59 E99AEQAD
CCFCD763 CD5AC761 9267624C

While loop
Key is

53E6578B 8E2255C2 3C9DDEA4

V is

FA959756
output_block 1is

C66418B2
temp is

C66418B2
While loop

Key is

AE4B7ACS

3F14CBD4

702902F8
0952CA7B

AE4B7ACS

3F14CBD4

D26BFCCO

D26BFCCO

ABOA54B5
923E58D0

3D9F17A8

249768D0
A8ACDFCC

ABOA54B5
923E58D0

3D9F17A8

74F6B220

74F6B220

EC6876(C8
B74C625A

10FBC0O42

97B4C73B
E2A669D5

EC6876C8
B74C625A

10FBC0O45

09C389BE

09C389BE



53E6578B 8E2255C2 3C9DDEA4

V is
FA959756

output_block is
6A0A2310
temp 1is

74F6B220 09C389BE 6AQA2310

While loop

Key is

53E6578B 8E2255C2 3C9DDEA4

V is
FA959756

output_block 1is
4CA3EC53

temp is
C66418B2 D26BFCCO 74F6B220
O5AAQFQ3 (C83D8AFF 4CA3EC53

temp XOR provided_data is
8BE89152 (C95B7799 9D6(C528D
C956D860 05674DOE DEC48EL1F

Key is

AE4B7ACS

3F14CBD4

DE@CCESQE

DEQCCE9E

AE4B7ACS5

3F14CBD4

574253AC

09C389BE
574253AC

79EA8B46
5E1099D7

ABOA54B5
923E58D0

3D9F17A8

05AAQF0Q3

C66418B2
05AAQF03

ABOA54B5
923E58D0

3D9F17A8

E3F17918

6A0A2310
E3F17918

4E9D4BCO
4B5DA6D4

8BE89152

EC6876C8
B74C625A

10FBC0O46

C83D8AFF

D26BFCCO
C83D8AFF

EC6876C8
B74C625A

10FBCO47

B3B50877

DE@QCCE9E
B3B50877

49B809A5
511361A2

C95B7799



9D6(C528D 79EA8B46 4E9D4BCO 49B8Q9AS (956D860 05674DIE

V is
DEC48E1F 5E1099D7 4BS5DA6D4 511361A2

rnd_val 1is
498D25F7 124327CD
FEBAF7FQ 1559AFF8 4813F0609 74BA5BD8 96CQCDS5F 88BASE32

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk Sk sk sk sk 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk sk ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AQA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

additional_input <> NULL, process appropriately

Block_Cipher_df

input_str 1is
AQA1AZA3 A4ASAGA7 AS8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8BI9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8C9CACB CCCDCECF

number_of_bits_to_return = 384
S is
00000030 00000030 AQA1AZ2A3 A4AS5AGA7

A8A9AAAB ACADAEAF B0OB1B2B3 B4B5B6B7 B8BOBABB BCBDBEBF
CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF 80000000 00000000



BCC

IV is

IV Il S is
00000000

A8A9AAAB
coC1czC3

temp is

BCC

IV 1is

IV Il S is
00000000
A8A9AAAB
coc1czac3

temp is

C9E380B9

BCC

IV is

00000000
ACADAEAF
C4C5C6C7

00000000
ACADAEAF
C4C5CoC7

3E376057

00000000

00000030
BOB1BZB3
C8C9CACB

BC61575C

00000001

00000030
BOB1BZB3
C8C9CACB

2C0OB3606

00000002

00000000

00000030
B4B5B6B7
CCCDCECF

5D4B80@37

00000000

00000030
B4B5B6B7
CCCDCECF

11252C52

00000000

00000000

00000000
AGA1AZA3
B8BOBABB
80000000

C9E380B9

00000000

00000001
AQA1AZA3
B8BOBABB
80000000

BC61575C
85BDEC6C

00000000

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

3E376057

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

5D4B80@37
567C9B5A

00000000



IV Il S is
00000000

A8A9AAAB
coc1czc3

temp is
BC61575C
85BDEC6GC

Key is

C9E380B9

00000000
ACADAEAF
C4C5CeC7

5D4B8037
567C9B5A

3E376057

BlockEncrypt

Key is

00000030
BOB1BZB3
C8C9CACB

C9E380B9

F6259D1D

2C0B3606

F6259D1D

C9E380B9 3E376057 2COB3606

X is

F6259D1D

X = BlockEncrypt(Key, X) is

temp is

FBDO1F35

FBDO1F35

00000030
B4B5B6B7
CCCDCECF

3E376057

3848CC93

11252C52

3848(C(C93

11252C52

3848CC93

7D143F63

7D143F63

00000002
AQA1AZA3
B8BOBABB
80000000

2C0OB3606
296E04B5

BC61575C
85BDEC6C

296E0Q4B5

BC61575C
85BDEC6C

296E04B5

ODCOE7F9

ODCOE7F9

00000000
A4ASAGA7
BCBDBEBF
00000000

11252C52
ADGOA97F

5D4B80@37
567C9B5A

ADGOA97F

5D4B80@37
567C9B5A

ADGOA97F

B48DAC71

B48DAC71



BlockEncrypt

Key is
BC61575C 5D4B8037
C9E380B9 3E376057 2C0B3606 11252C52 85BDEC6C 567C9BSA

X is
FBDO1F35 7D143F63 ODCOE7F9 B48DAC71

X = BlockEncrypt(Key, X) is
44QCD750 A626DDB6 7744FD19 DFA9D223

temp 1is
FBDQ1F35 7D143F63
ODCOE7F9 B48DAC71 440(CD750 A626DDB6 7744FD19 DFA9D223

BlockEncrypt

Key is
BC61575C 5D4B80@37
C9E380B9 3E376057 2COB3606 11252C52 85BDEC6C 567C9BSA

X is
440CD750 A626DDB6 7744FD19 DFA9D223

X = BlockEncrypt(Key, X) is
FB21DE23 ASE64CEQ 712FE847 AF490(C39

temp is
FBDO1F35 7D143F63 ODCOE7F9 B48DAC71 440CD750 A626DDB6
7744FD19 DFA9D223 FB21DE23 ASE64CEQ 712FE847 AF490C39

requested_bits 1is
FBDQ1F35 7D143F63 @QDCOE7F9 B48DAC71 440CD750 A626DDB6
7744FD19 DFA9D223 FB21DE23 ASE64CEQ 712FE847 AF490(39



Update

provided_data is

FBDO1F35 7D143F63 @ODCOE7F9 B48DAC71 440CD750
7744FD19 DFA9D223 FB21DEZ23 ASEG4CEQ 712FE847

While loop

Key is

8BE89152

9D6(C528D 79EA8B46 4E9D4BCO 49B80GIAS (956D860

V is

output_block is

temp 1is

While loop

Key is

DEC48E1F 5E1099D7 4B5DA6D4

DCAQE245 D8F0260D 9DDAB936

DCAQE245 D8F0260D 9DDAB936

8BE89152

9D6(C528D 79EA8B46 4E9D4BCO 49B80GI9AS (956D860

V is

output_block is

DEC48E1F 5E1099D7 4B5DA6D4

82EDCOCF 4B852CCE 877A1669

A626DDB6
AF490C39

C95B7799
05674D9E

511361A3

54755CA0

54755CA0

C95B7799
05674D9E

511361A4

CD904(99



temp is

9DDAB936 54755CA@ 82EDCOCF

While loop

Key is

9D6C528D 79EA8B46 4E9D4BCO

V is
DEC48E1F

output_block is
050B4A10

temp 1is
DCAQE245 D8F0260D 9DDAB936
877A1669 (CD904(99 050B4A10

temp XOR provided_data is
2770FD7@ ASE4196E 90Q1AS5ECF
FO3EEB7Q 12399EBA FE2A9433

Key is

901A5ECF EQF8F@OD1 CoE1179F

V is
FE2A9433

4B852CCE

49B809A5

5E1099D7

6405F911

54755CA0
6405F911

EQF8FOD1
C1E3B5F1

EDA3F178

C1E3B5F1

DCAQEZ245
877A1669

8BE89152
C956D860

4B5DA6D4

1D600B2C

82EDCOCF
1D600B2C

CoE1179F
6C4FE36B

2770FD70
FO3EEB70

6C4FE36B

D8F0260D
CD904(99

C95B7799
05674D9E

511361A5

AD9634CC

4B852CCE
AD9634CC

EDA3F178
02DF38F5

A5E4196E
12399EBA

02DF38F5



provided_data is

FBDO1F35 7D143F63 @ODCOE7F9 B48DAC71 440CD750
7744FD19 DFA9D223 FB21DEZ23 ASE64CEQ 712FE847

While loop

Key is

901A5ECF EQF8FOD1 CoE1179F EDA3F178

V is

output_block is

temp is

While loop

Key is

FE2A9433 C1E3B5F1

BOB737AF E2DDCB5C

BOB737AF EZDDCBS5C

901A5ECF EQF8FOD1 CoE1179F EDA3F178

V is

output_block is

temp is

FE2A9433 C1E3B5F1

8B3EB1AA 3BODEBFA

2770FD70
FO3EEB70

6C4FE36B

9DBF368E

9DBF368E

2770FD70
FO3EEB70

6C4FE36B

903BD0O57

BOB737AF

A626DDB6
AF490C39

A5E4196E
12399EBA

02DF38F8

333CA850

333CA850

A5E4196E
12399EBA

02DF38F9

130CCa25

EZ2DDCBS5C



9DBF368E 333CA850 8B3EB1AA 3BI9DEBFA 903BDO57 130CCO25

While loop

Key is
2770FD70 ASE4196E
901ASECF EQF8F@OD1 C6E1179F EDA3F178 FO3EEB7@ 12399EBA

V is
FE2A9433 C1E3B5F1 6C4FE36B 02DF38FA

output_block is
524C2048 99A54528 C304AE71 1F5A57DF

temp is
BOB737AF E2DDCBS5C 9DBF368E 333CA850 8B3EB1AA 3BODEBFA
903BDO57 130CCO25 524C2048 99A54528 (C30Q4AE71 1F5A57DF

temp XOR provided_data is
4B67289A 9F(C9F43F 907FD177 87B10421 CF3266FA 9DBB364C
E77F2D4E CCA51206 A96DFEGB 3C4309C8 B22B4636 BO135BE6

Key is
4B67289A 9FC9F43F
907FD177 87B10421 CF3266FA 9DBB364C E77F2D4E CCA51206

V is
A96DFEGB 3C4309C8 B22B4636 B@135BEG

rnd_val 1is
81DAAF98 0QC34FF0
A104E51D 87E36F5B 17EB14B9 ABC5004C ADDA976E C4F77D34

R AR AR AR AR AR AR AAAAAAAAAA A



CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "NOT ENABLED"

EntropyInput =
00010203 040500607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2(C2D2E2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEE8F 90919293 94959697
98999A9B 9C9DOE9F AQA1AZA3 A4AS5AcA7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF D@OD1D2D3 D4D5D6D7
D8D9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString =
40414243 44454647 48494A4B 4C4DAE4AF 50515253 54555657
58595A5B 5CS5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionalInput = <empty>
R A R
ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kok ok K ok ok ok o Kok o Kok ok ok ok ok oK ok oK ok K ok K ok
CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input 1is

00010203 04050607 08090A0B QCODOEQOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F



personal_str

is

40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6DGEGF

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is

00010203

10111213 14151617 18191A1B
28292A2B 2C2D2EZ2F 20212223
40414243 44454647 48494A4B
58595A5B 5C5D5ESF 60616263

number_of_bits_to_return = 384

S is

00010203
18191A1B
20212223
48494A4B
60616263

BCC

IV 1is

IV II S is
00000000
00010203
18191A1B
20212223
48494A4B
60616263

04050607
1C1D1E1F
24252627
4CADAEAF
64656667

00000000
04050007
1C1D1E1F
24252627
4C4D4AE4F
64656667

08090A0B
20212223
28292A2B
50515253
68696A6B

00000000

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

04050007
1C1D1E1F
24252627
4C4D4AE4F
64656667

0CODOEOF
24252627
2C2D2E2F
54555657
6CoDOEGF

00000000

00000000
OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

08090A0B
20212223
28292A2B
50515253
68696A6B

00000070
10111213
28292A2B
40414243
58595A58B
80000000

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

OCODOEOF
24252627
2C2D2E2F
54555657
6C6DOEGF

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000



temp is

BCC

IV is

IV II S 1is
00000001
00010203
18191A1B
20212223
48494A48
60616263

temp is

4BOE8708

BCC

IV 1is

IV Il S is
00000002
00010203
18191A1B
20212223
48494A4B
60616263

temp is
8AOBOFBS

00000000
04050607
1C1D1E1F
24252627
4CADAEAF
64656667

FACDZ2AQ8

00000000
04050007
1C1D1E1F
24252627
4C4D4E4F
64656667

AA3FA8FD

8AOBOFB5

00000001

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

A13B6B8D

00000002

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

4BOE8708

AA3FA8FD

00000000

00000000
OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

A420CCBC

00000000

00000000
OCODOEQOF
24252627
2C2D2E2F
54555657
6CoD6EGF

FACDZ2AQ8

4B9E8708

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

8AOBOFB5
43CF57C7

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

A13B6B8D

FACD2AQ8

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

AA3FA8FD
F3A7C718

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

A420CCBC



43CF57C7 F3A7C718 2B4B429F EDFD2D2D 937CA4B4

Key is

8AOBOFB5

4BOE8708 FACD2A08 A13B6B8D A420CCBC 43CF57C7

X is

BlockEncrypt

Key is

2B4B429F EDFD2D2D 937CA4B4

8AOBOFB5

4B9E8708 FACDZA08 A13B6B8D A420CCBC 43CF57C7

X is

2B4B429F EDFD2D2D 937CA4B4

X = BlockEncrypt(Key, X) is

temp is

BlockEncrypt

Key is

31D82952 CBF4754A 1354F1A9

31D82952 CBF4754A 1354F1A9

8AOBOFB5

4B9E8708 FACDZA08 A13B6B8D A420CCBC 43CF57C7

X is

31D82952 CBF4754A 1354F1A9

71B86606

AA3FA8FD
F3A7C718

71B86606

AA3FA8FD
F3A7C718

71B86606

184841B4

184841B4

AA3FA8FD
F3A7C718

184841B4



X = BlockEncrypt(Key, X) is

C0812181 C179FD79 547E5367

temp 1is

1354F1A9 184841B4 (0812181

BlockEncrypt

Key is

4B9E8708 FACDZA08 A13B6B8D

X is
(0812181

X = BlockEncrypt(Key, X) is
51223D14

temp is
31D82952 CBF4754A 1354F1A9
547E5367 AB8C9FA4 51223D14

requested_bits 1is
31D82952 CBF4754A 1354F1A9
547E5367 AB8COFA4 51223D14

seed_material 1is
31D82952 CBF4754A 1354F1A9
547E5367 AB8C9FA4 51223D14

C179FD79

A420CCBC

C179FD79

E89B833F

184841B4
E89B833F

184841B4
E89B833F

184841B4
E89B833F

31D82952
547E5367

8AOBOFB5
43CF57C7

547E5367

62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

AB8CIFA4

CBF4754A
AB8CI9FA4

AA3FA8FD
F3A7C718

AB8CIOFA4

0034A200

C179FD79
0034A200

C179FD79
0034A200

C179FD79
0034A200



provided_data is

31D82952 CBF4754A 1354F1A9 184841B4 (0812181
547E5367 AB8CI9FA4 51223D14 E89B833F 62FCSEFS8

While loop

Key is

00000000

00000000 00000000 00000000 00000000 000000

V is

output_block is

temp is

While loop

Key is

00000000 00000000 00000000

530F8AFB (C74536B9 A963B4F1

530F8AFB C74536B9 A963B4F1

00000000

00000000 00000000 00000000 00000000 000000

V is

output_block is

temp is

00000000 00000000 00000000

CEA7403D 4Do@6B6E ©74EC5D3

530F8AFB

C179FD79
0034A200

00000000
00000000

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9



A963B4F1 C4CB738B CEA7403D 4D606B6E 074EC5D3 BAF39D18

While loop

Key is
00000000 00000000
00000000 00000000 00000000 0000000 VVVVVVV0 V000000

V is
00000000 00000000 00000000 00000003

output_block is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D606B6GE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
62D7A3A9 QCB143F3 BA374558 DC83323F QE2661BC 8C199617
533096B4 117F@2BC 23423EDE DF3DA94B B35EAB76 7532978E

Key is
62D7A3A9 QCB143F3
BA374558 DC83323F QE2661BC 8C199617 533096B4 117F02BC

V is
23423EDE DF3DA94B B35EAB76 7532978E

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k %k 3k 3k >k 3k >k 3k %k 3k %k 5k 3k >k 3k >k 3%k >k 3% 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % *k % %k % %k *k

CTR_DRBG_Generate



requested_number_of_bits = 256

additional_input is

Update

provided_data is

<empty>

00000000 00000000 00000000 00000 V00V
00000000 00000000 0000000 VVVVVVV0 V0V

While loop

Key is

62D7A3A9

BA374558 DC83323F QEZ2661BC 8C199617 533096B4

V is

output_block 1is

temp is

While loop

Key is

23423EDE DF3DA94B B35EAB76

40A4397E 72F15782 98F8B8FB

40A4397E 72F15782 98F8B&FB

62D7A3A9

BA374558 DC83323F QEZ2661BC 8C199617 533096B4

V is

23423EDE DF3DA94B B35EAB76

00000000
00000000

0CB143F3
117F02BC

75329791

54A8BAD1

54A8BAD1

0CB143F3
117F02BC

75329792



ou

te

Wh

Ke

\%

ou

te

temp

Key

V is

tput_block is
6526C8ED
mp is

98F8B8FB 54A8BAD1 6526C8ED

ile loop

y is

BA374558 DC83323F QEZ2661BC

is
23423EDE

tput_block is
E901923A

mp is
40A4397E 72F15782 98F8B8FB
3F3FEEA1 SFCB3AF5 E901923A

XOR provided_data is
4QA4397E 72F15782 98F8B8FB
3F3FEEA1l 5FCB3AF5 E901923A

is

98F8B8FB 54A8BAD1 6526C8ED

E901923A

91619BBF

91619BBF

8C199617

DF3DA94B

FE17A74F

54A8BAD1
FE17A74F

54A8BAD1
FE17A74F

91619BBF

FE17A74F

3F3FEEA1

40A4397E
3F3FEEAL

62D7A3A9
533096B4

B35EAB76

53B0O@B2F

6526C8ED
53B0OOB2F

6526C8ED
53B0O0BZF

40A4397E
3F3FEEA1

53B0O0OBZF

SFCB3AF5

72F15782
SFCB3AF5

0CB143F3
117F02BC

75329793

3E5148B5

91619BBF
3E5148B5

91619BBF
3E5148B5

72F15782
S5FCB3AF5

3E5148B5



rnd_val 1is
99BB703C DD820609
903F1241 EA856E27 A54C2B75 EEA7775B 68093FCD 47B52E7F

Second call to Generate
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk 3k sk %k ok 3k sk sk %k ok ok sk sk sk ki k sk sk k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 V0000 VVVVVVV0 0000V
00000000 00000000 00000000 0000000 000000 000000

While loop

Key is
4QA4397E 72F15782
98F8B8FB 54A8BAD1 6526C8ED 91619BBF 3F3FEEA1 SFCB3AF5

V is
E901923A FE17A74F 53BOQOB2F 3E5148B8&

output_block is
97308A02 EQ455DC1 73380181 249766FC

temp is
97308A02 EQ455DC1 73380181 249766FC



While loop
Key is

98F8B8FB 54A8BAD1

V is

output_block 1is

temp is

73380181 249766FC

While loop
Key is

98F8B8FB 54A8BAD1

V is

output_block is

temp is
97308A02 EQ455DC1
748EQ7EQ E4DOAF8B

6526C8ED

E901923A

79B62BE6

79B62BE6

6526C8ED

E901923A

D0938581

73380181
D@938581

91619BBF

FE17A74F

8C41B2F2

8C41B2F2

91619BBF

FE17A74F

D7C44751

249766FC
D7C44751

40A4397E
3F3FEEAL

53B0OOB2F

748EQ7EQ

97308A02
748EQ7EQ

40A4397E
3F3FEEA1

53B0O@B2F

1FF4F5C9

79B62BE6
1FF4F5C9

72F15782
SFCB3AF5

3E5148B9

E4DOAF8B

EQ455DC1
E4DOAF8B

72F15782
SFCB3AF5

3E5148BA

00972CEQ

8C41B2F2
00972CEQ



temp XOR provided_data is
97308A02 EQ455DC1 73380181 249766FC 79B62BE6 8C41B2F2
748EQ7EQ EADOAF8B D0Q938581 D7C44751 1FF4F5C9 00972CE0Q

Key is
97308A02 E0455DC1
73380181 249766FC 79B62BE6 8C41B2F2 748EQ7EQ E4DOAF8B

V is
D0938581 D7C44751 1FF4F5C9 00972CEQ

rnd_val 1is
BB2AQF5F @CA6D306
34BA6068 EB94AAE8 701437DB 7223A1B5 AFE87715 47DA3CEE

B b b e b
CTR_DRBG
Requested Security Strength = 256
prediction_resistance_flag = "NOT ENABLED"
EntropyInput =

00010203 04050007 08090A0B OCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2EZF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEE8F 90919293 94959697
98999A9B 9C9DOE9F AQA1AZA3 A4ASAcA7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF D@OD1D2D3 D4D5D6D7
D8D9DADB DCDDDEDF E@QE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString =



40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionalInputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Additionallnput2 =
AQA1A2A3 A4ASAGA7 ABA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8B9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

R AR AR AR AR AR AR AR AR AR A A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k 3k >k 3k %k 3%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k % %k *k

CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is
00010203 04050607 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CID1E1F 20212223 24252627 28292A2B 2(2D2E2F

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is
40414243 444540647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5DSESF 60616263 64656667 68696A6B 6C6DOEGF

prediction_resistance_flag = "No PredictionResistance"

Block_Cipher_df

input_str 1is
00010203 04050007 08090A0B QCODOEQF
10111213 14151617 18191A1B 1CI1D1E1F 20212223 24252627
28292A2B 2(C2D2E2F 20212223 24252627 28292A2B 2(C2D2EZ2F
40414243 44454647 48494A4B 4C4DAE4F 50515253 54555657
58595A5B 5CS5D5ESF 60616263 64656667 68696A6B 6C6D6EGF



number_of_bits_to_return = 384

S 1is

00010203
18191A1B
20212223
48494A48
60616263

BCC

IV is

IV Il S is
00000000
00010203
18191A1B
20212223
48494A4B
60616263

temp 1is

BCC

IV is

IV Il S is
00000001
00010203
18191A1B

04050007 08090A0B
1C1D1E1F 20212223
24252627 28292AZB
4C4D4E4F 50515253
64656667 68696A6B

00000000

00000000 00000000
04050607 08090A0B
1C1D1E1F 20212223
24252627 28292AZB
4C4D4E4F 50515253
64656667 68696A6B

8AOBOFB5

00000001

00000000 00000000
04050607 08090A0B
1C1D1E1F 20212223

OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

00000000

00000000
0CODOEOF
24252627
2C2D2E2F
54555657
6CoDOEGF

AA3FA8FD

00000000

00000000
0CODOEOF
24252627

00000070
10111213
28292A2B
40414243
58595A58B
80000000

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

4BOE8708

00000000

00000070
10111213
28292A2B

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

FACDZAQ8

00000000

00000030
14151617
2C2D2E2F



20212223
48494A48B
60616263

temp is

4BOE8708

BCC

IV is

IV Il S is
00000002
00010203
18191A1B
20212223
48494A4B
60616263

temp is
8AOBOFB5
43CF57C7

Key is

4BOE8708

X is

24252627
4CADAE4F
64656667

FACDZ2AQ8

00000000
04050607
1C1D1E1F
24252627
4C4D4E4F
64656667

AA3FA8FD
F3A7C718

FACDZ2AQ8

BlockEncrypt

28292A2B
50515253
68696A6B

A13B6B8D

00000002

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

4BOE8708

2B4B429F

A13B6B8D

2B4B429F

2C2D2E2F
54555657
6CoD6EGF

A420CCBC

00000000

00000000
0CODOEQF
24252627
2C2D2E2F
54555657
6CoDOEGF

FACDZAQ8

EDFD2D2D

A420CCBC

EDFD2DZ2D

40414243
58595A5B
80000000

8AOBOFB5
43CF57C7

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

A13B6B8D
937CA4B4

8AOBOFB5
43CF57C7

937CA4B4

44454647
5CSDSESF
00000000

AA3FA8FD
F3A7C718

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

A420CCBC
71B86606

AA3FA8FD
F3A7C718

71B86606



Key is
8AOBOFB5 AA3FA8FD
4BOE8708 FACD2A08 A13B6B8D A420CCBC 43CF57C7 F3A7C718

X is
2B4B429F EDFD2D2D 937CA4B4 71B86606

X = BlockEncrypt(Key, X) 1is
31D82952 CBF4754A 1354F1A9 184841B4

temp is
31D82952 CBF4754A 1354F1A9 184841B4

BlockEncrypt
Key is

8AOBOFB5 AA3FA8FD
4BOE8708 FACD2A08 A13B6B8D A420CCBC 43CF57C7 F3A7C718

X is
31D82952 CBF4754A 1354F1A9 184841B4

X = BlockEncrypt(Key, X) 1is
C0812181 (C179FD79 547E5367 AB8CIFA4

temp is
31D82952 (BF4754A
1354F1A9 184841B4 (0812181 C179FD79 547E5367 AB8CI9FA4

BlockEncrypt

Key is
8AOBOFB5 AA3FA8FD



4B9E8708 FACD2A08

X is

A13B6B8D

C0812181

X = BlockEncrypt(Key, X) 1is

temp is
31D82952 CBF4754A
547E5367 AB8C9FA4

requested_bits 1is
31D82952 (BF4754A
547E5367 AB8COFA4

seed_material 1is
31D82952 CBF4754A
547E5367 AB8C9FA4

Update
provided_data is

31D82952 CBF4754A
547E5367 AB8C9FA4

While loop

Key is

51223D14

1354F1A9
51223D14

1354F1A9
51223D14

1354F1A9
51223D14

1354F1A9
51223D14

A420CCBC

C179FD79

E89B833F

184841B4
E89B833F

184841B4
E89B833F

184841B4
E89B833F

184841B4
E89B833F

43CF57C7

547E5367

62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

00000000

00000000 00000000 00000000 00000000 00000000

V is

00000000 00000000 00000000

F3A7C718

AB8CIOFA4

0034A200

C179FD79
0034A200

C179FD79
0034A200

C179FD79
0034A200

C179FD79
0034A200

00000000
00000000

00000001



output_block is

temp 1is

While loop

Key is

530F8AFB (C74536B9 A963B4F1

530F8AFB (C74536B9 A963B4F1

00000000

00000000 00000000 00000000 000000 V00V

V is

output_block is

temp 1is

00000000 00000000 00000000

CEA7403D 4D606B6E 074ECS5D3

530F8AFB

A963B4F1 C4CB738B CEA7403D 4Do@6BoE ©74EC5D3

While loop

Key is

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block 1is

00000000 00000000 00000000

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003



726003CA 37A62A74 D1AZ2F58E 7506358E

temp 1is
530F8AFB (C74536B9 A963B4F1 C4(CB738B CEA7403D 4D60Q6BGE
074EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
62D7A3A9 OCB143F3 BA374558 DC83323F QE2661BC 8C199617
533096B4 117F@2BC 23423EDE DF3DA94B B35EAB76 7532978E

Key 1is
62D7A3A9 QCB143F3
BA374558 DC83323F 0QE2661BC 8C199617 533096B4 117F02BC

V is
23423EDE DF3DA94B B35EAB76 7532978E

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

additional_input <> NULL, process appropriately

Block_Cipher_df

input_str 1is
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF



number_of_bits_to_return = 384

S is

68696A6B
80818283

BCC

IV 1is

IV II S is
00000000

68696A6B
80818283

temp is

BCC

IV is

IV Il S 1is
00000000
68696A6B
80818283

temp is

CFAE1170

6CoD6EGF
84858687

00000000
6CoD6EGF
84858687

00000000
6CoDOEGF
84858687

EEF4B933

00000030
70717273
88898A8B

00000000

00000030
70717273
88898A8B

DE8D1951

00000001

00000030
70717273
88898A8B

FI9COBD35

00000030
74757677
8C8DBE8F

00000000

00000030
74757677
8C8DBE8F

762E5557

00000000

00000030
74757677
8C8DBE8F

6D5244B9

60616263
78797A7B
80000000

00000000

00000000
60616263
78797A7B
80000000

CFAE1170

00000000

00000001
60616263
78797A7B
80000000

DE8D1951
158CEE79

64656667
7C7D7E7F
00000000

00000000

00000000
64656667
7C7D7E7F
00000000

EEF4B933

00000000

00000000
64656667
7C7D7E7F
00000000

762E5557
08C40855



BCC

IV is

IV Il S is
00000000 00000000

68696A6B 6CO6DOEGF
80818283 84858687

temp is
DE8D1951 762ES5557
158CEE79 08C40855

Key is

CFAE1170 EEF4B933

BlockEncrypt

Key is

00000002

00000030
70717273
88898A8B

CFAE1170

6254BE89

F9COBD35

6254BE89

00000000

00000030
74757677
8C8DBEZF

EEF4B933

B2960465

6D5244B9

B2960465

00000000

00000002
60616263
78797A7B
80000000

FOCOBD35
D4879231

DE8D1951
158CEE79

D4879231

DE8D1951

CFAE1170 EEF4B933 F9C0BD35 6D5244B9 158CEE79

X is

6254BE89 B2960465 D4879231

00000000

00000000
64656667
7C7D7E7F
00000000

6D5244B9
3E993E48

762E5557
08C40855

3E993E48

762E5557
08C40855

3E993E48



X = BlockEncrypt(Key, X) is
4D8C89EQ 1B308B59 E99AEQAD

temp is
4D8C89EQ® 1B308B59 EQ9AEQAD

BlockEncrypt

Key is
DE8D1951
CFAE1170 EEF4B933 F9C@OBD35 6D5244B9 158CEE79

X is
4D8C89EQ® 1B3@8B59 E99AEQAD

X = BlockEncrypt(Key, X) is
249768D0 97B4C73B CCFCD763

temp is
4D8C89E0
E99AEQAD 702902F8 249768D0 97B4C73B CCFCD763

BlockEncrypt

Key is
DE8D1951
CFAE1170 EEF4B933 F9COBD35 6D5244B9 158CEE79

X is
249768D0 97B4C73B CCFCD763

X = BlockEncrypt(Key, X) 1is
9267624C ©952CA7B A8ACDFCC

702902F8

702902F8

762E5557
08C40855

702902F8

CD5AC761

1B308B59
CD5AC761

762E5557
08C40855

CD5AC761

E2A669D5



temp is
4D8C89EQ 1B308B59
CCFCD763 CD5AC761

requested_bits 1is
4D8C89EQ 1B308B59
CCFCD763 CD5AC761

Update

provided_data is
4D8C89EQ 1B308B59
CCFCD763 CD5AC761

While loop
Key is

BA374558 DC83323F

V is

output_block 1is

temp is

While loop

Key is

E99AEQAD
9267624C

E99AEQAD
9267624C

E99AEQAD
9267624C

OE2661BC

23423EDE

99BB703C

99BB703C

702902F8
0952CA7B

702902F8
0952CA7B

702902F8
0952CA7B

8C199617

DF3DA94B

DD820609

DD820609

249768D0
A8ACDFCC

249768D0
A8ACDFCC

249768D0
A8ACDFCC

62D7A3A9
533096B4

B35EAB76

903F1241

903F1241

97B4C73B
E2A669D5

97B4C73B
E2A669D5

97B4C73B
E2A669D5

0CB143F3
117F02BC

7532978F

EA856E27

EA856E27



BA374558 DC83323F QE2661BC

V is
23423EDE

output_block is
A54C2B75
temp 1is

903F1241 EA856E27 A54(C2B75

While loop

Key is

BA374558 DC83323F QEZ2661BC

V is
23423EDE

output_block 1is
40A4397E

temp is
99BB703C DD820609 903F1241
68093FCD 47B52E7F 40A4397E

temp XOR provided_data is
D437F9DC C6B28D5@ 79ASF2EC
A4FSESAE 8AEFE91E D2C35B32

Key is

8C199617

DF3DA94B

EEA7775B

EEA7775B

8C199617

DF3DA94B

72F15782

EA856E27
72F15782

9AAC6CDF
7BA39DF9

62D7A3A9
533096B4

B35EAB76

68093FCD

99BB703C
68093FCD

62D7A3A9
533096B4

B35EAB76

98F8B8FB

A54C2B75
98F8B8FB

81DB43A5
30546737

D437F9DC

0CB143F3
117F@2BC

75329790

47B52E7F

DD820609
47B52E7F

0CB143F3
117F02BC

75329791

54A8BAD1

EEA7775B
54A8BAD1

7913B060
BoOED304

CoB28D50



79A5F2EC 9AAC6CDF 81DB43A5 7913B06@ A4FSE8AE

V is
D2C35B32 7BA39DF9 30546737

Update

provided_data is
4D8C89EQ 1B308B59 E99AEQAD 702902F8 249768D0
CCFCD763 CD5AC761 9267624C 0952CA7B A8ACDFCC

While loop

Key is
D437F9DC
79A5F2EC 9AAC6CDF 81DB43A5 7913B060 A4FSESAE

V is
D2C35B32 7BA39DF9 30546737

output_block is
94AC6EQ7 4D46CBOB 15C13188

temp 1is
94AC6EQ7 4D46(CBOB 15C13188

While loop

Key is
D437F9DC
79A5F2EC 9AAC6CDF 81DB43A5 7913B060 A4FSESAE

8AEFEILE

B6OED304

97B4C73B
E2A669D5

CoB28D50
8AEFE9LE

B6@OED307

C79E747F

C79E747F

CoB28D50
8AEFE9LE



V is

D2C35B32 7BA39DF9 30546737

output_block is

26AEQE89 253EAFFZ A663DC6E

temp is

15C13188 C79E747F 26AEQE89

While loop

Key is

79A5F2EC 9AAC6CDF 81DB43A5

V is
D2C35B32

output_block is
67A42F29

temp 1is
94ACoEQ7 4D46(CBOB 15C13188
A663DCOE 9347201D 67A42F29

temp XOR provided_data is
D920QE7E7 56764052 FC5BD125
6A9FQBOD 5E1DE77C F5C34D65

Key is

FC5BD125 B7B77687 02396659

V is

253EAFF2

7913B060

7BA39DF9

2DFD819B

C79E747F
2DFD819B

B7B77687
24AF4BEQ

B28A68C9

94AC6EQ7
A663DC6E

D437F9DC
A4F5E8AE

30546737

1AZ2BESDD

26AEQEZ9
1A2BE5DD

02396659
B2873A11

D920E7E7
6A9F0OBOD

B6OED308

9347201D

4D46CBOB
9347201D

CoB28D50
8AEFE9LE

B6@OED309

18496(C49

253EAFF2
18496(49

B28A68(9
FAEF@59C

56764052
SE1DE77C



F5C34D65 24AF4BE@ B2873A11 FAEFQ59C

rnd_val 1is
47111E14 6562E9AA
2FB2A1B0@ 95D37A81 65AF8FC7 CA611D63 2BE7D4C1 45C83900

Second call to Generate
3k 3k 3k 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3K 3k sk 3k 3k 3k 3k sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k 3k >k sk 3k %k sk 3k sk sk >k 3k 3k %k sk 3k sk sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BOBABB BCBDBEBF COC1C2C3 (C4C5C6C7 C8C9CACB CCCDCECF

additional_input <> NULL, process appropriately

Block_Cipher_df
input_str 1is
AQA1AZA3 A4ASAGA7 ABASAAAB ACADAEAF BOB1BZ2B3 B4BS5B6B7
B8BI9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF
number_of_bits_to_return = 384
S 1is
00000030 00000030 AQA1AZA3 A4AS5AGA7

A8A9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7 B8BOBABB BCBDBEBF
CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF 80000000 00000000

BCC

IV is



IV Il S is
00000000

A8A9AAAB
coc1czc3

temp is

BCC

IV is

IV II S 1is
00000000
A8A9AAAB
coC1czC3

temp is

C9E380B9

BCC

IV is

IV Il S is

00000000
ACADAEAF
C4C5CeC7

00000000
ACADAEAF
C4C5C6C7

3E376057

00000000

00000030
BOB1BZB3
C8C9CACB

BC61575C

00000001

00000030
BOB1BZB3
C8CI9CACB

2C0B3606

00000002

00000000 00000000 00000030
A8A9AAAB ACADAEAF BOB1BZB3

00000000

00000030
B4B5B6B7
CCCDCECF

5D4B8037

00000000

00000030
B4B5B6B7
CCCDCECF

11252C52

00000000

00000030
B4B5B6B7

00000000

00000000
AQA1AZA3
B8BOBABB
80000000

C9E380B9

00000000

00000001
AQA1AZA3
B8BOBABB
80000000

BC61575C
85BDEC6C

00000000

00000002
AOA1AZA3
B8BOBABB

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

3E376057

00000000

00000000
A4ASAGA7
BCBDBEBF
00000000

5D4B80@37
567C9B5A

00000000

00000000
A4ASAGA7
BCBDBEBF



CoC1C2C3 C4C5C0C7 C8CICACB

temp 1is
BC61575C 5D4B8037 C9E380B9
85BDEC6C 567C9BSA F6259D1D

Key 1is

C9E380B9 3E376057 2C0B3606

F6259D1D

BlockEncrypt
Key is

C9E380B9 3E376057 2C0OB3606

X is
F6259D1D

X = BlockEncrypt(Key, X) is

FBDO1F35
temp 1is

FBDQ1F35
BlockEncrypt
Key is

CCCDCECF

3E376057

3848(C(C93

11252C52

3848CC93

11252C52

3848(C(C93

7D143F63

7D143F63

80000000

2C0B3606
296E04B5

BC61575C
85BDEC6C

296E04B5

BC61575C
85BDEC6C

296E0Q4B5

ODCOE7F9

ODCOE7F9

BC61575C

00000000

11252C52
AD6OA97F

5D4B8037
567C9B5A

ADGOA97F

5D4B80@37
567C9B5A

ADGOA97F

B48DAC71

B48DAC71

5D4B80@37



C9E380B9 3E376057 2C0B3606

X is
FBD@1F35

X = BlockEncrypt(Key, X) 1is
44QCD750

temp is

ODCOE7F9 B48DAC71 440CD750

BlockEncrypt

Key is

C9E380B9 3E376057 2C0OB3606

X is
44QCD750

X = BlockEncrypt(Key, X) is
FB21DEZ23

temp 1is
FBDQ1F35 7D143F63 @ODCOE7F9
7744FD19 DFA9D223 FB21DEZ23

requested_bits 1is
FBDO1F35 7D143F63 @DCOE7F9
7744FD19 DFA9D223 FB21DE23

11252C52

7D143F63

A626DDB6

A626DDB6

11252C52

A626DDB6

ASE64CEQ

B48DAC71
A5E64CEQ

B48DAC71
ASE64CEQ

85BDEC6C

ODCOE7F9

7744FD19

FBDO1F35
7744FD19

BC61575C
85BDEC6C

7744FD19

712FE847

440CD750
712FE847

440CD750
712FE847

567C9B5A

B48DAC71

DFA9D223

7D143F63
DFA9D223

5D4B80@37
567C9B5A

DFA9D223

AF490(C39

A626DDB6
AF490C39

A626DDB6
AF490(39



provided_data is

FBDO1F35 7D143F63 @ODCOE7F9 B48DAC71 440CD750
7744FD19 DFA9D223 FB21DEZ23 ASE64CEQ 712FE847

While loop

Key is

D92QE7E7

FC5BD125 B7B77687 02396659 B28A68C9 6A9FOBAD

V is

output_block is

temp is

While loop

Key is

F5C34D65 24AF4BEQ B2873A11

39AEAB48 6D431EA6 FA729E7B

39AEAB48 ©D431EA6 FA729E7B

D92QE7E7

FC5BD125 B7B77687 02396659 B28A68C9 6A9FOBAD

V is

output_block is

temp is

F5C34D65 24AF4BEQ B2873A11

2B974223 14E62662 B5292502

39AEAB48

A626DDB6
AF490C39

56764052
SE1DE77C

FAEF@59D

8DE7EEBC

8DEVEEBC

56764052
SE1DE77C

FAEF@59E

EF19F208

6D431EA6



FA729E7B 8DEVEEBC 2B974223 14E62662 B5292502 EF19F208

While loop

Key is
D920QEVE7 56764052
FC5BD125 B7B77687 02396659 B28A68C9 6A9FOBOD SE1DE77C

V is
F5C34D65 24AF4BEQ@ B2873A11 FAEFQS59F

output_block is
5481D794 AEAF9149 3D37ES5F4 7344631E

temp is
39AEAB48 6D431EAG FA729E7B 8DEVEEBC 2B974223 14E62662
B5292502 EF19F208 5481D794 AEAF9149 3D37ES5F4 7344631E

temp XOR provided_data is
C27EB47D 105721C5 F7B27982 396A42CD 6F9B9573 B2COFBD4
C26DD81B 30B0Q202B AFAQ@9B7 @B49DDA9 4C180DB3 DC@ODGF27

Key is
C27EB47D 105721C5
F7B27982 396A42CD 6F9B9573 B2COFBD4 (C26DD81B 30B0202B

V is
AFAQ@9B7 ©QB49DDA9 4C180DB3 DC@ODoF27

Update

provided_data is
FBDO1F35 7D143F63 @ODCOE7VF9 B48DACY71 440CD750 A626DDB6
7744FD19 DFA9D223 FB21DE23 ASE64CEQ 712FE847 AF490(C39



While loop

Key is
C27EB47D 105721C5
F7B27982 396A42CD 6F9B9573 B2COFBD4 (C26DD81B 30B0202B

V is
AFAQ@9B7 ©QB49DDA9 4C180DB3 DC@ODoFZ2A

output_block 1is
776A18C9 10QE930E6 Q1A81AFA F27A254B

temp is
776A18C9 10QE930E6G Q1A81AFA F27A254B

While loop

Key is
C27EB47D 105721C5
F7B27982 396A42CD 6F9B9573 B2COFBD4 (C26DD81B 30B0202B

V is
AFAQQ9B7 ©OB49DDA9 4(C180DB3 DC@D6FZB

output_block 1is
6249277E C6@QF443C CBD11B72 DCBG3EGF

temp is
776A18C9 10QE930E6
01A81AFA F27A254B 6249277E (C60F443C (CBD11B72 DCBG3EGF



While loop

Key is
C27EB47D 105721C5
F7B27982 396A42CD 6F9B9573 B2COFBD4 (C26DD81B 30B0202B

V is
AFAQ@9B7 ©OB49DDA9 4C180DB3 DC@Do6F2C

output_block 1is
8FFOB81F D441A1C7 66FFCFD@ EFAFCA4D

temp is
776A18C9 1QE930EGC Q1A81AFA F27A254B 6249277E C60QF443C
CBD11B72 DCB63EGF 8FFOB81F D441A1C7 66FFCFD@ EFAFCA4D

temp XOR provided_data is
8CBAQ7FC 6DFDOF85 QC68FDO3 46F7893A 2645F02E 6029998A
BC95E66B 031FEC4C 74D1663C 71A7VED27 17D02797 40QE6(674

Key is
8CBAQ7FC 6DFDOF85
0C68FDO3 46F7893A 2645FQ2E 6029998A BCI9SE66B @31FEC4C

V is
74D1663C 71A7ED27 17D02797 4QE6C674

rnd_val 1is
98A28E3B 1BA363(C9
DAFOF688 7A1CF52B 833D3354 D77A7C10 837DD63D DZ2E645F8
THHHEH A T T

CTR_DRBG

Requested Security Strength = 256



prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8CICACB CCCDCECF D@D1D2D3 D4D5D6D7
D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2C2D2EZ2F

PersonalizationString = <empty>

AdditionalInput = <empty>
R R I R R R R
3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k >k 3k 3k 5k 5k 5k 3k >k %k %k %k 3k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k >k >k kk
CTR_DRBG_Instantiate_algorithm - with derivation function

entropy_input is

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZ2EZF

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F

personal_str is <empty>

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df



input_str 1is
00010203
10111213 14151617 18191A1B
28292A2B 2C2D2E2F 20212223

number_of_bits_to_return = 384
S is

00010203 04050607 08090A0B
18191A1B 1C1D1E1F 20212223
20212223 24252627 28292AZB

BCC

IV is
00000000

IV Il S 1is
00000000 00000000 00000000
00010203 04050607 ©8090A0B
18191A1B 1C1D1E1F 20212223
20212223 24252627 28292AZB

temp is
4BC4520F
BCC
IV is
00000001
IV Il S is

00000001 00000000 00000000
00010203 04050607 08090A0B

04050607
1C1D1E1F
24252627

0CODOEOF
24252627
2C2D2E2F

00000000

00000000
0CODOEOF
24252627
2C2D2E2F

E87668A3

00000000

00000000
OCODOEOF

08090A0B
20212223
28292A2B

00000040
10111213
28292A2B
80000000

00000000

00000040
10111213
28292A2B
80000000

A2CE3DCB

00000000

00000040
10111213

0CODOEOF
24252627
2C2D2E2F

00000030
14151617
2C2D2E2F
00000000

00000000

00000030
14151617
2C2D2E2F
00000000

5F564BA9

00000000

00000030
14151617



18191A1B 1C1D1E1F 20212223
20212223 24252627 28292AZB

temp is

A2CE3DCB 5F564BA9 5F84CA59

BCC

IV 1is

IV II S is
00000002
00010203
18191A1B
20212223

temp 1is
4BC4520F
9C275423

Key is

A2CE3DCB

X is

00000000
04050007
1C1D1E1F
24252627

E87668A3
OF4E6DC4

5F564BA9

BlockEncrypt

Key is

00000002

00000000
08090A0B
20212223
28292A2B

A2CE3DCB

8283F162

5F84CA59

8283F162

24252627
2C2D2E2F

86AFCICB

00000000

00000000
OCODOEOF
24252627
2C2D2E2F

5F564BA9

52D8520F

86AFCICB

52D8520F

28292A2B
80000000

4BC4520F
9C275423

00000000

00000040
10111213
28292A2B
80000000

5F84CA59
D651F481

4BC4520F
9C275423

D651F481

4BC4520F

2C2D2E2F
00000000

E87668A3
OF4EGDC4

00000000

00000030
14151617
2C2D2E2F
00000000

86AFCICB
64D42EC9

E87668A3
OF4E6DC4

64D42EC9

E87668A3



A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423 QF4E6DC4

X is
8283F162 52D8520F Do651F481 064D42EC9

X = BlockEncrypt(Key, X) 1is
DF1F3CA3 8349478C CDFE738A 222E0645

temp is
DF1F3CA3 8349478C CDFE738A 222E0645

BlockEncrypt

Key is
4BC4520F E87668A3
A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423 QF4E6DC4

X is
DF1F3CA3 8349478C CDFE738A 222EQ645

X = BlockEncrypt(Key, X) 1is
494008AD CEFBEZ237 13596A7E AE41BBCD

temp is
DF1F3CA3 8349478C
CDFE738A 222E0645 494008AD CEFBE237 13596A7E AE41BBCD

BlockEncrypt

Key is
4BC4520F E87668A3
A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423 QF4E6DC4



X is
494008AD CEFBE237 13596A7E

X = BlockEncrypt(Key, X) 1is
(C66368D7 8DA21092 84QE23(C8

temp is
DF1F3CA3 8349478C CDFE738A 222E0645 494008AD
13596A7E AE41BBCD C66368D7 8DA21092 84QE23C8

requested_bits 1is
DF1F3CA3 8349478C CDFE738A 222E0645 494Q008AD
13596A7E AE41BBCD (C66368D7 8DA21092 840QE23C8

seed_material 1is
DF1F3CA3 8349478C CDFE738A 222EQ645 494008AD
13596A7E AE41BBCD (C66368D7 8DA21092 84QE23(C8

Update
provided_data is

DF1F3CA3 8349478C CDFE738A 222E0645 494008AD
13596A7E AE41BBCD C66368D7 8DA21092 840QEZ23C8

While loop
Key is

00000000
00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000

output_block 1is

AE41BBCD

995CE6D2

CEFBE237
995CE6D2

CEFBEZ237
995CE6D2

CEFBE237
995CE6D2

CEFBE237
995CE6D2

00000000
00000000

00000001



temp 1is

While loop

Key is

530F8AFB (C74536B9 A963B4F1

530F8AFB (C74536B9 A963B4F1

00000000

00000000 00000000 00000000 00000 V00V

V is

output_block is

temp 1is

00000000 00000000 00000000

CEA7403D 4D606B6E 074EC5D3

530F8AFB

A963B4F1 C4CB738B CEA7403D 4Do@6B6E ©74EC5D3

While loop

Key is

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block 1is

00000000 00000000 00000000

726003CA 37A62A74 D1AZ2F58E

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E



temp 1is
530F8AFB (C74536B9 A963B4F1 C4(CB738B CEA7403D 4D60Q6BGE
074EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
8C10B658 440(C7135 649DC77B EGES75CE 87E74890 839B8959
1417AFAD 14B226D5 B4036B1D BAQ43AE6 55ACD646 ECS5AD35C

Key 1is
8C10B658 440C7135
649DC77B EGES575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BA@43AE6 55ACD646 ECS5AD35C

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k %k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k 3k 3k %k sk 5k %k %k >k kk ok k

CTR_DRBG_Reseed
entropy_input is

80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9CODIEOF AQA1AZA3 A4ASA6A7 ASA9AAAB ACADAEAF

additional_input is <empty>

Block_Cipher_df



input_str 1is

80818283 84858087 88898A8B
98999A9B 9CI9D9ESF AQA1AZA3

number_of_bits_to_return = 384

S 1is

88898A8B
AQA1AZA3

BCC

IV is

IV Il S is
00000000

88898A8B
AQA1AZA3

temp is

BCC

IV 1is

IV II S is

00000000
88898A8B
AGA1AZA3

8C8DBE8F
A4A5AGA7

00000000
8C8DBE8F
A4ASAGA7

00000000
8C8DBESF
A4ASAGA7

00000030
90919293
A8A9AAAB

00000000

00000030
90919293
A8A9AAAB

6808E8(2

00000001

00000030
90919293
A8A9AAAB

8C8DBEZF
A4A5A6A7

00000030
94959697
ACADAEAF

00000000

00000030
94959697
ACADAEAF

37359853

00000000

00000030
94959697
ACADAEAF

90919293
A8A9AAAB

80818283
98999A98B
80000000

00000000

00000000
80818283
98999A98B
80000000

E4AC883F

00000000

00000001
80818283
98999A9B
80000000

94959697
ACADAEAF

84858687
9C9D9EIF
00000000

00000000

00000000
84858687
9C9D9EIF
00000000

8D22A1CA

00000000

00000000
84858687
9C9D9EIF
00000000



temp is
6808E8C2 37359B53
E4AC883F 8D22A1CA DCO9AZBCF C2C81F7F F712FC22 E18D59F6

BCC

IV is
00000002 00000000 00000000 00P0VV00

IV Il S is
00000002 00000000
00000000 00000000 00000030 00000030 80818283 84858687
88898A8B 8C8DSE8F 90919293 94959697 98999A9B 9(C9DIEIF
AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF 80000000 00000000

temp is
6808E8C2 37359B53 E4AC883F 8D22A1CA DC9AZ2BCF C2C81F7F
F712FC22 E18D59F6 D870D670 2017B3B4 5327BDD3 ESD50B51

Key is
6808E8C2 37359B53
E4AC883F 8D22A1CA DCOAZBCF C2C81F7F F712FC22 E18D59F6

X is
D870D670 2017B3B4 5327BDD3 ESD50B51

BlockEncrypt

Key is
6808E8C2 37359B53
E4AC883F 8D22A1CA DC9AZBCF C2C81F7F F712FC22 E18D59F6



X is

D870D670 2017B3B4 5327BDD3

X = BlockEncrypt(Key, X) is

temp 1is

BlockEncrypt

Key is

F11E1D8A FE3197D7 A33A494B

F11E1D8A FE3197D7 A33A494B

6808E8(C2

E4AC883F 8D22A1CA DC9AZBCF C2C81F7F F712FC22

X is

F11E1D8A FE3197D7 A33A494B

X = BlockEncrypt(Key, X) 1is

temp 1is

27E44756 CA44780C C36EQAA3

F11E1D8A

A33A494B 9676DBF2 27E44756 CA44780C C36EQAA3

BlockEncrypt

Key is

6808E8(C2

E4AC883F 8D22A1CA DC9AZBCF C2C81F7F F712FC22

X is

27E44756 CA44780C C36EQAA3

ESD50B51

9676DBF2

9676DBF2

37359B53
E18D59F6

9676DBF2

895C552E

FE3197D7
895C552E

37359B53
E18D59F6

895C552E



X = BlockEncrypt(Key, X) is
6301C157

temp 1is
F11E1D8A FE3197D7 A33A494B
C36EQAA3 895C552E 6301C157

requested_bits 1is
F11E1D8A FE3197D7 A33A494B
C36EQAA3 895C552E 6301C157

Update
provided_data is

F11E1D8A FE3197D7 A33A494B
C36EQAA3 895C552E 6301C157

While loop

Key is

649DC77B EGE575CE 87E74890

V is
B4036B1D

output_block is
E686DD55

temp 1is
E686DD55

C36F26C4

9676DBF2
C36F26C4

9676DBF2
C36F26C4

9676DBF2
C36F26C4

839B8959

BAQ43AE6

F758FD91

F758FD91

986874E7

27E44756
986874E7

27E44756
986874E7

27E44756
986874E7

8C10B658
1417AFAD

55ACD646

BA7CB726

BA7CB726

698ECCFD

CA44780C
698ECCFD

CA44780C
698ECCFD

CA44780C
698ECCFD

440C7135
14B226D5

EC5AD35D

FEOB573A

FEOB573A



While loop

Key is
8C10B658 440C7135
649DC77B EGES575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BA@43AE6G 55ACD646 ECSAD3SE

output_block is
180AB674 39FFBDFE SEC28FB3 7A16A53B

temp is
E686DD55 F758FD91
BA7CB726 FE@B573A 180AB674 39FFBDFE SEC28FB3 7A16A53B

While loop

Key is
8C10B658 440C7135
649DC77B EGE575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BAQ43AE6G 55ACD646 ECSAD3SF

output_block is
68F2F51A 364601AF 9533C864 F25DA997

temp 1is
E686DD55 F758FD91 BA7CB726 FE@B573A 180AB674 39FFBDFE
SEC28FB3 7A16A53B 68F2F51A 364601AF 9533C864 F25DA997

temp XOR provided_data is
1798CODF 09696A46 1946FEGD 687D8CC8 3FEEF122 F3BBCS5F2



9DAC8510 F34AFQ15 0BF3344D F529276B @D5BBC83 9BD3656A

Key is
1798CODF 09696A46
1946FE6D 687D8CC8 3FEEF122 F3BBCS5F2 9DAC8510 F34AFQ15

V is
©OBF3344D F529276B OD5BBC83 9BD3656A

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k >k 3k 3%k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k %k k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000 00VVVVV0 0000000
00000000 00000000 0000000 VVVVVVV0 VVVVVVV0 V000V

While loop

Key is
1798CODF 09696A46
1946FE6D 687D8CC8 3FEEF122 F3BBCS5F2 9DAC8510 F34AFQ15

V is
©OBF3344D F529276B OD5BBC83 9BD3656D

output_block 1is
28BC65A8 6AB7C74E DF4BB872 87D34FBB



temp 1is

While loop
Key is

1946FEGD 687D8CC8

V is

output_block is

temp 1is

DF4BB872 87D34FBB

While loop
Key is

1946FE6D 687D8CC8

V is

output_block 1is

temp is
28BC65A8 6AB7(C74E
EEVB8886 SBOFC7BD

28BC65A8 6AB7C74E DF4BB872

3FEEF122

0BF3344D

8D6F16D7

8DoF16D7

3FEEF122

©OBF3344D

B74611F3

DF4BB872
B74611F3

F3BBC5F2

F529276B

B91B6ABB

B91B6ABB

F3BBC5F2

F529276B

9295A625

87D34FBB
9295A625

1798C@DF
9DAC8510

©OD5BBC83

EE7B8886

28BC65A8
EE7B8886

1798C0ODF
9DAC8510

OD5BB(C83

7C39984C

8D6F16D7
7C39984C

87D34FBB

09696A46
F34AF015

9BD3656E

5BOFC7BD

6AB7C74E
5BOFC7BD

09696A46
F34AFQ15

9BD3656F

9C@998B30

B91B6ABB
9C099B30



temp XOR provided_data is
28BC65A8 6AB7C74E DF4BB872 87D34FBB 8D6F16D7 B91BGABB
EE7B8886 5BOFC7BD B74611F3 9295A625 7(39984C 9CQ99B30

Key is
28BC65A8 6AB7(C74E
DF4BB872 87D34FBB 8D6F16D7 B91B6ABB EE7B8886 SBOFC7BD

V is
B74611F3 9295A625 7C39984C 9C099B30

rnd_val 1is
D1E9C737 BOEBAEDY
065A0D4E4 COEAEBEZ2 67F5E919 3680FDFF A62F4865 B3FQQ9EC

Second call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk 5k 5k 5k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k %k sk sk sk sk sk sk ok k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k 5k 3k 3k 3k 3k 5k 5k 3k 3k 3k 5k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk sk sk 3k 3k 3k sk sk %k ok ok sk sk sk ki k sk sk k

CTR_DRBG_Reseed
entropy_input is

CoC1C2C3 C4C5C6C7 C8CICACB CCCDCECF D@D1D2D3 D4D5D6D7
D8D9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ES8EOEAEB ECEDEEEF

additional_input is <empty>



Block_Cipher_df

input_str 1is
COC1C2C3 (C4C5C6C7 C8CICACB
D8D9DADB DCDDDEDF EQ@E1EZE3

number_of_bits_to_return = 384
S 1is
00000030

C8C9CACB CCCDCECF D@D1DZD3
EQE1E2E3 E4ESEGE7 ESEOEAEB

BCC
IV is
00000000
IV Il S is
00000000 00000000 00000030

C8C9CACB CCCDCECF D@D1DZD3
EQE1E2E3 E4ESEGE7 ESEOEAEB

temp is
F2977267
BCC
IV is
00000001
IV Il S is

00000000 00000000 00000030

CCCDCECF
E4ESEGE7

00000030
D4D5D6D7
ECEDEEEF

00000000

00000030
D4D5D6D7
ECEDEEEF

80DDB539

00000000

00000030

D@D1D2D3
ESE9EAEB

coC1czC3
D8D9DADB
80000000

00000000

00000000
cac1c2C3
D8D9DADB
80000000

4AFDD5B8

00000000

00000001
coC1C2C3

D4D5D6D7
ECEDEEEF

C4C5C6eC7
DCDDDEDF
00000000

00000000

00000000
C4C5CeC7
DCDDDEDF
00000000

CCC350C9

00000000

00000000
C4C5C6C7



C8C9CACB CCCDCECF D@D1D2D3
EQE1E2E3 E4ESEGE7 ESEQEAEB
temp is

4AFDD5B8 CCC350C9 AAZEF303

BCC
IV is
00000002
IV II S is
00000000 00000000 V0000030

C8C9CACB CCCDCECF D@oD1D2D3
EQE1E2E3 E4ESEGE7 ESE9EAEB

temp is
F2977267 80DDB539 4AFDD5B8
919EA794 Q6ADEF9B 31221A7E

Key is

4AFDD5B8 CCC350C9 AAZEF303

X is
31221A7E

BlockEncrypt

Key is

D4D5D6D7
ECEDEEEF

87F07708

00000000

00000030
D4D5D6D7
ECEDEEEF

CCC35009

3A0CE21C

87F07708

3A0CE21C

D8D9DADB
80000000

F2977267
919EA794

00000000

00000002
coC1C2C3
D8DIDADB
80000000

AAZ2EF303
54C7074E

F2977267
919EA794

54C7074E

F2977267

DCDDDEDF
00000000

80DDB539
O6ADEF9B

00000000

00000000
C4C5C6C7
DCDDDEDF
00000000

87F07708
0C011CA8

80DDB539
O6ADEF9B

0CO11CA8

80DDB539



4AFDD5B8 CCC350C9 AAZEF303 87F07708 919EA794 Q6ADEF9B

X is
31221A7E 3AQCEZ21C 54C7074E 0C0O11CA8

X = BlockEncrypt(Key, X) 1is
AAA32C63 EG6A3FED3 B6787677 D5867143

temp is
AAA32C63 EG6A3FED3 B6787677 D5867143

BlockEncrypt

Key is
F2977267 80DDB539
4AFDD5B8 CCC350C9 AA2EF303 87F07708 919EA794 Q6ADEF9B

X is
AAA32C63 EOA3FED3 B6787677 D5867143

X = BlockEncrypt(Key, X) 1is
FO4E8A91 QEQA3F2F A7CDDD9B 8D03090C

temp is
AAA32C63 EGA3FED3
B6787677 D5867143 FO4E8A91 QEQA3F2F A7CDDD9B 8D03090C

BlockEncrypt

Key is
F2977267 80DDB539
4AFDD5B8 CCC350C9 AA2EF303 87FQ7708 919EA794 Q6ADEF9B



X is
FO4E8A91

X = BlockEncrypt(Key, X) 1is
E74BO9AD

temp is
AAA32C63 EG6A3FED3 B6787677
A7CDDD9B 8D@3090C E74B@9AD

requested_bits 1is
AAA32C63 EGA3FED3 B6787677
A7CDDD9B 8D03090C E74B@9AD

Update
provided_data is

AAA32C63 EGA3FED3 B6787677
A7CDDD9B 8D@3090C E74B@9AD

While loop

Key is

DF4BB872 87D34FBB 8D6F16D7

V is
B74611F3

output_block is
7ECAD37E

temp is
7ECAD37E

OEQA3F2F

16BC3C53

D5867143
16BC3C53

D5867143
16BC3C53

D5867143
16BC3C53

B91B6ABB

9295A625

8013E170

8013E170

A7CDDD9B

457691EE

FO4E8A91
457691EE

FO4E8A91
457691EE

FO4E8A91
457691EE

28BC65A8
EE7B8886

7(€39984C

208C17FB

208C17FB

8D03090C

BC770472

OEQA3F2ZF
BC770472

OEQA3F2F
BC770472

OEQA3F2F
BC770472

6AB7C74E
5BOFC7BD

9C@99B31

03A50642

03A500642



While loop
Key is

DF4BB872 87D34FBB

V is

output_block 1is

temp is

208C17FB 03A50642

While loop
Key is

DF4BB872 87D34FBB

V is

output_block is

temp is
7ECAD37E 80Q13E170
816BAF1B 7071AF4D

8DoF16D7

B74611F3

ED31FEQQ

ED31FEQQ

8D6F16D7

B74611F3

35COBF18

208C17FB
35COBF18

B91B6ABB

9295A625

EE996396

EE996396

B91B6ABB

9295A625

C24A77A2

03A50042
C24A77A2

28BC65A8
EE7B8886

7(39984C

816BAF1B

7ECAD37E
816BAF1B

28BC65A8
EE7B8886

7C39984C

20585DEB

ED31FEQ0Q
20585DEB

6AB7C74E
5BOFC7BD

9C@998B32

7071AF4D

8013E170
7071AF4D

6AB7C74E
5BOFC7BD

9C@998B33

469B94B6

EE996396
469B94B6



temp XOR provided_data is
D469FF1D 66BO1FA3 96F4618C D6237701 1D7F7491 E@935CB9
26A67280 FD72A641 D28BB6B5 D4F64BF1 652ECCO5 FAEC90C4

Key is
D469FF1D 66BO1FA3
96F4618C D6237701 1D7F7491 EQ935CB9 26A67280 FD72A641

V is
D28BB6B5 D4F64BF1 652ECCO5 FAEC90C4

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k 3%k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 0000000 00000 0000000
00000000 00000000 00000000 000VVVV0 000000 V000000

While loop

Key is
D469FF1D 66BO1FA3
96F4618C D6237701 1D7F7491 EQ935CB9 26A67280 FD72A641

V is
D28BB6B5 D4F64BF1 652ECCO5 FAEC90QCY

output_block is
9659D767 B5C6AZ2BF @OF2D0368 D72322E0Q



temp is

While loop

Key is

9659D767 B5C6AZBF OF2D0368

D469FF1D

96F4618C D6237701 1D7F7491 EQ935CB9 26A67280

V is

output_block is

temp is

D28BB6B5 D4F64BF1 652ECCOS5

2B75794A 587DC968 48AB97AE

9659D767

OF2D0368 D72322EQ 2B75794A 587DC968 48ABI7AE

While loop

Key is

D469FF1D

96F4618C D6237701 1D7F7491 EQ935CB9 26A67280

V is

output_block is

temp 1is

D28BB6B5 D4F64BF1 652ECCO5

C7BOD234 2F4275B4 28F8D432

D72322EQ@

66BO1FA3
FD72A641

FAEC90C8

EBAZ2ED8D

B5CoAZBF
EBAZED8D

66B0O1FA3
FD72A641

FAEC90(C9

2201BCC7



9659D767 B5C6AZBF @F2D0368 D72322EQ 2B75794A 587DC968
48AB97AE EBAZED8D C7BOD234 2F4275B4 28F8D432 2201BCC7

temp XOR provided_data is
9659D767 B5C6A2BF QF2D0368 D72322EQ 2B75794A 587DC968
48ABO7AE EBAZED8D (C7B0@D234 2F4275B4 28F8D432 2201BCC7

Key is
9659D767 BS5C6AZ2BF
0OF2D0368 D72322E0Q 2B75794A 587D(C968 48AB97AE EBAZED&D

V is
C7B0OD234 2F4275B4 28F8D432 2201BCC7

rnd_val 1is
259DC78C CFAEC421
OC30AF81 S5E4F75A5 662B7DA4 B41013BD C00302DF Bo6076492

B L B Bt A et B et i
CTR_DRBG
Requested Security Strength = 256
prediction_resistance_flag = "ENABLED"
EntropyInput =

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZ2EZF

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9DOE9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
CQC1C2C3 (C4C5C6C7 CBCI9CACB CCCDCECF D@D1D2D3 D4D5DeD7
D8D9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

Nonce =



20212223 24252627 28292A2B 2C2DZ2EZ2F

PersonalizationString = <empty>

Additionallnputl =

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

AdditionalInput2 =
AQA1AZ2A3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

R A A R I I i T

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k %k %k %k 3k 3k 3k 3k 5k 5k 3k 3k 3k %k %k %k 3k 3k 3k 5k 5k 5k 3k 3k %k %k %k >k 3k 3k 3k 5k 5k 3k >k %k %k %k %k %k %k %k ok kkk

CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZ2EZF

honce 1is
20212223 24252627 28292A2B 2C2D2EZ2F
personal_str is <empty>
prediction_resistance_flag = "PredictionResistance"
Block_Cipher_df
input_str 1is
00010203 04050607 08090A0B QCODOEOQF

10111213 14151617 18191A1B 1C1D1E1F 20212223 24252627
28292A2B 2C2D2EZ2F 20212223 24252627 28292A2B 2C2D2E2F

number_of_bits_to_return = 384



S is

00010203 04050607 08090A0B
18191A1B 1C1D1E1F 20212223
20212223 24252627 28292AZB

BCC

IV is

IV Il S is
00000000
00010203
18191A1B
20212223

temp is

BCC

IV is

IV II S 1is
00000001
00010203
18191A1B
20212223

temp is

A2CE3DCB

00000000
04050607
1C1D1E1F
24252627

00000000
04050007
1C1D1E1F
24252627

5F564BA9

00000000

00000000
08090A0B
20212223
28292A2B

4BC4520F

00000001

00000000
08090A0B
20212223
28292A2B

5F84CA59

0CODOEOF
24252627
2C2D2E2F

00000000

00000000
0CODOEOF
24252627
2C2D2E2F

E87668A3

00000000

00000000
OCODOEOF
24252627
2C2D2E2F

86AFCI9CB

00000040
10111213
28292A2B
80000000

00000000

00000040
10111213
28292A2B
80000000

A2CE3DCB

00000000

00000040
10111213
28292A2B
80000000

4BC4520F
9C275423

00000030
14151617
2C2D2E2F
00000000

00000000

00000030
14151617
2C2D2E2F
00000000

5F564BA9

00000000

00000030
14151617
2C2D2E2F
00000000

E87668A3
OF4E6DC4



BCC

IV 1is

IV Il S is
00000002
00010203
18191A1B
20212223

temp 1is
4BC4520F
9C275423

Key 1is

A2CE3DCB

00000000
04050007
1C1D1E1F
24252627

E87668A3
OF4E6DC4

5F564BA9

BlockEncrypt

Key is

00000002

00000000
08090A0B
20212223
28292A2B

A2CE3DCB

8283F162

5F84CA59

8283F162

00000000

00000000
OCODOEQOF
24252627
2C2D2E2F

5F564BA9

52D8520F

86AFCICB

52D8520F

00000000

00000040
10111213
28292A2B
80000000

5F84CA59
D651F481

4BC4520F
9C275423

D651F481

4BC4520F

A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423

X is

8283F162 52D8520F D651F481

X = BlockEncrypt(Key, X) is
DF1F3CA3 8349478C CDFE738A

00000000

00000030
14151617
2C2D2E2F
00000000

86AFCICB
64D42EC9

E87668A3
OF4EGDC4

64D42EC9

E87668A3
OF4E6DC4

64D42EC9

222E0645



temp is

BlockEncrypt

Key is

DF1F3CA3 8349478C CDFE738A

4BC4520F

A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423

X is

DF1F3CA3 8349478C CDFE738A

X = BlockEncrypt(Key, X) 1is

temp is

494008AD CEFBEZ237 13596A7E

DF1F3CA3

CDFE738A 222E0645 494008AD CEFBEZ237 13596A7E

BlockEncrypt

Key is

4BC4520F

A2CE3DCB 5F564BA9 5F84CA59 86AFCI9CB 9C275423

X is

494008AD CEFBEZ237 13596A7E

X = BlockEncrypt(Key, X) 1is

temp 1is

C66368D7 8DA21092 84@E23(C8

222E0645

E87668A3
OF4EGDC4

222E0645

AE41BBCD

8349478C
AE41BBCD

E87668A3
OF4E6DC4

AE41BBCD

995CE6D2



DF1F3CA3 8349478C
13596A7E AE41BBCD

requested_bits 1is
DF1F3CA3 8349478C
13596A7E AE41BBCD

seed_material 1is
DF1F3CA3 8349478C
13596A7E AE41BBCD

Update

provided_data is
DF1F3CA3 8349478C
13596A7E AE41BBCD

While loop
Key is

00000000 00000000

V is

output_block 1is

temp is

CDFE738A
C66368D7

CDFE738A
C66368D7

CDFE738A
C66368D7

CDFE738A
C66368D7

00000000

00000000

530F8AFB

530F8AFB

222E0645
8DA21092

222E0645
8DA21092

222E0645
8DA21092

222E0645
8DA21092

00000000

00000000

C74536B9

C74536B9

494008AD
840E23C8

494008AD
840E23C8

494008AD
840E23C8

494008AD
840E23C8

00000000
00000000

00000000

A963B4F1

A963B4F1

CEFBE237
995CE6D2

CEFBEZ237
995CE6D2

CEFBE237
995CE6D2

CEFBE237
995CE6D2

00000000
00000000

00000001

C4CB738B

C4CB738B



While loop

Key is
00000000 00000000
00000000 00000000 00000000 00000000 00000000 V000000

V is
00000000 00000000 00000000 00000002

output_block is
CEA7403D 4D6QoB6OE @74EC5D3 BAF39D18

temp 1is
530F8AFB (C74536B9
A963B4F1 C4CB738B CEA7403D 4D606BG6E @74EC5D3 BAF39D18

While loop

Key is
00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000

V is
00000000 00000000 00000000 00000003

output_block 1is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D6@6BGE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
8C10B658 440C7135 649DC77B EGE575CE 87E74890 839B8959
1417AFAD 14B226D5 B4036B1D BA0O43AE6 55ACD646 ECS5AD35C



Key is
8C10B658 440C7135
649DC77B EGES575CE 87E74890 839B8959 1417AFAD 14B226D5

V is
B4036B1D BAQ43AE6 55ACD646 ECS5AD35C

First call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k sk 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k %k 3k %k sk 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF

additional_input is
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Block_Cipher_df

input_str 1is
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697



98999A9B 9CI9D9ESF AQA1AZA3
60616263 64656667 68696A6B
78797A7B 7C7D7E7F 80818283

number_of_bits_to_return = 384

S 1is
88898A8B
AGA1AZA3

68696A6B
80818283

BCC

IV 1is

IV II S is
00000000
88898A8B
AGA1AZA3

68696A6B
80818283

temp is

BCC

IV 1is

IV II S is

8C8DBE8F
A4ASAGA7
6CoD6EGF
84858687

00000000
8C8DBESF
A4ASAGA7
6CoD6EGF
84858687

00000060
90919293
A8A9AAAB
70717273
88898A8B

00000000

00000060
90919293
A8A9AAAB
70717273
88898A8B

26006BB7

00000001

A4A5A6A7
6CoD6EGF
84858687

00000030
94959697
ACADAEAF
74757677
8C8DBE8F

00000000

00000030
94959697
ACADAEAF
74757677
8C8DBESF

A@830E15

00000000

A8A9AAAB
70717273
88898A8B

80818283
98999A98B
60616263
78797A7B
80000000

00000000

00000000
80818283
98999A9B
60616263
78797A7B
80000000

CO3BA4E7

00000000

00000001

ACADAEAF
74757677
8C8DSESZF

84858687
9C9D9E9F
64656667
7C7D7E7F
00000000

00000000

00000000
84858687
9C9D9ESF
64656667
7C7D7E7F
00000000

E5D71612

00000000

00000000



00000000
88898A8B
AQA1AZA3
68696A6B
80818283

temp is

CO3BA4E7

BCC

IV 1is

IV II S is
00000000
88898A8B
AGA1AZA3

68696A6B
80818283

temp is
26006BB7
8BB8CCFE

Key is

CO3BA4E7

X is

00000000
8C8DBE8F
A4ASAGA7
6CoDOEGF
84858687

E5D71612

00000000
8C8DBESF
A4ASAGA7
6CoD6EGF
84858687

A@830E15
B2A3F6D1

E5D71612

00000060
90919293
A8A9AAAB
70717273
88898A8B

8E403592

00000002

00000060
90919293
A8A9AAAB
70717273
88898A8B

CO3BA4E7

AEB21276

8E403592

AEB21276

00000030
94959697
ACADAEAF
74757677
8C8DBE8F

A555A544

00000000

00000030
94959697
ACADAEAF
74757677
8C8DBEZF

E5D71612

FE31F327

A555A544

FE31F327

80818283
98999A98B
60616263
78797A7B
80000000

26006BB7
8BB8CCFE

00000000

00000002
80818283
98999A9B
60616263
78797A7B
80000000

8E403592
091B662A

26006BB7
8BB8CCFE

091B662A

84858687
9C9D9EIF
64656667
7C7D7E7F
00000000

AQ830E15
B2A3F6D1

00000000

00000000
84858687
9C9D9ESF
64656667
7C7D7E7F
00000000

A555A544
E7AEB81E

AQ830E15
B2A3FeD1

E7AEB81E



BlockEncrypt
Key is

26006BB7 AQ830E15
CO3BA4E7 ES5D71612 8E403592 A555A544 8BB8CCFE BZA3F6D1

X is
AEB21276 FE31F327 091B662A E7AEB81E

X = BlockEncrypt(Key, X) is
D855085C 1@5ACC7B 757E459C B1895761

temp is
D855085C 1@5ACC7B 757E459C B1895761

BlockEncrypt
Key is

26006BB7 AQ830E15
CO3BA4E7 ES5D71612 8E403592 A555A544 8BB8CCFE BZA3F6D1

X is
D855085C 105ACC7B 757E459C B1895761

X = BlockEncrypt(Key, X) is
500B0067 10CD4AC5 E966A1EQ 3EFF73E0Q

temp is
D855085C 1@5ACC7B
757E459C B1895761 500B0067 10CD4AACS E966A1E9 3EFF73E0Q

BlockEncrypt



Key is
26006BB7
CO3BA4E7 E5D71612 8E403592 A555A544 8BB8CCFE

X is
500B0067 10CD4ACS5 E966A1E9

X = BlockEncrypt(Key, X) is
64E59D80 71CD6888 B6F4DC40

temp is
D855085C 10@5ACC7B 757E459C B1895761 500B006G7
E966A1EQ 3EFF73EQ 64E59D80 71(D6888 B6F4DC40

requested_bits 1is
D855085C 1@5ACC7B 757E459C B1895761 500B0067
E966A1E9 3EFF73EQ 64E59D8Q 71CD6888 B6F4DC40

Update
provided_data is

D855085C 105ACC7B 757E459C B1895761 500B0067
E966A1E9 3EFF73EQ@ 64E59D80 71CD6888 Bo6F4DC40

While loop
Key is

8C10B658
649DC77B EGES575CE 87E74890 839B8959 1417AFAD

V is
B4036B1D BA@43AE6 55ACD646

output_block 1is

AQ830E15
B2A3FeD1

3EFF73E0Q

58576A9C

10CD4ACS
58576A9C

10CD4ACS
58576A9C

10CD4ACS
58576A9C

440C7135
14B226D5

EC5AD35D



temp 1is

While loop

Key is

E686DD55 F758FD91 BA7CB726

E686DD55 F758FD91 BA7CB726

8C10B658

649DC77B EGE575CE 87E74890 839B8959 1417AFAD

V is

output_block is

temp 1is

B4036B1D BA@43AE6 55ACD646

180AB674 39FFBDFE 5ECZ28FB3

E686DD55

BA7CB726 FE@B573A 180AB674 39FFBDFE SECZ28FB3

While loop

Key is

8C10B658

649DC77B EGE575CE 87E74890 839B8959 1417AFAD

V is

output_block 1is

B4036B1D BA@43AE6 55ACD646

68F2F51A 364601AF 9533C864

FEOB573A

FEOB573A

440C7135
14B226D5

EC5AD35E

7A16A53B

F758FD91
7A16A53B

440C7135
14B226D5

EC5AD35F

F25DA997



temp 1is
E686DD55 F758FD91 BA7CB726 FE@B573A 180AB674 39FFBDFE
SEC28FB3 7A16A53B 68F2F51A 364601AF 9533(C864 F25DA997

temp XOR provided_data is
3ED3D509 E70231EA CFO2F2BA 4F82005B 4801B613 2932F73B
B7A42ES5A 44E9D6DB 0C17689A 478B6927 23(C71424 AAQAC30B

Key 1is
3ED3D509 E7@231EA
CFO2F2BA 4F82005B 4801B613 2932F73B B7A42ES5A 44E9D6DB

V is
0C17689A 478B6927 23C71424 AAQAC30B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % *k % %k % %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 VVVVVVV0 VVVVVVV0 V00000
00000000 00000000 00000000 0000000 00000 0000000

While loop
Key is

3ED3D509 E70231EA
CFO2FZ2BA 4F82005B 4801B613 2932F73B B7A42ES5A 44E9D6DB

V is



output_block 1is

temp is

While loop

Key is

0C17689A 478B6927 23(C71424

4CC7BBBC (943DOEB 5B5A21C6

4CC7BBBC (C943DOEB 5B5A21C6

3ED3D509

CFO2F2BA 4F82005B 4801B613 2932F73B B7A42ESA

V is

output_block 1is

temp is

0C17689A 478B6927 23(C71424

@8DF55C5 8FAF67CD 9E73B72E

4CC7BBBC

5B5A21C6 EA9SEDD1 @8DF55C5 8FAF67CD 9E73B7Z2E

While loop

Key is

3ED3D509

CFO2F2BA 4F82005B 4801B613 2932F73B B7A42ESA

V is

0C17689A 478B6927 23(C71424

AAQAC30E

EA95EDD1

EA95EDD1

E70231EA
44E9D6DB

AAQAC30F

01143BCE

C943DOEB
01143BCE

E70231EA
44E9D6DB

AAQGAC310



output_block 1is
6A179785 73C8AB48 15DA5329 D1B49C44

temp is
4CC7BBBC (C943DQEB 5B5A21Co EA95EDD1 @8DF55C5 8FAF67CD
9E73B72E ©1143BCE 6A179785 73C8AB48 15DA5329 D1B49(44

temp XOR provided_data is
4CC7BBBC (943DQEB 5B5A21C6 EA95EDD1 @8DF55C5 8FAF67CD
9E73B72E ©01143BCE 6A179785 73C8AB48 15DA5329 D1B49(C44

Key is
4CC7BBBC (943DOEB
5B5A21C6 EA9SEDD1 @8DF55C5 8FAF67CD 9E73B72E ©1143BCE

V is
6A179785 73C8AB48 15DA5329 D1B49(C44

rnd_val 1is
71BB3F9C 9CEAF4E6
C92A83EB 4(C722501 QEE150AC 75E23F5F 77AD5073 EF24D88A

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 5k %k 3k 3k 3k 3k %k 3k 5k %k 3k 3k %k 3k %k %k 5k %k %k >k kkkk
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZB3 B4B5B6B7
B8BO9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k %k 3k 3k %k 3k 3k 3k 3k 3k 3k 5k %k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3%k 3k 5k %k 3k 5k %k 3k 3k %k 3k %k %k 5k %k %k >k kkkk



CTR_DRBG_Reseed

entropy_input is
COC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

additional_input is
AQA1AZ2A3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8BOBABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

Block_Cipher_df

input_str 1is
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 D4D5D6D7
D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF
AQA1A2A3 A4AASAGA7 A8A9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8BI9BABB BCBDBEBF C@C1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF

number_of_bits_to_return = 384

S is
00000060 00000030 COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF
EQE1E2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF AQA1A2A3 A4ASAGA7
A8A9AAAB ACADAEAF B0OB1B2B3 B4BS5B6B7 B8BO9BABB BCBDBEBF
COC1C2C3 C4C5C6C7 CBCI9CACB CCCDCECF 80000000 00000000

BCC

IV 1is
00000000 00000000 00000000 00000000

IV II S is
00000000 00000000
00000000 00000000 00000060 00000030 COC1C2C3 C4C5C6C7
C8C9CACB CCCDCECF D@D1D2D3 D4D5DeD7 D8DODADB DCDDDEDF
EQE1E2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF AQA1A2A3 A4ASAGA7



A8A9AAAB ACADAEAF BOB1BZB3
CoC1C2C3 (C4C5C6C7 C8CICACB

temp is

BCC

IV is

IV II S 1is

00000000
C8CI9CACB
EQE1EZE3
A8A9AAAB
coc1c2c3

temp is

FOE36418

BCC

IV 1is

IV II S is

00000000
C8CI9CACB
EQE1EZE3
A8A9AAAB
coC1czC3

00000000
CCCDCECF
E4ESEGE7
ACADAEAF
C4C5CeC7

04462F38

00000000
CCCDCECF
E4ESEGE7
ACADAEAF
C4C5C6C7

A77C22F8

00000001

00000060
D@D1D2D3
ESEQEAEB
BOB1BZB3
C8C9CACB

ACB4ESES8

00000002

00000060
D@D1D2D3
ESEOQEAEB
BOB1BZB3
C8CI9CACB

B4B5B6B7
CCCDCECF

F7@1BD5D

00000000

00000030
D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

OOABEBOE

00000000

00000030
D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

B8BOBABB
80000000

FOE36418

00000000

00000001
coc1czc3
D8D9DADB
AQA1AZA3
B8BOBABB
80000000

A77C22F8
18882C37

00000000

00000002
coc1czc3
D8D9DADB
AGA1AZA3
B8BOBABB
80000000

BCBDBEBF
00000000

04462F38

00000000

00000000
C4C5C6C7
DCDDDEDF
A4ASAGA7
BCBDBEBF
00000000

F701BD5D
5360FFB3

00000000

00000000
C4C5C6C7
DCDDDEDF
A4A5AGA7
BCBDBEBF
00000000



temp is
A77C22F8 F7@1BD5D FOE36418 04462F38 ACB4E9E8
18882(C37 5360FFB3 46(C9AE43 4389D41E O50AES15

Key is
A77C22F8
FOE36418 04462F38 ACB4EOE8 QQABEBOE 18882(C37

46C9AE43 4389D41E O50AE515

BlockEncrypt
Key is

A77C22F8
FOE36418 04462F38 ACB4E9E8 QOABEBOE 18882(37

X is
46C9AE43 4389D41E O50QAE515

X = BlockEncrypt(Key, X) is
4462618D 4FA2FD6D 5B0312B1

temp is
4462618D 4FA2FDeD 5B0312B1

BlockEncrypt

Key is
A77C22F8
FOE36418 04462F38 ACB4E9E8 QOOABEBOE 18882C37

OOABEBOE
E7CO5BA3

F701BD5D
5360FFB3

E7CO5BA3

F701BD5D
5360FFB3

E7CO5BA3

A8BA3ESF

A8BA3E8F

F701BD5D
5360FFB3



X is
4462618D

X = BlockEncrypt(Key, X) is
6909E1FF
temp 1is

5B0312B1 A8BA3E8F 6909E1FF

BlockEncrypt

Key is

FOE36418 04462F38 ACB4E9ES8

X is
690Q9E1FF

X = BlockEncrypt(Key, X) is
7F99849D

temp is
4462618D 4FA2FDoD 5B@312B1
788FE17E 615BES531 7F99849D

requested_bits 1is
4462618D 4FA2FD6D 5B0312B1
788FE17E 615BE531 7F99849D

Update

provided_data is

4FA2FD6D

1DF7D047

1DF7D0@47

OOABEBOE

1DF7D047

D5C2442E

A8BA3E8F
D5C2442E

A8BA3ESF
D5C2442E

5B0312B1

788FE17E

4462618D
788FE17E

A77C22F8
18882C37

788FE17E

BB6CCCCO

6909E1FF
BB6CCCCI

6909E1FF
BB6CCCCY

A8BA3E8F

615BE531

4FA2FD6D
615BE531

F701BD5D
5360FFB3

615BE531

4FBAB255

1DF7D0@47
4FBAB255

1DF7D047
4FBAB255



4462618D 4FAZ2FD6D 5B0312B1 A8BA3E8F 69@9E1FF 1DF7D047
788FE17E 615BE531 7F99849D D5C2442E BB6CCCCY 4FBABZ255

While loop

Key is
4CC7BBBC (C943DOEB
SB5A21C6 EA95EDD1 @8DFS55C5 8FAF67CD 9E73B72E ©1143BCE

V is
6A179785 73C8AB48 15DA5329 D1B49(C45

output_block is
24B0O48EA FOSCAFES DDoFOFB2 286260F6

temp 1is
24BO48EA FOSCAFES DD6FOFB2 286260F6

While loop

Key is
4CC7BBBC (C943DOEB
SB5A21C6 EA95EDD1 @8DF55C5 8FAF67CD 9E73B72E ©1143BCE

V is
6A179785 73C8AB48 15DA5329 D1B49C46

output_block is
A70281B2 8D1FQ15B 274FC493 6887DC9D

temp 1is
24BO48EA FOSCAFES
DDG6FOFB2 286260F6 A70281B2 8D1FQ15B 274FC493 6887DCOD



While loop
Key is

4CC7BBBC (943DOEB
5B5A21C6 EA9SEDD1 @8DF55C5 8FAF67CD 9E73B72E ©1143BCE

V is
6A179785 73C8AB48 15DA5329 D1B49C47

output_block is
8086CDC5 AQ997070 A038BD76 1(C2627A6

temp 1is
24BO48EA FOSCAFES DD6FOFB2 286260F6 A70281B2 8D1F@Q15B
274FC493 6887DCOD 8086CDC5 AQ997070 A®38BD76 1(2627A6

temp XOR provided_data is
60D22967 BFFE5288 866(1D03 8@D85E79 CEQOB604D 9QE8D11C
SFC@25ED @9DC39AC FF1F4958 755B345E 1B5471BF 539C95F3

Key is
60D22967 BFFE5288
866C1D03 80ODB5E79 CEOB604D 90E8D11C S5FC@O25ED @9DC39AC

V is
FF1F4958 755B345E 1B5471BF 539(C95F3

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k >k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5k 3k >k 3k >k 3%k >k 3%k 3k >k 3k %k 3%k %k 3%k >k >k 3k >k 3%k %k 3% %k > >k %k % %k 3k %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is <empty>



Update

provided_data is

00000000 00000000 00000000 000000 V00V
00000000 00000000 00000000 VVVVVVV0 V00V

While loop

Key is

60D22967

866C1D03 80QD85E79 CEOB604D 90QE8D11C 5FCO25ED

V is

output_block 1is

temp is

While loop

Key is

FF1F4958 755B345E 1B5471BF

9E56500A 6898B16D 6265BC60

9E56500A 6898B16D 6265BC60

60D22967

866C1D03 80QD85E79 CEOB604D 90QE8D11C 5FCO25ED

V is

output_block 1is

FF1F4958 755B345E 1B5471BF

1453470E D44D2883 B421447D

00000000
00000000

BFFE5288
@9DC39AC

539(95F6

CAF2705E

CAF2705E

BFFE5288
0@9DC39AC

539C95F7

71F6176B



temp 1is

6265BC60 CAF2705E 1453470QE

While loop

Key is

866C1D03 80QD85E79 CEOB604D

V is
FF1F4958

output_block 1is
4DODC726

temp is
9E56500A 6898B16D 6265BC60
B421447D 71F6176B 4DODC726

temp XOR provided_data is
9E56500A 6898B16D 6265BC60
B421447D 71F6176B 4DODC726
Key is
6265BC60 CAF270Q5E 1453470E
V is
4DODC726
rnd_val is

502957B0 329938FB 836B82ES5

D44D2883

90E8D11C

755B345E

445DODEC

CAF2705E
445DODEC

CAF2705E
445D@DEC

D44D2883

445DODEC

94A2F5FD

9E56500A
B421447D

60D22967
S5FCO25ED

1B5471BF

C1CDaD7C

1453470E
C1CDaD7C

1453470E
C1CDeD7C

9E56500A
B421447D

C1CDbeD7C

386DEBBB
D5EB28D4

6898B16D
71F6176B

BFFE5288
0@9DC39AC

539C95F8

41016C9B

D44D2883
41016C98B

D44D2883
41016(C9B

6898B16D
71F6176B

41016C9B

FO91BBFO
E35528F4



HHHR AR R R R R R R
CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2D2EZ2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DSEF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASASAAAB ACADAEAF

EntropyInput2 (for Reseed2) =
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@OD1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1E2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2CZ2D2EZ2F

PersonalizationString =
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

AdditionalInput = <empty>
R R R R R R
ok ok KK ok Kok KoK ok Kok KoKk ok ok Kok ok ok R KoK R Kok R KoK o ok o Kok o ok o ok K ok Kok K ok K ok K
CTR_DRBG_Instantiate_algorithm - with derivation function
entropy_input is

00010203 04050607 08090A0B OCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZ2EZF

nonce 1is
20212223 24252627 28292A2B 2C2D2E2F



personal_str

is

40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is

00010203

10111213 14151617 18191A1B
28292A2B 2C2D2E2F 20212223
40414243 44454647 48494A4B
58595A5B 5C5D5ESF 60616263

number_of_bits_to_return = 384

S 1is

00010203
18191A1B
20212223
48494A48B
60616263

BCC

IV is

IV II S 1is
00000000
00010203
18191A1B
20212223
48494A48B

04050007
1C1D1E1F
24252627
4C4D4E4F
64656667

00000000
04050607
1C1D1ELF
24252627
4C4DAE4F

08090A0B
20212223
28292A2B
50515253
68696A6B

00000000

00000000
08090A0B
20212223
28292A2B
50515253

04050607
1C1D1E1F
24252627
4C4D4E4F
64656667

OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

00000000

00000000
OCODOEQOF
24252627
2C2D2E2F
54555657

08090A0B
20212223
28292A2B
50515253
68696A6B

00000070
10111213
28292A2B
40414243
58595A58B
80000000

00000000

00000070
10111213
28292A2B
40414243
58595A58B

0CODOEOF
24252627
2C2D2E2F
54555657
6C6D6EGF

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF



60616263 64656067 68696A6B

temp 1is

BCC

IV is

IV Il S is
00000001
00010203
18191A1B
20212223
48494A4B
60616263

temp is

4B9E8708

BCC

IV is

IV II S 1is
00000002
00010203
18191A1B
20212223
48494A48
60616263

00000000
04050607
1C1D1E1F
24252627
4C4D4E4F
64656667

FACD2A08

00000000
04050007
1C1D1E1F
24252627
4C4D4E4F
64656667

8AOBOFB5

00000001

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

A13B6B8D

00000002

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

6Co6DOEGF

AA3FA8FD

00000000

00000000
0CODOEOF
24252627
2C2D2E2F
54555657
6Co6DOEGF

A420CCBC

00000000

00000000
OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

80000000

4BOE8708

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

8AOBOFB5
43CF57C7

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

00000000

FACDZAQ8

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

AA3FA8FD
F3A7C718

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000



temp 1is
8AOBOFB5 AA3FA8FD 4B9E8708
43CF57C7 F3A7C718 2B4B429F

Key 1is

4B9E8708 FACD2A@8 A13B6B8D

2B4B429F

BlockEncrypt
Key is

4BOE8708 FACD2A08 A13B6B8D

X is
2B4B429F

X = BlockEncrypt(Key, X) is

31D82952
temp 1is

31D82952
BlockEncrypt
Key is

FACDZ2AQ8

EDFD2D2D

A420CCBC

EDFD2D2D

A420CCBC

EDFD2D2D

CBF4754A

CBF4754A

A13B6B8D
937CA4B4

8AOBOFB5
43CF57C7

937CA4B4

8AOBOFB5
43CF57C7

937CA4B4

1354F1A9

1354F1A9

8AOBOFB5

4BOE8708 FACD2A08 A13B6B8D A420CCBC 43CF57C7

A420CCBC
71B86606

AA3FA8FD
F3A7C718

71B86606

AA3FA8FD
F3A7C718

71B86606

184841B4

184841B4

AA3FA8FD
F3A7C718



X is

31D82952 CBF4754A 1354F1A9

X = BlockEncrypt(Key, X) 1is

C0812181 C179FD79 547E5367

temp is

1354F1A9 184841B4 (0812181

BlockEncrypt

Key is

4BOE8708 FACD2A08 A13B6B8D

X is
(0812181

X = BlockEncrypt(Key, X) 1is
51223D14

temp 1is
31D82952 CBF4754A 1354F1A9
547E5367 AB8COFA4 51223D14

requested_bits 1is
31D82952 CBF4754A 1354F1A9
547E5367 AB8C9FA4 51223D14

seed_material 1is
31D82952 CBF4754A 1354F1A9
547E5367 AB8C9FA4 51223D14

C179FD79

A420CCBC

C179FD79

E89B833F

184841B4
E89B833F

184841B4
E89B833F

184841B4
E89B833F

31D82952
547E5367

8AOBOFB5
43CF57C7

547E5367

62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

C0812181
62FC5EF8

184841B4

AB8CI9FA4

CBF4754A
AB8CIOFA4

AA3FA8FD
F3A7C718

AB8CIOFA4

0034A200

C179FD79
0034A200

C179FD79
0034A200

C179FD79
0034A200



Update

provided_data is

31D82952 CBF4754A 1354F1A9 184841B4 (0812181
547E5367 AB8C9FA4 51223D14 E89B833F 62FCSEF8

While loop

Key is

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block 1is

temp is

While loop

Key is

00000000 00000000 00000000

530F8AFB (C74536B9 A963B4F1

530F8AFB (C74536B9 A963B4F1

00000000

00000000 00000000 00000000 00000000 00000000

V is

output_block 1is

00000000 00000000 00000000

CEA7403D 4D606B6E 074EC5D3

C179FD79
0034A200

00000000
00000000

00000001

C4CB738B

C4CB738B

00000000
00000000

00000002

BAF39D18



temp 1is
530F8AFB (C74536B9
A963B4F1 C4CB738B CEA7403D 4D606BG6E @74EC5D3 BAF39D18

While loop

Key is
00000000 00000000
00000000 00000000 00000000 00000000 V0000000 00000000

V is
00000000 00000000 00000000 00000003

output_block 1is
726003CA 37A62A74 D1A2F58E 7506358E

temp is
530F8AFB (C74536B9 A963B4F1 C4CB738B CEA7403D 4D606BGE
@74EC5D3 BAF39D18 726003CA 37A62A74 D1A2F58E 7506358E

temp XOR provided_data is
62D7A3A9 QCB143F3 BA374558 DC83323F QE2661BC 8C199617
533096B4 117F02BC 23423EDE DF3DA94B B35EAB76 7532978E

Key is
62D7A3A9 QCB143F3
BA374558 DC83323F QE2661BC 8C199617 533096B4 117F02BC

V is
23423EDE DF3DA94B B35EAB76 7532978E

First call to Generate

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k >k 3k 3k 3k %k %k 3k 3%k 3k 3k %k >k 3k 3%k %k %k %k 3k 3%k 3k %k %k %k 3k 3% %k %k k k >k k k



CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k 3k 3k 3k 3k 3k %k 3k 5k %k 3k >k 3k 3k %k sk 5k %k %k >k kk ok k

CTR_DRBG_Reseed

entropy_input is
80818283 84858687 88898A8B 8C8DSEF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF

additional_input is <empty>

Block_Cipher_df

input_str 1is
80818283 84858687 88898A8B 8C8DSESF 90919293 94959697
98999A9B 9C9DIEIF AQA1A2A3 A4ASAGA7 ASA9AAAB ACADAEAF

number_of_bits_to_return = 384
S is
00000030 00000030 80818283 84858687

88898A8B 8C8DBESF 90919293 94959697 98999A9B 9C9DIE9F
AOA1AZA3 A4ASA6A7 ABA9AAAB ACADAEAF 80000000 00000000

BCC
IV 1is
00000000 00000000 00000000 00000000

IV II S is
00000000 00000000



00000000
88898A8B
AGA1AZA3

temp is

BCC

IV 1is

IV Il S is
00000000
88898A8B
AQA1AZA3

temp is

E4AC883F

BCC

IV is

IV II S 1is

00000000
88898A8B
AGA1AZA3

temp is
6808E8(C2

00000000
8C8DBE8F
A4ASAGA7

00000000
8C8DBESF
A4ASAGA7

8D22A1CA

00000000
8C8DBE8F
A4ASAGA7

37359853

00000030
90919293
A8A9AAAB

6808E8(2

00000001

00000030
90919293
A8A9AAAB

DC9AZBCF

00000002

00000030
90919293
A8A9AAAB

E4AC883F

00000030
94959697
ACADAEAF

37359B53

00000000

00000030
94959697
ACADAEAF

C2C81F7F

00000000

00000030
94959697
ACADAEAF

8D22A1CA

80818283
98999A98B
80000000

E4AC883F

00000000

00000001
80818283
98999A9B
80000000

6808E8C2
F712FC22

00000000

00000002
80818283
98999A98B
80000000

DC9AZBCF

84858687
9C9D9EIF
00000000

8D22A1CA

00000000

00000000
84858687
9C9D9EIF
00000000

37359B53
E18D59F6

00000000

00000000
84858687
9C9D9ESF
00000000

C2C81F7F



F712FC22 E18D59F6 D870D670 2017B3B4 5327BDD3

Key is

6808E8(C2

E4AC883F 8D22A1CA DC9AZBCF C2C81F7F F712FC22

X is

BlockEncrypt

Key is

D870D670 2017B3B4 5327BDD3

6808E8(C2

E4AC883F 8D22A1CA DC9AZBCF C2C81F7F F712FC22

X is

D870D670 2017B3B4 5327BDD3

X = BlockEncrypt(Key, X) is

temp is

BlockEncrypt

Key is

F11E1D8A FE3197D7 A33A494B

F11E1D8A FE3197D7 A33A494B

6808E8(C2

E4AC883F 8D22A1CA DC9AZBCF C2C81F7F F712FC22

X is

F11E1D8A FE3197D7 A33A494B

ESD50B51

37359B53
E18D59F6

ESD50B51

37359B53
E18D59F6

ESD50B51

9676DBF2

9676DBF2

37359B53
E18D59F6

9676DBF2



X = BlockEncrypt(Key, X) is
27E44756
temp 1is

A33A494B 9676DBF2 27E44756

BlockEncrypt

Key is

E4AC883F 8D22A1CA DC9AZBCF

X is
27E44756

X = BlockEncrypt(Key, X) is
6301C157

temp is
F11E1D8A FE3197D7 A33A494B
C36EQAA3 895C552E 6301C157

requested_bits 1is
F11E1D8A FE3197D7 A33A494B
C36EQAA3 895C552E 6301C157

Update

provided_data is
F11E1D8A FE3197D7 A33A494B
C36EQAA3 895C552E 6301C157

CA44780C

CA44780C

C2C81F7F

CA44780C

C36F26C4

9676DBF2
C36F26C4

9676DBF2
C36F26C4

9676DBF2
C36F26C4

C36EQAA3

F11E1D8A
C36EQAA3

6808E8C2
F712FC22

C36EQAA3

986874E7

27E44756
986874E7

27E44756
986874E7

27E44756
986874E7

895C552E

FE3197D7
895C552E

37359B53
E18D59F6

895C552E

698ECCFD

CA44780C
698ECCFD

CA44780C
698ECCFD

CA44780C
698ECCFD



While loop

Key is
62D7A3A9 QCB143F3
BA374558 DC83323F QE2661BC 8C199617 533096B4 117F02BC

V is
23423EDE DF3DA94B B35EAB76 7532978F

output_block is
99BB703C DD820609 903F1241 EA856E27

temp 1is
99BB703C DD820609 903F1241 EA856EZ27

While loop

Key is
62D7A3A9 QCB143F3
BA374558 DC83323F QE2661BC 8C199617 533096B4 117F02BC

V is
23423EDE DF3DA94B B35EAB76 75329790

output_block is
A54C2B75 EEA7775B 68093FCD 47B52E7F

temp 1is
99BB703C DD820609
903F1241 EA856E27 A54(C2B75 EEA7775B 68093FCD 47B52E7F



While loop
Key is

62D7A3A9 OCB143F3
BA374558 DC83323F QE2661BC 8C199617 533096B4 117F02BC

V is
23423EDE DF3DA94B B35EAB76 75329791

output_block is
40A4397E 72F15782 98F8B8FB 54A8BAD1

temp 1is
99BB703C DD820609 903F1241 EA856E27 A54(2B75 EEA7775B
68093FCD 47B52E7F 40A4397E 72F15782 98F8B8FB 54A8BAD1

temp XOR provided_data is
68A56DB6 23B391DE 33055BOA 7CF3B5D5 82A86(C23 24E30QF57
AB67356E CEE97B51 23A5F829 B19E7146 0090CC1C 3D26762C

Key is
68A56DB6 23B391DE
33055B0A 7CF3B5D5 82A86C23 24E30F57 AB67356E CEE97B51

V is
23A5F829 B19E7146 0090CC1C 3D26762C

3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k k sk 3k sk 3k >k sk 3k sk sk >k sk 3K >k sk 3k 3k sk 3k sk 3k %k sk 3k sk sk 3k sk 5k %k sk 3k sk sk %k >k %k %k sk %k %k sk >k %k ok k %k
CTR_DRBG_Generate

requested_number_of_bits = 256

additional_input is <empty>



provided_data is
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 V0000000 00000000

While loop

Key is
68A56DB6 23B391DE
33055BOA 7CF3B5D5 82A86(C23 24E30F57 AB67356E CEE97B51

V is
23A5F829 B19E7146 0@90CC1C 3D26762F

output_block 1is
OC47A82D 2442216E A9Q4EC72 E3BDF875

temp is
QC47A82D 2442216E A90Q4EC72 E3BDF875

While loop

Key is
68A56DB6 23B391DE
33055BOA 7CF3B5D5 82A86(C23 24E30F57 AB67356E CEE97B51

V is
23A5F829 B19E7146 0090CC1C 3D267630

output_block 1is
6ABE26CD 74DC1CD3 ECo@84B1 C6@OB49ES

temp is
0C47A82D 2442216E
A904EC72 E3BDF875 6ABE26CD 74DC1CD3 EC6084B1 C6@B49E8



While loop

Key is
68A56DB6 23B391DE
33055BOA 7CF3B5D5 82A86(C23 24E30F57 AB67356E CEE97B51

V is
23A5F829 B19E7146 0090CC1C 3D267631

output_block 1is
SBF18BBA A9D36E9D A7C1A6B4 FB4ABCID

temp is
0C47A82D 2442216E A90Q4EC72 E3BDF875 G6ABE26CD 74DC1CD3
ECo084B1 Co@B49E8 SBF18BBA A9D36E9D A7C1A6B4 FB4ABCOD

temp XOR provided_data is
OC47A82D 2442216E A9Q4EC72 E3BDF875 6ABE26CD 74DC1CD3
EC6084B1 Co6@B49E8 S5BF18BBA A9D36E9D A7C1A6B4 FB4ABCOD

Key is
0C47A82D 2442216E
A904EC72 E3BDF875 6ABE26CD 74DC1(CD3 EC6084B1 C6@0B49E8

V is
S5BF18BBA A9D36E9D A7C1A6B4 FB4ABCOD

rnd_val 1is
1A2E3FEE 9056E98D
375525FD (C2B63B95 B47CES51F CF594D80@ 4BDSA17F 2E@1139B

Second call to Generate



3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k 3k %k 3k 3k >k 3k >k 3k >k 3k %k 5%k 3k >k 3k >k 3%k >k 3%k 3k 5%k 3k %k 3%k %k 3%k >k >k 3k >k %k %k 3%k %k % >k %k % %k % %k %k %k *k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k 5k %k 3k 3k 3k 3k 5k %k 3k 3k 3k sk %k 3k 3k 3k 5k sk %k 3k 3k sk sk %k 3k 3k sk 3k sk %k ok 3k sk sk %k ok ok sk sk sk ki k sk sk k

CTR_DRBG_Reseed

entropy_input is
CoC1C2C3 (C4C5C6C7 C8CI9CACB CCCDCECF D@D1D2D3 D4DSDeD7
D8DI9DADB DCDDDEDF EQE1EZ2E3 E4ESEGE7 ESEQEAEB ECEDEEEF

additional_input is <empty>

Block_Cipher_df

input_str 1is
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 DA4D5D6D7
D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF

number_of_bits_to_return = 384
S 1is
00000030 00000030 COC1C2C3 C4C5C6C7

C8C9CACB CCCDCECF D@D1D2D3 D4D5D6D7 D8DODADB DCDDDEDF
EQE1EZ2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF 80000000 00000000

BCC

IV is
00000000 00000000 00000000 0000000



IV Il S is
00000000

C8CI9CACB
EQE1EZE3

temp is

BCC

IV is

IV II S 1is
00000000
C8CI9CACB
EQE1EZE3

temp is

4AFDD5B8

BCC

IV is

IV Il S is

00000000
C8CI9CACB
EQE1EZE3

00000000 00000030
CCCDCECF D@D1D2zD3
E4ESEGE7 ESEOEAEB

F2977267

00000001

00000000 00000030
CCCDCECF D@D1D2zD3
E4ESEGE7 ESE9EAEB

CCC350C9 AAZEF303

00000002

00000000 00000030
CCCDCECF D@D1D2zD3
E4ESEGE7 ESE9EAEB

00000030
D4D5D6D7
ECEDEEEF

80DDB539

00000000

00000030
D4D5D6D7
ECEDEEEF

87F07708

00000000

00000030
D4D5D6D7
ECEDEEEF

00000000
cac1c2C3
D8D9DADB
80000000

4AFDD5B8

00000000

00000001
coc1czc3
D8D9DADB
80000000

F2977267
919EA794

00000000

00000002
coc1C2C3
D8D9DADB
80000000

00000000
C4C5CeC7
DCDDDEDF
00000000

CCC350C9

00000000

00000000
C4C5C6C7
DCDDDEDF
00000000

80DDB539
O6ADEF9B

00000000

00000000
C4C5CeC7
DCDDDEDF
00000000



temp 1is
F2977267 80DDB539 4AFDD5B8 CCC350C9 AAZEF303
919EA794 Qo6ADEF9B 31221A7E 3AQCE21C 54C7074E

Key 1is
F2977267
4AFDD5B8 CCC350C9 AA2EF303 87F07708 919EA794

31221A7E 3AQCE21C 54C7074E

BlockEncrypt
Key is

F2977267
4AFDD5B8 CCC350C9 AAZEF303 87F07708 919EA794

X is
31221A7E 3AQCEZ21C 54C7074E

X = BlockEncrypt(Key, X) 1is
AAA32(C63 EGA3FED3 B6787677

temp 1is
AAA32C63 EGA3FED3 B6787677

BlockEncrypt

Key is
F2977267
4AFDD5B8 CCC350C9 AA2EF303 87FQ7708 919EA794

87F07708
0C011CA8

80DDB539
O6ADEF9B

0CO11CA8

80DDB539
O6ADEF9B

0C011CA8

D5867143

D5867143

80DDB539
O6ADEF9B



X is

AAA32C63 EGA3FED3 B6787677

X = BlockEncrypt(Key, X) 1is

FO4E8A91 QEQA3F2F A7CDDD9B

temp is

B6787677 D5867143 FO4E8A91

BlockEncrypt

Key is

4AFDD5B8 CCC350C9 AAZEF303

X is
FO4E8A91

X = BlockEncrypt(Key, X) is
E74BQ9AD

temp 1is
AAA32(C63 EGA3FED3 B6787677
A7CDDD9B 8D@3@90C E74B@9AD

requested_bits 1is
AAA32C63 EGA3FED3 B6787677
A7CDDD9B 8D@3090C E74BQ9AD

Update

provided_data is
AAA32(C63 EGA3FED3 B6787677

OEQA3F2F

87F07708

OEQA3F2F

16BC3C53

D5867143
16BC3C53

D5867143
16BC3C53

D5867143

AAA32C63
A7CDDD9B

F2977267
919EA794

A7CDDD9B

457691EE

FO4E8A91
457691EE

FO4E8A91
457691EE

FO4E8A91

D5867143

8D03090C

E6A3FED3
8D03090C

80DDB539
O6ADEF9B

8D03090C

BC770472

OEQA3F2F
BC770472

OEQA3F2F
BC770472

OEQA3F2ZF



A7CDDD9B 8D@3090C E74B@9AD 16BC3C53 457691EE BC770472

While loop

Key is
0C47A82D 2442216E
A904EC72 E3BDF875 6ABE26CD 74DC1CD3 EC6084B1 C6@OB49EZ

V is
S5BF18BBA A9D36E9D A7C1A6B4 FB4ABCOE

output_block is
AB18E1F1 ABEF409E 52DCDE30 3DQ2FC54

temp is
AB18E1F1 ABEF4@Q9E 52DCDE3@ 3D02FC54

While loop

Key is
0C47A82D 2442216E
A904EC72 E3BDF875 6ABE26CD 74DC1CD3 EC6084B1 C6@OB49EZ

V is
S5BF18BBA A9D36E9D A7C1A6B4 FB4ABCOF

output_block is
DE988F57 31C380F9 B32BA7C3 4(794DDB

temp is
AB18E1F1 ABEF4@9E
52DCDE30@ 3D@2FC54 DE988F57 31C380F9 B32BA7C3 4(C794DDB



While loop
Key is

0C47A82D 2442216E
A904EC72 E3BDF875 6ABE26CD 74DC1CD3 EC6084B1 Co@B49E8

V is
S5BF18BBA A9D36E9D A7C1A6B4 FB4ABCAQ

output_block is
88DBB237 ES8EZ23BF E34A6BF4 592480D9

temp is
AB18E1F1 ABEF4@9E 52DCDE30 3D0@2FC54 DE988F57 31C380F9
B32BA7C3 4C794DDB 88DBB237 ES8E23BF E34A6BF4 592480D9

temp XOR provided_data is
01BBCD92 4D4CBE4D E4A4A847 E8848D17 2ED6@S5C6 3FCOBFDo6
14E67A58 C17A44D7 6F90BBOA F3321FEC AG63CFA1A E55384AB

Key is
@1BBCD92 4D4CBE4D
E4A4A847 E8848D17 2ED6O5C6 3FCO9BFD6 14E67AS58 (C17A44D7

V is
6F90BB9A F3321FEC A63CFA1A ES55384AB

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k %k %k %k 3k 3% 3k 3k %k %k 3k 3%k %k %k %k 3k 3% 3k %k %k %k 3%k 3% %k %k k k >k k k

CTR_DRBG_Generate
requested_number_of_bits = 256

additional_input is <empty>



Update

provided_data is

00000000 00000000 00000000 0000000 00000
00000000 00000000 00000000 000000 V00V

While loop

Key is

01BBCD92

E4A4A847 E8848D17 2ED6O5C6 3FCI9BFD6 14E67A58

V is

output_block is

temp 1is

While loop

Key is

6F90BBOA F3321FEC A63CFA1A

A36C785C 712E59D1 2FDEZ2@5C

A36C785C 712E59D1 2FDE2@5C

©01BBCD92

E4A4A847 E8848D17 2ED6O5C6 3FCI9BFD6 14E67A58

V is

output_block is

temp 1is

6F90BBOA F3321FEC A63CFA1A

COA4CA2F 0282977F 44DOF4A1

00000000
00000000

4D4CBE4D
C17A44D7

E55384AE

9A10BAES

9A10BAES

4D4CBE4D
C17A44D7

E55384AF

EC889D62



A36C785C 712E59D1
2FDE205C 9A10BAES COA4CAZF ©0282977F 44DOF4A1 EC889D62

While loop

Key is
01BBCD92 4D4CBE4D
E4A4A847 E8848D17 2ED6@5C6 3FCOBFD6 14E67AS58 (C17A44D7

V is
oF90BBOA F3321FEC A63CFA1A ES55384B0

output_block is
CEC24BC1 DABEZFOE 459F14FD 869349FB

temp 1is
A36C785C 712E59D1 2FDE20@5C 9A10BAES COA4CA2F 0282977F
44DOF4A1 EC889D62 CEC24BC1 DABEZ2F6E 459F14FD 869349FB

temp XOR provided_data is
A36C785C 712E59D1 2FDE2@05C 9A10BAES CQA4CA2F 0282977F
44DQF4A1 EC889D62 CEC24BC1 DABEZ2FGE 459F14FD 869349FB

Key is
A36C785C 712E59D1
2FDE205C 9A10BAES COA4CAZ2F ©0282977F 44DOF4A1 EC889D62

V is
CEC24BC1 DABEZFGE 459F14FD 869349FB

rnd_val 1is
601F9538 4FQD8594
6301D1EA CE8F645A 825CE38F 1E2565B0 COC43944 8E9CA8AC

B



CTR_DRBG
Requested Security Strength = 256

prediction_resistance_flag = "ENABLED"

EntropyInput =
00010203 04050007 08090A0B QCODOEQF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2E2F

EntropyInputl (for Reseedl) =
80818283 84858687 88898A8B 8C8DEESF 90919293 94959697
98999A9B 9C9D9E9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

EntropyInput2 (for Reseed2) =
COC1C2C3 (C4C5C6C7 C8COCACB CCCDCECF D@OD1D2D3 D4D5D6D7
D8DIDADB DCDDDEDF EQE1E2E3 E4ESEGE7 ES8EQEAEB ECEDEEEF

Nonce =
20212223 24252627 28292A2B 2C2D2E2F

PersonalizationString =
40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6D6EGF

Additionallnputl =
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Additionallnput2 =
AQA1AZA3 A4ASAGA7 ASA9AAAB ACADAEAF BOB1B2B3 B4B5B6B7
B8B9BABB BCBDBEBF C@C1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF

B B B

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3k 3k 3k %k 3k 3k 3k 3k %k %k 3k 3% 3%k 3k %k %k 3k 3k %k %k %k 3k 3%k 3% %k %k %k 3%k 3% %k %k k *k >k k k

CTR_DRBG_Instantiate_algorithm - with derivation function



entropy_input is

00010203 04050607 08090A0B QOCODOEOF 10111213 14151617
18191A1B 1CI1D1E1F 20212223 24252627 28292A2B 2C2DZ2EZF

nonce 1is

20212223 24252627 28292A2B 2C2DZ2EZ2F

personal_str is

40414243 44454647 48494A4B 4C4D4E4F 50515253 54555657
58595A5B 5C5D5ESF 60616263 64656667 68696A6B 6C6DGEGF

prediction_resistance_flag = "PredictionResistance"

Block_Cipher_df

input_str 1is
00010203
10111213 14151617 18191A1B
28292A2B 2(C2D2E2F 20212223
40414243 44454647 48494A4B
58595A5B 5C5D5ESF 60616263

number_of_bits_to_return = 384
S is

00010203 04050607 ©8090A0B
18191A1B 1C1D1E1F 20212223
20212223 24252627 28292AZB
48494A4B 4C4D4E4F 50515253
60616263 64656667 68696A6B

BCC

IV 1is
00000000

04050007
1C1D1E1F
24252627
4C4D4AE4F
64656667

0CODOEOF
24252627
2C2D2E2F
54555657
6Co6DOEGF

00000000

08090A0B
20212223
28292A2B
50515253
68696A6B

00000070
10111213
28292A2B
40414243
58595A58B
80000000

00000000

OCODOEOF
24252627
2C2D2E2F
54555657
6C6DOEGF

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

00000000



IV II S 1is
00000000
00010203
18191A1B
20212223
48494A48
60616263

temp is

BCC

IV is

IV II S 1is
00000001
00010203
18191A1B
20212223
48494A48
60616263

temp is

4BOE8708

BCC

IV 1is

IV II S is

00000000
04050007
1C1D1E1F
24252627
4C4D4E4F
64656667

00000000
04050007
1C1D1E1F
24252627
4C4D4E4F
64656667

FACDZ2AQ8

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

8AOBOFBS5

00000001

00000000
08090A0B
20212223
28292A2B
50515253
68696A6B

A13B6B8D

00000002

00000002 00000000 00000000

00000000
OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

AA3FA8FD

00000000

00000000
OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

A420CCBC

00000000

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

4B9E8708

00000000

00000070
10111213
28292A2B
40414243
58595A58B
80000000

8AOBOFB5
43CF57C7

00000000

00000070

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

FACD2A0Q8

00000000

00000030
14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

AA3FASFD
F3A7C718

00000000

00000030



00010203
18191A1B
20212223
48494A48
60616263

temp is
8AOBOFB5
43CF57C7

Key is

4BOE8708

X is

04050007
1C1D1E1F
24252627
4C4D4E4F
64656667

AA3FA8FD
F3A7C718

FACDZ2AQ8

BlockEncrypt

Key is

08090A0B
20212223
28292A2B
50515253
68696A6B

4BOE8708

2B4B429F

A13B6B8D

2B4B429F

4B9E8708 FACDZA08 A13B6B8D

X is

2B4B429F

X = BlockEncrypt(Key, X) is

temp is

31D82952

31D82952

OCODOEOF
24252627
2C2D2E2F
54555657
6CoD6EGF

FACD2AQ8

EDFD2DZD

A420CCBC

EDFD2D2D

A420CCBC

EDFD2DZD

CBF4754A

CBF4754A

10111213
28292A2B
40414243
58595A58B
80000000

A13B6B8D
937CA4B4

8AOBOFB5
43CF57C7

937CA4B4

8AOBOFB5
43CF57C7

937CA4B4

1354F1A9

1354F1A9

14151617
2C2D2E2F
44454647
5C5D5ESF
00000000

A420CCBC
71B86606

AA3FA8FD
F3A7C718

71B86606

AA3FA8FD
F3A7C718

71B86606

184841B4

184841B4



BlockEncrypt

Key is
8AOBOFB5 AA3FA8FD
4B9E8708 FACDZ2A08 A13B6B8D A420CCBC 43CF57C7 F3A7C718

X is
31D82952 CBF4754A 1354F1A9 184841B4

X = BlockEncrypt(Key, X) 1is
(0812181 C179FD79 547ES5367 AB8COFA4

temp 1is
31D82952 CBF4754A
1354F1A9 184841B4 (0812181 (C179FD79 547E5367 AB8COFA4

BlockEncrypt

Key is
8AOBOFB5 AA3FA8FD
4BOE8708 FACD2A08 A13B6B8D A420CCBC 43CF57C7 F3A7(C718

X is
(0812181 C179FD79 547E5367 AB8CIFA4

X = BlockEncrypt(Key, X) is
51223D14 E89B833F 62FCSEF8 0034A200

temp is
31D82952 CBF4754A 1354F1A9 184841B4 (0812181 C179FD79
547E5367 AB8COFA4 51223D14 E89B833F 62FCSEF8 0034A200

requested_bits 1is
31D82952 CBF4754A 1354F1A9 184841B4 (0812181 C179FD79
547E5367 AB8C9FA4 51223D14 E89B833F 62FCSEF8 0034A200



seed_material 1is
31D82952 CBF4754A 1354F1A9 184841B4 (C0812181
547E5367 AB8C9FA4 51223D14 E89B833F 62FCS5EF8

Update
provided_data is

31D82952 CBF4754A 1354F1A9 184841B4 (0812181
547E5367 AB8CI9FA4 51223D14 E89B833F 62FCSEFS8

While loop
Key is

00000000
00000000 00000000 00000000 0000000 000000

V is
00000000 00000000 00000000

output_block is
530F8AFB (C74536B9 A963B4F1

temp is
530F8AFB C74536B9 A963B4F1

While loop
Key is

00000000
00000000 00000000 00000000 00000000 000000

V is

C179FD79
0034A200

C179FD79
0034A200

00000000
00000000

00000001

C4CB738B

C4CB738B

00000000
00000000



00000000 00000000 00000000

output_block 1is

CEA7403D 4D606B6E 074EC5D3

temp is

A963B4F1 C4CB738B CEA7403D

While loop

Key is

00000000 00000000 00000000

V is
00000000

output_block is
726003CA

temp is
530F8AFB (C74536B9 A963B4F1
@74ECS5D3 BAF39D18 726003CA

temp XOR provided_data is
62D7A3A9 QOCB143F3 BA374558
533096B4 117F02BC 23423EDE

Key is

BA374558 DC83323F QEZ2661BC

V is
23423EDE

4Do06B6E

00000000

00000000

37A62A74

C4CB738B
37A62A74

DC83323F
DF3DA94B

8C199617

DF3DA94B

530F8AFB
074EC5D3

00000000
00000000

00000000

D1AZ2F58E

CEA7403D
D1A2F58E

0OE2661BC
B35EAB76

62D7A3A9
533096B4

B35EAB76

00000002

BAF39D18

C74536B9
BAF39D18

00000000
00000000

00000003

7506358E

4Do06B6E
7506358E

8C199617
7532978E

0CB143F3
117F02BC

7532978E



First call to Generate
3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk sk 5k 5k 5k 3k 3k 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 3k 3k 3k sk sk sk sk sk 5k 5k 5k 5k 3k %k sk sk sk sk sk ko k ok ok
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DBE8F

Generate FAILED: Reseed is required
3k 3k 3k 3k 3k sk 3k sk sk 3k sk 3k 3k sk 3k 3k sk 3k sk 3k sk sk 3k sk 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k sk sk >k sk 5k >k sk 3k 3k sk >k sk 5k %k sk 3k %k sk >k %k %k *k %k

CTR_DRBG_Reseed

entropy_input 1is
80818283 84858687 88898A8B 8C8DEE8F 90919293 94959697
98999A9B 9C9DOE9F AQA1AZA3 A4AS5A0A7 ABA9AAAB ACADAEAF

additional_input is
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

Block_Cipher_df

input_str 1is
80818283 84858687 88898A8B 8C8DSEF 90919293 94959697
98999A9B 9CODIESF AQA1AZ2A3 A4AS5A6A7 ASA9AAAB ACADAEAF
60616263 64656667 68696A6B 6C6DOEGF 70717273 74757677
78797A7B 7C7D7E7F 80818283 84858687 88898A8B 8C8DSESF

number_of_bits_to_return = 384

S is



88898A8B
AGA1AZA3
68696A6B
80818283

BCC

IV is

IV Il S is

00000000
88898A8B
AGA1AZA3
68696A6B
80818283

temp is

BCC

IV is

IV Il S 1is

00000000
88898A8B
AGA1AZA3
68696A6B
80818283

temp 1is

8C8DBE8F
A4ASAGA7
6CoDOEGF
84858687

00000000
8C8DBE8F
A4ASAGA7
6CoD6EGF
84858687

00000000
8C8DBE8F
A4ASAGA7
6CoD6EGF
84858687

00000060
90919293
A8A9AAAB
70717273
88898A8B

00000000

00000060
90919293
A8A9AAAB
70717273
88898A8B

26006BB7

00000001

00000060
90919293
A8A9AAAB
70717273
88898A8B

00000030
94959697
ACADAEAF
74757677
8C8DBE8F

00000000

00000030
94959697
ACADAEAF
74757677
8C8DBE8F

AQ830E15

00000000

00000030
94959697
ACADAEAF
74757677
8C8DBE8F

80818283
98999A98B
60616263
78797A7B
80000000

00000000

00000000
80818283
98999A98B
60616263
78797A7B
80000000

CO3BA4E7

00000000

00000001
80818283
98999A98B
60616263
78797A7B
80000000

84858687
9C9D9EIF
64656667
7C7D7E7F
00000000

00000000

00000000
84858687
9C9D9E9F
64656667
7C7D7E7F
00000000

E5D71612

00000000

00000000
84858687
9C9D9E9F
64656667
7C7D7E7F
00000000



CO3BA4E7 E5D71612

BCC

IV is

IV Il S is
00000000 00000000
88898A8B 8C8DBESF
AQA1AZA3 A4ASAGA7

68696A6B 6CO6DGEGF
80818283 84858687

temp is
26006BB7 AQ830E15
8BB8CCFE B2A3FeD1

Key is

CO3BA4E7 E5D71612

X is

BlockEncrypt

Key is

8E403592

00000002

00000060
90919293
A8A9AAAB
70717273
88898A8B

CO3BA4E7

AEB21276

8E403592

AEB21276

A555A544

00000000

00000030
94959697
ACADAEAF
74757677
8C8DBE8F

E5D71612

FE31F327

A555A544

FE31F327

26006BB7
8BB8CCFE

00000000

00000002
80818283
98999A98B
60616263
78797A7B
80000000

8E403592
091B662A

26006BB7
8BB8CCFE

091B662A

26006BB7

CO3BA4E7 E5D71612 8E403592 A555A544 8BB8CCFE

A@830E15
BZ2A3F6D1

00000000

00000000
84858687
9C9D9E9F
64656667
7C7D7E7F
00000000

A555A544
E7AEB81E

AQ830E15
B2A3F6D1

E7AEB81E

A@830E15
BZ2A3F6D1



X is

AEB21276 FE31F327 ©91B662A

X = BlockEncrypt(Key, X) 1is

temp is

BlockEncrypt

Key is

D855085C 105ACC7B 757E459C

D855085C 105ACC7B 757E459C

26006BB7

CO3BA4E7 E5D71612 8E403592 A555A544 8BB8CCFE

X is

D855085C 105ACC7B 757E459C

X = BlockEncrypt(Key, X) 1is

temp is

500B0067 10CD4ACS5 E966A1E9

D855085C

757E459C B1895761 500B0067 10CD4AC5 E966A1E9

BlockEncrypt

Key is

26006BB7

CO3BA4E7 E5D71612 8E403592 A555A544 8BB8CCFE

X is

500B0067 10CD4ACS5 E966A1E9

E7AEB81E

B1895761

B1895761

AQ830E15
BZ2A3F6D1

B1895761

3EFF73EQ

105ACC7B
3EFF73E0Q

AQ830E15
BZ2A3F6D1

3EFF73EQ



X = BlockEncrypt(Key, X) 1is

temp is
D855085C 105ACC7B
E966A1E9 3EFF73E0Q

requested_bits 1is
D855085C 1@5ACC7B
E966A1E9Q 3EFF73E0Q

Update

provided_data is
D855085C 1@5ACC7B
E966A1EQ 3EFF73E0Q

While loop
Key is

BA374558 DC83323F

V is

output_block is

temp is

64E59D80

757E459C
64E59D80

757E459C
64E59D80

757E459C
64E59D80

OE2661BC

23423EDE

99BB703C

99BB703C

71CD6888

B1895761
71CD6888

B1895761
71CD6888

B1895761
71CD6888

8C199617

DF3DA94B

DD820609

DD820609

BoF4DC40

500B0067
B6F4DC40

50080067
B6F4DC40

500B0067
B6F4DC40

62D7A3A9
533096B4

B35EAB76

903F1241

903F1241

58576A9C

10CD4ACS
58576A9C

10CD4ACS
58576A9C

10CD4ACS
58576A9C

0CB143F3
117F@2BC

7532978F

EA856E27

EA856E27



While loop

Key is

BA374558 DC83323F QEZ2661BC

V is
23423EDE

output_block 1is
A54C2B75
temp is

903F1241 EA856E27 A54(C2B75

While loop

Key is

BA374558 DC83323F QE2661BC

V is
23423EDE

output_block is
4QA4397E

temp is
99BB703C DD820609 903F1241
68093FCD 47B52E7F 40A4397E

temp XOR provided_data is
41EE78060 CDD8CA72 E54157DD
816F9E24 794A5D9F 2441A4FE

8C199617

DF3DA94B

EEA7775B

EEA7775B

8C199617

DF3DA94B

72F15782

EA856E27
72F15782

5B0C3946
033C3F0A

62D7A3A9
533096B4

B35EAB76

68093FCD

99BB703C
68093FCD

62D7A3A9
533096B4

B35EAB76

98F8B8FB

A54C2B75
98F8B8FB

F5472B12
2EQCo4BB

0CB143F3
117F02BC

75329790

47B52E7F

DD820609
47B52E7F

0CB143F3
117F@2BC

75329791

54A8BAD1

EEA7775B
54A8BAD1

FEG6A3DIE
OCFFD@4D



Key is
41EE7860 CDD8CA72
E54157DD 5B0C3946 F5472B12 FEGA3DOE 816F9E24 794A5DIF

V is
2441A4FE @033C3FQA 2EQC064BB OCFFD@O4D

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k k %k 3k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k 3%k %k 3k %k %k 3%k 3%k 3k %k %k %k 3%k 3k >k %k %k 3%k 3%k %k %k %k %k 3% % >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 0000000 00000 000000
00000000 00000000 00000000 00000 000000 000000

While loop
Key is

41EE7860 CDD8CA72
E54157DD 5B0C3946 F5472B12 FEGA3DOE 816F9EZ24 794A5DOF

V is
2441A4FE 033C3FOA 2EQC04BB QCFFDO50

output_block is
30B27377 DE24BD94 8F2037BC BA1BBGS5B

temp 1is



While loop
Key is

E54157DD 5B0C3946

V is

output_block is

temp is

8F2037BC BA1BB65B

While loop
Key is

E54157DD 5B0C3946

V is

output_block is

temp 1is
30B27377 DE24BD94
OF27D16B 89069C3A

30B27377 DE24BD94 8F2037BC

F5472B12

2441A4FE

EAF4E2D2

EAF4E2D2

F5472B12

2441A4FE

0592090E

8F2037BC
0592090E

FEGA3DIE

033C3F0A

46CFE777

46CFE777

FE6A3DIE

033C3F0A

A1D6CB56

BA1BB65B
A1D6CB56

41EE7860
816F9E24

2EQC64BB

OF27D16B

30B27377
OF27D16B

41EE7860
816F9E24

2EQC64BB

93F23B12

EAF4E2D2
93F23B12

BA1BB65B

CDD8CA72
794A5D9F

OCFFDO51

89069C3A

DE24BD94
89069C3A

CDD8CA72
794A5D9F

OCFFDO52

1BBO7ACZ

46CFE777
1BBO7ACZ



temp XOR provided_data is
30B27377 DE24BD94 8F2037BC BA1BB65B EAF4E2D2 46CFE777
OF27D16B 89069C3A 0592090E A1D6(B56 93F23B12 1BBQ7ACZ2

Key is
30B27377 DE24BD94
8F2037BC BA1BB65B EAF4E2D2 46CFE777 @QF27D16B 89069C3A

V is
0592090E A1D6CB56 93F23B12 1BB@7AC2

rnd_val 1is
EAEGBCE7 818Q7E52
4D26605E A1980779 32DO1EEB 445B9AC6 (C5D99C10@ 1D29F46E

Second call to Generate
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk >k sk 3k 3k sk 3k sk sk >k 3k 3k %k sk 3k %k sk >k %k %k k k
CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is

AOA1AZA3 A4AS5A6A7 ABA9AAAB ACADAEAF BOB1BZ2B3 B4B5B6B7
B8BIOBABB BCBDBEBF COC1C2C3 (C4C5C6C7 C8C9CACB CCCDCECF

Generate FAILED: Reseed is required
3k 3k 3k 3K 3k 3k 3k 3k 3k 3k sk 3k 3k sk 3k 3k 3k 3k Sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk 3k Sk 3k 3k sk 3k 3k sk >k sk 3k >k sk 3k sk sk >k 3k 3k %k sk 3k 3k sk >k %k %k k k

CTR_DRBG_Reseed
entropy_input 1is

CoC1C2C3 C4C5C6C7 C8CI9CACB CCCDCECF DeD1D2D3 D4D5DeD7
D8D9DADB DCDDDEDF E@E1EZ2E3 E4ESEGE7 ES8EOEAEB ECEDEEEF

additional_input is



AQA1AZA3 A4AS5A6A7 A8A9AAAB
B8BOBABB BCBDBEBF C@C1C2(C3

Block_Cipher_df

input_str 1is

CoC1C2C3 C4C5C6C7 C8CICACB
D8D9DADB DCDDDEDF E@E1EZE3
AQA1AZA3 A4ASAGA7 ABA9AAAB
B8BOBABB BCBDBEBF C@C1C2(C3

number_of_bits_to_return = 384

S 1is

C8CI9CACB
EQE1EZE3
A8A9AAAB
coc1czc3

BCC

IV is

IV Il S is

00000000
C8CI9CACB
EQE1EZE3
A8A9AAAB
coc1czc3

temp 1is

CCCDCECF
E4ESEGE7
ACADAEAF
C4C5CeC7

00000000
CCCDCECF
E4ESEGE7
ACADAEAF
C4C5CeC7

00000060
D@D1D2D3
ESEQEAEB
BOB1BZB3
C8C9CACB

00000000

00000060
DOD1D2D3
ESEOQEAEB
BOB1BZ2B3
C8C9CACB

A77C22F8

ACADAEAF
C4C5CeC7

CCCDCECF
E4ESEGE7
ACADAEAF
C4C5CeC7

00000030
D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

00000000

00000030
D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

F701BD5D

BOB1BZB3
C8C9CACB

D@D1D2D3
ESEOQEAEB
BOB1BZ2B3
C8C9CACB

coc1czc3
D8D9DADB
AQA1AZA3
B8BOBABB
80000000

00000000

00000000
coC1czC3
D8D9DADB
AQA1AZA3
B8BOBABB
80000000

FOE36418

B4B5B6B7
CCCDCECF

D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

C4C5C6C7
DCDDDEDF
A4ASAGA7
BCBDBEBF
00000000

00000000

00000000
C4C5C6eC7
DCDDDEDF
A4ASAGA7
BCBDBEBF
00000000

04462F38



BCC

IV 1is

IV II S is

00000000
C8CI9CACB
EQE1EZE3
A8A9AAAB
coC1czC3

temp is

FOE36418

BCC

IV is

IV Il S 1is

00000000
C8C9CACB
EQE1EZE3
A8A9AAAB
coc1czc3

temp 1is
A77C22F8
18882C37

00000000
CCCDCECF
E4ESEGE7
ACADAEAF
C4C5C6C7

04462F38

00000000
CCCDCECF
E4ESEGE7
ACADAEAF
C4C5CeC7

F701BD5D
5360FFB3

00000001

00000060
DoD1D2D3
ESE9QEAEB
BOB1BZB3
C8CI9CACB

ACB4EOSES8

00000002

00000060
DOD1D2D3
ESEOQEAEB
BOB1BZ2B3
C8CI9CACB

FOE36418
46C9AE43

00000000

00000030
D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

OOABEBOE

00000000

00000030
D4D5D6D7
ECEDEEEF
B4B5B6B7
CCCDCECF

04462F38
4389D41E

00000000

00000001
coc1czc3
D8D9DADB
AGA1AZA3
B8BOBABB
80000000

A77C22F8
18882C37

00000000

00000002
coC1czC3
D8D9DADB
AQA1AZA3
B8BOBABB
80000000

ACB4ESES8
050AE515

00000000

00000000
C4C5C6C7
DCDDDEDF
A4ASAGA7
BCBDBEBF
00000000

F701BD5D
5360FFB3

00000000

00000000
C4C5CeC7
DCDDDEDF
A4ASAGA7
BCBDBEBF
00000000

OOABEBOE
E7CO5BA3



Key is
A77C22F8
FOE36418 04462F38 ACB4E9E8 QOOABEBOE 18882C37

X is
46C9AE43 4389D41E O50QAE515

BlockEncrypt
Key is

A77C22F8
FOE36418 04462F38 ACB4EOE8 QQABEBOE 18882(C37

X is
46C9AE43 4389D41E Q5QAE515

X = BlockEncrypt(Key, X) 1is
4462618D 4FAZ2FDeD 5B@312B1

temp is
4462618D 4FA2FDeD 5B0312B1

BlockEncrypt

Key is
A77C22F8
FOE36418 04462F38 ACB4EOE8 QQABEBOE 18882(C37

X is
4462618D 4FA2FDoD 5B0312B1

X = BlockEncrypt(Key, X) 1is
6909E1FF 1DF7D0@47 788FE17E

F701BD5D
5360FFB3

E7CO5BA3

F701BD5D
5360FFB3

E7CO5BA3

A8BA3ES8F

A8BA3ESF

F701BD5D
5360FFB3

A8BA3ESF

615BE531



temp is

5B0312B1 A8BA3E8F 6909E1FF

BlockEncrypt

Key is

FOE36418 04462F38 ACB4ESES8

X is
6909E1FF

X = BlockEncrypt(Key, X) 1is
7F99849D

temp is
4462618D 4FA2FDeD 5B0312B1
788FE17E 615BE531 7F99849D

requested_bits 1is
4462618D 4FAZ2FD6D 5B0312B1
788FE17E 615BE531 7F99849D

Update
provided_data is

4462618D 4FAZ2FDeD 5B0312B1
788FE17E 615BE531 7F99849D

While loop

1DF7D047

OOABEBOE

1DF7D047

D5C2442E

A8BA3ESF
D5C2442E

A8BA3E8F
D5C2442E

A8BA3E8F
D5C2442E

4462618D
788FE17E

A77C22F8
18882C37

788FE17E

BB6CCCCY

6909E1FF
BB6CCCCO

6909E1FF
BB6CCCCI

6909E1FF
BB6CCCCI

4FAZ2FD6D
615BE531

F701BD5D
5360FFB3

615BE531

4FBAB255

1DF7D047
4FBAB255

1DF7D0@47
4FBAB255

1DF7D0@47
4FBAB255



Key is
30B27377 DE24BD94
8F2037BC BA1BB65B EAF4E2D2 46CFE777 @QF27D16B 89069C3A

V is
0592090E A1D6CB56 93F23B12 1BBO7AC3

output_block 1is
49724416 6965665C E658C814 AE95122A

temp is
49724416 6965665C E658C814 AE95122A

While loop

Key is
30B27377 DE24BD94
8F2037BC BA1BB65B EAF4E2D2 46CFE777 @QF27D16B 89069C3A

V is
0592090E A1D6CB56 93F23B12 1BBO7AC4

output_block 1is
DEQ1CB7F A3BD14EF QFQQEEFA 7DCAQ699

temp is
49724416 6965665C
E658C814 AE95122A DEQ1CB7F A3BD14EF QFQQEEFA 7DCAQ699

While loop

Key is
30B27377 DE24BD94
8F2037BC BA1BB65B EAF4E2D2 46CFE777 @QF27D16B 89069C3A



V is
0592090E A1D6CB56 93F23B12 1BB@7ACS

output_block 1is
21AFEF12 119A1B34 ES5DF1581 62CC7F6E

temp is
49724416 6965665C E658C814 AE95122A DEQ1CB7F A3BD14EF
OFQOEEFA 7DCAQ699 21AFEF12 119A1B34 ES5DF1581 62CC7F6E

temp XOR provided_data is
0D10259B 26C79B31 BDSBDAAS 062F2CAS5 B7082A80 BE4AC4AS8
778FOF84 1(C91E3A8 5E366B8F (C4585F1A 5EB3D948 2D76CD3B

Key is
0D10259B 26C79B31
BDSBDAAS 062F2CAS5 B7082A80 BE4AC4A8 778FOF84 1C91E3A8

V is
S5E366B8F C4585F1A 5EB3D948 2D76CD3B

3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3%k 3k 3k %k %k %k 3%k 3k 3k %k %k 3%k 3%k %k %k %k %k 3%k 3k 3k %k %k 3%k 3%k 3k %k %k %k % 3k >k %k %k %k % %k %k %k *k %k %k %k

CTR_DRBG_Generate
requested_number_of_bits = 256
additional_input is <empty>
Update
provided_data is

00000000 00000000 00000000 00000000 00000000 0000000
00000000 00000000 00000000 000000 00VVVVV0 000000



While loop

Key is
0D10259B 26C79B31
BD5BDAAS 062F2CAS5 B7082A80 BE4AC4A8 778FOF84 1C91E3A8

V is
S5E366B8F C4585F1A S5EB3D948 2D76CD3E

output_block is
A12D1656 186D2BC2 AF8837A1 F5F41C75

temp is
A12D1656 186D2BC2 AF8837A1 F5F41(C75

While loop

Key is
0D10259B 26(79B31
BD5BDAAS 062F2CAS5 B7082A80 BE4AC4A8 778FOF84 1C91E3A8

V is
S5E366B8F C4585F1A S5EB3D948 2D76CD3F

output_block is
6832B24D 2F4EEB19 EFBD0618 14FQB45D

temp is
A12D1656 186D2BC2
AF8837A1 F5F41C75 6832B24D 2F4EEB19 EFBD0618 14F@B45D

While loop



Key is

BD5BDAAS 062F2CA5 B7082A80

V is
SE366B&F

output_block is
DB10B248

temp is
A12D1656 186D2BC2 AF8837Al
EFBD0618 14F0B45D DB10B248

temp XOR provided_data is
A12D1656 186D2BCZ2 AF8837A1
EFBD0O618 14F0OB45D DB10B248
Key is
AF8837A1 F5F41C75 6832B24D
V is
DB10B248
rnd_val is

AAD37FF3 D5180986 ADEBABGE

BE4AC4A8

C4585F1A

786ADOCA

F5F41C75
786ADOCA

F5F41C75
786ADOCA

2F4EEB19

786ADOCA

95836725

0D10259B
778FOF84

5EB3D948

EB9C1B03

6832B24D
EB9C1B0O3

6832B24D
EB9C1BO3

A12D1656
EFBD0O618

EB9C1BO3

738E99(9
097E50A8

26C79B31
1C91E3A8

2D76CD40

60D2DF4C

2F4EEB19
60D2DF4C

2F4EEB19
60D2DF4C
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