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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. 1TL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance the
development and productive use of information technology. ITL’s responsibilities include the
development of management, administrative, technical, and physical standards and guidelines for
the cost-effective security and privacy of other than national security-related information in
federal information systems. The Special Publication 800-series reports on ITL’s research,
guidelines, and outreach efforts in information system security, and its collaborative activities
with industry, government, and academic organizations.
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Authority

This document has been developed by the National Institute of Standards and Technology (NIST)
to further its statutory responsibilities under the Federal Information Security Management Act
(FISMA) of 2002, P.L. 107-347. NIST is responsible for developing standards and guidelines,
including minimum requirements, for providing adequate information security for all agency
operations and assets, but such standards and guidelines shall not apply to national security
systems. This guideline is consistent with the requirements of the Office of Management and
Budget (OMB) Circular A-130, Section 8b(3), Securing Agency Information Systems, as
analyzed in Circular A-130, Appendix IV: Analysis of Key Sections. Supplemental information
is provided in A-130, Appendix I1I.

This guideline has been prepared for use by federal agencies. However, it may also be used by
nongovernmental organizations on a voluntary basis and is not subject to copyright. (Attribution
would be appreciated by NIST.)

Nothing in this document should be taken to contradict standards and guidelines made mandatory
and binding on federal agencies by the Secretary of Commerce under statutory authority. Nor
should these guidelines be interpreted as altering or superseding the existing authorities of the
Secretary of Commerce, Director of the OMB, or any other federal official.

NIST Special Publication 800-53A, 381 pages

July 2008

Certain commercial entities, equipment, or materials may be identified in this document in order to
describe an experimental procedure or concept adequately. Such identification is not intended to imply
recommendation or endorsement by the National Institute of Standards and Technology, nor is it
intended to imply that the entities, materials, or equipment are necessarily the best available for the
purpose.

COMMENTS MAY BE SUBMITTED TO THE COMPUTER SECURITY DIVISION, INFORMATION TECHNOLOGY
LABORATORY, NIST VIA ELECTRONIC MAIL AT SEC-CERT@NIST.GOV OR VIA REGULAR MAIL AT
100 BUREAU DRIVE (MAIL STOP 8930) GAITHERSBURG, MD 20899-8930
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Compliance with NIST Standards and Guidelines

NIST develops and issues standards, guidelines, and other publications to assist federal agencies
in implementing the Federal Information Security Management Act (FISMA) of 2002 and in
managing cost-effective programs to protect their information and information systems.

e Federal Information Processing Standards (FIPS) are developed by NIST in accordance
with FISMA. FIPS are approved by the Secretary of Commerce and are compulsory and
binding for federal agencies. Since FISMA requires that federal agencies comply with
these standards, agencies may not waive their use.

e Guidance documents and recommendations are issued in the NIST Special Publication
(SP) 800-series. Office of Management and Budget (OMB) policies (including OMB
FISMA Reporting Instructions for the Federal Information Security Management Act and
Agency Privacy Management) state that for other than national security programs and
systems, agencies must follow NIST guidance.®

o Other security-related publications, including interagency and internal reports (NISTIRS)
and ITL Bulletins, provide technical and other information about NIST's activities.
These publications are mandatory only when so specified by OMB.

Schedule for Compliance with NIST Standards and Guidelines

e For legacy information systems, agencies are expected to be in compliance with NIST
security standards and guidelines within one year of the publication date unless otherwise
directed by OMB or NIST.?

e Forinformation systems under development, agencies are expected to be in compliance
with NIST security standards and guidelines immediately upon deployment of the
system.

! While agencies are required to follow NIST guidance in accordance with OMB policy, there is flexibility within
NIST’s guidance in how agencies apply the guidance. Unless otherwise specified by OMB, the 800-series guidance
documents published by NIST generally allow agencies some latitude in their application. Consequently, the
application of NIST guidance by agencies can result in different security solutions that are equally acceptable,
compliant with the guidance, and meet the OMB definition of adequate security for federal information systems.
When assessing agency compliance with NIST guidance, auditors, inspectors general, evaluators, and/or assessors
should consider the intent of the security concepts and principles articulated within the particular guidance document
and how the agency applied the guidance in the context of its specific mission responsibilities, operational
environments, and unique organizational conditions.

2 The one-year compliance date for revisions to NIST Special Publications applies only to the new and/or updated
material in the publications resulting from the periodic revision process. Agencies are expected to be in compliance
with previous versions of NIST Special Publications within one year of the publication date of the previous versions.
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FEDERAL INFORMATION SECURITY MANAGEMENT ACT
IMPLEMENTING SECURITY STANDARDS AND GUIDELINES

FIPS 200, Minimum Security Requirements for Federal Information and Information Systems, is a
mandatory, non-waiverable standard developed in response to the Federal Information Security
Management Act of 2002. To comply with the federal standard, agencies must first determine the
security category of their information system in accordance with the provisions of FIPS 199,
Standards for Security Categorization of Federal Information and Information Systems, and then
apply the appropriate set of baseline security controls in NIST Special Publication 800-53 (as
amended), Recommended Security Controls for Federal Information Systems. Agencies have
flexibility in applying the baseline security controls in accordance with the tailoring guidance
provided in Special Publication 800-53. This allows agencies to adjust the security controls to
more closely fit their mission requirements and operational environments.

The combination of FIPS 200 and NIST Special Publication 800-53 requires a foundational level of
security for all federal information and information systems. The agency's risk assessment
validates the security control set and determines if any additional controls are needed to protect
agency operations (including mission, functions, image, or reputation), agency assets, individuals,
other organizations, or the Nation. The resulting set of security controls establishes a level of
“security due diligence” for the federal agency and its contractors.

In addition to the security requirements established by FISMA, there may also be specific security
requirements in different business areas within agencies that are governed by other laws, Executive
Orders, directives, policies, regulations, or associated governing documents, (e.g., the Health
Insurance Portability and Accountability Act of 1996, the Federal Financial Management
Improvement Act of 1996, or OMB Circular A-127 on Financial Management Systems). These
requirements may not be equivalent to the security requirements and implementing security
controls required by FISMA or may enhance or further refine the security requirements and security
controls. It is important that agency officials (including authorizing officials, chief information
officers, senior agency information security officers, information system owners, information
system security officers, and acquisition authorities) take steps to ensure that: (i) all appropriate
security requirements are addressed in agency acquisitions of information systems and information
system services; and (ii) all required security controls are implemented in agency information
systems. See http://csrc.nist.gov/sec-cert/ca-compliance.html for additional information on FISMA
compliance.
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DEVELOPING COMMON INFORMATION SECURITY FOUNDATIONS
COLLABORATION AMONG PUBLIC AND PRIVATE SECTOR ENTITIES

In developing standards and guidelines required by the Federal Information Security Management Act
(FISMA), NIST consults with other federal agencies and offices as well as the private sector to improve
information security, avoid unnecessary and costly duplication of effort, and ensure that NIST standards
and guidelines are complementary with standards and guidelines employed for the protection of
national security systems. In addition to its comprehensive public review and vetting process, NIST is
working with the Office of the Director of National Intelligence (ODNI), the Department of Defense
(DOD), and the Committee on National Security Systems (CNSS) to establish a common foundation for
information security across the federal government. The common foundation for information security
will provide the Intelligence, Defense, and Civil sectors of the federal government and their support
contractors, more uniform and consistent ways to manage the risk to organizational operations,
organizational assets, individuals, other organizations, and the Nation that results from the operation
and use of information systems. In another collaboration initiative, NIST is working with public and
private sector entities to establish specific mappings and relationships between the security standards
and guidelines developed by NIST and the International Organization for Standardization and
International Electrotechnical Commission (ISO/IEC) 27001, Information Security Management
System (ISMS).
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Preface

Security control assessments are not about checklists, simple pass-fail results, or generating
paperwork to pass inspections or audits—rather, security controls assessments are the principal
vehicle used to verify that the implementers and operators of information systems are meeting
their stated security goals and objectives. NIST Special Publication 800-53A, Guide for
Assessing the Security Controls in Federal Information Systems, is written to facilitate security
control assessments conducted within an effective risk management framework. The assessment
results provide organizational officials:

e Evidence about the effectiveness of security controls in organizational information systems;

e Anindication of the quality of the risk management processes employed within the
organization; and

¢ Information about the strengths and weaknesses of information systems which are supporting
critical federal missions and applications in a global environment of sophisticated threats.

The findings produced by assessors are used primarily in determining the overall effectiveness of
the security controls in an information system and in providing credible and meaningful inputs to
the organization’s security accreditation (information system authorization) process. A well-
executed assessment helps to determine the validity of the security controls contained in the
security plan (and subsequently employed in the information system) and to facilitate a cost-
effective approach to correcting any deficiencies in the system in an orderly and disciplined
manner consistent with the organization’s mission/business requirements.

NIST Special Publication 800-53A is a companion guideline to NIST Special Publication 800-53,
Recommended Security Controls for Federal Information Systems. Each publication provides
guidance for implementing the steps in the NIST Risk Management Framework.® NIST Special
Publication 800-53 covers the steps in the Risk Management Framework that address security
control selection (i.e., determining what security controls are needed to protect organizational
operations and assets, individuals, other organizations, and the Nation) in accordance with the
security requirements in FIPS 200.* This includes: (i) selecting an initial set of baseline security
controls based on a FIPS 199 worst-case, impact analysis;® (ii) tailoring the baseline security
controls; and (iii) supplementing the security controls, as necessary, based on an organizational
assessment of risk. NIST Special Publication 800-53A covers both the security control
assessment and continuous monitoring steps in the Risk Management Framework and provides
guidance on the security assessment process. This guidance includes how to build effective
security assessment plans and how to manage assessment results.

NIST Special Publication 800-53A has been developed with the intention of enabling
organizations to tailor and supplement the basic assessment procedures provided. The concepts
of tailoring and supplementation used in this document are similar to the concepts described in
NIST Special Publication 800-53. Tailoring involves scoping the assessment procedures to
match the characteristics of the information system under assessment. The tailoring process
provides organizations with the flexibility needed to avoid assessment approaches that are

3 The Risk Management Framework is described in NIST Special Publication 800-39 and consists of a six-step process
to ensure the development and implementation of comprehensive information security programs for organizations.

* FIPS 200, Minimum Security Requirements for Federal Information and Information Systems.

® FIPS 199, Standards for Security Categorization of Federal Information and Information Systems.
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unnecessarily extensive or more rigorous than necessary. Supplementation involves adding
assessment procedures or assessment details to adequately meet the organization’s risk
management needs (e.g., adding assessment objectives or adding organization-specific details
such as system/platform-specific information for selected security controls). Supplementation
decisions are left to the discretion of the organization in order to maximize flexibility in
developing security assessment plans when applying the results of risk assessments in
determining the extent, rigor, and level of intensity of the assessments.

While flexibility continues to be an important factor in developing security assessment plans,
consistency of assessments is also an important consideration. A major design objective for
NIST Special Publication 800-53A is to provide an assessment framework and initial starting
point for assessment procedures that are essential for achieving such consistency. In addition to
the assessment framework and initial starting point for assessment procedures, NIST initiated an
Assessment Case Development Project.® The purpose of the project is threefold: (i) to actively
engage experienced assessors from multiple organizations in the development of a representative
set of assessment cases corresponding to the assessment procedures in NIST Special Publication
800-53A; (ii) to provide organizations and the assessors supporting those organizations with an
exemplary set of assessment cases for each assessment procedure in the catalog of procedures in
this publication; and (iii) to provide a vehicle for ongoing community-wide review of and
comment on the assessment cases to promote continuous improvement in the assessment process
for more consistent, cost-effective security assessments of federal information systems. The
Assessment Case Development Project is described in Appendix J.

In addition to the above project, NIST also initiated the Information Security Automation
Program (ISAP) and Security Content Automation Protocol (SCAP) that support and complement
the approach for achieving consistent, cost-effective security control assessments outlined in this
publication. The primary purpose of the ISAP/SCAP is to improve the automated application,
verification, and reporting of commercial information technology product-specific security
configuration settings, thereby reducing vulnerabilities when products are not configured
properly. The ultimate objective is to achieve a direct linkage, where appropriate, of the
assessment procedures found in NIST Special Publication 800-53A to the SCAP automated
testing of information system mechanisms and associated security configuration settings.’

Finally, it should be noted that for environments with credible threat information indicating
sophisticated, well-resourced threat agents and possible attacks against high-value targets,
additional assurances may be required. NIST Special Publication 800-53 indicates the need for
explicit risk acceptance or additional assurances for moderate-impact and high-impact
information systems whenever the organization is relying on one or more security controls to
mitigate risks from more capable threat sources. In a similar manner, NIST Special Publication
800-53A recognizes that, for such controls, additional organizationally-derived assessment
activities will likely be required. These additional assessment activities will include the
assessment objectives associated with verifying the Additional Requirements Enhancing
Moderate-impact and High-impact Information Systems in Appendix E of NIST Special
Publication 800-53—that is, the security controls in the information system are developed in a
manner that supports a high degree of confidence the controls are complete, consistent, and
correct, resulting in a greater degree of trustworthiness and penetration resistance of the system.

® An assessment case represents a worked example of an assessment procedure that provides specific actions that an
assessor might carry out during the assessment of a security control or control enhancement in an information system.

" Additional details on the ISAP/SCAP initiative, as well as freely available SCAP reference data, can be found at the
NIST website at http://nvd.nist.gov.
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CAUTIONARY NOTES

Organizations should carefully consider the potential impacts of employing the procedures
defined in this Special Publication when assessing the security controls in operational
information systems. Certain assessment procedures, particularly those procedures that directly
impact the operation of hardware, software, and/or firmware components of an information
system, may inadvertently affect the routine processing, transmission, or storage of information
supporting critical organizational missions or business functions. For example, a key
information system component may be taken offline for assessment purposes or a component
may suffer a fault or failure during the assessment process. Organizations should take necessary
precautions during security control assessment periods to ensure that organizational missions
and business functions continue to be supported by the information system and that only
approved impacts to operational effectiveness are caused by the assessment.

Security controls from NIST Special Publication 800-53 (as amended) have been restated in
NIST Special Publication 800-53A for ease of reference by assessors in specifying assessment
procedures for conducting assessments of security controls and should not be viewed as
replacing or revising the security controls in Special Publication 800-53, which remains the
definitive NIST recommendation for employing security controls in federal information systems.

Unless otherwise stated, all references to NIST publications in this document (i.e., Federal
Information Processing Standards and Special Publications) are to the most recent version of the
referenced publication.
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CHAPTER ONE

INTRODUCTION

THE NEED TO ASSESS SECURITY CONTROL EFFECTIVENESS IN INFORMATION SYSTEMS

hardware, software, and firmware), processes, and people, all working together to provide

organizations with the capability to process, store, and transmit information on a timely
basis to support various organizational missions and business functions. The degree to which
organizations have come to depend upon these information systems to conduct routine and
critical missions and business functions means that the protection of the underlying systems is
paramount to the success of the organization. The selection of appropriate security controls for
an information system is an important task that can have major implications on the operations and
assets of an organization as well as the welfare of individuals.® Security controls are the
management, operational, and technical safeguards or countermeasures prescribed for an
information system to protect the confidentiality, integrity (including non-repudiation and
authenticity), and availability of the system and its information. Once employed within an
information system, security controls are assessed to provide the information necessary to
determine their overall effectiveness; that is, the extent to which the controls are implemented
correctly, operating as intended, and producing the desired outcome with respect to meeting the
security requirements for the system. Understanding the overall effectiveness of the security
controls implemented in the information system is essential in determining the risk to the
organization’s operations and assets, to individuals, to other organizations, and to the Nation
resulting from the use of the system.

Today’s information systems® are incredibly complex assemblages of technology (including

1.1 PURPOSE AND APPLICABILITY

The purpose of this publication is to provide guidelines for building effective security assessment
plans and a comprehensive set of procedures for assessing the effectiveness of security controls
employed in information systems supporting the executive agencies of the federal government.
The guidelines apply to the security controls defined in NIST Special Publication 800-53 (as
amended), Recommended Security Controls for Federal Information Systems, and any additional
security controls developed by the organization. The guidelines have been developed to help
achieve more secure information systems within the federal government by:

¢ Enabling more consistent, comparable, and repeatable assessments of security controls;

o Facilitating more cost-effective assessments of security controls contributing to the
determination of overall control effectiveness;

e Promoting a better understanding of the risks to organizational operations, organizational
assets, individuals, other organizations, and the Nation resulting from the operation and use
of federal information systems; and

e Creating more complete, reliable, and trustworthy information for organizational officials—to
support security accreditation decisions, information sharing, and FISMA compliance.

8 An information system is a discrete set of information resources organized expressly for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.

® When selecting security controls for an information system, the organization also considers potential impacts to other
organizations and, in accordance with the USA PATRIOT Act of 2001 and Homeland Security Presidential Directives,
potential national-level impacts.
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The guidelines provided in this special publication are applicable to all federal information
systems other than those systems designated as national security systems as defined in 44 U.S.C.,
Section 3542. The guidelines have been broadly developed from a technical perspective to
complement similar guidelines for national security systems and may be used for such systems
with the approval of the Director of National Intelligence (DNI), the Secretary of Defense
(SECDEF), the Chairman of the Committee on National Security Systems (CNSS), or their
designees. State, local, and tribal governments, as well as private sector organizations that
compose the critical infrastructure of the United States, are also encouraged to consider the use of
these guidelines, as appropriate.

Organizations should use as a minimum, NIST Special Publication 800-53A in conjunction with
an approved security plan in developing a viable security assessment plan for producing and
compiling the information necessary to determine the effectiveness of the security controls
employed in the information system. This publication has been developed with the intention of
enabling organizations to tailor and supplement the basic assessment procedures provided. The
assessment procedures should be used as a starting point for and as input to the security
assessment plan. In developing effective security assessment plans, organizations should take
into consideration existing information about the security controls to be assessed (e.g., results
from organizational assessments of risk, platform-specific dependencies in the hardware,
software, or firmware,’® and any assessment procedures needed as a result of organization-
specific controls not included in NIST Special Publication 800-53).

The selection of appropriate assessment procedures for a particular information system depends
on three factors:

e The security categorization of the information system in accordance with FIPS 199,
Standards for Security Categorization of Federal Information and Information Systems, and
NIST Special Publication 800-60, Guide for Mapping Types of Information and Information
Systems to Security Categories;

e The security controls identified in the approved security plan, including those from NIST
Special Publication 800-53 (as amended) and any organization-specific controls;*! and

o The level of assurance that the organization must have in determining the effectiveness of the
security controls in the information system.

The extent of security control assessments should always be risk-driven. Organizations should
determine the most cost-effective implementation of this key element in the organization’s
information security program by applying the results of risk assessments, considering the
maturity and quality level of the organization’s risk management processes, and taking advantage
of the flexibility in NIST Special Publication 800-53A. The use of Special Publication 800-53A
as a starting point in the process of defining procedures for assessing the security controls in
information systems, promotes a more consistent level of security within the organization and
offers the needed flexibility to customize the assessment based on organizational policies and
requirements, known threat and vulnerability information, operational considerations, information

10 For example, detailed test scripts may need to be developed for the specific operating system, network component,
middleware, or application employed within the information system to adequately assess certain characteristics of a
particular security control. Such test scripts are at a lower level of detail than provided by the assessment procedures
contained in Appendix F (Assessment Procedures Catalog) and are therefore beyond the scope of this publication.

! The agreed-upon security controls for the information system are documented in the security plan after the initial
selection of the controls as described in NIST Special Publication 800-53. The security plan is approved by appropriate
organizational officials prior to the start of the security control assessment.
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system and platform dependencies, and tolerance for risk.** Ultimately, organizations should
view assessment as an information gathering activity, not a security producing activity. The
information produced during security control assessments can be used by an organization to:

¢ Identify potential problems or shortfalls in the organization’s implementation of the NIST
Risk Management Framework;

e Identify information system weaknesses and deficiencies;
e Prioritize risk mitigation decisions and associated risk mitigation activities;

e Confirm that identified weaknesses and deficiencies in the information system have been
addressed;

e Support information system authorization (i.e., security accreditation) decisions; and

e Support budgetary decisions and the capital investment process.

Organizations are not expected to employ all of the assessment methods and assessment objects
contained within the assessment procedures identified in this document. Rather, organizations
have the flexibility to determine the security control assessment level of effort and resources
expended (e.g., which assessment methods and objects are employed in the assessment). This
determination is made on the basis of what will most cost-effectively accomplish the assessment
objectives defined in this publication with sufficient confidence to support the subsequent
determination of the resulting mission or business risk.

1.2 TARGET AUDIENCE

This publication is intended to serve a diverse group of information system and information
security professionals including:

¢ Individuals with information system and security control assessment and monitoring
responsibilities (e.g., system evaluators, assessors/assessment teams, certification
agents/certification teams, independent verification and validation assessors, auditors,
inspectors general, information system owners);

¢ Individuals with information system and security management and oversight responsibilities
(e.g., authorizing officials, senior agency information security officers, information security
managers);

¢ Individuals with information security implementation and operational responsibilities (e.qg.,
information system owners, mission/information owners, and information system security
officers); and

e Individuals with information system development and integration responsibilities (e.g.,
program managers, information technology product developers, information system
developers, systems integrators).

12 1n this publication, the term risk is used to mean risk to organizational operations (i.e., mission, functions, image, and
reputation), organizational assets, individuals, other organizations, and the Nation.
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1.3 RELATIONSHIP TO OTHER PUBLICATIONS

NIST Special Publication 800-53A" has been designed to be used with NIST Special Publication
800-37, Guide for the Security Certification and Accreditation of Federal Information Systems.
In particular, the assessment procedures contained in this publication and the guidelines provided
for developing security assessment plans for organizational information systems directly support
the security certification and continuous monitoring activities that are integral to the certification
and accreditation process. Security certification, like any security control assessment, helps to
determine if the security controls in the information system are effective in their application (i.e.,
implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the security requirements of the system). As the information system moves into the
continuous monitoring phase (subsequent to security accreditation), organizations can select a
subset of the assessment procedures from the security assessment plan to assess a subset of the
security controls on an ongoing basis. The procedures selected for the follow-on assessments are
based on an organizational assessment of risk, the plan of action and milestones for the
information system, and organizational security policies, any of which may indicate the need for
greater emphasis on assessment of selected security controls.

Organizations are encouraged, whenever possible, to take advantage of the assessment results and
associated assessment-related documentation and evidence available on information system
components from previous assessments including independent third-party testing, evaluation, and
validation.* Product testing, evaluation, and validation may be conducted on cryptographic
modules and general-purpose information technology products such as operating systems,
database systems, firewalls, intrusion detection devices, web browsers, web applications, smart
cards, biometrics devices, personal identity verification devices, network devices, and hardware
platforms using national and international standards. If an information system component
product is identified as providing support for the implementation of a particular security control
in NIST Special Publication 800-53, then any available evidence produced during the product
testing, evaluation, and validation processes (e.g., security specifications, analyses and test
results, validation reports, and validation certificates)15 should be used to the extent that it is
applicable. This evidence should be combined with the assessment-related evidence obtained
from the application of the assessment procedures in this publication, to cost-effectively produce
the information necessary to determine whether the security controls are effective or ineffective
in their application.

¥ NIST Special Publication 800-53A is a companion publication to NIST Special Publication 800-53, not a
replacement or update. Special Publication 800-53 remains the definitive NIST recommendation for employing
security controls in federal information systems.

14 Assessment results can be obtained from many activities that occur routinely during the System Development Life
Cycle processes within organizations. For example, assessment results are produced during the testing and evaluation
of new information system components during system upgrades or system integration activities. Organizations should
take advantage of previous assessment results whenever possible, to reduce the overall cost of assessments and to make
the assessment process more efficient.

15 Organizations should review the component product’s available information to determine: (i) what security controls
are implemented by the product; (ii) if those security controls meet intended control requirements of the information
system under assessment; (iii) if the configuration of the product and the environment in which the product operates are
consistent with the environmental and product configuration as stated by the vendor/developer; and (iv) if the assurance
requirements stated in the developer/vendor specification satisfy the assurance requirements for assessing those
controls. Meeting the above criteria provides a sound rationale that the product is suitable and meets the intended
security control requirements of the information system under assessment.
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1.4 ORGANIZATION OF THIS SPECIAL PUBLICATION

The remainder of this special publication is organized as follows:

Chapter Two describes the fundamental concepts associated with security control
assessments including: (i) the integration of assessments into the system development life
cycle; (ii) the importance of an organization-wide strategy for conducting security control
assessments; (iii) the development of effective assurance cases; (iv) the format and content of
assessment procedures; and (v) the use of an extended assessment procedure to help increase
the grounds for confidence in the effectiveness of the security controls being assessed.

Chapter Three describes the process of assessing the security controls in organizational
information systems including: (i) the activities carried out by organizations and assessors to
prepare for security control assessments; (ii) the development of security assessment plans;
(iii) the conduct of security control assessments and the analysis, documentation, and
reporting of assessment results; and (iv) post-assessment report analysis and follow-on
activities carried out by organizations.

Supporting appendices provide detailed assessment-related information including: (i)
general references; (ii) definitions and terms; (iii) acronyms; (iv) a description of assessment
methods; (v) assessment expectations for low-impact, moderate-impact, and high-impact
information systems; (vi) a master catalog of assessment procedures that can be used to
develop plans for assessing security controls; (vii) penetration testing guidelines; (viii) an
assessment procedure work sheet; (ix) a sample format for security assessment reports; and
(x) the definition, format, and use of assessment cases.
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CHAPTER TWO

THE FUNDAMENTALS

BASIC CONCEPTS ASSOCIATED WITH SECURITY CONTROL ASSESSMENTS

organizational information systems including: (i) the integration of assessments into the

system development life cycle; (ii) the importance of an organization-wide strategy for
conducting security control assessments; (iii) the development of effective assurance cases; (iv)
the format and content of assessment procedures; and (v) the use of an extended assessment
procedure to help increase the grounds for confidence in the effectiveness of the security controls
being assessed.

This chapter describes the basic concepts associated with assessing the security controls in

2.1 ASSESSMENTS WITHIN THE SYSTEM DEVELOPMENT LIFE CYCLE

Security assessments can be effectively carried out at various stages in the system development
life cycle™ to increase the grounds for confidence or assurance that the security controls
employed with an information system are effective in their application. This publication provides
a comprehensive set of assessment procedures to support security assessment activities during the
system development life cycle. For example, security assessments should be conducted by
information system developers and system integrators during the system development and
acquisition phase of the life cycle to help ensure that required security controls for the system are
properly designed, developed, and implemented. This assessment process is often referred to as
developmental security testing and evaluation (ST&E). The assessment procedures described in
Appendix F can assist in developing ST&E procedures that can be employed during the initial
stages of the system development life cycle. Security assessments should also be conducted by
information system owners, security officers, independent certification agents, auditors, and
inspectors general during the operations and maintenance phase of the life cycle to help ensure
that the security controls are effective in the operational environment where the system is
deployed. Finally, at the end of the life cycle, security assessments should be conducted as part
of ensuring, for example, that important organizational information is purged from the
information system prior to disposal.

2.2 STRATEGY FOR CONDUCTING SECURITY CONTROL ASSESSMENTS

Organizations are encouraged to develop a broad-based, organization-wide strategy for
conducting security assessments, facilitating more cost-effective and consistent assessments
across the inventory of information systems. An organization-wide strategy begins by applying
the initial steps of the Risk Management Framework to all information systems within the
organization, with an organizational view of the security categorization process, the security
control selection process, and the identification of common (inherited) security controls.
Maximizing the number of common controls employed within an organization: (i) significantly
reduces the cost of development, implementation, and assessment of security controls; (ii) allows
organizations to centralize security control assessments and to amortize the cost of those
assessments across all information systems organization-wide; and (iii) increases overall security

18 There are five phases in the system development life cycle: (i) system initiation; (ii) system acquisition/development;
(iii) system implementation; (iv) system operations and maintenance; and (v) system disposition (disposal). NIST
Special Publications 800-64 and 800-100 provide guidance on integrating information security activities into the
specific phases of the system development life cycle.
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control consistency. An aggressive, organization-wide approach to identifying common controls
early in the Risk Management Framework process facilitates a more global strategy for assessing
those controls and sharing essential assessment results with information system owners and
authorizing officials. The sharing of assessment results among key officials across information
system boundaries has many important benefits including:

e Providing the capability to review assessment results for all information systems and to make
organization-wide, mission/business-related decisions on risk mitigation activities according
to organizational priorities, organizational assessments of risk, and the impact levels of the
information systems supporting the organization;

e Providing a more global view of systemic weaknesses and deficiencies occurring in
information systems across the organization;

e Providing an opportunity to develop organization-wide solutions to information security
problems; and

e Increasing the organization’s knowledge base regarding threats, vulnerabilities, and strategies
for more cost-effective solutions to common information security problems.

Figure 1 illustrates the relationship among the independent information system assessments and
the overall determination and acceptance of mission/business risk.

Organization-wide Identification of
view of security MISSIO’\_I / EfUSIN_ESS BISK systemic security
with respect to Organization-wide View weaknesses or
core mission vulnerabilities;
requirements and OPERATIONS, ASSETS, INDIVIDUALS development of

key operational organization-wide
responsibilities. 1 security solutions.

Local View Local View Local View
INFORMATION INFORMATION INFORMATION
SYSTEM #1 SYSTEM #2 SYSTEM #3

FIGURE 1. INFORMATION SYSTEM ASSESSMENTS AND MISSION / BUSINESS RISK

While the conduct of the security control assessment is the primary responsibility of the
information system owner®’ with oversight by the authorizing official, there should be significant
involvement in the assessment process by other parties within the organization who have a vested
interest in the outcome of the assessment. Other interested parties include, for example, mission
and information owners (when those roles are filled by someone other than the information
system owner) and information security officials. It is imperative that the information system
owner coordinate with the other parties in the organization having an interest in the security
control assessment to ensure that the organization’s core missions and business functions are
adequately addressed in the selection of security controls to be assessed.

7 The information system owner is the organizational official responsible for the overall procurement, development,
integration, modification, or operation and maintenance of an information system.
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2.3 BUILDING AN EFFECTIVE ASSURANCE CASE

Building an effective assurance case'® for security control effectiveness is a process that involves:
(i) compiling evidence that the controls employed in the information system are implemented
correctly, operating as intended, and producing the desired outcome with respect to meeting the
security requirements of the system; and (ii) presenting this evidence in a manner that decision
makers are able to use effectively in making credible, risk-based decisions about the operation or
use of the system. The evidence described above comes from both the implementation of the
security controls in the information system and from the assessments of that implementation.
Ideally, the assessor is adding to an existing assurance case that started with the specification of
the organization’s information security needs and was further developed during the design,
development, and implementation of the information system.

Assessors obtain the evidence needed during the assessment process to allow the appropriate
organizational officials to make objective determinations about the effectiveness of the security
controls and the security of the information system. The assessment evidence needed to make
such determinations can be obtained from a variety of sources including, but not limited to,
information technology product and system assessments. Product assessments (also known as
product testing and evaluation) are typically conducted by independent, third-party testing
organizations and examine the security functions of products and established configuration
settings. Assessments can be conducted against industry, national, and international information
security standards as well as developer and vendor claims. Since many information technology
products are assessed by commercial testing organizations and then subsequently deployed in
millions of information systems, these types of assessments can be carried out at a greater level of
depth and provide deeper insights into the security capabilities of the particular products.

System assessments are typically conducted by information systems developers, systems
integrators, certification agents, information system owners, auditors, inspectors general, and the
information security staffs of organizations. These assessors or assessment teams bring together
available information about the information system such as the results from product-level
assessments, if available, and conduct additional system-level assessments using a variety of
methods and techniques. System assessments are used to compile and evaluate the evidence
needed by organizational officials to determine how effective the security controls employed in
the information system are likely to be in mitigating risks to organizational operations and assets,
to individuals, to other organizations, and to the Nation. The results from assessments conducted
using information system-specific and organization-specific assessment procedures derived from
the guidelines in NIST Special Publication 800-53A contribute to compiling the necessary
evidence to determine security control effectiveness in accordance with the stated assurance
requirements in the security plan (see NIST Special Publication 800-53, Appendix E, Minimum
Assurance Requirements).

2.4 ASSESSMENT PROCEDURES

An assessment procedure consists of a set of assessment objectives, each with an associated set of
potential assessment methods and assessment objects. An assessment objective includes a set of
determination statements related to the particular security control* under assessment. The

18 An assurance case is a body of evidence organized into an argument demonstrating that some claim about an
information system holds (i.e., is assured). An assurance case is needed when it is important to show that a system
exhibits some complex property such as safety, security, or reliability. Additional information can be obtained at
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/knowledge/assurance/643.html.

19 References to security controls under assessment also include control enhancements.
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determination statements are closely linked to the content of the security control (i.e., the security
control functionality) and the assurance requirements in NIST Special Publication 800-53 to
ensure traceability of assessment results back to the fundamental control requirements. The
application of an assessment procedure to a security control produces assessment findings. These
assessment findings are subsequently used in helping to determine the overall effectiveness of the
security control.

The assessment objects identify the specific items being assessed and include specifications,
mechanisms, activities, and individuals. Specifications are the document-based artifacts (e.g.,
policies, procedures, plans, system security requirements, functional specifications, and
architectural designs) associated with an information system. Mechanisms are the specific
hardware, software, or firmware safeguards and countermeasures employed within an information
system.? Activities are the specific protection-related pursuits or actions supporting an
information system that involve people (e.g., conducting system backup operations, monitoring
network traffic, exercising a contingency plan). Individuals, or groups of individuals, are people
applying the specifications, mechanisms, or activities described above.

The assessment methods define the nature of the assessor actions and include examine, interview,
and test. The examine method is the process of reviewing, inspecting, observing, studying, or
analyzing one or more assessment objects (i.e., specifications, mechanisms, or activities). The
purpose of the examine method is to facilitate assessor understanding, achieve clarification, or
obtain evidence. The interview method is the process of conducting discussions with individuals
or groups of individuals within an organization to once again, facilitate assessor understanding,
achieve clarification, or obtain evidence. The test method is the process of exercising one or
more assessment objects (i.e., activities or mechanisms) under specified conditions to compare
actual with expected behavior. In all three assessment methods, the results are used in making
specific determinations called for in the determination statements and thereby achieving the
objectives for the assessment procedure.

Each of the assessment methods described above has a set of associated attributes, depth and
coverage, which help define the expected level of effort for the assessment. These attributes are
hierarchical in nature, providing the means to define the rigor and scope of the assessment for the
increased assurance needed for higher impact level information systems. The depth attribute
addresses the rigor of and level of detail in the examination, interview, and testing processes.
Values for the depth attribute include generalized, focused, and detailed. The coverage attribute
addresses the scope or breadth of the examination, interview, and testing processes including the
number and type of specifications, mechanisms, and activities to be examined or tested and the
number and types of individuals to be interviewed. Values for the coverage attribute include
representative, specific, and comprehensive. Appendix D provides attribute definitions and
descriptions of each assessment method. The appropriate depth and coverage attribute values for
a particular assessment method are the values needed to achieve the assessment expectations
defined in Appendix E (described further below) based upon the characteristics of the information
system being assessed (including impact level) and the specific determinations to be made.

Each of the information system impact levels (i.e., low, moderate, high) has an associated set of
minimum assurance requirements defined in NIST Special Publication 800-53. The assurance
requirements are directed at security control developers and implementers. Based on the
assurance requirements, security control developers and implementers carry out required

2 Mechanisms also include physical protection devices associated with an information system (e.g., locks, keypads,
security cameras, fire protection devices, fireproof safes, etc.).
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activities and thereby, as an inherent part of developing or implementing the control, produce the
necessary control documentation, conduct essential analyses, and define actions that must be
performed during control operation.?* The purpose of these activities is to provide increased
grounds for confidence that the security controls are implemented correctly, operating as
intended, and producing the desired outcome with respect to meeting the security requirements
for the information system. Assessors subsequently use the information from these developer and
implementer activities during the assessment process to help build the assurance case that the
security controls are effective in their application.??

The minimum assurance requirements in NIST Special Publication 800-53 also help to establish
an appropriate set of expectations for assessors in the conduct of the security control assessments.
The assessment expectations, described with respect to low-impact, moderate-impact, and high-
impact information systems for a range of assessment objects including specifications, activities,
and mechanisms, are provided in Appendix E. The assessment expectations provide assessors
with important reference points as to what findings obtained from the application of the
assessment procedures are acceptable for subsequent use by the organization in determining
security control effectiveness. Table 1 provides a summary of the assessment expectations by
information system impact level.

TABLE 1: ASSESSMENT EXPECTATIONS BY INFORMATION SYSTEM IMPACT LEVEL

INFORMATION SYSTEM IMPACT LEVEL
ASSESSMENT EXPECTATIONS
LOW MODERATE HIGH
Security controls are in place with no obvious errors. N N N
Increased grounds for confidence that the security controls are . N N
implemented correctly and operating as intended.
Further increased grounds for confidence that the security controls are . . N
implemented correctly and operating as intended on an ongoing and
consistent basis, and that there is support for continuous improvement
in the effectiveness of the control.
Grounds for a high degree of confidence that the security controls are -—- For environments with specific
complete, consistent, and correct. and credible threat information
Beyond minimum recommendations of NIST Special Publication 800-53A indicating sophisticated, well-
resourced threat agents and
possible attacks against high-
value targets.

2 |n this context, a developer/implementer is an individual or group of individuals responsible for the development or
implementation of security controls within an information system. This may include, for example, hardware and
software vendors providing the controls, contractors implementing the controls, or organizational personnel such as
information system owners, information system security officers, system and network administrators, or other
individuals with security responsibility for the information system.

22 For example, the assurance requirements in NIST Special Publication 800-53 at the moderate-impact level are
designed to ensure that security controls within the information system contain specific actions and the assignment of
responsibilities to provide increased grounds for confidence that the controls are implemented correctly and operating
as intended. At the high-impact level, the assurance requirements are designed to ensure that when security controls
are implemented, the controls will continuously and consistently (i.e., across the information system) meet their
required function or purpose and support improvement in the effectiveness of the controls. These requirements are
reflected in the associated security control assessment procedures at the appropriate impact level of the information
system under assessment.
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AN EXAMPLE ASSESSMENT PROCEDURE

The following example illustrates an assessment procedure for security control CP-1. The
assessment procedure includes a set of assessment objectives derived from the basic security
control statement and a set of potential assessment methods and objects that can be used to make
the determinations that lead to achieving the assessment objectives.

CP-1 CONTINGENCY PLANNING POLICY AND PROCEDURES

Control: The organization develops, disseminates, and periodically reviews/updates: (i) a formal,
documented, contingency planning policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and (ii)
formal, documented procedures to facilitate the implementation of the contingency planning policy and
associated contingency planning controls.

Supplemental Guidance: The contingency planning policy and procedures are consistent with applicable
laws, Executive Orders, directives, policies, regulations, standards, and guidance. The contingency
planning policy can be included as part of the general information security policy for the organization.
Contingency planning procedures can be developed for the security program in general, and for a
particular information system, when required. NIST Special Publication 800-34 provides guidance on
contingency planning. NIST Special Publication 800-12 provides guidance on security policies and
procedures.

For security control CP-1, the assessment objectives are expressed as follows:

ASSESSMENT OBJECTIVE #1
Determine if:
(i) the organization develops and documents contingency planning policy and procedures;

(if) the organization disseminates contingency planning policy and procedures to appropriate elements
within the organization;

(iii) responsible parties within the organization periodically review contingency planning policy and
procedures; and

(iv) the organization updates contingency planning policy and procedures when organizational review
indicates updates are required.

ASSESSMENT OBJECTIVE #2
Determine if:

(i) the contingency planning policy addresses purpose, scope, roles and responsibilities, management
commitment, coordination among organizational entities, and compliance;

(ii) the contingency planning policy is consistent with the organization’s mission and functions and with
applicable laws, directives, policies, regulations, standards, and guidance; and

(iif) the contingency planning procedures address all areas identified in the contingency planning policy
and address achieving policy-compliant implementations of all associated contingency planning
controls.

In addition to specifying the assessment objectives, potential assessment methods and objects are
also identified.” The depth and coverage attributes associated with the assessment methods are
implicit according to the impact level of the information system where the security controls are
employed and assessed. Therefore, the expected level of effort expended by assessors in

2 Whereas a set of potential assessment methods and objects have been included in the catalog of assessment
procedures in Appendix F, these are not intended to be mandatory or exclusive and, depending on the particular
circumstances of the information system to be assessed, not all methods and objects may be required.
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assessing a particular security control (i.e., the intensity and extent of the assessment activities)
will vary based upon the impact level of the information system and the associated depth and
coverage attributes. Appendix E provides more detailed information on assessment expectations
and the values for depth and coverage attributes for each information system impact level. A
complete assessment procedure for security control CP-1 consists of two assessment objectives®
and associated methods and objects as follows:

CP-1.1 ASSESSMENT OBJECTIVE:
Determine if:

(i) the organization develops and documents contingency planning policy and
procedures;

(if) the organization disseminates contingency planning policy and procedures to
appropriate elements within the organization;

(iii) responsible parties within the organization periodically review contingency planning
policy and procedures; and

(iv) the organization updates contingency planning policy and procedures when
organizational review indicates updates are required.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

Examine: [SELECT FROM: Contingency planning policy and procedures; other relevant documents or
records].

Interview: [SELECT FROM: Organizational personnel with contingency planning and plan
implementation responsibilities].

CP-1.2 ASSESSMENT OBJECTIVE:
Determine if:

(i) the contingency planning policy addresses purpose, scope, roles and responsibilities,
management commitment, coordination among organizational entities, and
compliance;

(ii) the contingency planning policy is consistent with the organization’s mission and
functions and with applicable laws, directives, policies, regulations, standards, and
guidance; and

(iii) the contingency planning procedures address all areas identified in the contingency
planning policy and address achieving policy-compliant implementations of all
associated contingency planning controls.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

Examine: [SELECT FROM: Contingency planning policy and procedures; other relevant documents or
records].

Interview: [SELECT FROM: Organizational personnel with contingency planning and plan
implementation responsibilities].

The assessment objectives within a particular assessment procedure are numbered sequentially
(e.g., CP-1.1,..., CP-1.n). If the security control has any enhancements, assessment objectives are
developed for each enhancement using the same process as for the base control. The resulting
assessment objectives within the assessment procedure are numbered sequentially (e.g., CP-2(1).1
indicating the first assessment objective for the first enhancement for security control CP-2).

2 In the CP-1 example above, the control requirements are divided among two assessment objectives primarily because
the elements within the security control are of two types—actions (first objective) and adequacy (second objective).
However, an assessment procedure consisting of one objective covering all control requirements would also be
acceptable. The number of objectives is kept as small as possible while still providing a meaningful subdivision of
assessment results and providing for any needed differentiation between objectives and assessment methods that apply.
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2.5 EXTENDED ASSESSMENT PROCEDURE

In addition to the assessment procedures (see Appendix F, Section I) that are applied to individual
security controls as in the CP-1 example above, an extended assessment procedure (see Appendix
F, Section I1) is applied to the assessment as a whole. The extended assessment procedure is
designed to work with and complement the assessment procedures to contribute to the grounds
for confidence in the effectiveness of the security controls employed in the information system.
The extended assessment procedure and the associated assessment objectives are also closely
linked to the impact level of the information system and the assurance requirements in NIST
Special Publication 800-53. Consider the NIST Special Publication 800-53 assurance
requirements for low-impact systems:

Assurance Requirement: The security control is in effect and meets explicitly identified
functional requirements in the control statement.

Supplemental Guidance: For security controls in low-impact information systems, the focus is on the
controls being in place with the expectation that no obvious errors exist and that, as flaws are
discovered, they are addressed in a timely manner.

The basic assurance requirement for low-impact systems (i.e., security controls are in effect and
meet explicitly identified functional requirements in the control statements) is covered by the
assessment procedures for the security controls (see Appendix F, Section I). An additional
assessment objective for low-impact systems is identified in the supplemental guidance (i.e., as
flaws are discovered, they are addressed in a timely manner). This additional assessment
objective is covered by the extended assessment procedure (see Appendix F, Section II).
Specifically, for a low-impact information system, the following section of the extended
assessment procedure, EAP.1, is applied:

EAP.1 ASSESSMENT OBJECTIVE:

Determine if the organization has a process in place to address in a timely manner, any
flaws discovered in the implementation or application of the security controls in the
information system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

Examine: [SELECT FROM: Policies, procedures, records, documents, activities, or mechanisms related
to addressing flaws in security controls or control enhancements].

The extended assessment procedure applies to the entire assessment, yet may be implemented
control by control, by group of controls, or collectively across all controls in the information
system simultaneously. In this situation, the organization, based on the security plan for
implementing the NIST Special Publication 800-53 assurance requirements, may have decided to
have a process in place to address flaws at the individual security control level (e.g., CP-1) or
may have decided to rely on a single process to document and address flaws at the security
control family level (e.g., Contingency Planning family). Extending that concept further, the
organization may have also decided to employ an organization-wide process to document flaws in
the security controls across the entire information system. Whether the organization chooses to
implement one process or many processes will determine how the assessor applies the extended
assessment procedure. The specific application of the extended assessment procedure should be
described in the security assessment plan. See Appendix F, Section 11 for the complete extended
assessment procedure.
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CHAPTER THREE

THE PROCESS

CONDUCTING EFFECTIVE SECURITY CONTROL ASSESSMENTS

his chapter describes the process of assessing the security controls in organizational

information systems including: (i) the activities carried out by organizations and assessors

to prepare for security control assessments; (ii) the development of security assessment
plans; (iii) the conduct of security control assessments and the analysis, documentation, and
reporting of assessment results; and (iv) post-assessment report analysis and follow-on activities
carried out by organizations.

3.1 PREPARING FOR SECURITY CONTROL ASSESSMENTS

Conducting security control assessments in today’s complex environment of sophisticated
information technology infrastructures and high-visibility, mission-critical applications can be
difficult, challenging, and resource-intensive. Success requires the cooperation and collaboration
among all parties having a vested interest in the organization’s information security posture,
including information system owners, authorizing officials, chief information officers, senior
agency information security officers, chief executive officers/heads of agencies, inspectors
general, and the OMB. Establishing an appropriate set of expectations before, during, and after
the assessment is paramount to achieving an acceptable outcome—that is, producing information
necessary to help the authorizing official make a credible, risk-based decision on whether to place
the information system into operation or continue its operation.

Thorough preparation by the organization and the assessors is an important aspect of conducting
effective security control assessments. Preparatory activities should address a range of issues
relating to the cost, schedule, and performance of the assessment. From the organizational
perspective, preparing for a security control assessment includes the following key activities:

e Ensuring that appropriate policies covering security control assessments are in place and
understood by all organizational elements;

e Ensuring that all steps in the NIST Risk Management Framework prior to the security control
assessment step, have been successfully completed and received appropriate management
oversight;*

o Ensuring that security controls identified as common controls (and the common portion of
hybrid controls) have been assigned to appropriate organizational entities for development
and implementation;?

% Actions to be accomplished in the execution of the Risk Management Framework prior to the assess security controls
step include; (i) developing a security plan that defines the security controls for the information system; (ii) assessing
this plan for completeness, correctness, and compliance with federal and organizational requirements; (iii) appropriate
organizational officials approving the plan; and (iv) implementing the security controls called out in the plan. The
security plan assessment represents, along with a verification that appropriate officials have approved the plan, the
assessment of security controls PL-2 and, as appropriate, PL-3. The assessment of security control PL-2 (and PL-3)
provides key information to be used by authorizing officials in their determination whether or not to approve the
security plan, and hence represent assessment activity that should be completed prior to the formal security controls
assessment step in the Risk Management Framework.

% The security control assessment may include common controls that are the responsibility of organizational entities
other than the information system owner inheriting the controls or hybrid controls where there is shared responsibility
among the system owner and designated organizational entities.
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Establishing the objective and scope of the security control assessment (i.e., the purpose of
the assessment and what is being assessed);

Notifying key organizational officials of the impending security control assessment and
allocating necessary resources to carry out the assessment;

Establishing appropriate communication channels among organizational officials having an
interest in the security control assessment;*’

Establishing time frames for completing the security control assessment and key milestone
decision points required by the organization to effectively manage the assessment;

Identifying and selecting a competent assessor/assessment team that will be responsible for
conducting the security control assessment, considering issues of assessor independence;

Collecting artifacts to provide to the assessor/assessment team (e.g., policies, procedures,
plans, specifications, designs, records, administrator/operator manuals, information system
documentation, interconnection agreements, previous assessment results); and

Establishing a mechanism between the organization and the assessor and/or assessment team
to minimize ambiguities or misunderstandings about security control implementation or
security control weaknesses/deficiencies identified during the assessment.

In addition to the planning activities the organization carries out in preparation for the security
control assessment, assessors/assessment teams should begin preparing for the assessment by:

Obtaining a general understanding of the organization’s operations (including mission,
functions, and business processes) and how the information system that is the subject of the
security control assessment supports those organizational operations;

Obtaining an understanding of the structure of the information system (i.e., system
architecture);

Obtaining a thorough understanding of the security controls being assessed (including
system-specific, hybrid, and common controls) together with appropriate FIPS and NIST
Special Publications that are referenced in those controls;

Identifying the organizational entities responsible for the development and implementation of
the common security controls (or the common portion of hybrid controls) supporting the
information system;

Establishing appropriate organizational points of contact needed to carry out the security
control assessment;

Obtaining artifacts needed for the security control assessment (e.g., policies, procedures,
plans, specifications, designs, records, administrator/operator manuals, information system
documentation, interconnection agreements, previous assessment results);

Obtaining previous assessment results that may be appropriately reused for the security
control assessment (e.g., inspector general reports, audits, vulnerability scans, physical
security inspections; prior assessments of common controls, developmental testing and
evaluation).

2 Typically, these individuals include authorizing officials, information system owners, mission and information
owners (if other than the information system owner), chief information officers, senior agency information security
officers, inspectors general, information system security officers, users from organizations that the information system
supports, and assessors (e.g., certification agents/teams, independent auditors).
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e Meeting with appropriate organizational officials to ensure common understanding for
assessment objectives and the proposed rigor and scope of the assessment; and

o Developing a security assessment plan.

In preparation for the assessment of security controls, the necessary background information
should be assembled and made available to the assessors or assessment team.?® To the extent
necessary to support the specific assessment, the organization should identify and arrange access
to: (i) elements of the organization responsible for developing, documenting, disseminating,
reviewing, and updating all security policies and associated procedures for implementing policy-
compliant controls; (ii) the security policies for the information system and any associated
implementing procedures; (iii) individuals or groups responsible for the development,
implementation, operation, and maintenance of security controls; (iv) any materials (e.g., security
plans, records, schedules, assessment reports, after-action reports, agreements, accreditation
packages) associated with the implementation and operation of security controls; and (v) the
objects to be assessed.”® The availability of essential documentation as well as access to key
organizational personnel and the information system being assessed are paramount to a successful
assessment of the security controls.

3.2 DEVELOPING SECURITY ASSESSMENT PLANS

The security assessment plan provides the objectives for the security control assessment and a
detailed roadmap of how to conduct such an assessment. The output and end result of the
security control assessment is the security assessment report, which documents the assurance
case for the information system and is one of three key documents in the security accreditation
package developed by information system owners for authorizing officials.*® The security
assessment report includes information from the assessor (in the form of assessment findings)
necessary to determine the effectiveness of the security controls employed in the information
system and the organization’s overall effectiveness determination based upon the assessor’s
findings.®* The security assessment report is an important factor in an authorizing official’s
determination of risk to organizational operations (i.e., mission, functions, image, or reputation),
organizational assets, individuals, other organizations, and the Nation. Appendix | provides
additional information on the format and content of security assessment reports.

The following steps should be considered by assessors in developing plans to assess the security
controls in organizational information systems:

o Determine the type of security control assessment (e.g., complete or partial assessment);

e Determine which security controls/control enhancements are to be included in the assessment
based upon the contents of the security plan and the purpose/scope of the assessment;

28 |nformation system owners and organizational entities developing, implementing, and/or administering common
security controls are responsible for providing needed information to assessors/assessment teams.

2 |n situations where there are multiple security control assessments ongoing or planned within an organization, access
to organizational elements, individuals, and artifacts supporting the assessments should be centrally managed by the
organization to ensure a cost-effective use of time and resources.

% |n accordance with NIST Special Publication 800-37, the security accreditation package consists of the security plan
(including the risk assessment), the security assessment report, and the plan of action and milestones (POAM).

3! Organizations may choose to develop an assessment summary from the detailed findings that are generated during a
security control assessment. An assessment summary can provide an authorizing official with an abbreviated version a
of Security Assessment Report focusing on the highlights of the assessment, synopsis of key findings, and/or
recommendations for addressing weaknesses and deficiencies in the security controls.
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o Select the appropriate assessment procedures to be used during the assessment based on the
security controls and control enhancements that are to be included in the assessment;

e Tailor the selected assessment procedures for the information system impact level and
organization’s operating environment;

o Develop additional assessment procedures, if necessary, to address security controls and
control enhancements that are not contained in NIST Special Publication 800-53 or to address
additional assurance needs beyond what is provided in NIST Special Publication 800-53A,;

o Develop a strategy to apply the extended assessment procedure;

e Optimize the assessment procedures to reduce duplication of effort and provide cost-effective
assessment solutions;* and

o Finalize the assessment plan and obtain the necessary approvals to execute the plan.

3.2.1 Determine which security controls are to be assessed.

The security plan provides an overview of the security requirements for the information system
and describes the security controls in place or planned for meeting those requirements. The
assessor starts with the security controls described in the security plan and considers the purpose
of the assessment. A security control assessment can be a complete assessment of all security
controls in the information system (e.g., during security certification as part of a certification and
accreditation process) or a partial assessment of the security controls in the information system
(e.g., during continuous monitoring, post accreditation, where subsets of the controls in the
information system are assessed on an ongoing basis). For partial assessments, the information
system owner collaborates with organizational officials having an interest in the assessment (e.g.,
senior agency information security officer, mission/information owners, inspectors general, and
authorizing official) to determine which security controls from the security plan are to be
assessed. The selection of the security controls depends on the continuous monitoring schedule
established by the information system owner to ensure that all controls are assessed during the
three-year accreditation cycle, items on the plan of action and milestones receive adequate
oversight, and controls with greater volatility are assessed more frequently.*

3.2.2 Select appropriate procedures to assess the security controls.

NIST Special Publication 800-53A, Appendix F, provides an assessment procedure for each
security control and control enhancement in NIST Special Publication 800-53. For each security
control and control enhancement in the security plan to be included in the assessment, assessors
select the corresponding assessment procedure from Appendix F. The set of selected assessment
procedures varies from assessment to assessment based on the current content of the security plan
and the purpose of the security assessment (e.g., annual security control assessment, security
certification, continuous monitoring). Appendix H provides a work sheet for selecting the
appropriate assessment procedures for the assessment based on the approved security plan and the
particular assessment focus.

32 gection 3.2.7 provides guidance on optimizing assessment procedures.

% NIST Special Publication 800-39 provides further information on selecting security controls in an information
system to be assessed as part of a continuous monitoring process. NIST Special Publication 800-37 provides guidance
on continuous monitoring as part of the security certification and accreditation process.

CHAPTER 3 PAGE 17



Special Publication 800-53A Guide for Assessing the Security Controls in Federal Information Systems

3.2.3 Tailor assessment procedures for specific operating environments.

In a similar manner to how the security controls from NIST Special Publication 800-53 are
tailored for the organization’s mission, business functions, characteristics of the information
system and operating environment, the assessment procedures listed in Appendix F are tailored to
meet specific organizational needs.

Assessment procedures can be tailored by:

e Selecting the assessment methods and objects needed to most cost-effectively make
appropriate determinations and to satisfy assessment objectives;

o Selecting the assessment method depth and coverage attribute values necessary to meet the
assessment expectations defined in Appendix E based upon the characteristics of the
information system being assessed and the specific determinations to be made;

¢ Eliminating assessment procedures for common security controls if those controls have been
assessed by another documented assessment process;

e Developing information system/platform-specific and organization-specific assessment
procedure adaptations to successfully carry out the assessment of the security controls;

e Incorporating assessment results from previous assessments where the results are deemed
applicable;* and

e Making appropriate adjustments in assessment procedures to be able to obtain the requisite
assessment evidence from external providers.

Assessment method and object-related considerations—

It is recognized that organizations can specify, document, and configure their information systems
in a variety of ways and that the content and applicability of existing assessment evidence will
vary. This may result in the need to apply a variety of assessment methods to various assessment
objects to generate the assessment evidence needed to determine whether the security controls are
effective in their application. Therefore, the list of assessment methods and objects provided with
each assessment procedure is termed potential to reflect this need to be able to choose the
methods and objects most appropriate for a specific assessment. The assessment methods and
objects chosen are those deemed as necessary to produce the evidence needed to make the
determinations described in the determination statements. The potential methods and objects in
the assessment procedure are provided as a resource to assist in the selection of appropriate
methods and objects, and not with the intent to limit the selection. As such, assessors should use
their judgment in selecting from the potential assessment methods and the general list of
assessment objects (also known as the object list) associated with each selected method.
Assessors should select only those methods and objects that most cost-effectively contribute to
making the determinations associated with the assessment objective.*® The measure of the
quality of the assessment results is based on the soundness of the rationale provided, not the
specific set of methods and objects applied. It will not be necessary, in most cases, to apply every
assessment method to every assessment object to obtain the desired assessment results. And for
specific assessments, it may be appropriate to employ a method not currently listed in the set of
potential methods or to not employ a method that is listed.

% See Section on Reuse of assessment evidence-related considerations on page 20.

% The selection of assessment methods and objects (including the number and type of assessment objects) can be a
significant factor in cost-effectively meeting the assessment objectives.
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To assist assessors in determining when assessment methods should be applied, the assessment
procedures in the catalog in Appendix F contain a suggested application of the potential
assessment methods to a low-impact, moderate-impact, and high-impact information system
assessment. This suggested application is provided by the designators (), (), and (H) respectively.
The designators are provided for each of the impact levels at which security controls or control
enhancements are likely to be employed based on anticipated common usage.* The designations
are intended to assist, not limit, assessors in the selection of the most cost-effective assessment
methods for a given assessment.

In addition to selecting appropriate assessment methods and objects, each assessment method
(i.e., examine, interview, and test) has associated depth and coverage attributes that are described
in Appendix D. The attribute values affect the extent, rigor, and intensity of the assessment
procedure executed by the assessor. The values are selected as necessary to meet the assessment
expectations described in Appendix E for a specific determination in a specific assessment. The
values for depth and coverage are determined by both the impact level of the information system
(which defines the overall assessment expectations) and by the specifics of the system and the
security control being assessed (which impacts the assessor actions needed to achieve the
assessment expectations). For example, in a low-impact system, as assessors carry out the
assessment procedures for the security controls in the security plan (including conducting
interviews with individuals, examining policies, procedures, and other documentation, and testing
portions of the system), the level of effort is likely to be guided by the attribute definitions in
Appendix D for generalized depth and representative coverage as the level of rigor most likely
needed to achieve the assessment expectations defined for a low-impact system.

Common security control-related considerations—

Assessors should note which security controls (or parts of controls) in the security plan are
designated as common controls. Since the assessment of common controls is the responsibility of
the organizational entity that developed and implemented the controls, the assessment procedures
in Appendix F used to assess these controls should incorporate assessment results from that
organizational entity.*” Common controls may have been previously assessed as part of the
organization’s information security program, or there may be a separate plan to assess the
common controls. In either situation, the information system owner coordinates the assessment
of all security controls with appropriate organizational officials (e.g., chief information officer,
senior agency information security officer, mission/ information owners, authorizing official)
obtaining the results of common control assessments or, if the common controls have not been
assessed or are due to be reassessed, making the necessary arrangements to include or reference
the common control assessment results in the current assessment.*®

% In the absence of any suggested applicability designators for assessment methods, or in cases where a security
control or control enhancement is used at a lower impact level than commonly applied, assessors will need to determine
the appropriate applicability of the methods with regard to meeting the assessment expectations for the information
system under assessment.

37 Common security controls support multiple information systems within the organization and the protection measures
provided by those controls are inherited by the individual systems under assessment. Therefore, the organization
should determine the FIPS 199 impact level associated with the designated common controls to ensure that both the
strength of the controls (i.e., security capability) and level of rigor and intensity of the control assessments are
commensurate with the impact level of the individual information systems inheriting those controls. In general, the
impact level associated with the organization’s common controls should support the highest impact level of any
individual information system within the organization relying on those controls.

% |f assessment results are not currently available for the common controls, the assessment plans for the information
systems under assessment that depend on those controls should be duly noted. The assessments cannot be considered
complete until the assessment results for the common controls are made available to information system owners.
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Another consideration in assessing common security controls is that there are occasionally
system-specific aspects of a common control that are not covered by the organizational entities
responsible for the common aspects of the control. These types of security controls are referred
to as hybrid controls. For example, CP-2, the contingency planning security control, may be
deemed a hybrid control by the organization if there is a master contingency plan developed by
the organization for all organizational information systems. However, information system
owners are expected to adjust, tailor, or supplement the contingency plan as necessary, when
there are system-specific aspects of the plan that need to be defined for the particular system
where the control is employed. For each hybrid security control, assessors should include in the
assessment plan, the portions of the assessment procedures from Appendix F related to the parts
of the control that are system-specific to ensure that, along with the results from common control
assessments, all aspects of the security control are assessed.

Reuse of assessment evidence-related considerations—

Assessors should take advantage of existing security control assessment information to facilitate
more cost-effective assessments. The reuse of assessment results from previously accepted or
approved assessments of the information system should be considered in the body of evidence for
determining overall security control effectiveness.*® The assessment procedures in Appendix F
are designed to compile evidence for determining if security controls are implemented correctly,
operating as intended, and producing the desired outcome with regard to meeting the security
requirements of the information system. When considering the reuse of previous assessment
results and the value of those results to the current assessment, assessors should determine: (i) the
credibility of the evidence; (ii) the appropriateness of previous analysis; and (iii) the applicability
of the evidence to current information system operating conditions. It may be necessary, in
certain situations, to supplement the previous assessment results under consideration for reuse
with additional assessment activities to fully address the assessment objectives. For example, if
an independent, third-party evaluation of an information technology product did not test a
particular configuration setting that is employed by the organization in an information system,
then the assessor may need to supplement the original test results with additional testing to cover
that configuration setting for the current information system environment.** The following items
should be considered in validating previous assessment results for reuse in current assessments:

e Changing conditions associated with security controls over time.

Security controls that were deemed effective during previous assessments may have become
ineffective due to changing conditions within the information system or the surrounding
environment. Thus, assessment results that were found to be previously acceptable may no
longer provide credible evidence for determination of security control effectiveness, and a
reassessment would be required. Applying previous assessment results to a current
assessment requires the identification of any changes that have occurred since the previous
assessment and the impact of these changes on the previous assessment results. For example,
reusing previous assessment results that involved examining an organization’s security
policies and procedures may be acceptable if it is determined that there have not been any
significant changes to the identified policies and procedures. Reusing evidence and security
control assessment results produced during the initial certification and accreditation of an

% previously accepted or approved assessments include those assessments of common security controls that are
managed by the organization and support multiple information systems.

401t should be noted that information technology product assessments are based upon the assumption that the products
are properly and appropriately configured when installed in particular information systems in specific operational
environments. If not properly configured, the products may not perform in the manner verified during the assessment.
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information system will likely be a cost-effective method for supporting continuous
monitoring activities and annual FISMA reporting when the related controls have not
changed and there are adequate reasons for confidence in their continued application.

e Acceptability of using previous assessments.

The acceptability of using previous assessment results in a security control assessment should
be coordinated with and approved by the users of the assessment results. It is essential that
the information system owner collaborates with appropriate organizational officials (e.g.,
chief information officer, senior agency information security officer, mission/information
owners, authorizing official) in determining the acceptability of using previous assessment
results. The decision to reuse assessment results should be documented in the security
assessment plan and the final security assessment report and should be consistent with federal
legislation, policies, directives, standards, and guidelines with respect to the security control
assessments.

e Amount of time that has transpired since previous assessments.

In general, as the time period between current and previous assessments increases, the
credibility/utility of the previous assessment results decreases. This is primarily due to the
fact that the information system or the environment in which the information system operates
is more likely to change with the passage of time, possibly invalidating the original
conditions or assumptions on which the previous assessment was based.

e Degree of independence of previous assessments.

Assessor independence can be a critical factor in certain types of assessments, especially for
information system at the moderate- and high-impact levels. The degree of independence
required from assessment to assessment should be consistent. For example, it is not
appropriate to reuse results from a previous self-assessment where no assessor independence
was required, in a current assessment requiring a greater degree of independence.

External information system-related considerations

The assessment procedures in Appendix F need to be adjusted as appropriate to accommodate the
assessment of external information systems.* Because the organization does not always have
direct control over the security controls used in external information systems, or sufficient
visibility into the development, implementation, and assessment of those controls, alternative
assessment approaches may need to be applied, resulting in the need to tailor the assessment
procedures described in Appendix F. Where required assurances of agreed-upon security controls
for an information system are documented in contracts or service-level agreements, the assessor
should review these contracts or agreements and where appropriate, tailor the assessment
procedures to assess either the security controls or the security control assessment results
provided through these agreements. Additionally, assessors should take into account any
assessments that have been conducted, or are in the process of being conducted, for external
information systems that are relied upon with regard to protecting the information system under
assessment. Applicable information from these assessments, if deemed reliable, should be
incorporated into the security assessment report.

41 An external information system is an information system or component of an information system that is outside of
the accreditation boundary established by the organization and for which the organization typically has no direct
control over the application of required security controls or the assessment of security control effectiveness. NIST
Special Publications 800-39 and 800-53 provide additional guidance on external information systems and the effect of
employing security controls in those types of environments.
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System/platform and organization-related considerations—

The assessment procedures in NIST Special Publication 800-53A may be adapted to address
system/platform-specific or organization-specific dependencies. This situation arises frequently
in the assessment procedures associated with the security controls from the technical families in
NIST Special Publication 800-53 (i.e., access control, audit and accountability, identification and
authentication, system and communications protection). For example, an extension to the 1A-2
control for identification and authentication of users might include an explicit examination of the
.rhosts file for UNIX systems since improper entries in that file can result in bypassing user
authentication. Recent test results may also be applicable to the current assessment if those test
methods provide a high degree of transparency (e.g., what was tested, when was it tested, how
was it tested). Standards-based testing protocols such as the Security Content Automation
Protocol (SCAP) provide an example of how organizations can help achieve this level of
transparency. Further, the SCAP checklists and test procedures are organized by NIST Special
Publication 800-53 controls to enable efficiency in assessing federal information systems.

3.2.4 Develop assessment procedures for organization-specific security controls.

Based on organizational policies, mission or business function requirements, and an assessment
of risk, organizations may choose to develop and implement additional (organization-specific)
security controls or control enhancements for their information systems that are beyond the scope
of FIPS 200 and NIST Special Publication 800-53. Such security controls are documented in the
security plan for the information system as controls not found in NIST Special Publication 800-
53. To assess the security controls in this situation, assessors should use the material described in
Chapter Two to develop assessment procedures for those controls and control enhancements. The
assessment procedures developed should be integrated into the security assessment plan.

3.2.5 Develop assessment procedures for additional assurance requirements.

The assessment procedures described in NIST Special Publication 800-53A correspond with the
minimum assurance requirements identified in NIST Special Publication 800-53. However, when
the organization is relying upon security controls to mitigate risks arising from highly skilled,
highly motivated, and well-financed threat sources, NIST Special Publication 800-53 requires
organizations obtain additional assurances for moderate-impact and high-impact information
systems. As indicated in the last row in Table E-1 in Appendix E, the assessment procedures for
these added assurances are beyond the scope of the minimum assessment expectations currently
described in this document. Therefore, when such additional assurances apply, the organization
should develop additional assessment procedures to provide the necessary evidence that the
effected security controls have been developed in a manner that supports a high degree of
confidence that the controls are complete, consistent, and implemented correctly. Additionally,
organizational risk management needs may dictate the development of assessment procedures
beyond the procedures provided in this publication. In both cases, the additional security control
assessment procedures should be integrated into the security assessment plan.

3.2.6 Develop strategy for incorporating extended assessment procedure.

Organizations have great flexibility in achieving the developer/implementer assurance
requirements in NIST Special Publication 800-53. For a requirement such as assurance that flaws
are addressed in a timely manner, the organization can satisfy this requirement on a control-by-
control basis, on a by-type-of-control basis, on a system-by-system basis, or perhaps even at the
organizational level. In consideration of this flexibility, the extended assessment procedure in
Appendix F is applied on an assessment-by-assessment basis typically according to how the
organization chose to achieve the associated NIST Special Publication 800-53 assurances for the
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information system under assessment. The method of application should be documented in the
security assessment plan. Further, the organization selects the appropriate assessment objectives
from the extended assessment procedure based on the information system impact level. The
application of the extended assessment procedure is intended to supplement the other assessment
procedures to increase the grounds for confidence that the security controls are implemented
correctly, operating as intended, and producing the desired outcome with regard to meeting the
security requirements of the information system.

3.2.7 Optimize selected assessment procedures to ensure maximum efficiency.

Assessors have a great deal of flexibility in organizing a security assessment plan that meets the
needs of the organization and that provides the best opportunity for obtaining the necessary
evidence to determine security control effectiveness, while reducing overall assessment costs.
Combining and consolidating assessment procedures is one area where this flexibility can be
applied. During the assessment of an information system, assessment methods are applied
numerous times to a variety of assessment objects within a particular family of security controls.
To save time, reduce assessment costs, and maximize the usefulness of assessment results,
assessors should review the selected assessment procedures for the security control families and
combine or consolidate the procedures (or parts of procedures) whenever possible or practicable.
For example, assessors may wish to consolidate interviews with key organizational officials
dealing with a variety of security-related topics. Assessors may have other opportunities for
significant consolidations and cost savings by examining all security policies and procedures
from the seventeen families of security controls at the same time or organizing groups of related
policies and procedures that could be examined as a unified entity. Obtaining and examining
configuration settings from similar hardware and software components within the information
system is another example that can provide significant assessment efficiencies.

An additional area for consideration in optimizing the assessment process is the sequence in
which security controls are assessed. The assessment of some security controls before others may
provide information that facilitates understanding and assessment of other controls. For example,
security controls such as CM-2 (Baseline Configuration), CM-8 (Information System Component
Inventory), PL-2 (System Security Plan), RA-2 (Security Categorization), and RA-3 (Risk
Assessment) produce general descriptions of the information system. Assessing these security
controls early in the assessment process may provide a basic understanding of the information
system that can aid in assessing other security controls. The supplemental guidance of many
security controls also identifies related controls that can provide useful information in organizing
the assessment procedures.** For example, AC-19 (Access Control for Portable and Mobile
Devices) lists security controls MP-4 (Media Storage) and MP-5 (Media Transport) as being
related to AC-19. Since AC-19 is related to MP-4 and MP-5, the sequence in which assessments
are conducted for AC-19, MP-4, and MP-5 may facilitate the reuse of assessment information
from one control in assessing other related controls.

3.2.8 Finalize security assessment plan and obtain approval to execute plan.

After selecting the assessment procedures (including developing necessary procedures not
contained in the NIST Special Publication 800-53A catalog of procedures), tailoring the
procedures for information system/platform-specific and organization-specific conditions,
optimizing the procedures for efficiency, applying the extended assessment procedure, and
addressing the potential for unexpected events impacting the assessment, the assessment plan is
finalized and the schedule is established including key milestones for the assessment process.

42 Security control assessment sequencing is also addressed in the assessment cases described in Appendix J.
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Once the security assessment plan is completed, the plan is reviewed and approved by appropriate
organizational officials*® to ensure that the plan is complete, consistent with the security
objectives of the organization and the organization’s assessment of risk, and cost-effective with
regard to the resources allocated for the assessment.

3.3 CONDUCTING SECURITY CONTROL ASSESSMENTS

After the security assessment plan is approved by the organization, the assessor or assessment
team® executes the plan in accordance with the agreed-upon milestones and schedule.
Assessment objectives are achieved by applying the designated assessment methods to selected
assessment objects and compiling/producing the information necessary to make the determination
associated with each assessment objective. Each determination statement contained within an
assessment procedure executed by an assessor produces one the following findings: (i) satisfied
(S); or (ii) other than satisfied (O). A finding of satisfied indicates that for the portion of the
security control addressed by the determination statement, the assessment information obtained
(i.e., evidence collected) indicates that the assessment objective for the control has been met
producing a fully acceptable result. A finding of other than satisfied indicates that for the portion
of the security control addressed by the determination statement, the assessment information
obtained indicates potential anomalies in the operation or implementation of the control that may
need to be addressed by the organization.*® A finding of other than satisfied may also indicate that
for reasons specified in the assessment report, the assessor was unable to obtain sufficient
information to make the particular determination called for in the determination statement.

The assessor findings (i.e., the determinations made) should be an unbiased, factual reporting of
what was found concerning the security control assessed. For each finding of other than satisfied,
assessors should indicate which parts of the security control are affected by the finding (i.e., those
aspects of the control that were deemed not satisfied or were not able to be assessed) and describe
how the control differs from the planned or expected state. The potential for compromises to
confidentiality, integrity, and availability due to other than satisfied findings should also be noted
by the assessor.

Security control assessment results should be documented at the level of detail appropriate for the
assessment in accordance with the reporting format prescribed by organizational policy, NIST
guidelines, and OMB policy. The reporting format should also be appropriate for the type of
security control assessment conducted (e.g., self-assessments by information system owners,
independent verification and validation, independent assessments by assessors or assessment
teams supporting the security accreditation process, or independent audits of security controls by
auditors or inspectors general). A sample reporting format for security control assessments is
provided in Appendix I. The sample reporting format is illustrative and not intended to limit
organizational flexibility in determining the most appropriate presentation for the purposes of a
given security control assessment.

3 Organizations should establish a security assessment plan approval process with the specific organizational officials
(e.g., information systems owners, information system security officers, senior agency information security officers,
authorizing officials) designated as approving authorities for the security plan of the information system being assessed.

4 Determining the size and organizational makeup of the security assessment team (i.e., skill sets, technical expertise,
and assessment experience of the individuals composing the team) is part of the risk management decisions made by
the organization requesting and initiating the assessment of the information system.

%5 For assessment findings that are other than satisfied, organizations may choose to define subcategories of findings
indicating the severity/criticality of the weaknesses or deficiencies discovered and the potential adverse effects on
organizational operations and assets, individuals, other organizations, and the Nation. Defining such subcategories of
findings can help to establish priorities for needed risk mitigation actions.
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The information system owner relies on the security expertise and the technical judgment of the
assessor to: (i) assess the security controls in the information system; and (ii) provide specific
recommendations on how to correct weaknesses or deficiencies in the controls and reduce or
eliminate identified vulnerabilities. The assessment information produced by the assessor (i.e.,
findings of satisfied or other than satisfied, identification of the parts of the security control that
did not produce a satisfactory result, and a description of resulting potential for compromises to
the information system) is provided to the information system owner in the initial (draft) security
assessment report. The system owner may choose to act on selected recommendations of the
assessor before the security assessment report is finalized if there are specific opportunities to
correct weaknesses or deficiencies in the security controls or to correct/clarify misunderstandings
or interpretations of assessment results.*® Security controls modified, enhanced, or added during
this process should be reassessed by the assessor prior to the production of the final security
assessment report. The delivery of the final assessment report to the information system owner
marks the official end of the security control assessment.

3.4 ANALYZING SECURITY ASSESSMENT REPORT RESULTS

Since results of the security control assessment ultimately influence the content of the security
plan and the plan of action and milestones, the information system owner reviews the findings of
the assessor and with the concurrence of designated organizational officials (e.g., authorizing
official, chief information officer, senior agency information security officer, mission/information
owners), determines the appropriate steps required to correct weaknesses and deficiencies
identified during the assessment. By using the tags of satisfied and other than satisfied, the
reporting format for the assessment findings provides visibility for organizational officials into
specific weaknesses and deficiencies in the information system and facilitates a disciplined and
structured approach to mitigating risks in accordance with organizational priorities. For example,
the information system owner in consultation with designated organizational officials may decide
that certain assessment findings marked as other than satisfied are of an inconsequential nature
and present no significant risk to the organization. Alternatively, the system owner and
organizational officials may decide that certain findings marked as other than satisfied are
significant, requiring immediate remediation actions. In all cases, the organization reviews each
assessor finding of other than satisfied and applies its judgment with regard to the severity or
seriousness of the finding (i.e., the potential adverse affect on the organization’s operations and
assets, individuals, other organizations, or the Nation), and whether the finding is significant
enough to be worthy of further investigation or remedial action.

Senior leadership involvement in the mitigation process may be necessary in order to ensure that
the organization’s resources are effectively allocated in accordance with organizational priorities,
providing resources first to the information systems that are supporting the most critical and
sensitive missions for the organization or correcting the deficiencies that pose the greatest degree
of risk. Ultimately, the assessment findings and any subsequent mitigation actions initiated by
the information system owner in collaboration with designated organizational officials trigger
updates to the risk assessment and the security plan. Therefore, the key documents used by the
authorizing official to determine the security status of the information system (i.e., security plan
with updated risk assessment, security assessment report, and plan of actions and milestones) are
updated to reflect the results of the security control assessment.

“6 The correction of deficiencies in security controls or carrying out of selected assessor recommendations during the
information system owner’s review of the initial (draft) security assessment report is not intended to replace the formal
risk mitigation process by the organization which occurs after the delivery and acceptance of the final report. Rather, it
provides the information system owner with an opportunity to address problems or deficiencies that may be quickly
corrected.
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Figure 2 provides an overview of the security control assessment process including the activities
carried out during pre-assessment, assessment, and post-assessment.
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FIGURE 2: SECURITY CONTROL ASSESSMENT PROCESS OVERVIEW
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APPENDIX B

GLOSSARY

COMMON TERMS AND DEFINITIONS

800-53A. The terms in the glossary are consistent with the terms used in the suite of

FISMA-related security standards and guidelines developed by NIST. Unless otherwise
stated, all terms used in this publication are also consistent with the definitions contained in the
CNSS Instruction 4009, National Information Assurance Glossary.

This appendix provides definitions for security terminology used within Special Publication

Accreditation The official management decision given by a senior

[FIPS 200, NIST SP 800-37] agency official to authorize operation of an information
system and to explicitly accept the risk to agency
operations (including mission, functions, image, or
reputation), agency assets, or individuals, based on the
implementation of an agreed-upon set of security

controls.
Accreditation Boundary All components of an information system to be accredited
[NIST SP 800-37] by an authorizing official and excludes separately

accredited systems, to which the information system is
connected. Synonymous with the term security perimeter
defined in CNSS Instruction 4009 and DCID 6/3.

Accrediting Authority See Authorizing Official.

Activities An assessment object that includes specific protection-
related pursuits or actions supporting an information
system that involve people (e.g., conducting system
backup operations, monitoring network traffic).

Adequate Security Security commensurate with the risk and the magnitude
[OMB Circular A-130, Appendix Il of harm resulting from the loss, misuse, or unauthorized
access to or modification of information.

Agency See Executive Agency.

Assessment Findings Assessment results produced by the application of an
assessment procedure to a security control or control
enhancement to achieve an assessment objective; the
execution of a determination statement within an
assessment procedure by an assessor that results in either
a satisfied or other than satisfied condition.

Assessment Method One of three types of actions (i.e., examine, interview,
test) taken by assessors in obtaining evidence during an
assessment.

Assessment Object The item (i.e., specifications, mechanisms, activities,

individuals) upon which an assessment meth