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EXECUTIVE SUMMARY

This report assesses the policies of major U.S. companies for protecting the privacy of
employee health records. It finds that while most major U.S. companies state that they safeguard
the privacy of employee health records, their policies frequently contain major deficiencies. The
majority of the companies surveyed lack written policies that set forth basic privacy protections
regarding employee health records, and lack written policies that provide employees with basic
rights with respect to their own health records. In addition, many companies refused to state that
they will not use or disclose employee health records for employment decisions, marketing
activities, or insurance underwriting.

The U.S. Department of Health and Human Services, members of Congress, and
independent experts have recently released proposals for protecting the privacy of medical
records. These proposals describe a core set of policies for handling medical records. These
include policies that:

. prohibit use or disclosure of health information without an individual’s authorization
unless for specified, limited purposes;

. require that use and disclosure of health information be limited to the minimum amount
necessary;

. give individuals the right to review, copy, and request amendment of their own medical
records; and

. establish an enforcement scheme to address failures to comply with medical privacy
policies.

This report evaluates whether these recommended policies are being implemented in top
Fortune 500 companies. It is based on a survey of the 48 largest Fortune 500 companies that
provide “self-insured” health plans for their employees. Self-insured plans are those in which the
employer assumes the risk for the health services provided to its employees and pays for claims
directly from its income or assets. It is estimated that 43.4 million people in this country
participate in self-insured private sector health plans.

Many of the companies surveyed stated that they take some steps to protect medical
privacy. Some companies said that they allow only a limited number of individuals in their
benefits departments access to employee health records. Further, a number of companies said
that access to employee health records by individuals within the company occurs only for
legitimate business or legal purposes, such as an appeal of a claims decision, on a “need-to-
know” basis. The majority of the companies that responded said that they do not handle the
processing of employee health claims, but rather contract with third party administrators to do
this task and maintain the relevant records. Many of these companies said that they require the
third parties that process the claims to maintain safeguards and precautions to ensure the
confidentiality of employee medical records.

Most of the companies, however, failed to provide written documentation of their
policies. With respect to those companies that did provide documentation, the written policies



often lacked critical details. For example, of the 48 companies surveyed, only 14 provided
policies stating that disclosure or use of employee health information without an individual’s
authorization will be limited to specified purposes, and only four provided policies limiting use
and disclosure of health information to the minimum amount necessary.

Most of the companies also fail to inform employees of their medical privacy practices,
and virtually no companies have policies that give employees a right to review or amend their
medical records. Of the 48 companies surveyed, only 21 said they provide employees with either
a notice of their rights and protections relating to health records or a notice of employer
information practices with respect to those records, and only 15 provided any documentation of
such notice. Only one company provided a policy that gives employees the right to review and
amend their own medical records.

Further, while many companies stated generally that they would take appropriate
disciplinary action to address inappropriate disclosures of employee health records, only six
provided documentation of company policies that set forth such a penalty scheme.

All the companies surveyed were asked specifically whether they would use or disclose
employee health records for employment decisions, marketing activities, or insurance
underwriting purposes. Many companies declined to state that they would not use employee
health records for those purposes.

While most of the companies appeared to have substantial deficiencies in their policies
for protecting medical privacy, a few companies stood out because of positive aspects of their
privacy policies. Electronic Data Systems (EDS), which processes its own employees’ health
claims, provided documentation of company policies that include a number of essential
components. Daimler-Chrysler and IBM, which contract with third parties to process employee
health claims, also provided documentation of company policies that include essential privacy
components.

The results of the survey do not mean that the companies surveyed have misused the
medical records of their employees. However, the survey does indicate that many major
companies in the United States that self-insure do not have adequate medical privacy policies in
place. This failure creates conditions under which misuse of employee health records could
occur.
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I BACKGROUND

A. Growing Public Concerns about Medical Privacy

With increasing computerization of medical records and integration of activities within
the health care system, individuals’ health information can be transmitted more rapidly to a wider
range of recipients. Currently, however, there is no comprehensive federal law that ensures
adequate privacy protections for medical records. Instead, a patchwork of state laws address
medical privacy matters, and many provide only minimal protections.

As a result, many individuals are concerned about the confidentiality of their health
records. According to a 1999 survey conducted by the California HealthCare Foundation, over
half of all American adults believe that computerization of medical records increases privacy
threats. Further, concerns about medical privacy invasions have led one out of every seven
Americans to take steps such as withholding information from their physicians and even avoiding
care altogether.’

The lack of essential legal protections leaves employees uncertain as to whether their
employers will be able to access their medical records and make judgments or employment
decisions based on the information in the records.? Press accounts of such situations underscore
that employees have insufficient confidentiality assurances regarding employer access to their
health information. For example; in one case recently in the news, a 30-year FBI veteran was put
on administrative leave and his gun was taken away after pharmacy records released without his
permission had been obtained by his employer. According to news reports, these records
“showed, correctly, that he had sought treatment for depression. But they also showed,
incorrectly, that he was taking multiple antidepressants.” The agent, who had been respected for
work on drug and organized crime activity, spent a year trying to regain his employer’s trust and
then retired.’

In some cases, an employee whose health records have been inappropriately accessed by
an employer may be able to seek redress in court based on constitutional invasion of privacy
claims, state invasion of privacy tort claims, or contract claims if the contract contains

ICalifornia HealthCare Foundation, National Survey: Confidentiality of Medical Records
(Jan. 1999).

Federal law prohibits employers from discriminating against employees on the basis of
disability. 42 U.S.C. §12112 (known as the “Americans with Disabilities Act”). However, not
every health condition is considered a “disability” under this law, and it can be difficult for an
employee to prove that an employer based a particular employment decision on the individual’s
health condition as opposed to other factors.

3Records No Longer for Doctors’ Eyes Only, Los Angeles Times (Sept. 1, 1998).
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confidentiality restrictions and the employee is a party to the contract. Often, however, it can be
difficult to succeed on such claims. For example, in one recent case, a court upheld the actions
of an employer who reviewed records about the drugs individual employees were taking and
conducted research to determine whether employees that were taking drugs used in AIDS
treatment were HIV-positive.* Such decisions further reinforce the fears of employees that their
health records lack adequate protections.

B. Contours of Sound Medical Privacy Policies

Recognizing growing public concerns, Congress in 1996 passed the Health Insurance
Portability and Accountability Act (HIPAA). This law established an August 21, 1999, deadline
under which Congress was to act to enact legislation providing privacy protections for medical
records. HIPAA further provided that if Congress failed to act by the August 21, 1999, deadline,
the Secretary of the U.S. Department of Health and Human Services (HHS) must issue
regulations to protect medical privacy.

Several bills were introduced last year in Congress to protect medical records. The bill
with the most cosponsors in the U.S. House of Representatives is the Health Information Privacy
Act (H.R. 1941), which was introduced by Reps. Gary A. Condit, Henry A. Waxman, Edward J.
Markey, and John D. Dingell. This legislation would provide comprehensive privacy protections
for medical records by implementing the recommendations of HHS and other privacy experts.
To date, however, no comprehensive medieal privacy legislation has passed either House of
Congress.’

“Doe v. Southeastern Pennsylvania Transportation Authority, 72 F. 3d 1133 (3" Cir.
1995). Although this case involved claims based on the constitutional right to privacy, many
courts also set standards for state privacy tort claims that are difficult for plaintiffs to surmount.
For example, one common type of privacy tort claim relating to medical information disclosures
is the tort called “publication of private facts.” Courts in a number of jurisdictions hold that to
prove the “publication” element of this tort, a plaintiff must demonstrate that private facts at
issue were disclosed to a wide audience. Therefore, in these jurisdictions, disclosure of an
employee’s medical information to co-workers, even if the disclosure causes deep embarrassment
and has a significant harmful impact on the plaintiff’s life, would not constitute actionable
conduct. E.g., Stein v. Davidson, 1996 Tenn. App. LEXIS 280 (Tenn. App. 1996) (employer’s
disclosure of employee’s drug test results to two of the employee’s peers was not actionable
because disclosure was not to sufficient number of people); Eddy v. Brown, 715 P.2d 74 (Okla.
1986) (employer’s disclosure to several co-workers of fact that employee was undergoing
psychiatric treatment was not basis for a claim because disclosure was not to the general public).

Congress considered including medical records provisions in the financial services
modernization bill that was enacted into law last year, and medical records language was
included in the House version of the bill (H.R. 10). The House-passed language, however, would
have allowed an individual’s medical information to be disclosed or sold without the consent of
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As a result of Congress’ failure to act, the Administration has proposed regulations as
required by HIPAA to protect the privacy of medical records.® These proposed regulations
govern the use of individually identifiable health information transmitted or maintained in
electronic form, defined as “protected health information.” They apply to health care providers
and health insurers, including self-insured plans employers provide for their employees.

The proposed regulations include two general privacy rules. First, they prohibit use and
disclosure of protected health information without individual authorization except in specified
circumstances including treatment, payment, and health care operations, and for limited other
purposes such as health research and law enforcement. Second, the proposed regulations provide
that entities handling health records must limit the use and disclosure of protected health
information to the minimum amount necessary.” These two ground rules create clear
requirements that use and disclosure of individually identifiable health information will be
limited and tailored to legitimate purposes.

In addition, the proposed regulations specify minimum rights that all individuals should
have regarding their health records. These include the right of individuals to review, copy, and
request amendment of their own health records, to obtain a history of disclosures of their health
information, and to receive notice of their privacy rights. To help ensure enforcement of these
privacy rules, the proposed regulations set forth penalties for privacy violations.

Other privacy experts have made recommendations that track the major principles in
HHS’s proposed regulations. For example, the Health Privacy Working Group, a broad coalition
comprised of disability and mental health advocates, health plans, providers, employers, and
experts in public health, endorsed many policies similar to those in the Administration’s
proposed regulations.® Similarly, the Consumer Coalition for Health Privacy, which represents

the individual, and was widely criticized by doctors, nurses, patient organizations, and privacy
advocates. See, e.g., House Approves Disclosure of Private Medical Records, Los Angeles
Times (July 2, 1999).

$See Standards for Privacy of Individually Identifiable Health Information: Proposed
Rule, Fed. Reg. Vol. 64, 59918-60065 (Nov. 3, 1999).

"For example, the “minimum necessary” restriction helps ensure that an employer seeking
to lower health care costs would not review employee health records to identify employees who
are HIV-positive where non-identifiable data would be sufficient to conduct such cost control.

8For example, the Health Privacy Working Group recommended a general rule limiting
disclosures of individually identifiable information without patient authorization to specific
circumstances and a principle encouraging the use of non-identifiable information to the fullest
extent possible. The group also recommended establishing individual rights of record access and
supplementation, as well the right to notice, and penalties for privacy violations. Health Privacy
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consumer, disability, and patient advocates, also recommends many policies similar to those in
HHS’s proposed regulations.” Together, HHS’s proposed regulations and the recommendations
of privacy experts provide the contours for sound medical privacy policies.

C. Objective of the Report

The goal of this report is to assess whether major U.S. employers have adopted privacy
policies that comply with the goals of HHS’s proposed regulations and the recommendations of
privacy experts. In the absence of federal regulations or law, many employers currently have
wide discretion in establishing medical privacy policies, especially in states with relatively weak
state laws. This report evaluates whether these employers are voluntarily implementing sound
privacy policies.

In particular, the report focuses on large Fortune 500 companies that provide self-insured
health plans to their employees.'” The structure of such plans provides opportunities for
employer access to employee health information that raise privacy issues. Under self-insured
plans, employers may be directly responsible for administering employee health claims, thereby
having access to personal health information about employees.'' In addition, even when a
company contracts with a third party to administer employee health claims in a self-insured plan
and the employee health records are not physically located on company premises, representatives
of the company may request the third party to provide the company with information on
individual health records so that the company can administer claims appeals, or conduct auditing

Working Group, Best Principles for Health Privacy, Health Privacy Project, Georgetown
University (July 1999).

°See Consumer Coalition for Health Privacy, Statement of Mission and Principles,
(March 22, 1999) (available at www.healthprivacy.org). While the recommendations of the
Coalition have many elements in common with HHS’s proposed regulations, the proposals differ
on some points. For example, the Consumer Coalition recommends patient authorization be
required for disclosures of health information for treatment, payment, and health care operations.
The Coalition also recommends that individuals have a private right of action to seek redress for
privacy violations, a remedy HHS states it did not have authority to provide.

%Tn contrast to self-insured plans, insured plans are those in which the employer pays a
premium to purchase health insurance for employees from insurers that assume the risk for the
health services.

"E g., National Journal, Open Secrets, at 2880 (Oct. 9, 1999) (quoting the chairman of
the University of Massachusetts Medical School psychiatry department as saying, “It’s Helen in
personnel who’s looking at all the forms, and knows whether you’re seeing a psychiatrist, you
just had your tubes tied, or you’ve just been diagnosed with cancer”).
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or other activities.”? An estimated 43.4 million people in this country participate in self-insured
private sector health plans."

This report did not inquire about every component of a sound medical privacy policy. It
did, however, ask companies about many of the most important components, such as whether
they have adopted restrictions on the use and disclosure of individually identifiable health
information without authorization; an enforcement scheme to address privacy violations; and
policies that provide rights to individuals to access, copy, and amend their own health records.'*
This report is the first recent survey of medical privacy policies of large U.S. companies with
self-insured health benefits plans."

1I. METHODOLOGY

On June 3, 1999, Rep. Henry A. Waxman, the ranking member of the House Committee
on Government Reform, sent a survey to the 50 largest U.S. companies that offer fully or
partially self-insured health plans to their employees. All of the companies surveyed were part of
the Fortune 500. In fact, the smallest company surveyed was the 90" largest U.S. company
according to Fortune Magazine.'® Information on whether the company offers a self-insured
health plan was obtained from the Department of Labor. The survey is attached as exhibit A, and

2See id.

Employee Benefit Research Institute, Employment-Based Health Care Benefits and Self-
Funded Employment-Based Plans: An Overview, 6 (Sept. 1998) (available at
www.ebri.org/facts/1098fact.pdf).

14Other elements of a sound medical privacy policy that privacy experts have cited
include technical practices and procedures to safeguard health records; the use of an obj ective
and balanced process to review the disclosure of health information for health research purposes;
and a rule prohibiting disclosure of health information to law enforcement officials without
compulsory legal process such as a warrant. See, e.g., Best Principles for Health Privacy, supra
note 8, at 4-7.

15In 1996, Professor David Linowes of the University of Illinois at Urbana-Champagne
completed a survey of Fortune 500 companies that focused broadly on privacy practices relating
to information the companies collect and maintain about employees. With respect to medical
records, this survey found that 35% of the companies that responded said they use medical
records in making employment decisions, among other findings. David F. Linowes, A4 Research
Survey of Privacy in the Workplace (April 1996) (available at
www.staff.uiuc.edu/~dlinowes/survey.htm).

16The list was derived from the annual survey of top companies by Fortune Magazine
(April 1998).



the companies that received the survey are listed in exhibit B.

The survey included questions regarding (1) how companies ensure privacy protection for
employee health records; (2) whether employees have essential rights with respect to their health
information, such as the right to access, copy, and amend their records, as well as the right to
notice about their rights and the information practices of the company; and (3) whether the
company uses employee health information for employment decisions, marketing activities, or
insurance underwriting. The survey also asked companies to discuss any additional privacy
protections they provide regarding employee health information.

In addition, the survey asked for documentation of company policies that establish
medical privacy protections and employee rights relating to health information. The survey
sought this documentation because the existence of a written company policy demonstrates a
company’s commitment to the principles contained in the policy. Moreover, a written company
policy provides clear and consistent rules to those employed by the company regarding
acceptable conduct.

Two of the 50 companies surveyed informed Rep. Waxman that they do not currently
provide self-insured plans for their employees, and therefore they are not considered in this
report. With respect to the remaining 48 companies, the minority staff contacted each company
at least once following the initial letter. Mr. Waxman also sent a second letter to virtually all of
the companies that informed them of Mr. Waxman’s plans to prepare a report analyzing the
survey results.'” These letters made clear that the report would include a discussion of whether
companies surveyed were able to document privacy policies or contractual provisions with third
parties that handle employee health information. In the case of companies that failed to provide
documentation of privacy policies in response to the June 3, 1999, letter, Mr. Waxman’s second
letter stated:

Based on your response to date to my June 3 letter, your company would be identified in
my report as unable to provide documentation of either a written company policy in place
that prohibits officers and employees from accessing or disclosing the health information
of another employee or a specific contractual provision with any third party
administrators that prohibits access by officers and employees of your company to
employee health information maintained by the third party.

If your company has such a written policy or contractual provision that you would like to

7A second letter was not sent to two of the 48 companies because, shortly before the
second letters were sent, the minority staff discussed the content of the letter in phone
conversations with representatives of the companies.
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bring to my attention, please let me know by October 29, 1999."

In total, companies had almost five months to provide Mr. Waxman with information
relating to the survey questions. Thirty-seven of the 48 companies responded to at least some of
the survey requests.

III. SURVEY RESPONSES

The information that companies provided in response to the survey indicates that the
majority of major Fortune 500 companies have inadequate policies for protecting employee
health information. The majority of the companies surveyed lack written policies containing
essential privacy protections, and lack written policies ensuring employee rights to access, copy,
and amend their health records. Further, many companies refused to state that they do not use
employee health records for employment decisions, marketing activities, or insurance
underwriting.

A. Overview

In total, 37 of the 48 companies responded to some or all of the questions in the survey.
Many companies stated that they had in place policies or practices that protect the confidentiality
of their employees’ health information. Of the 48 companies surveyed, however, over half -- 28
companies -- did not provide documentation of either an existing written company policy or
existing contractual provisions with third parties that administer their health plans concerning
privacy protections or rights. Only 15 companies provided documentation of written company
policies that address privacy protections for employee health information.'

The overwhelming majority of companies that responded -- 33 of 37 -- said that third
party administrators process their employees’ health claims. Many of these companies stated that
they require the contractors to maintain appropriate safeguards to protect the confidentiality of
employee health information, and that confidentiality contract provisions with third party
administrators are in place. Of the 33 companies that stated they contract with third parties,
however, only 12 provided documentation of confidentiality provisions in their contracts.

Eleven companies declined to respond to any of the survey questions. These eleven

"®*The letters also made clear that redaction of trade secrets or other proprietary
information would be acceptable.

The majority of the policies provided by companies in response to the survey did not
address medical records specifically, but rather addressed personnel information generally. A
few of these policies explicitly stated that employee health records are considered personnel
information. This report considered documentation of a general company privacy policy
concerning personnel information to be documentation of a policy on employee health records.
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companies are:

American International Group
Caterpillar, Inc.

Chevron Corp.

Home Depot, Inc.
International Paper Company
Mobil Corp.

Morgan Stanley Dean Witter & Co.
Motorola

PepsiCo., Inc.

Proctor & Gamble Co.
Wal-Mart

B. Privacy Protections in Company Policies and Contracts

As discussed above in part .B, HHS and other privacy experts have concluded that sound
medical privacy policies include the following protections: (1) a prohibition on use or disclosure
of individually identifiable health information without the individual’s authorization except in
limited, specified circumstances; (2) a requirement that use and disclosure of individually
identifiable health information be limited to the minimum amount necessary; and (3) penalties
for violations of privacy policies. The majority of companies surveyed failed to provide written
documentation that they have these essential privacy protections in place.

Only 14 companies (29%) provided written policies that prohibit use or disclosure of
employee health information without employee authorization except in limited circumstances.
Moreover, many of these 14 policies stated that use or disclosure was permitted for “business
purposes,” a vague term that could be used to authorize a wide variety of disclosures. In
addition, several of the policies only address disclosures outside of the company but not uses
within the company. Only a few policies set forth permitted uses and disclosures with more
specificity. For example, one policy provided that uses of personal employee information must
be for “one or more specified purposes (and not for vague, undefined purposes),” such as when
the particular use is required by employment law or for a legal claim. This policy also required
that the purposes for which the data is used must be known to the data subject.?’

Only four companies (8%) provided written policies that contain any sort of requirement
limiting use and disclosure of identifiable employee health information to the minimum extent
necessary to accomplish legitimate purposes. Although this requirement is considered a
cornerstone of a sound privacy policy by privacy experts, the vast majority of companies have no

*Qutline of EDS Global Data Protection Policy: Personal Data Handling Requirements
(July 1999) (enclosure to letter from John D. Lacopo, Corporate Vice President, Office of
Government Affairs, EDS, to Rep. Henry A. Waxman (Nov. 18, 1999)) (attached as exhibit I).
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such policies. One example of a policy that did include this requirement stated that, where
feasible the company should “use aggregate data” and access to medical information should be
“narrowly tailored in terms of scope and detail to achieve intended business purposes.”?!

Further, only six companies (13%) provided written policies that state that penalties will
be enforced against individuals that violate the companies’ privacy policies.

A number of companies said that because they contract with third parties to process
employee health claims and these third parties maintain the health records, questions about
privacy restrictions regarding employee health information do not apply to the companies. These
responses, however, often did not address whether the company could access employee health
information maintained by third party contractors or whether the company restricts use and
disclosure of this information upon access. Only eight companies (17%) provided contract
provisions with third parties that place restrictions on company access to employee health
information. Moreover, even if a company does not directly handle health records, its failure to
insist on contractual privacy provisions with its third party administrators means that it has no
assurance that appropriate privacy practices will be followed.

In a number of cases, companies that failed to provide documentation of their policies or
contractual provisions with third parties nonetheless described in their responses policies and
practices that appear to provide privacy protections for their employees’ health information. For
example, Johnson & Johnson stated that it does not maintain employee health records, nor does it
access or review employee health data on an individual basis that is maintained by third party
administrators.”” Similarly, J.C. Penney said that employee health information is maintained by
third parties and “is not accessible to any Company officer or employee.”?

In other cases, however, company responses left wide leeway for companies to access
employee health information. These responses stated broadly that companies may access the
information for business purposes or by individuals with a “need to know.” For example,
AT&T’s response stated:

AT&T collects, retains, and discloses personally identifiable employee information only
when required for valid business, legal, or regulatory reasons. Access to AT&T’s records

*'Letter from Daimler-Chrysler Corporation to International Union, UAW (Sept. 1999)
(enclosure to letter from Donald L. Longnecker, Director, Strategic Planning and Healthcare
Initiatives, Daimler-Chrysler, to Rep. Henry A. Waxman (Oct. 19, 1999)) (attached as exhibit J).

#Letter from Efrem B. Dlugacz, Vice President, WorldWide Benefits and Health
Resources, to Rep. Henry A. Waxman (Sept. 13, 1999) (attached as exhibit G).

PLetter from Kathy Rattenbury, Benefits Development Project Manager, to Rep. Henry
A. Waxman (July 6, 1999) (attached as exhibit H).
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containing personally identifiable employee information is limited to authorized persons
with a need to know (e.g. payroll, benefit, EO/AA representatives). Additionally, AT&T
requires its insurance vendors to take all necessary safeguards and precautions to ensure
confidentiality of employee information.”*

Similarly, BellSouth’s response stated that access to employee health information is
limited to “company representatives who have a need to know,” and cited a nonexclusive list of
examples such as “company attorneys in regard to litigation, auditors reviewing the proper
administration of the plan by carriers, administrators handling appeals, etc.” The response
further stated that “[d]isclosure of another employee’s health information is not allowed unless it
[is] appropriate and proper in regard to specific duties being performed by the employee or
officer on behalf of the company.”™ Safeway’s response said that the company’s policy is “to
limit access to an employee’s personnel file to managers or staff who have a legitimate business
need to access the information.”*®

Responses like those given by AT&T, BellSouth, and Safeway provide limited protection
to employees. They allow disclosure for “valid business” reasons, which are undefined terms
that could encompass a wide range of uses of employee health information. They also appear to
place no limits on the amount of employee health information that may be accessed by company
officials.

- Regardless of what the responses of companies said, the failure of the majority of
companies to provide documentation of their privacy policies is a significant deficiency. Written
privacy policies have substantial benefits. They provide employees with notice of their privacy
rights, establish clear guidelines to employees regarding the limitations on access to and
disclosures of other employees’ health information, and demonstrate a company’s commitment to
the principles set forth.

241 etter from Susan C. Meholic, Division Manager, Health & Welfare Plan
Administration, to Rep. Henry A. Waxman (Nov. 29, 1999) (attached as exhibit C).

5 etter from Justin Jordan, Director Benefit Planning, to Rep. Henry A. Waxman (June
25, 1999) (attached as exhibit D).

267 etter from Linda Watt, Vice President, Human Resources, to Rep. Henry A. Waxman
(June 23, 1999) (attached as exhibit E). It is unclear from Safeway’s response the extent to
which employees have access to other employees’ health information. Safeway’s response noted
that Safeway no longer processes health care benefit claims in-house and that this has “largely
eliminated the need for Safeway to gather or maintain the information that employees must
provide in order to receive or pay for health care benefits.”
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C. Employee Rights Regarding their Own Health Records

As discussed in part I1.B, HHS and other medical privacy experts have concluded that
individuals should have basic rights that enable them to have appropriate control over their own
medical records, including the right to access, copy, and amend their own medical records.
Further, the experts have recommended that individuals should receive notice from their health
plan regarding their privacy rights.

Only one company (2%), however, provided a written policy that provides employees
with essential rights concerning their health records relating to their benefits plan.?” This policy
provides that employees may access and amend their own data relating to the employer’s self-
insured health plan but does not specifically provide the right to copy records.” Four companies
provided written policies that state that, with respect to health records maintained by the
companies themselves, employees have rights of access, amendment, and (in the case of two of
these companies) copying. None of those four policies, however, address whether employees
have a right to access, copy, or amend health records maintained by the third parties with whom
the company contracts to process health claims.

Only 21 companies (44%) said that they provide employees with notice of the protections
and rights that apply to employee health information or company practices regarding employee
health information. Only 15 companies (31%) provided written documentation of such notice.

Many examples of the types of notice provided were very general and brief. Four
companies stated that the summary of the health plan that is required to be provided to employees
under current federal employment law constituted such notice.”’ Others stated that general

“’Some companies noted that employees have the rights of access to their records
provided under an existing federal law known as the Employee Retirement Income Security
Program (ERISA). Under ERISA, an employee has a right to review documents pertinent to an
appeal of a denied benefits claim. 29 C.F.R. §2560.503-1(g). This ERISA right of access is
significantly more limited than the access rights that privacy experts recommend individuals have
with respect to their own health records. Therefore, this report does not consider compliance
with existing ERISA requirements on records access as equivalent to having a policy on access
that meets the standards recommended by privacy experts.

®Outline of EDS Global Data Protection Policy: Personal Data Handling Requirements,
supra note 20.

*The federal law that establishes this requirement, and the Department of Labor’s
implementing regulations, however, do not specify that the summary plan must address an
employee’s privacy rights or the privacy protections that apply to the employee’s health
information, or describe all purposes for which the employer uses and discloses the information.
See 29 U.S.C. §1022; 29 C.F.R. §2520.102-3.
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confidentiality policies in company codes of conduct provided such notice as they are distributed
to all employees. Further, a number of companies that responded to the survey stated that they
do not believe that questions relating to notice to employees apply to them because they contract
with third parties to handle employee health information relating to their self-funded plans.

D. Use or Disclosure of Employvee Health Information for Employment
Decisions, Marketing Activities, or Insurance Underwriting Purposes

The survey included three questions regarding specific potential uses and disclosures of
employee health information: (1) Does the company use or disclose employee health information
for the purpose of making employment decisions?; (2) Does the company use or disclose
employee health information for marketing activities?; and (3) Does the company use or disclose
employee health information for the purpose of conducting insurance underwriting? Many
companies failed to state that they do not use or disclose employee health information for
employment decisions, marketing activities, or insurance underwriting.

Only 13 companies stated explicitly that they do not use or disclose employee health
information for employment decisions. In addition, five companies stated that they use or
disclose such information in limited circumstances to make accommodations for job-related
physical requirements or restrictions, or to determine eligibility for medical leaves of absence.
Combining these two types of responses, only 18 (38%) responded that they do not use or
disclose employee health information for employment decisions.*

Only 20 companies (42%) stated explicitly that they do not use or disclose employee
health information for marketing activities.

Fifteen companies responded that they do not use or disclose employee health
information for insurance underwriting. In addition, four companies stated there was a general
prohibition on using or disclosing employee health information for insurance underwriting
purposes, except in the aggregate or in de-identified form. Combining these two types of
responses, only 19 companies (40%) responded that they do not use or disclose employee health
information for insurance underwriting.”'

3Two additional companies responded that they do not use employee health information
for hiring decisions, but did not address whether they use the information for other types of
employment decisions, such as promotion, demotion, or firing.

*'Four additional companies stated in phone conversations with minority staff that their
companies did not use employee health information for employment decisions, marketing
activities, or insurance underwriting. They declined, however, to include this information in their
written responses to the survey. Because oral representations in phone conversations do not
establish binding corporate policies, this report does not include these four companies in the total
number of companies that responded that they do not use or disclose employee health
information for employment decisions, marketing activities, or insurance underwriting. Even if
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Some companies did not directly respond to the questions on whether they use or disclose
employee health information for employment decisions, marketing activities, or insurance
underwriting, but described or provided policies that would appear to preclude such uses and
disclosures. For example, Sprint stated in its letter response that it does not maintain any written
or computerized records of employee health information. Further, Sprint said that it can request
such information from a third party administrator “if requested by the employee to assist in a
dispute,” and that access to this information is then “limited to a small number of employee
benefits professionals and attorneys within Sprint” on an “as needed basis” to resolve the claims
dispute.”? Thus, although Sprint did not directly respond to the questions on whether it uses or
discloses employee health information for employment decisions, marketing activities, or
insurance underwriting, its policy does not appear to contemplate such uses or disclosures.

This report does not, however, attempt to interpret whether each company’s description
or documentation of its policy or documentation precludes use or disclosure of employee health
information. Companies could -- and many did -- respond directly to these questions, and the
report credits those companies as having responded. With respect to those companies that did
not respond expressly to these questions, in many cases it was not clear whether the language of a
company’s policy allowed or precluded use or disclosure of employee health information for
employment decisions, marketing activities, and insurance underwriting. For example, as
discussed in part III.B, AT&T’s policy states that an AT&T discloses personally identifiable
employee information for “valid business” reasons. It is not possible to determine from the face
of this response whether AT&T would consider use or disclosure of employee health information
for employment decisions, marketing activities, or insurance underwriting a “valid business”
reason.

E. Examples of Quality Policies

Although the majority of companies surveyed failed to document existing company
policies that reflect essential medical privacy principles, a few companies stood out as having
existing privacy policies that contain crucial components. One of these companies was EDS,
which self-administers employee health claims relating to its self-insured health benefits plan.
EDS provided a written company policy concerning employee data, which includes health data.
This policy restricts the use of employee data to specified purposes, contains minimum use
restrictions, provides employees with the right to access and amend their own data, and states

these four companies were included, however, the findings of the report would not change
substantially. Including the four companies that responded orally, only 46% of surveyed
companies said they do not use or disclose employee health information for employment
decisions, only 50% said they do not use or disclose such information for marketing activities,
and only 48% said they do not use or disclose employee health information for insurance
underwriting.

*Letter from J.E. Lewin, Jr., Vice President, to Rep. Henry A. Waxman (June 28, 1999)
(attached as exhibit F).
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that with respect to any company use of an employee’s health data, the subject of the data must
be informed about what data is being collected and by whom it is being used, and for what
purposes it is being used, among other provisions.”

Daimler-Chrysler is another example of a company that has in place essential privacy
policies. Daimler-Chrysler, which contracts with third parties to process employee health claims,
provided a recent written agreement with the United Automobile Workers (UAW) that sets forth
a number of privacy policies, including: access to employee medical information by the
company and third party administrators will be narrowly tailored in scope and detail to achieve
the intended business purpose, where appropriate and feasible; aggregate information will be
used to the extent feasible; the company will establish internal safeguards regarding the exchange
of employee medical information; and inappropriate exchange of medical information by
employees will result in disciplinary action. This agreement also states that the company will
“require third party administrators . . . to establish and enforce policies and procedures”
consistent with the agreement.*

In addition, IBM, which also contracts with third parties to process employee health
claims, provided documentation of a number of important privacy policies. IBM’s policy
provides that IBM will “only process Employee Information which is relevant to and necessary
for the particular purposes” and requires that “consideration should be given (balanced against
the effort involved) to aggregating or anonymizing Employee Information where there is no need
to know individually identifiable Employee-Information.” IBM also provides that it will
“instruct third parties processing Employee Information on behalf of IBM, if any, to implement
appropriate measures to safeguard the Employee Information.”*

IV.  CONCLUSION

The survey results indicate that a few companies that provide self-insured health plans

3Qutline of EDS Global Data Protection Policy: Personal Data Handling Requirements,
supra note 20.

*Letter from Daimler-Chrysler to International Union, UAW, supra note 21.

3IBM Guidelines For The Protection Of Employee Information (enclosure to Letter from
Harriet P. Pearson, Office of the Director of Public Affairs, to Rep. Henry A. Waxman (Oct. 29,
1999) (attached as exhibit K). While the three policies mentioned in this section contain
numerous quality components, their inclusion in this section does not mean that each 1s without
deficiencies. For example, Daimler-Chrysler’s letter agreement with the United Automobile
Workers contains a broad statement that access to medical information is “limited to persons
having a need to use the information in the course of performing their job duties” but does not
clearly define the “job duties” contemplated by the agreement. It is also worth noting that IBM’s
guidelines state explicitly that they are “not to be construed as a contract, either express or
implied.”
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have taken substantial steps to protect the privacy of the health records of their employees. For
example, some companies have established a written policy prohibiting the use or disclosure of
employee health information except for specified purposes such as administration of the health
plan. A few also have written policies containing “minimum necessary”’ requirements with
respect to employee health information, or a penalty scheme for privacy violations. And a few
companies provide employees with basic rights such as the right to access and amend their own
records or notice of their privacy rights. These voluntary efforts underscore that sound privacy
policies are practicable in the administration of employee health plans.

The survey results also indicate, however, that most employees that participate in their
employers’ self-insured health benefits plans do not have adequate assurances that their health
records will be protected. The majority of companies surveyed failed to provide documentation
of written company policies containing basic privacy protections, and many of the policies that
were provided did not include key protections. The results also indicate that few employees are
receiving sufficient information to understand how their employer handles and protects their
health information and the extent of their rights with respect to their own health records. Finally,
the results suggest that many employees cannot be confident that their employers will refrain
from using or disclosing their health information for employment decisions, marketing activities,
or insurance underwriting.

These results to do not mean that medical privacy abuses are occurring in the companies
surveyed. They do indicate, however, that safeguards to prevent abuse are not in place.
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Dear WS

1 am writing to seek information regarding the privacy protections your company
provides the health information of employees.

1 understand that your company: offers a self-insured health plan or plans for its.
employees. As you know, self-insured plans are those in which the employer pays for the health
care claims of employees directly out of the employer’s income or assets, as opposed to plans n
which the employer purchases health insurance coverage for employees by paying a premium to
a health insurer that assumes the risk for health care services 1o the employees. In administering
self-insured health care plans, including performing functions such as processing payment
claims, employers often must obtain some health-related information from their employees.

1 am interested in learning about your policy regarding the privacy of information that
employees provide 10 receive or pay for health care under your self-insured plan or plans

(hereafier “health information™). Specifically, 1 would appreciate your responding to the
following requests for information:

1. Record keeping.

(a) Does your company maintain any written or computerized records of
employee health information?

(b) If so, does your company keep such records separate from personnel files that
are maintained on these same employees?

(c) How is such separation accomplished?




2. Emplovee Access 10 Information. Please describe any restrictions the company places

on access by an officer or employee of the company 1o the health information of other
employees.

)

. Penalties for Improperlv Accessing Information.

(a) Please describe what, if any, penalties apply if an officer or employee of the
company accesses health information in violation of access restrictions the
company placed on that information.

(b) Please describe the process under which any such penalties are imposed.

4. Disclosure and Use of Information.

(a) Please describe any restrictions you place on disclosure by an employee or
officer of the company of another employee’s health information.

(b) Does the company use or disclose employee health information for the
purpose of making employment decisions?

(1) If so, please describe those decisions.

(¢) Does the company use or disclose employee health information for marketing
activities?

(1) If so, please describe the marketing activities for which the company
has used or disclosed employee health information.

(d) Does the company use or disclose employee health information for the
purpose of conducting insurance underwriting?

(1) If so, please describe the insurance underwriting activities for which
the company has used or disclosed employee health information.

5. Penalties for Improper Information Disclosure.

(a) Please describe what, if any, penalties apply if an officer or employee of the
company discloses health information of another employee in violation of any
disclosure restrictions that the company placed on that information.

(b) Please describe the process under which any such penalties are imposed.

6. Other Pratections. Please describe any other ways in which the company protects the
confidentiality of employee health information.




7. Record Review. Copving. and Carrection. Please describe any rights the company

. provides emplovees regarding 1eview, copying, of correction of records of their own

health information that the company maintains as part of administering the plan or plans.

8. Disclosure History.

(a) Does the company maintain records of disclosures of health information that
occur afier an employee provides the information 10 receive or pay for health care

under the plan or plans?

(b) If so, please describe any right the company provides its employees regarding

reviewing any such disclosure histories that concern their own health information.

9. Notice of Protections and Rights.

(a) Does the company provide its employees with a description of the protections
and rights that apply to employees’ health information?

(b) 1f so, please describe when such a description is provided and in what form.

10. Notice of Information Practices.

(a) Does the company provide its employees with a description of how the
company uses and discloses employee health information?

(b) If so, please describe the information contained in such a description, when
such a description is provided, and in what form it is provided.

11. Opportunity 10 Limit Uses and Disclosures.

(a) Does the company provide its employees with an opportunity to request
limitations on the use and disclosure of employee health information by the

company?

(b) If so, please describe when and how the company provides such an

opportunity.

12. Redress for Violations. Please describe any process available to employees for
seeking redress for improper disclosure of the employee medical information or violation

of the employee’s rights with respect 1o that information.

13. Written Policies.

(a) Does the company have a writien policy that addresses any of the following
matters: 1) privacy protections relating 10 health information, 2) employee rights




s relating 10 health information, or 3) use and disclosure by the company of
. employee health information?

(b) 1f the answer 10 () is yes, please provide me with a copy of such policy or
policies.

Please respond 10 these inquiries by June 25, 1999. Thank you very much for your
attention o this matter. 1f you have any questions, please contact Kristin Amerling of my staff at

(202) 225-5420.
Sincerely,

s

Ranking Member
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COMPANIES SURVEYED

American Express Company
American International Group
AMR Corporation

Atlantic Richfield Co.

AT&T Corporation

Bell Atlantic Corp.

BellSouth Corporation
Caterpillar, Inc.

Chase Manhattan Corp.
Chevron Corporation

CIGNA Corporation

Compaq Computer Corp.
ConAgra, Inc.

Daimler-Chrysler

Electronic Data Systems
Federated Department Stores
Fleming Companies, Inc.
General Motors Corp.
Hewlett-Packard

Home Depot, Inc.

Intel Corp.

International Business Machines
International Paper Co.

J.C. Penney Company, Inc.
Johnson & Johnson, Inc.

J.P. Morgan & Co.

Kmart Corp.

Kroger Company

Lehman Brothers

Lockheed Martin Corp.

MCI Worldcom, Inc.

Merck & Co., Inc.

Merrill Lynch & Co., Inc.
Minnesota Mining & Manufacturing
Mobil Corp.

Morgan Stanley Dean Witter & Co.
Motorola Corp.

NationsBank Corp. (Bank of America)
New York Life Insurance Company
PepsiCo, Inc.

Phillip Morris Companies




Phillips Petroleum Co.
Procter & Gamble Co.
Safeway, Inc.

SBC Communications
Sprint Corporation
Supervalu, Inc.

United Parcel Service
Wal-Mart Stores
Xerox Corporation
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== ATeT

Susan C. Meholic Room 603 East Tower

Division Manager One Speedwell Avenue
Health & Wellare Plan Administration Morristown, NJ 07962-1954

973 898-2356
FAX 973 898-2358
EMAIL meholic@att.com

November 29, 1999

Mr. Henry A. Waxman

Ranking Minority Member

House of Representatives

Committee on Government Reform
2157 Rayburn House Office Building
Washington, DC 20515-6143

Re:  Health Information Privacy

Dear Representative Waxman:

This letter is in response to your 10/28/99 letter to C. Michael Armstrong requesting
information on company policy for accessing employee health information.

AT&T maintains a culture and policies that respect the privacy of individual
information, and safeguards sensitive, personally identifiable employee information.
The importance of this is captured in the AT&T Code of Conduct and the Personal
Guide. AT&T collects, retains, and discloses personally identifiable employee
information only when required for valid business, legal, or regulatory reasons. Access
to AT&T’s records containing personally identifiable employee information is limited
to authorized persons with a need to know (e.g., payroll, benefit, EO/AA
representatives). Additionally, AT&T requires its insurance vendors to take all
necessary safeguards and precautions to ensure confidentiality of employee information.

AT&T is reviewing the Health and Human Service Regulations for Protection of
‘Individually Identifiable Health Information published November 3, 1999 in the Federal
Register and will provide feedback, either directly or through participation in one of our
industry groups, to HHS prior to the January 3, 2000 deadline.

Please feel free to contact me or Leanne Fosbre of my staff at 973-898-2915 with any
question.

Sincerely,
M . / K—-

[y,
% Recycled Paper
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BELLSOUTH

BellSouth Corporation Benefits
Room 13C08

1155 Peachtree Street, N.E.

Atlanta, Georgia 30308-3610

June 25, 1999

The Honorable Henry A. Waxman

Ranking Member Congress of the United States
House of Representatives

2157 Rayburn House Office Building
Washington, D. C. 20515-6143

Dear Congressman Waxman:

In a letter dated June 3, 1999, you asked Duane Ackerman, President and Chief Executive
Officer, BellSouth Corporation, to provide you with information about the company's
policy on employee privacy of health information. Mr. Ackerman asked me to respond to

your request since BellSouth's health and welfare program falls under my responsibilities
as BellSouth's director of benefit planning.

BellSouth is committed to protecting the privacy rights of employees as it relates to
personal information about their health care. We believe that employees must have
security that personal information gathered through medical history and other plan
resources is confidential and that access 1o their data is limited. Otherwise, employees
won't feel comfortable using the health plans offered by the company.

Attached you will find a summary of responses to your questions. Please contact me if

you have any questions or if you need additional information related to the privacy of
employee health information.

Sincerely,

Justin J/ rdan |
Directer Benefit Planning”

Attachment



BellSouth's response 10 your questions is as follows:

1. Record keeping.

(a) Does your company maintain any written or computerized records of employee
health information?

Response: BellSouth does not maintain records of employee health information. Rather,
such records are maintained by third party administrators who are responsible for the
adjudication and processing of health related claims under BellSouth’s medical plans.

While BellSouth does not physically maintain this information, we consider it BellSouth
property.

(b) 1f so, does vour company keep such records separate from personnel files that
are maintained on these same employees?

Response: Yes, please see 1 (a) response.
(c) How is such separation accomplished?

Response: Please see 1 (a)

2. Emplovee Access 1o Information. Please describe any restrictions the company

places on access by an officer or employee of the company to the health information
of other employees.

Response: BellSouth limits access 1o employee health information to company
representatives who have a need 10 know. Examples: company attorneys in regard to

litigation, auditors reviewing the proper administration of the plan by carriers,
administrators handling appeals, etc.

3. Penalties for Improperly Accessing Information.

(a) Please describe what, if any, penalties apply if an officer or employee of the

company accesses health information in violation of access restrictions the company
placed on the information.

Response: Disciplinary action up 1o and including dismissal may be taken.
(b) Please describe the process under which any such penalties are imposed.
Response: Once reported or discovered, the company would conduct an investigation.

Any violation of policy would be reported to the employee's Department Head, Legal and
Human Resources to determine the appropriate disciplinary action to be taken.




4. Disclosure and Use of Information.

(a) Please describe any restriction you place on disclosure by an employee or
officer of the company of another employee's health information.

Response: Disclosure of another emplovee's health information is not allowed unless it
appropriate and proper in regard 1o specific duties being performed by the employee or
officer on behalf of the company. Please see the response 1o question 2.

(b) Does the company use or disclose employee health information for purpose of
making employment decisions?

Response: Yes

(1) 1f so, please describe those decisions.

Response: If restrictions are placed on an employee by the employee’s physician as a
result of an illness or an injury that affect the employee’s ability 10 perform his/her job,
consideration would be given 10 the employee’s medical condition in attempting to

determine whether the employee can be accommodated in his/her current job or in a
another open position.

(¢) Does the company use or disclose employee health information for marketing
activities?

Response: No

(d) Does the company use or disclose employee health information for the purpose
of conducting insurance underwriting?

Response: No

5. Penalties for Improper Information Disclosure.

(a) Please describe what, if any, penalties apply if an officer or employee of the
company discloses health information of another employvee in violation of any disclosure
restrictions that the company placed on that information.

Response: Disciplinary action up to and including dismissal may be taken.
(b) Please describe the process under which any such penalties are imposed.

Response: Please see 3 (b) response.




6. Other Protections. Please describe any other ways in which the company protects the
confidentiality of employee health information.

Response: The company has established and enforces policies that prohibit the
unauthorized use or disclosure of employee health information.

7. Record Review, Copving and Correction. Please describe any rights the company
provides emplovees reparding review, copying or correction of records of their own
health information that the company maintains as part of administering the plan or plans.

Response: Health information other than restrictions placed by a physician (see 4, (b) 1
response) is not maintained by the company. Employees may request access 1o health

information in accordance with the procedures provided under the Employee Retirement
Income Security Act of 1974.

8. Disclosure History.

(a) Does the company maintain records of disclosures of health information that

occur after an employee provides the information to receive or pay for health care under
the plan or plans?

Response: With respect 10 disclosures made to authorized BellSouth representatives, no
records are maintained. A record would be maintained when disclosures are made (see
response to question 2) to third parties, e.g., pursuant to an authorization signed by the

employee, in compliance with a subpoena, or pursuant to a discovery request during
litigation.

(b) If so, please describe any right the company provides its employees regarding
reviewing any such disclosure histories that concern their own health information.

Response: The information would only be disclosed outside the company as result of a
written release by the employee or if legally required in connection with litigation.

9. Notice of Protection and Rights.

(a) Does the company provide its employees with a description of the protections
and rights that apply 10 employee's health information?

Response: No




10. Notice of Information Practices.

(a) Does the company provide its emplovees with a description of how the
company uses and discloses emplovee health information?

Response: Yes

(b) If so, please describe the information contained in such a description, when
such a description is provided, and in what form it is provided.

Response: Information is provided in the medical plan Summary Plan Description
Booklet (SPD). The SPD advises that medical information may be released 1o the plan
administrator or a designated auditor.

11. Opportunity to Limit Uses and Disclosures.

(a) Does the company provide its emplovees with an opportunity to request
limitations on the use and disclosure of emplovee health information by the company?

Response: No

12. Redress for Violations. Please describe any process available 10 emplovees for

seeking redress for improper disclosure of the employee medical information or violation
of the employee's rights with respect 1o that information.

Response: The employee can report any situation in which he/she believes that an
improper disclosure of medical information has occurred. 1f substantiated, proper

disciplinary action against the offender will be 1aken as well as any necessary corrective
action needed as result of the improper disclosure.

13. Written Policies.

(a) Does the company have a written policy that addressees any of the following
matters: 1) privacy protections relating to health information, 2) employee rights relating

10 health information or 3) use and disclosure by the company of employee health
information?

Response: No
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SAFEWAY inc.

5918 STONERIDGE MALL ROAD
PLEASANTON, CA 94588-3229

Phone: 925/467-3772

June 23, 1999.

Rep. Henry A. Waxman

U. S. House of Representatives
Committee on Government Reform
2157 Rayburn House Office Building
Washington, D.C. 20515-6143

Re: Privacy of Employee Health Information

Dear Representative Waxman:

This responds to your letter of June 3, 1999 inquiring about Safeway's policy
regarding the privacy of information that employees provide in order to receive or pay for
health care under our self-insured health plan. The specific questions set forth in your
letter are in large measure inapplicable to Safeway, because we do not do any in-house
processing of health care benefit claims. Nevertheless, we appreciate the opportunity to
address this important subject. s s g

Safeway recognizes the need to safeguard the confidentiality of employee health
information. Our policy is to limit access to an employee's personnel file to managers or
staff who have a legitimate business need to access the information. Our policy goes on
to further limit access to employee health information by mandating that "all information
concerning the medical condition or history of an applicant or employee . . . be held in
separate, confidential files." We are not aware of any instances of unauthorized access to
or disclosure of employee health information, but such conduct would certainly result in
disciplinary action.

Your letter notes that employers often must obtain health-related information
from employees in the course of administering self-insured health care plans. Prior to
1996, Safeway processed health care benefit claims in-house and, thus, the company did
routinely receive health-related information from employees. Our practice at that time
was to require all personnel involved in the claims administration process to sign forms
confirming their understanding that they were required to'maintain employee health
information in strict confidence. Since 1996, iowever, Safeway has contracted with a-
third-party, Connecticut Genéral Life Insurance Company, to receive and process -
participant claims for health plan benefits and services. Our administrative services

Recycled
Paper




Rep. Henry A. Waxman
June 23, 1999
Page 2.

agreement obligates Connecticut General to maintain health information received from
Safeway employees in confidence.

Safeway's decision to utilize a third-party claims administrator has largely
eliminated the need for Safeway to gather or maintain the information that employees
must provide in order to receive or pay for health care benefits. Indeed, we regard the
diminished potential for any inadvertent disclosure of employee health information to be

- one of the advantages of discontinuing in-house claims processing.

If your staff requires any further information from Safeway, I can be contacted at
the address and telephone number shown above.

Very truly yours,

\L
N
'Y, SRR VA2

Linda Watt

Vice President, Human Resources
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~ Sp]'i]]t James E. Lewin, Jr. Government @ffairs.
Vice President 1850 M Street, NW, 11th Floor
Washington, DC 20036
Voice 202 828 7412
james.e.lewin@mail sprint.com

June 28, 1999

The Honorable Henry A. Waxman
Member of Congress

2157 Rayburn House Office Building
Washington, DC 20515-6143

Dear Congressman Waxman:

Bill Esrey, the Chairman of the Board and Chief Executive Officer of Sprint Corporation, has asked me to respond to

vour letter to him dated June 16, 1999 regarding the privacy protections the company provides the health information
of employees.

In the delivery of health care coverage to employees and their eligible dependents, Sprint offers several different
options or choices from which an employee may select. These options include a self-insured traditional fee for
service indemnity plan, a self-insured point of service plan (POS), and several insured health maintenance
organizations (HMO). Although the indemnity plan and the POS plan are self-insured, Sprint does not manage the

claims payment process. The company has contracted with a third party administrator to pay claims for Sprint based
on the provisions of the plans.

Rather than respond to each individual inquiry in your letter, 1 will provide a general response based on the nature of
Sprint’s plans. As described above, Sprint outsources the processing of health claims. Thus, no claims information
is submitted to Sprint by employees. Claims information is provided directly to the third party administrator by the

employee or the employee’s physician. Consequently, Sprint does not maintain any written or computerized records
of employee health information.

While Sprint does not maintain any written or computerized records of employee health information, the company
can request such information from the third party administrator if requested by the employee to assist in a dispute.
This happens relatively rarely but is critical to the administration of the plan and the provision of service to our
employees. Access to this information is then limited to a small number of employee benefits professionals and
attorneys within Sprint and only on an “as needed basis” to resolve the claim dispute.

In developing the cost of the company’s self-insured programs, and in forecasting future trends, Sprint’s employee
benefits professionals do analyze claims data. However, such data is scrambled before it is utilized in this fashion to
ensure the confidentiality of the information and protect the privacy of the beneficiaries of the plans.

Since access to and use of claims data and health information is extremely limited, Sprint does not have a specific
policy to address the proprietary nature of this information. However, the requirement to respect the proprietary
nature of such information is incorporated under several different written policies that include standards of conduct

and principles of business conduct. Failure to comply with these policies can lead to disciplinary action, including
termination of employment.

If you have any questions, please contact myself or Bill Barloon of my staff (202-828-7446).

Sincerely,
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EFrREM B. DLuGcacz

NEW BRUNSWICK, NJ 08933
VICE PRESIDENT

WORLDWIDE BENEFITS
AND HEALTH RESOURCES

September 13, 1999

The Honorable Henry Waxman

US House of Representatives

2157 Rayburn House Office Building
Washington, DC 20515

Dear Congressman Waxman:

This is in response to your letter to Ralph Larsen, Chairman and CEO of Johnson & Johnson,

regarding the privacy of employee health information under Johnson & Johnson's self-funded
medical plan(s).

Johnson & Johnson (J&J) offers its employees many different types of medical plans from which
to choose, including self-funded indemnity, point of service and health maintenance
organization (HMO) plans, as well as fully-insured HMOs, for which J&J pays an annual
premium. All of the medical plans are administered by the Health Plan itself or through a third
party arrangement. Johnson & Johnson does not administer any of these plans.

With regard to record keeping, Johnson & Johnson does not maintain any individualized written
or computerized records of employee health information. The Health Plans or third party
administrators maintain health information/claims data for Johnson & Johnson participants.
Johnson & Johnson does not review or have access to such data on an individual basis, and no
Johnson & Johnson employee has access to our third party administrators’ databases. Should
a Johnson & Johnson employee file an ERISA claim appeal, Johnson & Johnson requires the
individual to sign an “Authorization to Release” form. This form provides the employee’s
permission to allow the Health Plan to release relevant medical information to an independent

third party for an evaluation. The medical information released is only used to make a final
determination on the claim(s) in question.

Johnson & Johnson does not have, use or disclose employee health information for the purpose
of making employment decisions or for the purpose of conducting insurance underwriting. Total
medical claim costs (e.g., aggregated claims data and plan administration expenses), not
employee-identifiable data, are used for Plan underwriting/pricing by an independent third
parly. The independent third party that receives the aggregated claims cost data has signed a

confidentiality agreement with the Health Plan and Johnson & Johnson even though there is no
employee-identifiable data.

By contractual obligation, the Health Plans that administer Johnson & \.Joh.n_son’s se}f—funde_d
medical plans limit the disclosure of employee health information to those individuals within their
organization who have a need to know in order to provide plan benefits. The Health Plans do

not disclose J&J employee-identifiable health information to third parties, including Johnson &
Johnson.
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Johnson & Johnson benefits staff are trained not to disclose any employee personal data
including employee health information. Also, as a condition of employment, all Johnson &
Johnson employees agree to keep confidential data strictly confidential; violation of this policy
can lead to disciplinary action up to and including termination of employment. Johnson &

Johnson does not use employee health information in marketing activities. We regard
employee health information to be confidential information.

Johnson & Johnson’s policy concerning personnel records permits employees to review their
files containing medical or personal information in the presence of an authorized Human
Resources representative once per year. An employee may correct their records or supplement
them by sending a written request to their Human Resources Department stating why they
believe the information is incorrect along with the corrected information. This request becomes
part of the employee’s permanent record. Johnson & Johnson complies with all ERISA
requirements. If an error was discovered pertaining to an employee’s record, Johnson &

Johnson or the Health Plans, as fiduciaries of the plan, would be obligated to correct such
errors.

Johnson & Johnson is currently in the process of updating all of its Summgry Plan Descripﬁon
(SPD) booklets and manuals to more clearly state the Company’s policies and practices
regarding disclosure of employee health information.

If you have any questions on the information provided here or if you have additional questions,
please feel free to contact Darrel Jodrey in our Washington DC office at (202) 408-9482.

Sincerely,

~
7
-~ /

Efrem B. Dlugacz @/
Vice President

WorldWide Benefits and Health Resources
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JEW BRUNSWICK, NJ 08933
EfFrReEM B. DLUGACZ NEW B
VICEPRESIDENT

WORLDWIDE BENEFITS
AND HEALTH RESOURCES

November 11, 1999

The Honorable Henry Waxman

US House of Representatives

2157 Rayburn House Senate Office Building
Washington, DC 20515

Dear Congressman Waxman:

This letter is in response to your correspondence to Ralph Larsen., Chairmaq and
CEO of Johnson & Johnson, dated October 18, 1999 regarding the privacy
protections in place for our employees’ health information.

Johnson & Johnson does not have a broad written policy regarding the protection‘ of
employee health information. However, there are procedures and practices which
are in place today within our company as well as with the Health Plans and other
third party administrators that address the privacy of employee health mformahon.
My previous letter to you dated September 13, 1999, copy attached, detailed these
procedures and practices regarding the protection of Johnson & Johnson employee-
identifiable health information. Johnson & Johnson is confident that our current
practices are ensuring the confidentiality of employee health information.

Johnson & Johnson is in the process of developing a corporate policy that is intended
to unify and consolidate policies and practices regarding the protection of all personal
health-related information that Johnson & Johnson affiliates may acquire from all
sources. We will be happy to make the policy available to you when it is finaiized.

If you have any additional questions, please contact Darrel Jodrey in our Washington
office at (202) 408-9482.

Sincerely,

L/

Efrem B. Dlugacz
Vice President
Worldwide Benefits and Health Resources
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JCPenney

July 6, 1999

Mr. Henry Waxman

Congress of the United States
House of Representatives

2157 Rayburn House Office Building
Washington, DC  20515-6143

Dear Mr. Waxman,

| am responding to your request for information regarding the J.C. Penney Company,
Inc. (the Company) self-insured medical plans. The Company does offer to our
employees several self-insured medical plan options. All of these plans are

administered by Aetna US Healthcare (Aetna), our third party medical claims
administrator,

Aetna maintains computerized records of all medical claims and payments on behalf of

the Company. Employee health information is not accessible to any Company officer or
employee,

On a quarterly basis, individual employee health information is passed to MEDSTAT, our
medical claims consultant, who provides statistical medical claims data to the Company.
MEDSTAT assigns an employee number to each record. Any data specific to an
employee is only revealed with this employee number. The identity of the employee is in
no way revealed to the Company.

Should you need any additional information, please contact me at (972) 431-2584.

Sincerely,

Mo fidon 1oL

Kathy Rattenbury
Benefits Development Project Manager

cc: G. L. Davis
R. Gill
B. Hill
S. Leight
J.E. Oesterreicher
J. Telfair
D. Wolsieffer

J. C. Penney Company, inc., P.O. Box 10001, Dailas, TX 75301-0001



JCPenney

November 1, 1999

The Honorable Henry Waxman
U.S. House of Representatives
2157 Rayburn House Office Building
Washington, DC 20515-6143

Dear Representative Waxman, '

I am responding to your request for information regarding the J.C. Penney Company,
Inc. (the Company) privacy protection policies for health information.

As mentioned previously, the Company does not maintain any employee health
information internally. Pursuant to Company policy, our employees do not request
specific medical records from third party administrators for our medical plan participants
unless the information is required to respond to an inquiry initiated by the employee.

All claims data is maintained by either third party administrators or MEDSTAT, our
medical claims consultant, who provides statistical medical claims data to the Company.
Terms of our third party administrator contracts require confidentiality agreements

prohibiting disclosure of employee health information which survive the term of the
contract.

Should you need any additional information, please contact me at (972) 431-2584.

Sincerely,

Koot

Kathy Rattenbury
Benefits Development Project Manager

cc: G. L. Davis

D. M. Drake
R. Gill
B. Hill
S. Leight
D. McClintock
J.E. Oesterreicher
D. Wolsieffer

J. C. Penney Company, Inc., P.O. Box 10001, Dallas, TX 75301-0001
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John D. Lacopo

Corporate Vice President

July 21, 1999

The Honorable Henry A. Waxman
United States House of Representatives
Committee on Government Reform
B-350 A Rayburn House Office Building
Washington, DC 20515-6143

Dear Representative Waxman:

This letter is in reply to your letter of June 3, 1999 to our Chairman, Richard Brown. Mr. Brown
has asked me to provide you with a response to your questionnaire about our health plan and
privacy protections EDS provides the health information of our employees.

EDS has in place a Global Data Protection Policy which establishes comprehensive personal
data handling requirements applicable throughout EDS. These are set forth in the EDS Global
Data Protection Code of Practice which would include requirements providing privacy
protections relating to health information and employee rights to their personal health
information. A separate EDS Code of Conduct guides personal conduct of employees with
regard to all EDS policies, including the handling of sensitive data.

EDS maintains health information for those employees who choose to participate in the
Traditional/Indemnity EDS Health Benefit Plan that is both self-insured and administered by
EDS. Computerized records of previously submitted health care claims are maintained so that
future claims submitted can be processed accurately and in accordance with plan provisions.
Written claims and accompanying documents are electronically scanned and imaged, then the
paper claims are destroyed within 60-90 days of receipt.

As with all personal data, health information of EDS employees is subject to the EDS Global
Data Protection Code of Practice. The requirements set forth in the Code restrict access to and
use of any of EDS’ personal data to that required for the purposes for which it is held. | would
stress, access to health care information of EDS employees is available only to the employees
who work directly in support of the Health Benefit Plan. Other employees, including officers of

the corporation, have no right to review or obtain information about any other employee’s health
information.

Further, and consistent with these requirements, heaith care records are segregated both
physically and electronically. Physical separation is accomplished by locating the health
benefits section in an isolated area of our corporate headquarters. Entry to this area requires
secure access codes limited to employees who work in support of the Health Benefit Plan. All
paper information containing health information is held in this secure area, and in advance of
disposal, are placed in locked bins. EDS contracts with a local confidential waste disposal firm
to remove and shred confidential waste from the area.

Office of Government Affairs
1331 Pennsvivania Avenue, N.W.
Suite 1300, North Office
Washington, DC 20004-1703
(202) 637-6700

Fax: (202) 637-6759
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The computer systems supporiing the Health Benefit Plan are maintained in separate regions
of the computer system from all other data. Electronic security is accomplished by using
sophisticated computer access controls, logon IDs, and user defined passwords to protect each
individual workstation and the mainframe computer systems. EDS employees supporting the
Health Benefit Plan who must have access to perform a certain job within the health benefit

plan are given access to only those parts of the system that will be necessary for them to
accomplish their jobs.

EDS does not disclose employee health information for marketing activities and we do not
disclose or use employee health information for the purpose of making hiring decisions. Any
such use would clearly violate the EDS Global Data Protection Code of Practice.

EDS does cupply certain claime data to health plans or HMOs that may be bidding to ctfer
coverage to EDS employees in a given area of the country. In such cases, all unique employee
and dependent identifiers (name, SSN, etc.) are removed from the file and only certain data
elements are released. A disclaimer notice is submitted with each claim file stating the data is

confidential and is not to be released or used for any purpose other than providing a quote to
EDS for their services.

Under the EDS Global Data Protection Code of Practice, employees are informed of their data
subject rights, which include certain rights of access, correction, erasure, and objection. More
specific to health data, the EDS Employee handbook provides the Summary Plan Documents
and a booklet describing employee rights and protections under ERISA. At any time, EDS

employees may request a review or copy of their claims and health information maintained by
EDS in order to exercise these rights.

Should an employee feel that his or her privacy rights have been violated, that employee has
the right to contact his/her supervisor or any manager in that supervisor's management chain to
address the grievances. An employee grievance would be subject to review and investigation
through the EDS Global Data Protection Office. If it is determined that there was an improper

disclosure, such action would be a violation of the EDS Code of Conduct and the EDS Global
Data Protection Code of Practice.

Willful violation of these codeg of conduct could be grounds for disciplinary action, including
immediate termination from EDS. The leadership of Health Benefits Administration would work
with the manager of the violator in question, EDS Security, EDS Corporate Ethics Office, EDS
Legal, and the EDS Office of Data Protection, as appropriate to the situation, and would impose

the appropriate penalty.

Should you have any other questions regarding our policies, please feel free to contact me.

Siqce;ey, ‘ y / s

»d'bhn D. Lacopo
Corporate Vice President
Office of Government Affairs

JDL:med



John D. Lacopo

Corporate Vice President

November 18, 1999

The Honorable Henry A. Waxman
United States House of Representatives
Committee on Government Reform
B-350 A Rayburn House Office Building
Washington, DC 20515-6143

Dear Representative Waxman:

This letter is in reply to your correspondence 10 EDS CEO Dick Brown, dated October
18, 1999. Your letter, which was a follow-up to our earlier response to your inquiry
regarding EDS policies on health care data privacy, requested EDS to provide a copy of
our company’s privacy policy. Attached please find a copy of the “Personal Data

Handling Requirements, Duties of Data Controller” section of our corporate Global Data
Protection Policy (GDPP).

This section of our privacy policy applies 10 those circumstances when EDS controls
personal data of its own employees, including health care data, It is the guiding corporate
policy for data privacy. Within this attached GDPP, there are thresholds of protection that
apply to certain kinds of data. Since EDS considers health care data to be of the most
sensitive nature, we apply additional restrictions and requirements to its handling — see
section “1. B. Sensitive Data” in the attached GDPP.

More specific practice requirerments, including the manner in which we segregate and
protect the privacy of health care records, are already outlined in our letter to you of July
21, 1999 (see additional attachment).

The GDPP enclosed is our corporate-wide policy for data handling and protection which
applies to EDS staff, no matter where they are based around the world. It meets current
national law, is in compliance with the European Commission’s Data Privacy Directive,
and is intended to maintain EDS as a trusted source for handling sensitive data of our own
employees and that of our customers.

Office of Government Affairs
1331 Pennsylvania Avenue, N.W.
Suite 1300, North Oftice
Washingion. DC 20004-1703
(202) 637-6700

Fax: (202) 637-6759



Regarding the third paragraph of your letter that focuses on companies with third party
administration of their health care plans, please be informed that EDS does not employ a

third party administrator. Accordingly, please do not list us within this section of your
report.

Should you have any further questions regarding our policies, please feel free to contact
Stephen Ward in my office, who has handled the contact with your staff on this issue.

/ﬁf(;hn D. Lacopo f

Corporate Vice President
Office of Government Affairs

Enclosures




CONFIDENTIAL
Ouiline of EDS Global Data Protection Policy

Personal Data Handling Requirements

The duties of each EDS company under the EDS Global Data Protection Policy are determined in
relation to each individual item of personal data held or otherwise used by the- EDS company, and turn
on whether the EDS company is a data controller (owner) of such data, or a data processor {(contract
service provider for the owner) with respect to such data. These duties are discussed in turn below.

Duties of Data Controller

With respect to an EDS company’s own personal data (for example, personal dara held by the EDS
company related 10 its employees, business contacts and the like), the EDS company is obligated to
meet the requirements of a daza controller. These duties require the following:

L Use Restrictions. The EDS company must comply with the following with respect to any usc!
of eny item of personal data: L
A. Fair and Lawful Use. The use must be fair to the dara subject and the use not be

unlawful. This requires that the data subject be generally and fairly informed about what
data is being collected 2nd how and by whom it is being used.  An example of unlawful
use would be use of personal data contrary 10 2n obligation of confidentiality.
B. Justified Use. The use must be justified on the basis of one or more specific set of
circumstances.
Non-Sensitive Data. The specific justfications which might allow the EDS company’s
use of a particular item of non-sensitive’personal data, include:
1. Consent. Where the data subject has consented’ to the particular use;
2. Required for Contract. Where the particular use is required to perform a
contract with the data subject;
3. Required by Law. Where the particular use is required by law; or
4. Overriding Legitimate Interest. Where the use is necessary for the EDS
Company’s legitimate interests and those interests override the interest of the data
subject against such use.
Sensitive Data. Although the use of sensitive personal data is more restricted, certain
specific justifications might allow the EDS company's use of 2 particular item of sensitive
personal data, including:
1. Explicit Consent. Where the data subject has provided express, affirmative and
written consent to the particular use;
2. Required by Employment Law. Where the particular use is required by
employment law; or
3. Required for Legal Claim. Where the partcular use is required in connection
with a legal claim.
C.  Use for a Specified Legitimate Purpose. Whether the personal data is sensitive or not,
the particular use must be for and restricted to one or more specified purposes ( and not
for vague, undefined purposes), which purpose(s) are known o the dato subject.

n. Additional Regquirements. In addition to the foregoing use restrictions, the following
requirements must be met:
A. Accuracy. The personal data must be accurate.

! For purposes of the data protection laws, “use” (also frequently referred to as “processing”) is defined
exwemely broadly to include virtvally anything undertaken with personal data, from collection to
compilation, access, storage, transfer and destruction.

? Data protection laws rccognize thet certain categories of information are particularly sensitive and
require a heightened justification for use. These categories include information about such items as
racial or ethnic origins, political opinions, religious of philosophical beliefs, oade union membership,
health and sex life.

3 To be valid, the consent fnust be uncoerced, informed, specific and unambiguous.

Page 1
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Adequate, Relevant, Non-Excessive Use. ~ The personal datae must be adequate,
relevant and not excessive in relation to the specified legitimate purpose(s) for its use,

Maintained No Longer Than Necessary. The personal data must not be kept longer
than necessary.

"Data Security and Confidentiality. The personal data must be kept secure and
confidential, and its use (including access) limited to that required.
Automated Decisions. In the cvent personal data is used for making automated
decisions, procedures must be established for review or zppeal consisting of non-
autornated (human) involvement.
Notification of Supervisory Authority. As required by applicable law, each EDS
company must file registrations/notifications with appropriate supervisory authorities.
Provision of Data Subject Rights. The data subject must be provided the following
rights with respect to his or her personal data:
1 Right of Access. Such access to the personal data as shall cnable confirmation of
accuracy and use in accordance with the data protection requirements.
2. Right of Correction, Blocking and Erasure. The right to demand correction,
up-dsting and deletion of the personal data as appropriate.
3. Compelling Grounds Objection. The right to object to otherwise appropriate
use of the personal data and have such use stopped, if based upon a written,
specified, compelling and overriding justification.

4. Direct Marketing Objection. The right to prohibit the use of the personal data
for direct marketing purposes.
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DAIMLERCHRYSLER
October 29, 1999

DaimlerChrysler Corporation
Hon. Henry A. Waxman
U.S. House of Representatives
Committee on Government Reform
2157 Rayburn House Office Building
Washington, D.C. 20515-6143

Dear Representative Waxman:

1 am responding to your June 3, 1999 letter addressed to Robert J. Eaton, Chairman -
DaimlerChrysler Corporation. Your letter expressed an interest in learning about DaimlerChrysler's
policies and practices regarding the privacy of information that employees provide in connection with
their receipt of health care benefits under our Company's health care benefit plans. Thank you for the
additional time to reply.

DaimlerChrysler is the sponsor of several health care benefit plans that provide benefits to
approximately 400,000 union-represented and non-represented employees, retirees, and their spouses and
eligible dependents. Our plans provide a comprehensive array of health care benefits, including hospital,
surgical, medical, dental, vision, hearing aid, and prescription drug benefits. Seventy-five carriers, health
maintenance organizations and third parties administer plan benefits nationwide. Over 10,500,000 claims
are generated annually against the plans, producing an immense volume of written and computerized
claims data containing patient specific personal information and individually identifiable clinical
information. It is in this context that the issue of confidentiality of employee health information takes on
significant importance to DaimlerChrysler.

Our response to your letter is particularly timely because the issue of confidentiality of medical
information was a topic of considerable discussion during the 1999 United Automobile Workers (UAW)/
DaimlerChrysler collective bargaining negotiations. Those negotiations, which set the pattern for similar
contracts at our domestic competitors, resulted in a letter agreement memorializing mutual understandings
concerning the confidentiality of medical information used in connection with benefit programs. I am
attaching a copy of this document and will elaborate on 1t below as I respond to the inquiries contained n
your letter.

1. Record Keeping. The Company may from time to time have a need to maintain employee health
information for the purpose of performing administrative and other fiduciary functions under its health
care benefits plans. That need arises in large part during benefit claims adjudication. Our plans provide
employees the opportunity to appeal benefit claim denials through defined review phases. Selected
management employees are delegated responsibility at certain steps of the plan appeal procedures to
review employee health information in order to determine whether services are covered under the plan.
Appeal records are maintained by appropriate departments within the Company and are kept separate and
apart from personnel records and other irrelevant business records. To the extent that the Company uses
and maintains employee health information to perform other plan fiduciary functions, our practice is to
use aggregate, patient non-specific, employee health information.

DaimierChrysler Corporation
1000 Chrysler Drive  CIMS 485-07-26
A Company of the DaimierChrysler Group Auburn Hills MI USA 48326-2766



2. Emplovee Access to Information/Penalties for Improperly Accessing Information. Personal

information obtained by the Company about employees, including employee health information
maintained by the Company, is treated as confidential information. DaimlerChrysler’s Standards of
Conduct, which are posted throughout the Company, specifically prohibit the unauthorized use,
possession, removal of and access 10, corporation records of any type or form. Violations of this work
place rule may subject an employee to disciplinary action up to and including termination of employment.
Employment decisions are made by operating management with advice and input from the Human
Resource Department and the Office of the General Counsel.

3. Disclosure and Use of Information/Penalties for Improper Information Disclosure. The same
general standards stated above with respect to accessing employee health information also apply to
disclosure of information. Employee health information is not disclosed to operating management for
purposes of making any employment decisions such as hire, termination, promotion or demotion.
Medical information distinct from employee health information is used, however, for purposes of
complying with corporate obligations under the Americans with Disabilities Act, Family and Medical
Leave Act and related state statutes. Those records are created or solicited by the Company’s medical
personnel, maintained in separate files as required by applicable law and made available to operating
management only on a need-to-know basis. Finally, the company does not use or disclose employee
health information for marketing activities or for purposes of conducting insurance underwriting.

4. Written Policies. The UAW/DaimlerChrysler letter agreement referenced above represents

an undertaking to address specific privacy issues through the vehicle of collective bargaining. The letter
was not negotiated to eliminate or manage any actual or perceived abuses. Uses of employee health
information are clarified and a process is established to further discuss the need for supplemental
understandings. Explicit provisions safeguarding the confidentiality of employee health information are
also contained in written contracts governing the overall duties and obligations of DaimlerChrysler,
carriers, HMOs and other third party administrators performing services for our benefit plans. Of
relevance, third parties may not make any disclosures of employee health information to any person or
entity beyond those disclosure necessary for administration purposes, or to employees, attending
physician, or medical facilities, unless an authorization to release information is provided and signed by
the employee, legal guardian, or is issued pursuant to statute or court order. DaimlerChrysler also enters
into other administrative service agreements that prohibit the disclosure of patient specific employee
health information. For example, claim payment auditing agreements require that health care plans
provide aggregated data to DaimlerChrysler's auditors and excise individually identifiable employee
health information from any other records provided during the scope of audit review.

5. Record Review. Because the Company does not generally maintain health information outside
the claim review process, employees do not request such information from DaimlerChrysler. Outside of
benefit administration, however, company policy and union contract language provide that employees
may review personnel file information, including medical information maintained in separate medical
department files. These rights are grounded in Michigan law. Employees are entitled to review the
content of personal files not more than twice a year and may request copies of these records.

6. Disclosure History. The Company does not maintain records of “disclosures of health
information.”




7. Notice of Protections and Rights/Notice of Information Practices. DaimlerChrysler provides

employees with general notice of its information practices through the attached ethical code and
information protection guidelines.

As Congress ponders the breadth and substance of legislation protecting employee health
information, we encourage it to consider the protections already implemented by corporations over and
above existing legal requirements. As our Company's experience indicates, we have been able to
articulate and define uses of employee health information through collective bargaining with our union
partner, the communication of internal policy directives to our workforce, and the negotiation of mutual
agreements with third party health care benefit plan administrators. Qur goal is to work with these
parties to strike a reasonable balance between the employee interest in the confidentiality of health
information and the business interest in using pertinent employee health information in a responsible
fashion to effectively operate benefit plans. We hope that any new legislation will give substantial
recognition to the progress already made, and that can continue, through voluntary initiatives.

Very truly yours,
Donald L. Longnecker

Director
Strategic Planning & Healthcare Initiatives

Attachments
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DAIMILERCHRYSLER

- 1999 Exhibits Book

Document Title : New (03) - Confidentiality of Health Care Information
1088
New - Cenfidentislity of Medical information

Internztional Union, UAW
Attn: Mr.Stephen P Yokich

Dear Sirs:

During these neqgtistions, the Corporation and the Unign agreed on the desirability of maiptzining 2 sel of principles concerning the
confidentiality of medical information. The Corporation reviewed with the Union ite progesses and practices in this regard. The panties
acknowledged that medical information means any record, writlen or electronic, identifying s participant in the UAW/Daimler- Chrysier
Corporetion Pension Agreement or the Life, Dispbility ang Health Care Benefits Progrern (collectively "Benefits Programs™) containing

diagnostic or treaiment information and vsed in connection with the administration of the Benefits Programs. Accordingly, the following
are ungerstood: )

. Pzrticipsnts in the Benefits Programs have a legitimate interest in the confidentiality of medica! information pertaining o them,

. The Cerporation. third party sdministrators,_and other psrties acting on behalf of the Corporation gr third party administrators in
connection with the Benefits Programs_("Other Fanies™). have 8 legitimate peed to collegt, maintain, and use medical informstion
in the course of performing sdministrative and other fiduciary functigns required by the Benefits Progrems and the law (e.qg.

verifving_ eliaibilty and benefit stztus. claims sdiucication, audits for payment purposes, case management, coordination of
benefits).
e  The Ccrporation. third party sgministrators znd Other Parties have & Jegitimate need to collect, maintain and vse aggregate.

medica)l informetion for purposes of analysis_evaluation, oversight and guality control.

s In addition ¢ applicable legal requitements sccess to megicz| information maintained by the Gorporztion, third party
adminisirators and Other Parties will be limited tc persons having a need to use the information in the ceurse of performing their
ioh guties, anag where sppreprizte and fessible nariowly tailored in terms of scope and detgil to achieve intended business,

urposes. Aqgreqate data and/or summaries will be used by the Corporstion 1o nt ible.

. Megical information exchanged with Other Pgriies for enalysis and evaluation will be used eng mzintaineg only for the purpose for

which itis provided end not redisclosed by Other Parties without the prior nt of the Corporation and the Union
. The Corporation will establish intemnal

rds concerning the exchance of | infermation by the Corporation.
who ineppropristely exchznge medical information will be subject lb disciptinary action. The Corporation will slso require third
e minstrators and Other Parties to establish ang enforce policies and procedures consistent with this letter.
. Medical information mey be exghanged with Other Farties for clinical, public health and ascademic research only if 2 mepningful
urpose is to henefit panticipants in the Benefits Programs, Absent such purpose. the prior agreement of the Corporation and,

Union on all 2spects of the research (e.0., topics, seleglion of researchers, distributicn of results) is required. (1
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. . Benefits Programs trestment interventions should not be meade by employees of the Corporation other than its medical personne]
in the course cf their normal activities.

The Corpgration in consuttation with the Union. is committed to continuing its development of processes and practices reqyigting the

yse of medical information within the Corporation and by third pany administrators and QOther Parties. The Corporation and the Union
2lso discussed proposed federal legisiation and the possibility of hew requlations addressing specific uses of medical information. In

ihe event that federal standards are adepled. the panties will meet 1o discuss plang for compliance. Should issues arise guring the

course of the zqreement concerning the confidentislity of medical information, the Corooration will meet with the Union 1o discuss
mutually aareesble solutions.

Very truly yours.
DAIMLERCHRYSLER CORPORATION

By Nancy A Rae

Accepted 2nd Approved:
INTERNATIONAL UNION, UAW

By Stephen P. Yokich

Page: 2
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“As g Company,

our good fortune
and our good
reputation go
hand in hand. We
cannat en/ay the
 one  without )
eaming the
other—every day,
at every level of

the organization.”

-R.J. Eaton
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Confidentialinside Information
Confidential/Inside Information
is any non-public information
relating to Chrysler, its products,
plants, plans, or personnel, and includes any
such information which, if disclosed in an
untimely or unauthorized fashion, would be
detrimental to the best interests of Chrysler
Corporation. Such information is to be held
in the strictest confidence and should not be
shared with the media, financial analysts or
competitors, nor should it be used in any
way that would give anyone an unfair
business or personal advantage. Should
there be any doubt as to whether information
has been publicly released, contact the
Corporate Public Relations Office.
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I twas the worst place in the world
that he could imagine being, especially
at 11:45 p.m. He sat bleary-eyed in the
airport boarding area with his laptop
glowing in front of him. He had
intended to catch up on some work,
but the images blurred as he stared
blankly past the screen.

5uddenly he realized he wasn't alone.
A fellow weary traveler appeared. She

" paced and glanced at her watch several

times before taking a seat across

. from him.

“The flight's delayed,” he said. ”They
announced that 7t’{l armve about two

hours late.”

“Just my luck,” she replied. “I missed
my flight earlier because I had car
trouble. The electronic widget control
failed on my 1991 Apex sedan and I
couldn't get it started. By the time I

c_glled a cab, I missed the plane.”

“That’s too bad,” he offered, “but not
unusual with that model. The supplier
never really met specs on that
component and there have been a lot
of failures. The good news is that
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there’s a fix in for next mod Lyear.” e

“Wow, it sounds like yoff'know a lot
about cars, she sawd

“Well, I'm an engmeer with Apex,” he
replied, “and, while I had nothing to do
with that bad component design, I am
proud to say that I had a part in-
correcting the problem

“And what do you u do o he asked w;th L
a smile.

“Oh, me.ff_f”shé;ejblied. “I'm a reporter
with Automotive Gazette.” ’

Confidential Information can be disclosed,

or “leaked,” in a number of ways. Often it's
inadvertent, in casual situations and frequently
the source is unaware that they've disclosed
anything of a sensitive nature.

Understanding the definition of Confidential
Information and learning how to safeguard it is
an important part of every Chrysler employee’s
day-to-day job.




PROTECTING CONFIDENTIAL
INFORMATION —IT'S SMART
BUSINESS

WHAT’S THE PURPOSE OF THIS BOOKLET?
This booklet explains the Company’s guidelines
. for the definition, protection and properly

~_ authorized use and sharing of Confidential v
lnformamn as established by Corporate Pmcess A

Gmdehne (GENOO1).

Confidential Information is an asset of Chrysler o

Corporation and therefore must be safeguarded
~ by everyone——that’s just‘ﬁlain smart business.

WHAT IS "CONHDENTIAL |NF0RMA‘NON7" -
Conﬁdennal Information (sometimes referred to -

“as “Inside Information”) is any non-public
information relating to Chrysler, its products,
plans or personnel, and includes any such
information which, if disclosed in an untimely
or unauthorized way, would be detrimental

to the best interests of the Company.

WHO IS RESPONSIBLE FOR SAFEGUARDING

CONFIDENTIAL INFORMATION?
Everyone. All Chrysler employees, and all
employees of Chrysler subsidiaries are
““Tesponsible for protecting any Confidential
Information in their possession.

" DOES MY OBLIGATI‘Owﬁ TO SAFEGUARD
CONFIDENTIAL INFORMATION CONTINUE

~“"AFTER MY CHRYSLER EMPLOYMENT ENDS?
Each employee is obligated by terms of law and
the Employee Assignment and Confidential
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.~ that are the property of Chrysler. O

. at what level, from timé T fime you may work el
~ with information that, in the hands of others, S

Infonnabon Agreement to pxotect Chrysler's

supervisor, all documents equipment, materials,
etc., in the separating employee’s possession

BuT I'DON"T HAVE ANY REAL

CONFIDENTIAL INFORMATION, DO 1? Kx
You probably do. No matter whe:e you work, or: “&zx

i oY A

could be used Ina v‘vayfmat is. damagmg to

HdeSIQn engmeenng or manufacture f
Chrysler products. Other confidential
engineering technology includes inventions,
applications, licenses, software programs,
prototypes, designs, techniques, methods,
ideas, concepts, data, specifications, diagrams,
drawings, schematics, test and evaluation
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results and bluepr}nts st B

L .

l Photographs shdes transpaxenmes sketches,
drawings, and computer data of advance
products, components : and concept models

» Manufactunng Or process technology——old
fashloned “know-how”

d?fut.me business, product and .
facﬂmes plans mdudmg capacity planmng

productmn programs plant operanng rates,



g work schedules, sourcing plans or the
. transfer, relocation, construction, closing
w? or disposal of facilities

® Pricing, marketing and/or financial strategies -
or results, including financial planning '
volumes, profit budget volumes, cash/capital
allocation plans, earnings/losses and capital
assets or financing transactions

® Information regarding contemplated

mergers and acquisitions and dispositions of

® Information regardmg Chrysler’s business
arrangements with outside firms, both cunent
and future, including cooperative programs,
acquisitions, trade agreements and
technological development efforts

® Information about Chrysler’s customers,
suppliers and dealers including customer and
dealer lists, incentive programs, contractual
or financial relations, supplier bids and
quality ratings

m Pending or threatened litigation, recalls,
investigations, administrative or regulatory
proceedings

_ m Personnel Infonnation——lnfonnatidﬂ about
employees

WHO DECIDES WHAT’'S CONFIDENTIAL
INFORMATION?

Identifying Confidential Information is pnmanly
the responsibility of each department or function
head. He or she may also designate other indi-

structural or organizational changes including . -

subsidiaries, joint ventures and partnershlps RN

viduals within their area of operahons who are
authorized to classify infor

However, any employe xesponsible for
generating or processing: information that they
think should be classified as Confidential
Information, should bring the information to

the attention of their immediate supervisor. The ~
supervisor will ensure that the information is
reviewed by someone authorized to make the
”Conﬁden‘aal" classﬁicatlon

In cases where an employee cannot “Teach their
immediate supervisor for help in classifying the
information, the employee should. treat ‘the ..
information as Confidential intil a classlﬁcatmn
resolution can be:made. T

Is CONFIDENTI
DECLASS!HEDT

declassified if it relates to a specific event or

date, after which the information no longer

meets the criteria for Confidential classification.

In cases like this, the information should be

clearly marked “Confidential until (specific date

or futme event).” o iR
s
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Other Conﬁdennal Informanon can only be
declassified by the individual who originally
made the Confidential classification, or by
someone else’ with the same authority.

Still other Confidential Information may be s
declassified by the Company when it makes the =~
information public with an authorized
disclosure, such as a press release or the
publication of a.service manual.
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How caN CONFIDENTIAL INFORMATION
BE SHARED PROPERLY?

Within Chrysler Corporation, Confidential
Information is shared with employees on a
need-to-know basis. Once an employee is
entrusted with Confidential Information, it
becomes his/her responsibility to safeguard it.

 Externally, Confidential Information can be.

shared with individuals not employed by
Chrysler on a need-to-know basis, and with
the understanding that the mformatlon is to
remain confidential. :

" For individuals not en{;iﬁﬁed by Chrysler, uﬁeed- |

. to-know is determined by the requirement to

- perform a service or provide a product that the

"mpany has requested and authonzed

The responsibility to determine need-to—

know rests with the individual sharing the
Confidential Information, based on normal and
customary working relationships. In case of
doubt, the decision is made by the immediate
supervisor of the individual sharing the
Confidential Information.

OK, HOw DO | PROTECT INFORMATION
THAT HAS BEEN ENTRUSTED TO ME?

By being careful and aware when working with

that information, and by exercising caution
every time you share information.

When discussing Confidential Information, make
it clear to the individual you are speaking with

~“that it is indeed confidential. Take any

necessary precautions to ensure that your
conversation is not overheard or monitored.

nad

When handling or passing along printed ...
information, be sure that, when appropriate,
it is clearly marked ”Conﬁdentlal " This is not
to say, however, that something not marked
“Confidential” should not be treated in a
confidential manner. When in doubt, treat all
information as Confidential Information. Here
are a few other ways to protect Conﬁdentlal
Information:

® Only make the number of original copies of
Confidential documents that are absolutely
requned R

® Do not photocopy Confidential dOcuments“
without proper authorization

® Certain Confidential documents hke the
Long Range Plans for product development,
are copied and _numbered on special paper

m To safeguard the conﬁdenﬁah'ty of highly
sensitive data that will be distributed at
meetings or among groups of individuals,
number copies of booklets, reports and
information packages. (This way, you can
track which copy of each document was gwen
to each mdmdual) psa T

= When you mail Confidential Information,
place it in a sealed envelope and clearly mark
the envelope “Confidential” for both internal
and external mailing. Some Confidential
documents, like personnel material, are highly
sensitive and should be marked “Confidential:
To be opened by addressee only.”
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» The Confidential Information of others
entrusted to our care relative to authorized
agreements should be protected in the same
manner that we handle our own Confidential
Information.

How po | sTORE PRINTED CONFIDENTIAL

INFORMATION?

Confidential documents should be stored in
locked containers, file cabinets or desk drawers.
Never leave Confidential documents unattended
on desktops for any period of time, and
certainly never ovemight.

How SHOULD l msmse OF PRINTED
CONFIDENTIAL DOCUMENTS THAT | NO

.. LONGER NEED? . ,
" When any Confidential documents including

working drafts and notes, are no longer needed,
they should be destroyed by shredding. If
shredding is not available, tear the document
into small pieces and deposit in a waste basket.
NEVER place Confidential documents in
recycling boxes, bins or barrels!

| FAX A LOT OF INFORMATION.

How cAN | PROTECT WHAT | SEND?

Before you fax Confidential Information
internally or externally, call the person
receiving the information and tell them to
stand by their fax machine to receive a
confidential document. Do not fax Confidential
Information without contacting the intended
recipient. Your fax cover sheet should be clearly
labeled “Confidential” and should carry this,

c e e e

or a similar, message:

“The information in this fax )
and intended only for.th'e_._u_:se of the individual
to whom it is addressed. If you are not the
intended recipient, '}ou are hereby notified
that any use, distribution or copying of this
__information is strictly prohibited. If you have
received this fax in error, please nonﬂ us .

zmmedmtely by telephone Thank you.”™

MOST OF THE INFORMAHQN,I..GENERATE g
AND HANDLE IS DONE BY COMPUTER. _ ..
How cAN | PROTECT ELECTRONIC.

.W“:"'

INFORMATION? =55 . .
All your electrondc” mformat:on 1 must be secured
from general : access with secunty measures like
3 corporate-
appmved s ntrols. Be aware of all
the ways you transmit information e “‘electron- -
ically. There’s more than just your computer.
You transmit through networks, printers, video
communications, and don’t forget modems,
telephones and faxes. Exercise caution whenever

you work with electronic equipment. You must
ensure that your access and your remote .-

cormec’aon are. secure Mf**“““

The pnnmples of pmtecﬁng electmmc
information are similar to protecting printed
information. Caution and care are the
watchwords Here are some examples:

» All Confidential Information should be |
clearly marked “Confidential” and/or should
be pxotected using a corporate-approved
secure access control system
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® Mazke only the required number of original
copies of electronic Confidential documents
and remember: Everyone who is entrusted
with a copy of a confidential document is
responsible for the security of the document

® Don't make electromc copies of Conﬁdentral
Information; if absolutely necessary, do so
only with the proper authorization

® Certain Confidential documents should only be . ,
“stored in an encrypted format. Encryptionis 3
the process of converting some information -
from an easily understandable format into
what appears to be random, useless "

umntelhgrble characters - R

Some Confidential documents, like Long
Range Plans for product development, may .
be reproduced for contingency planning ¢
purposes, but only i in an encrypted format

® When you send Conﬁdent:al or hrghly
sensitive material over a network, make sure
your transmission is encrypted

® Highly sensitive Confidential Information, like
personnel documents, should be safe-guarded
with multiple layers of access controls

m Contact your computer service organrzahon B

. for further information and/or assistance.

How ABOUT SAFELY STOﬁING ELECTRONIC s
-INFORMATION? “
Again, the principles are the same as with swod

printed information. Store electronic information
in locked cabinets, desks or rooms using an
encrypted format and/or use a corporate-

-
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approved secure access control Never 1eave '
electronic information unsecurei Don't leave
modem or network connections open and never
leave a computer wrth Conﬁdentral Information
unattended. :

OK, How Do | DISPOSE OF ELECTRONIC
CoNFIDENTIAL INFORMATION? CAN | JusT
THROW AWAY A DISK OR TAPE?

NO! When Confidential electronic information,
including working files, is no longer needed it -
should be destroyed by degaussing, or erasrng,
of tape, or reformatting of floppy disks or hard
disk space..Information that is merely deleted
can be recovered with special software.

THINGS LIKE CLAY | MOCK-UPS
AND PROTOTYP vemaes" AREN T
THEY “INFORMATION” THAT NEEDS 10

BE PROTECTED?

Certainly. Models, mock-ups and prototype
components and vehicles (as well as

corresponding photographs, sketches and

related electronic versions) are what is called )
“information in a physical medium” and they
need the same kinds of safeguardrng as other

forms of information.

Physrcal mforrnatron should be contarned in
areas of spaces protected from unauthorized
access. During off hours, those areas should be
locked and secured with an alarm system.

When you transport physrcal information, it
should be suitably protected or disguised with



.v_,igmdehne by corporate officers. Each department
“.'is free to establish additional safeguards

wrapping, shielding, or other means to prevent
it from being viewed by unauthorized
individuals.

When physical information is no longer needed,
5t should be destroyed by disassembly and, if
necessary, disquised or modified to protect the

features that had been classified as
Confidential.

IS THAT EVERYTHING | NEED TO KNOW

ABOUT INFORMATION PROTECTION’

It's a real good start. But, because the methods
and technology of communication are
constantly changing, there may be, from time
to time, additions or modifications made to this

appropriate for its operations.

If you have any questmns involving the
protection of Confidential Information, speak
to your immediate supervisor.

OK, so Nnow | KkNOW HOW TO PROTECT
CONFIDENTIAL INFORMATION, BUT WHAT
IF | SEE SOMEONE ELSE HANDLING OR
SHARING CONFIDENTIAL INFORMATION
CARELESSLY OR IMPROPERLY? SHouLD | ,

REPORT 11?7 To wHOM?

If you're aware that Confidential Information
is being handled carelessly or even “leaked”
outside the corporation, report it immediately
to your immediate supervisor. You may also
contact the Manager, Special Security
Operations or call the Business Practices ’

Hotline: (810) 512 9800 'I'ie Line: 722 9800
Toll-free:1-800-543-1391. Informatxon that

damages Chrysler also injures everyone who
works for Chrysler.

Reports of lapses in mformatmn protection
or leaks can be made anonymously. And

remember, reporting such incidents isn't
“snitching,” it’s just smart business!

.......

ATIENT!ON. ) )
This Guideline apphes to Chrysler Corporatmn
and each of its subsidiaries.

Chrysler reserves the right to monitor
information use to ensure compliance with its
policies.

Violations of this guideline, or any other
Chrysler policy or procedure, may result in = =esr
disciplinary action up to and including
discharge and, if warranted, legal proceedings.
Chrysler reserves the right to amend, interpret
and construe this guideline. Nothing herein,
however, shall constitute a contract of
employment with any employee or conflict with
Chrysler's right to terminate employment
relationships at will.
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STANDARDS OF CONDUCT .
To all Chrysler smployees:

We set the highest business ond ethical standards for ourselves and our operations at Chrysler, Owr conduct
must reflect our commitment and responsibillity to our custemers, ow employees, our dedlers our suppliers, our
shareholders, our governments, and the communtties In which we operate.

We rely on every employee to malntain a cooperctive relationship with his or her fellow workers. This relctionship

1equires respect for each other and recognition that every employee is o valuable contributor to the overaill
success of our organization.

In orderto malntain a safe, well run organizotion, certoin conduct cannet be toleraied. Engoging In any of the
Tollowing actions ~ which are intended as examples - viclates the standards that Chwysler expects of its employ-
ees and is grounds for disciplinary action up 1o and Including discharge,

1. Providing lalse andfor misicoding informaiion 1o the enrporation. 19. Unsuthorixed distfibuiion of licrature execpt such diswribulion during nos-

working time in non.working arcos 02 prosecied by the National Lober

Failure 160 ring in your own time cord, ringing snoher empleyre’s tme card, o Relnjuns A,

permitiing anothef 1o g your hine card,

20. Posting, removing or in ony monecr dofacing notices or olher 5igns on bulletin

3, Uncreuscd abience o 1ardiness fiom plont vr work swijon, boands withont specific authorizntion of ymonsgement,

4. Lzaving your wotk siation, office or plont during working houts without permission @

N Unauthorized nse, possession, or removal of, of sceess to, corporoion records
o fziling o yoium 16 work afier luach or reliel withoul permission.

of sy typs or form.

5. Failure 16 exert normal effor on the job, wasting time. bohering. tosfing or slceping 22. Enpaging in, puricipating in, olding or spproving oonduct constituting or -
on he job, appearing 10 tonstitute 8 conflict with the interesis of the compurlion,

8. Failure or.refieal 1o follow the instrucvions of supervision. 23, Al or sitemptes theil, fraud, or misappropriaiion of propeny. including the

7. Lending. instigeting. supporing or toking PO in wny strike, work sioppoge. or

picketing in vickaiien of the collective bargaining ngrecment, orin any siowdown

piding or abeung of the same,

28, Gombling. conducting goines of ehance, of possessing Eomnbling equipnisiion
or other improper inlerferency with OF resttiction of operanons, corpbration promiscs.
8. Horossing sny person, wheither of nota Chiysier crmployee, based on thot person's 25, Dringing frcurms. knives of other wedpons on 1o eompany proprriy or
sex, race: religion, sge, handicap, nutiona) origin. scxual oricniation, of possessing Ihe $3inc oh soMRuRy propurty,
membership in bnother protecied class. .
A 26, Fuilure or refusol 1o show proper identificarion vpon emtering » Tacility or when
9. Production of cxcesslve serep or inferior work. Tequesied 1 o w.
10, Nrglipent of delibernie domape or destiuetion of propesty owned or held by the 27. Permining impropes use of your badge. ieniificalion card, or other corpornlion
SOTPOFANON OF a0y vinployLe, Of the Bbuse o7 Misuse of unduthorized use of oy passes, papers, ur propenies which may be entrusied 1o you,
such propenty.
2B. Failure or refusgl to peanit inspection of itcms such os tockers, vebicles,
11, hminoral or indecent conducy, packages. Junch boxes or hond bags when requesied 10 U 50.
12, Usc. pussession, disiribution, sole or offering for sule, orbelng under e influence 29. Falure to Toliow sofeiy procedurcy, of 10 wear of usc 84 insirortcsd requited
of aleoht! o7 dnups (other than use o1 pesacasion ef narcutics in medicings sufcty of health prosecyve oquipment.
prescribed by the canployee’s physician), o corpomiion propeny, of while
Operoting B corperalion pwned motwr vehicly, of while engaged in corporate 30, Foilure or refosal 10 werk overiime a3 ingrucred by supervision.
buginess. -
31, Removing, oltering o1 moking inoperstive any equipsnent or device designed 1o
13, Unarcepible conduct due 10 sleohol oy drug sbmse (other than use or possession protect employens from injury ond/or Hincss,
of nareolics in medieines preacribed by the omployee's phyiician), or conduct . . . . L.
tha indicales 3 poreatiel for impsired or vasafe jeb pesfonmanee due to drugor 32. Condurting o cheek cashing strviee or pther business COICTPASE DT EALDRINE iD
sleoho! abuet, ony illega) scts sueh a3 “losn sharking™ while on corporate premises.
14, Threatening intimidpting, ing. k ing, reialisting, of uting busive 33, Unoutharized usc of, or sccesy Lo, Chrysler's compuier sysioms and gofiware.
lenguugc to bihers,
e 34, Foiling to ohserve the terms of dress codes cuablished by your work Jocation,
15. Fighiing, “horseploy® or other dizorderly, disrupiive or unruly conduet. '
{6, Creaing of contributing 10 nnsafe or unsanhiory ennditions,
t ¥ i IMPORTANT NOTICE:  The Corporniian, throvgh i Fuman Resovrces
17, Smoking or parking in waoviherdzed arcas, Deprrunen, seserves tie right 1o mpdify, rovoke, suspend or tesminsie the
Swungords of Conduct, 57 a0y portion thereof, ot bay Kme, of its sole discrryion.
18, Unnwihorized soliciistion. except auch solicitaion during non-working thme as is

prosecwed by the Natipna) Lubdor Reloions Act.

These Stondords of Conduci shal) not. ueder any cirepmsigacea, be deemed 1o be
part of ony employment conimet of agroement with ony csnployce.



ADMINISTRATIVE SERVICES AGREEMENT

anggen ‘
BLUE CRQSS AND BLUE SHIELD OF MICHIGAN
: and
THE CHRYSLER CORPORATION

This Agreement, effective as of January 1, 1993, is by and between the Chrysier
Corporation (Employer) whose sddress is 12000 Chrysler Drive, Highiand Park,
Michigan 48288, and Blue Cross and Blue Shield of Michigan {BCBSM), a Michigan

nonprofit Corporation, whose address is 600 Lafayette East, Detroit,
Michigan 48226.

WHEREAS, the Employer has established a Program, as defined below, making
available health care bensfits 1o eligible, on-roll Chrysler employees and retirees,
and their respective surviving spouses and dependents, and

WHEREAS, the Employer has requesied BCBSM 1o furnish administration services
in connection with operation of the Program znd 10 serve as the Conuol Plan, as
defined below, for the purpose of ensuring contermance 10 the Program and this

Agreement by the Blue Cross and/or Blue Shleld plans serving as Participating
Plans, as defined below, and

WHEREAS, it is the purpose of the Agreement 10 establish a relstionship whereby
BCESM shall undertake receiving and processing claims for benefits under the
Program, disbursing claim payments under the Program, and performing such
administrative duties as sert forth herein.

NOW, THEREFORE, in considerstion of the mutual promises and covenants
contained herein, it is hereby agreed as follows:

Article |. Definivons.
1. » administrative Manual® means the msnuslis) describing benefits, eligibility

criteria and verious other administrative undertakings selected or negotiated
by the Employer. )



b. A listing of all BCBSM subsidiaries, subcontraciors, vendors or agents
providing services specific 10 the Employer under this Agreement
where compenssation is in excess of two percent (2%) of the annual
administrative fee paid by the Employer.

c. A detesrminstion of financial accuracy in sccordance with Article VI of
this Agreement. This report shall be in a format mutually acceptable
to the Employer and BCESM &nd shall provide sufficient detail to
allow independent confirmation of the calculations.

3. Other Reporting.
BCBSM will continue 10 provide all other reponts and data that it presently
provides 10 Employer.

4. Disclosures 10 Enrollees.
The Employer will disclose 10 Enrollees all information as required by law,
including any disclosures required by MCLA 550.1211(3)(4).

Article 1X - D Analysi

1. Data Access.

BCBSM will cooperate fully in providing Employer, or Employer‘s agent and
auditor, access 1o data which may be required for purposes of analyzing
Employer’s health benefit costs and utilization subject to the provisions of
an executed Data Protection and Confidentiglity Agreement, the terms of
this Agreement and any requirements imposed by law. Data requests to
BCBSM will be made in writing and only after consultation with BCBSM
regarding data requirements. BCBSM will provide the requested data for a
time period(s) as mutually agreed.

Data requested may include, but not be limited to the following:

27



. 3. Claims Dsia - In response 10 a request submitted by Employer,
BCBSM will deliver, following each calendar quarter, a data
processing file containing all claims paid during the just-ended quarter
which meet such criteria as may be centained in the data request.

b. Supporting File and Documentgtion - in response to requests for
clasims and eligibility data, BCBEM will also provide Empioyer with
documentetion &nd supporting flles which may be needed 10
understand the values of any varlables contsined in the claims or
eligibility files. Documentation and supporting files will be specified
and costed. Such supporting information will include but not be
limited to data dictionaries, record layouts, and cost-to-charge files,
excluding provider contracts or contractually protected information.

Accuracy of Dats.

Required data files will be delivered at dates mutually agreed upon and will
be complete in terms of all data elements and all claims which meet data
request specifications. BCBSM will verity compleleness prior to delivering
data. Data accuracy standards for esch ad hoc report will be mutually
determined prior 10 the data being provided.

Reimbursement.

Employer will directly and separately from other amounts due under this
Agreement freimburse BCESM for its costs incurred in connection with
services provided Employer under this Article.

Protaction Agreements.

Prior 1o the releese of any data 10 a party other than Employer, a Dsta
Protection and Confidentiality Agreement, approved by BCBSM, will be

executed between Employer and any person or entity 10 which the data is t0
be reloased.

28



Anicle X)I - Records, Audit, and Confidentiality '

1.

Records Access and Audits.

BCBSM will make svailable for inspection by the Employer or the Emplovyer's
agent ar suditor, at any reasonable time during the term of the Agreement
any records directly bearing upon ciaim payments made under this
Agreement, excluding provider contracts and conuactually protected
information. This provision shall be subject to all provisions of this
Agreement regarding use of data and confidentislity and any provisions of
law. Audits will be conducted by an suditor accepiable to BCBSM and will
be subject 1o the auditor and the Employer executing BCBSM's Audit and
Indemnnification Agreement with BCBSM and any other Participating Plan
deemed necessary by BCBSM. Such Agresment will include provisions on
audit process and procedures, proprietary and confidential information,
costs, indemnification, and other audit matters. All costs related to the

audit will be paid by the Employer directly and separately from other
amounis due under this Agreemant.

Provider Audits.

Any agreement between the BCESM or a Participaling Plan and an Affiliaiad
Provider shall sllow the Employer to audit the records of the Affiliated
Provider that pertain to the Program.

Confldentislity of Records,

Except as the Employer may deemn appropriste for sudit purposes, the
Employer and Partcipating Plans will treat with confidentiality all informaton
provided to one another under the terms of this Agreement, including but
not limited 10 information relating to specific Enroliees, will use such
information only to administer this Agreement and/or analysis 10 mensge
costs and utilization hereunder, and will not release any information for any
other purpose, except as permitted by law. The Employer may, however,
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utilize information regarding overall claims experience for comparetive rate
quotstions. Further, the Employer, BCBSM and Participating Plans shall
comply with all federzal laws and regulations determined applicable regarding

sctess to, review of, and/or use of such information, including but not
limited to information relating to Enrollees.

Anic! - Litigati

In the event of any litigation, administrative proceedings of arbitration between
Employer, BCBSM and/or a Participating Plan and 3 person or entity who is not a
party 10 this Agreement involving a dispute directly or indirectly arising under the

Program or this Agreement, the Employer and BCESM shall, and BCBSM shall
cause Participating Plans to:

(a) reserve the right 1o select and retsin counsel 10 prolect itg interesis
and, unless otherwise expressly provided in this Agreement, be liable
for the payment of its own legal tees, disbursements and court COs1s;

{b) promptly notify the other after learning of such litigation,
administrative proceeding or arbitration;

(c} cooperate fully by providing the other with all relevant information
and documents within their control; and

(d) ressonably assist the other in the defense of such litigation,
administrative proceeding or arbitration.

if BCBSM, or a Panticipating Plan, is- the sole named defendant, it shall have
disc'r'etion 10 defend, settle, compromise of otherwise resolve ("Resclve™) such
matter in a manner which BCBSM or the Participating Plan determines to be
consistent with the terms of the Program and this Agreement, but only after
consultation with the Employer. If the Employer, ECBSM and/or a Participating
Plan are co-defendents, they will cooperate Tully with each other 10 Resolve such
mater consistent with the terms of the Program and this Agreement If the
preceding sentence applies, the Employer shall have the right to select and retain
lead counsel with respect 10 the defense, settlement, compromise or other
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8. Consent or Approval.

Whenever the Employer's or BCESM's consent, approval or agreement is
required pursuant to this Agreement, it is sgreed that such consent,
approval or agreement shall not be unreasonably withheld.

9. Scope and Effect.

This Agreement, and any attachments hereto, constitute the entire
agreement between the parties with respect 10 the subject maner hereef,
and supersedes all prior sgreements and representations, whether oral or
written, with respect to the subject matter and shall be binding upon the
parties, their successors and assigns.

10. Amandment.

This Agreement may be amended from time to time 8s mutually agreed by
the panies. To-be effective, any emendments to this Agreement must be
written and signed by the authorized designeted representatives of each
party.

. BLUE CROSS AND BLUE
SHIELD OF MICHIGAN CHRYSLER CORPORATION

By:lﬁm Iy fe-v/% By: »8 fxw%'///w
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Agreement. If Company desires to change the monthly premium payments, Company will inform
Chrysler in writing of the desired new monthly premium at least one hundred eighty (180) days (or
such later date as mutually agreed in writing between the Company and Chrysler) in advance of
said anniversary date. Chrysler will notify Company in writing, prior to said anniversary date, of
the acceptability or unacceptzbility of the premium increase. If Chrysler fails to notify Company
prior to said enniversary, the requested premium increase will become effective in the first month
following said anniversary. If Chrysler notifies Company of the unacceprability of the premium
increase, the Parties will work together to establish a mutvally acceptable monthly premium. 1f the
Parties are subsequently unable 1o agree upon an acceptable monthly preminm, then
notwithstanding Section 2.3 of this Agreement, either party will have the right to terminate this
Agreement effective as of the first day of the month following the anniversary date upen 15 days
advance written notice of termination. In such case, for the one month period after the anniversary
dete and prior to termination, the monthly premium will remain at the level in effect prior 1o said
anniversary date. If, on the other hand, neither party terminates this Agreement within such one

month period, the requested premium increase will become effcctive retroactive to the first month
following said anniversary date.

Section 5.2 Np Other Peyments. The payments described in Section 5.1 above
will be the only responsibility that Chrysler will have with respect to paying for the Program.
Chrysler will have no responsibility to pay any other person or entity including, but not limited to,

Enrollees, Affiliated Providers and Nonaffiliated Providers, for services rendered pursuant to the
Program.

Section 5.3 Determination of Eligibility. Chrysler will furnish Company with the
name, birth date, Social Security number, gender and address of each Enrollee as well as certain
other identifying information as may be requested by the Company. Chrysler will furnish
Company with Enrollee updates on a2 monthly basis as necessary. Company agrees to accept each
Enrollee, and Chrysler will have the sole power and authority to remove Enrollees from the
Program. Company shal] treat such information as confidential.

ARTICLE VI
PERFORMANCE EXPECTATIONS

Section 6.1 Performance Expectations. Company agrees that it will meet the
performance expectations set forth in Appendix E to this Agreement.

Section 6.2 Audit of Records. Subject to Section 7.2 herein, the Parties expressly
agree that Chrysler will have the zbsclute right o engage the services of any person or entity to
audit any aspect of Company's performance with respect 10 this Agreement. Company will make
available for andit by Chrysler or any auditor designated by Chrysler its files, books and records
pertaining to the Plan or the Progrem and the services provided to Chrysler hereunder, including
without limitation documents relating to credentialing, utilization review and quality assurance.

Said inspection will occur during normal business hours after Company has reccived reasonable
notice from Chrysler or the auditing entity,

ARTICLE VI
PLAN RECORDS AND CONFIDENTIALITY
Section 7.1 Plan Records. Any data provided to Company by Chrysler will remain

the property of Chrysler. Company will maintain or cause to be maintained adequate records
relating to the Coverage(s) it provides under the terms of this Agreement. Company will maintain
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its records relating to these Coverage(s) for the greater of six (6) years or the period of time
required by law. Subject to Section 7.2 herein, such records will remain confidential. However,
Chrysler or its designated agents will have, npon request and after reasonable notice, the right to
inspect any relevant books, records, reports, documents, writings or other data prepared and
maintained in connection with the Program. Company will take all necessary measures to ensure
that Chrysler also will be permitted, upon request and after reasonable notice, to inspect the
medical records of Enrollees to the extent reasonably necessary in connection with werkers'
compensation and occupational safety Jaws, or any other laws affecting the safety of Chrysler's
workplace or any potential liability with respect to its workforce.

- Section 7.2 Confidentiality. Except as preempted by ERISA, Company and
Chrysler will comply with all applicable laws and regulations regarding the privacy and
confidentiality of the health and medical records of Enrollees. Company will not be required to
unlawfully disclose the medical records of any Enrollee to the extent it has such records; provided,
however, Company shall make such medical records available to Affiliated Providers,
Nonaffiliated Providers or Chrysler as needed to fulfill their legal or contractual duties. Company
agrees that neither it, nor any of its cmployees, Affiliated Providers or agents, will make any other
disclosure to any person or entity outside the Company of information identifiable to any Enrollee
beyond those disclosures necessary for administration purposes or to the Enrollee, attending
physician, clinic, group of physicians, hospital, or other provider or payor unless an authorization
to release such information is signed by the Enrollee or legal guardian, or pursuant to statute or
court order for the protection and discovery of evidence.

Section 7.3 Proprietary Information. Company agrees that information regarding
any financial arangements of Chrysler is proprietary information that will not be disclosed to

anyone who is not employed by Chrysler and directly involved in the performance of this
Agreement, without Chrysler's prior written authorization.

ARTICLE VIl
INDEMNIFICATION

Company will hold harmless and indemnify Chrysler, the Plan(s), and any of their
respective officers, directors or employees from and against any claims, losses, damages,
liabilities, costs, expenses (including attorney fees and related costs), or obligations ansing out of
or resulting from (2) the breach of any of its duties and responsibilities set forth in this Agreement,
(b) the breach of its fiduciary dutics and responsibilities under ERISA, or (c) the negligence,
willfu] misconduct or fraud or criminal misconduct of Company or any of its officers or employees
in the performance of services rendered in connection with the Program or this Agreement.

ARTICLE IX
INSURANCE

Section 9.1 Insurance for Company, Company will procure and maintain a policy
of general liability insurance, including broad form contractual coverage, in an amount not less
than $1,000,000 per occurrence, with Chrysler and the Plan(s) as named additional insureds.

Company will provide Chrysler with evidence of such coverage upon request and agrees to
provide prompt notice to Chrysler of the loss of such coverage.

Section 9.2 Insurance ffili oviders. Company also will require by
contract that each Affiliated Provider procure and maintain a policy of professional Liability

insurance against any claim for damages arising by reason of personal injury to an Enrollee caused
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Office of the Director of Public Affairs

1301 K Swreet, Northwest, Suite 1200
Washingion, DC 20005 3307

October 29, 1999

Honorable Henry A. Waxman

United States House of Representatives
Committee on Government Reform
2157 Rayburn House Office Building
Washington, D.C. 20515

Dear Representative Waxman:

1 am responding on behalf of Mr. Gerstner to your October 18 letter requesting additional
information about IBM’s voluntary policies with respect to employee medical records.

As we stated in our June 25 letter, IBM’s interest in this important issue comes from our
role as an employer as well as a provider of information technology solutions and services. As an
employer, we address medical records confidentiality both during the process of arranging for

health insurance coverage, and during workplace encounters (€.g. workers> compensation and
wellness programs).

To supplement the information we originally provided, enclosed are (1) excerpts from
IBM’s policy on employee medical records, as that policy is posted on our internal Web site for
employees and (2) a sample of the language we would typically include in contractual
arrangements with third party companies who might manage certain health-related functions and
who would be expected to handle personally-identifiable employee information.

I can be reached directly at 202-515-5036 should you have additional questions.

Sincerely,

Harriet P. Pearson

HPP:tkl
Enclosures

cc: Mr. Gregory Waddell, IBM



Enclosure 1

A. IBM Guidelines For The Protection Of Employee Information

[These are corporate wide policies, applicable to all types of employee information; thereis a
supplement to this policy below, that deals specifically with medical records]

Introduction

As a global company, IBM's business processes increasingly go beyond the borders of one
country. This globalization demands not only the availability of communication and information

systems across the IBM group of companies (IBM), but also the worldwide processing and use of
Employee Information within IBM.

IBM remains committed to protecting the privacy and confidentiality of information about its
Employees. Establishing uniform practices for collecting, using, disclosing, storing, accessing,
transferring or otherwise processing Employee Information helps IBM use Employee Information
fairly and appropriately and disclose it only under appropriate circumstances.

The Guidelines set forth the fundamental practices for collecting, using, disclosing, storing,
accessing, transferring or otherwise processing Employee Information. The purpose of these

Guidelines is to provide an adequate level of protection for Employee Information on a worldwide
basis.

In these Guidelines 'Employee Information’ means information relating to an identified or
identifiable Employee which is processed electronically or as part of a manual file, and 'Employee’
means any current or former employee of an IBM company.

In the event of conflict, local law will prevail over these Guidelines. These Guidelines are not to
be construed as a contract, either express or implied.

1. General Processing Principles

The proper processing of Employee Information is an important part of the effective
management of IBM's business processes which use such information. IBM will:
process Employee Information fairly and lawfully;
process Employee Information in a manner which is not incompatible with the
purposes for which it is collected,
only process Employee Information which is relevant to and necessary for the
particular purposes; and
instruct third parties processing Employee Information on behalf of IBM, if any, to
implement appropriate measures to safeguard the Employee Information.

2. Processing of Sensitive Information



IBM recognizes that under the laws of some countries certain information about Employees,
such as information regarding racial or ethnic origin, political opinions or philosophical
beliefs, trade-union membership, and health or sex life, should be considered 'sensitive.'
Whenever possible, such sensitive information should be processed in aggregate or
anonymous form so that a particular individual is not identifiable. If this is not possible IBM
will only process the information:

in accordance with applicable Jocal law (and any designated safeguards provided

therein);,

with Employee consent; or

where necessary for the establishment, exercise or defense of legal claims.

3. Collection of Employee Information

The effective management of IBM's business processes requires IBM to collect information
about its Employees. When doing so, IBM will:
where appropriate, collect information directly from employees;
when collecting information from Employees, describe the categories of information
and the purposes for collection, unless obvious or collected in connection with an
internal investigation or audit; and
collect information from outside of IBM only when necessary.

4. Use of Employee Information Within IBM

Use of Employee Information is subject to the following requirements:
Employee Information will only be made available within IBM to other individuals
with a 'need to know' such information;
when making Employee Information available within IBM involves a transborder
data flow, the Employee Information will receive the Jevel of protection described in
these Guidelines in every country. The receiving IBM company will assume
responsibility for complying with these Guidelines with respect to such Employee
Information;
consideration should be given (balanced against the effort involved) to aggregating or

anonymizing Employee Information where there is no need to know individually
identifiable Employee Information.

5. Disclosure of Employee Information Outside IBM

IBM will only disclose Employee Information outside IBM where it is:
necessary to protect the vital interests of the Employee,;
with the consent of the Employee;
required or authorized by local law;
necessary for IBM's business purposes provided that they are not overridden by the
privacy interests of the Employee concerned,;
necessary to satisfy the legitimate requirements of a company or other entity which is
considering acquiring some of IBM's business operations.



6. Storage of Employee Information

When storing Employee Information, IBM will:
take every reasonable step to keep the Employee Information as accurate, complete
and up-to-date as is necessary for the purposes for which it is processed,
retain Employee Information no longer than necessary for the purposes for which the
information is processed, or as required or permitted by local law.

7. Security of Employee Information

Employee Information will be classified according to its sensitivity using the IBM security
classification system and will be handled according to the applicable IBM Corporate
Instructions. These include physical access control, logical access control, inter-enterprise

control, data transfer security, filing media security, tractability of access and auditability of
processing.

8. Access to Employee Information

An Employee, upon written request to IBM, will be entitled to have access to his or her
Employee Information, and to have such Employee Information corrected if inaccurate. This
does not apply to Employee Information which is investigative or evaluative in nature, or
which would disclose information about another Employee.

In the event of a dispute between IBM and an Employee regarding the accuracy of his/her

Employee Information, consideration will be given to the temporary blocking of that
information.

9. Compliance

IBM is committed to comply with these Guidelines and to provide Employees with effective
mechanisms to raise concerns regarding, and obtain appropriate redress for noncompliance
with, these Guidelines:
if any instance of noncompliance is discovered, the IBM company concerned must
modify its practices to comply with these Guidelines,
failure by an Employee to comply with these Guidelines may result in disciplinary
action;
Employees may use the IBM Open Door Program to obtain an impartial
investigation of disputes regarding compliance with these Guidelines;
compliance with these Guidelines is subject to IBM audits under applicable IBM
procedures.



B. Guidelines specifically for the handling of medical information:

Health Information Management

OBJECTIVE

To assure that health information obtained on individuals in the course of implementing GOHS
(acronym for IBM’s medical staff) Occupational Health Programs is handled confidentially and is

collected, used, disclosed, stored, accessed, and transferred in accordance with legal and IBM
requirements.

In this document, "GOHS staff" or "GOHS personnel" stands for medical staff (physician, nurse,
and support staff); "GOHS professional” stands for physician, nurse, oOr technician; and "health
information” stands for personal health or medical information on a specific individual.

In some locales outside the United States, health information pertaining to GOHS programs is
maintained by IBM personnel who are not part of GOHS (such as Human Resources personnel).
GOHS geographic managers must establish processes which assure that health information
maintained by non-GOHS personnel is handled according to the requirements below. When a
requirement must be fulfilled by a GOHS professional, the GOHS geographic managers must
establish processes to assure that appropriate professionals can fulfill the requirement.

This document does not pertain to health information that may be created as a result of any other
IBM program, such as health insurance benefits administration.

REQUIRED PROGRAM ELEMENTS

1. Country-specific laws may dictate how health information shall be managed. Each GOHS
unit, or non-GOHS personnel who maintain health information, must  be familiar with and
follow the legal requirements for health information management.

2. In addition, GOHS staff and non-GOHS personnel who maintain health information must
follow IBM's requirements unless the country-specific Jaws prohibit following any or all of the
Company requirements. The IBM requirements for managing employee information are found in
IBM Corporate Instruction, Human Resources 113, "Protection of Employee Information" and in
the IBM Guidelines for the Protection of Employee Information. The requirements below

supplement the IBM Guidelines for the Protection of Employee Information for health
information only.

a. Creation of Health Information

1 Written or electronic health information must be created when a GOHS professional
counsels, examines, or conducts a test (such as audiometry)
on an employee:



in the course of carrying out GOHS occupational health programs;

when an employee raises a concern about a potential work-related exposure, injury,
illness, or symptom,; and

when an employee presents with a personal injury or illness that may affect job
performance.

2. This health informiation shall be maintained by GOHS.
b. Confidential Storage of Health Information

1. Hard copy (paper) health records on individuals shall be maintained in secure cabinets
that are separate from cabinets containing other kinds of information (for example, industrial
hygiene and other human resources information). The cabinets shall be located in a room that is
locked when GOHS personnel are not present. The GOHS unit in which that room is located shall

also be locked when GOHS personnel are not present or when the room is not being observed by
GOHS personnel.

2 Health information maintained by non-GOHS personnel must also be kept in locked
cabinets and separate from any other information.

3. Both hard copy and electronic health information shall be accessible only by personnel
authorized by the GOHS health care professional in charge of a GOHS unit, or by personnel

authorized by the GOHS geography. manager for information maintained by non-GOHS
personnel.

4. Neither paper nor electronic health information that is in use shall be placed so that it
can be viewed by unauthorized individuals.

¢. Access to Health Information

1. Unless prohibited by law, each employee has a right to access his or her health
information. An employee shall make a written request for access or copies of the health
information. When an individual wants only to review his or her health information, this review
shall take place in the presence of a GOHS professional. (1)

2. If an employee requests that an addition be made to his or her health information, a
GOHS professional will, within a reasonable period of time or within a period of time required by
law, either:

make the addition, noting that it was requested by the employee; or
inform the individual of a refusal to do so and the reason for the refusal.

3. If the GOHS professional refuses to make an addition to the employee's record, the
employee is allowed to write a statement, 0 be placed in the health record, disputing the denial.
In any subsequent disclosure of the disputed information, this statement shall also be disclosed.




4. Employees must sign a written consent for access to their personal health information
or release of their health information in the following circumstances:

for an employee wanting a copy of his or her health information,
to honor a request from a properly identified health care professional;
for investigators looking into work-related claims, where required by law.

5. Unless prohibited by local law, employee health information may be disclosed by the
GOHS physician in charge, without written employee consent, under the following circumstances:

to assist in emergency treatment when the employee is unable to give consent;
when Company legal counsel requests health information related to legal issues
involving legitimate Company interests;

when there is a demonstrable, overriding need for information to protect public
health or safety;

when conducting human health research in accordance with IBM Corporate
Instruction, Human Resources 102, "Human Health Research";

when assisting law enforcement or public health authorities, as required by law; and
when IBM has been served with a subpoena or court order to which IBM is not
actively in the process of objecting.



Attachment 2

IBM expects that the reputable companies that we engage 10 administer health insurance-related
programs will keep personally-identifiable employee information secure and in accordance with

appropriate privacy practices. Below is a sample of a typical contractual provision we would
include in our agreements with such firms.

Sample clause: “[Third party] shall establish and maintain adequate safeguards to protect the
confidentiality of all medical records and names, addresses, telephone numbers, Social Security
numbers, dates of birth and all other personal information pertaining to Participants that [third
party] may be given or obtain as a result of performing services for [company] except as required
to perform services pursuant to this Agreement, or requested by applicable law.”

In addition we follow a policy of maintaining a separation between personally-identifiable
employee medical information gathered and managed by health care providers and insur§rs on the
one hand, and IBM human resources personnel on the other, such that the services provided by

such third parties would not result in employee personal information being shared with IBM
personnel without the employee’s consent.




Office of the Director of Public Affairs

1301 K Street, Northwest, Suite 1200
Washington, DC 20005 3307

June 25, 1999

Honorable Henry A. Waxman

United States House of Representatives
Committee on Government Reform
2157 Rayburn House Office Building
Washington, D.C. 20515

Dear Representative Waxman:

This letter responds to your June 3 inquiry to Mr. Gerstner requesting information about
IBM’s policies with respect to employee medical records.

IBM’s interest in this important issue comes from our role as an employer as well as a
provider of information technology solutions and services. As an employer, we address medical
records confidentiality both during the process of arranging for health insurance coverage, and

during workplace encounters (e.g., workers’ compensation and wellness programs). I trust that

the material enclosed, which was recently presented in testimony, addresses your questions about
our policies.

We are supportive of a federal legislative framework to address medical records privacy,
and look forward to continued work in this Congress to achieve that goal.

Sincerely
Harriet P. Pearson

Enclosures

cc: Mr. Gregory Waddell
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Thank you for the opportunity to present IBM’s views on medical records
confidentiality legislation. My name is Dr. Douglas Weir, and I am a physician
who trained in internal medicine at the Medical Center Hospital in Burlington.
For the past 15 years I have worked at the IBM facility in Essex Junction where 1
am currently the Program Manager of IBM Occupational Health Services.

We offer two perspectives on this very important issue: First, as the world’s
largest information technology company, and second, as an employer with over
150,000 employees in the United States, including over 7,000 in Vermont.

Technology and Medical Records Confidentiality

IBM's Global Healthcare Industry division is a leader in providing new solutions
for improving health care systems, patient responsiveness, and communications
within far flung health care operations. We work with our customers--hospitals,
providers, insurers, and others--to address their evolving needs and assist them in
integrating new technologies into their healthcare systems. 1 have attached

material in the Appendix to this Statement that provides more detail on our
experience in this industry.

As a technology company, we see every day the role that information technology
plays in improving the delivery of healthcare--and we believe that such technology

can also be used to protect the privacy and security of personally identifiable
information.

As a practicing physician, I can personally imagine a healthcare organization
being able to access patient charts and X-rays, attach a physician progress note 1o
an existing electronic chart via voice recognition software, and send that file
across town or across country to another doctor or hospital. Patients could sit at
home and view the doctor’s schedule to arrange an appointment, or ask a nurse
practitioner about a sick child through an Internet chat session. Even using a
computer link to determine eligibility and to electronically handle a co-pay while
the patient is seeing the doctor. Consumers could even use the Internet or other
computer network to buy exercise equipment, or create a diet and exercise plan
monitored by an online physician. Some of these are happening even now!

At the same time, technology offers many forms of security controls that can
appropriately manage access 1o protected health information--controls that were



not possible or cost-effective in a paper-based environment. Some
technology--like biometrics-- can authenticate or verify the identity of an
individual in a manner that is more foolproof than a set of questions that
(ironically) ask for additional personal information. Technology also enables the
“de-identification” of information, so that it no longer identifies a specific
individual. What that means, in the context of federal privacy legislation, is that it
can create information that does not constitute “protected health information” in a
manner that is viable for large volumes of healthcare records--something that was
not feasible with paper. Encryption and digital signatures are additional

components of the technology security portfolio that can be used to enhance the
security of health information.

The tools and capabilities I’ve mentioned here will only get better and more
sophisticated in the future, given the fast pace of technological advances. In other
words, technology can help to implement the goals of this legislation.

Yet this legislation is not directed at these technology solutions, because they are
largely addressed under the security standards of the 1996 Health Insurance
Portability and Accountability Act’s Administrative Simplification provisions,
which are now being implemented by Health and Human Services. Federal
medical records confidentiality legislation is directed, instead, at the policies by
which organizations will establish who has access to protected information and
what the right of individuals are with respect to the uses of the information.

We know as a healthcare information systems company that the only way our
customers will be able to take advantage of the capabilities of the Internet and
other technologies is if we can create a trusted environment where personal health
information is protected. It is to this end that we support the need for and the

intent of the legislation, to address this important and sensitive category of
information.

An Employer’s Perspective

We all know that most Americans and their families receive health care coverage
through their employer--whether that’s a private company or a government. 1BM
believes that employers play a very constructive role in today's U.S. health care

system and have helped bring about many of the most innovative developments in
health care delivery.



Employers regularly play three distinct roles relevant to the medical privacy
debate:

Providers of health benefits and payers of health claims. Self-insured firms

like IBM actively design, manage, and fund health benefits for their
employees.

Providers of emergency care when necessary, and

Stewards of a healthy and safe workplace to promote the well-being of their
employees. Employers are responsible for ensuring that a healthy and safe
workplace exists at their facilities, and they underpin the nation's worker
compensation system.

Employers’ role is an active and central one, resulting in many positive programs

that companies like IBM voluntarily undertake, such as health prevention and
wellness programs.

It follows, then, that employers' benefit plans generate and use much of the health
information that flows through the health care system today. In turn, we have a
keen interest in the privacy debate.

To be of benefit, privacy legislation should not tie the hands of employers so
severely that they lose the flexibility to perform these necessary functions.
Employers need to have access to sufficient information to manage their
workforce effectively and perform necessary research and analysis that requires
medical information. But clearly, employees need to have assurances that the
privacy of their medical records will be protected by their employers.



I1BM Privacy Policies and Practices

As an information technology company, 1BM has maintained a very high standard
with respect to ensuring the confidentiality of information entrusted to it. The
company's interest dates back to the 1960s when our privacy policies were
formalized due to our desire to respect our individual employees and a general
public apprehension about the effects of computers on privacy.

In the 1970s, we conducted a comprehensive review of specific internal guidelines

and began management training programs to support compliance with these
guidelines. :

In the 1980s, we revisited these privacy principles to test their viability given
technological and social changes that had occurred and to think through the new
challenges presented by these changes.

These are our privacy principles relative to employee personnel information.

Collect, use and retain only personal information that is required for business
or legal reasons.

Provide employees with a means of ensuring that their personal information in
IBM personnel records is correct.

Limit the internal availability of personal information about others to those
with a business need to know

Release personal information outside IBM only with employee approval,

except to verify employment or to satisfy legitimate purposes, such as
investigatory or legal needs.

In the 1990s, and with the explosive growth of the Internet and other networked
technologies, we updated our privacy policies by adopting a global online policy
for our websites--take a look at our website, at ibm.com. And with the taking
effect in October 1998 of the European Union Data Protection Directive, we are
again ensuring that our policies meet the requirements of this law.

But we have never lost sight of the fundamental principles, which underlie our
employee privacy policies.



These principles apply to all personal information but have particular meaning for
medical information which, we believe, deserves the greatest degree of protection.
Inside IBM, access to confidential medical records is limited to IBM medical staff
and department personnel under their immediate supervision. They will disclose
information from those records to others within IBM, but only:

to benefits plan administrators who may review information needed for
determining eligibility for benefits

to others with a need-to-know to evaluate medical recommendations, medical

restrictions and accommodations as they relate to the work environment and
ability to perform the job

to legal counsel when medical status or information is at issue or required.

All employees may obtain copies of their records from the IBM medical
department. Further, with few exceptions (where required by law or legal process,
or where necessary to protect the vital interests of the patient) we require our

medical staffs to obtain prior approval of the employee before either disclosing or
seeking confidential medical information.

Because we believe that empowered employees with knowledge of their rights is
our best assurance that these rules will be followed, we publish our principles and

guidelines and periodically remind the 2000+ IBM managers in the U.S. of their
responsibilities.

In addition to the information which is contained in our own internally generated
medical records, we recognize the need to protect employee medical information
associated with our benefits programs. IBM provides a wide array of benefits to
our employees, many of which involve treatment for medical conditions--our
company provides coverage for over half-million employees, dependents, and
retirees. Consistent with our emphasis on employee privacy, we have placed
restrictions on our benefits contract administrators on how this information can be
used and even what information they will pass on to us. For example, our plan
administrators receive only aggregate data derived from the medical records

available to the carriers which does not permit linkage of any individual employee
with a particular medical condition.

We have imposed these restrictions because we believed it was important to strike
the right balance between the needs of the business and the need to protect an



employee's privacy. The fact that we have been able to continue to provide our
employees a broad array of medical benefits at reasonable costs while operating
with these self-imposed restrictions is evidence, we believe, that maintaining high
standards of confidentiality need not compromise efficiency.



Federal Legislation Issues

IBM has for years supported federal medical record confidentiality legislation.
Personally identifiable medical information is sensitive and deserving of a federal
framework for the protection of its privacy and security. We commend Senator
Jeffords’ and Leahy’s interest and leadership on this issue, and hope to continue to
work with you and your staffs. We also hope that the new Congress will enact

such legislation, in time for the August 1999 deadline set by the Health Insurance
Portability and Accountability Act.

Such legislation should include the fundamental “fair information” principles

recognized in the privacy debate: notice, access/supplementation, security, and
enforcement.

Such legislation should also reflect the following:

Strong preemption. Legislation should establish a strong federal framework--we
cannot encourage development of a sophisticated health care delivery system
without national standards for information management.

Health Information Security. Privacy and security are closely related, but as
noted previously, security standards for health information have already been
enacted by Congress in 1996. Final implementing regulations from HHS are
expected this year. Federal privacy legislation should not “re-legislate” these
information security standards and therefore create uncertainty, delay
implementation and undermine the rulemaking process.

Flexibility. Federal legislation that sets out uniform standards and responsibilities
in this area should strive to create a flexible environment, that recognizes the need
for balance of interests. It should also encourage organizations to develop
innovative approaches in order to meet their compliance obligations. This
flexibility should help spur innovation and minimize costs.

Employer’s Appropriate Use. We also have a concern over judgments
employers must make regarding an employee's ability to perform a job or continue
to be eligible for paid or unpaid leave according to company policy. Uses of
medical information provided by employees to help us make such judgments is a
legitimate use, and should be accommodated in legislation (e.g., there should be
no blanket prohibition of the use of information for purposes unrelated to
treatment or payment). In fact, proper compliance with laws such as the



Americans with Disabilities Act and the Family and Medical Leave Act require

that employers make use of personally identifiable medical information in a
manner unrelated to treatment or payment

Technology Neutrality. While there is certainly a role for strong technology to
protect the security of health information, Jegislation should be written in
technology-neutral terms. This is to allow the flexible use of current technologies
while at the same time not discouraging the development of newer alternative

technologies in the future. Finally, privacy legislation should address all types of
medical records, regardless of the medium.

Once again, thank you for the opportunity to share IBM’s views on federal
medical records confidentiality legislation. As we have an opportunity to study

the legislation recently introduced, we will be very pleased to provide further input
or answer questions.
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IBM Global Healthcare Industry

As the industry's leading provider of e-business® solutions, IBM® offers a suite of
comprehensive, end-to-end technology solutions to the Healthcare Industry. In the current
healthcare marketplace, networking technology now points the way to new methods of improving
care systems, patient responsiveness, streamlining cost of operations and improving
communications within increasingly far-flung healthcare organizations. IBM's network-enabled
commerce, information sharing, management and information technology consulting combined
with innovative research offer tangible benefits to healthcare organizations and their constituents.

As healthcare organizations continue to broaden their operations, often including healthcare
providers, payers, pharmaceutical and other suppliers in the mix, the need for integrated, secure,

scalable networks is leading healthcare organizations towards some form of Internet-based
communications.

IBM offers complete solutions suitable for all network configurations: Intranets or internal
networks based on local area networks and some form of e-mail and other applications, often
built on the Lotus Notes® platform; Internet-based programs (Intranets) offering
communications and information through websites secured through firewalls and IBM network

servers designed for this use; and Extranets which connect Intranets of many organizations
through secure Internet channels.

"End-to-end" network computing solutions -- from the initial consulting project to
implementation and managed operations -- address the full spectrum of healthcare organizations'
evolving requirements and the need to migrate healthcare systems to new technologies. 1BM's 24
development laboratories worldwide work with customers on new technologies such as genomics
research to design pharmaceuticals, or continuous speech technology that enables physicians to

dictate reports into their computers while reading X-rays or doing a variety of tasks including
referrals and other administrative functions.

E-business is the foundation of IBM's network computing offerings providing a flexible, modular
approach from a basic foundation level to highly secure, advanced applications. For those
customers who want to create content and establish their presence on the Web, IBM offers
solutions including Lotus Notes and Domino™, HTML authoring and HTML templates, TCP/IP
and related networking services, web content hosting, e-commerce functions, business recovery
services, security, consulting services, and systems management. Our web site development and



content hosting services, provide healthcare organizations with a simple-to-operate, engaging set

of networked applications offering quality healthcare information and services, personalized to
each individual user.

Our Health Data Network provides the framework and solutions whereby payers, providers,
government and others share information. The architecture is open and can scale up to support
the needs of a growing networked organization. Health Data Network applications enable
healthcare organizations to consolidate and access information, automate business processes,
minimize redundant data re-entry and extend the useful lives of legacy systems.

Other IBM competitive-advantage healthcare business solutions include data mining to identify
marketing trends or ferret out fraudulent claims, etc.; call center technology to handle customer
service operations more efficiently at lower costs; mobile computing for enhanced
communications with doctors, home healthcare workers, and other healthcare professionals;

financial and human resources information systems; year 2000 consulting and software; systems
integration and much more.

Professional Service offerings focus on meeting customer requirements which have rapidly
increased in scope along with the need to create competitive advantage in a consumer-driven
healthcare market environment. Healthcare organizations are looking for sophisticated
assessments of Information Systems, HIPAA security readiness, business process evaluation and
analysis, reengineering expertise, systems integration, advice on best-of-breed application
selection, customization and implementation, ongoing support for such activities, end-user
training, and managed operations such as desktop support, data centers, transaction processing,
networks and other operational business processes.

Recognized as the industry's leading provider of electronic business solutions, IBM offers a suite
of comprehensive, "end-to-end" technology solutions. IBM's network-enabled e-commerce,
information sharing, management and information technology consulting combined with
innovative research offer tangible benefits to healthcare organizations and their constituents in
improved customer service, enhanced patient care and decreased operating costs.




