
UNITED sTa.i.Es 
MUCLEAR REGULATORY COMMISSION 

The Honorab8e Ban Gordon 
Ranking Member, Committee on Science 
Unrted States Mouse of Reprewntetives 
Washington, D.C. 265% 5 

b 2 a ~  Congressman Gordon- 

i am writing in respnse to your letter dated October 27,2006, wheresn you requested 
rnformatran on the &D S Nuclear Regula*~ Commrsaonus ((NRCks) handling of sensitive 
unclass~fred infoemaeaon f~~lBowrng the events d September 11,  2001, Specif~calty, you inquired 
about the avaniabal~ty of senselava unclassified informaf~on in the Local Public Document Rooms 
at public B~braraes near the Natronb scommercral nuclear power reactors in response to your 
letter, % directed the Executive Director far Operations to revlew your concerns and remand to 
me, The enclosed memorandum contains the results of that review, Respnses to your 
questions are also enclosed, 

Please contact me should you have any furlher questions. 

Sincerely, 

Enclosure: 
As stated 
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTOW, b @ 205SS-~bI 

November 21 , 2006 

MEMORANDUM TO: Dale E. Kiiein 

FROM: 

Chatman 

Luis A Reyes 
Executive 

SUBJECT: REVIEW OF NRCS HANDLING OF SENSITIVE UNCLASSIFIED 
INFORMAT ION FOLLOWING SEPTEMBER l "i; ,200'l 

In accordance with your dire~tibn, the NRC staff has reviewed the agency" handling d 
sensitive unclassified snfomation foEPowlng September 1 1, 200"& Speciiimlly, the  staff focused 
its review an the mncerns identlfid in Congressmn Bat3 Gordon's October 27,2006, letter to 
YOU The follow~ng IS e summary of the NRC% erevacw and adions taken on thes matter. 

The NRC has been aware since shortly after Septenaber 4 I that a I~m~ted amount OF sensitive 
~nBormation regarding commercta! nuclear power plants exrsts In a varrsty 0% publac and pnvafe 
collectrons, The rnforma~on that remains pbeblaciy ava~!able was consrdehed "moemsensabvem pr101 
to September 1 ia and, in aceordance wrth our strategic goal of opennm, was released to the 
public Today, in hght of the need for nncreased vrg~lanco, tho NRC designates some of this 
anformation as ""sensntrva unciassafred non-safeguards informa"rra;snn (SgSUNSl) and, therefore, 
w~%g%holds ~f from the public, It should be noted that in%'ormad~on directly related to the  S W B S I ~ ~  
programs and protmmam for nuclear power plants is descgnated as Safeguards Onformat~on, rs 
ccnts"olled sarnilas b Classifid Anformat~on, and is not among the records at publnc labaanes or 
elsewhere in the publrc arena, 

The NRC acknowledges that a limited quantity of documents currently withrn the former" Local 
Public Document Room (LPDR) mliect~ons meets the revised withholding criterra for SUNS1 
information. However, the NRG beiiaeves that the amount d such nformatfon rs srnali and that 
its utility is minimal given the that &Re level 081 sensstway is bedow that of chssified or 
safeguards information and because sf its age and post-September 11 smunty enhancenaents 

Prior to the development and smplemsntation of the Agencpade Documents Access 
and Management System (ADAMSB, the NRC mrwta~ned (funded and paw~ded dauments) 
licenssng and regulatory dmument collections nn more than 80 "Local Public Document Rooms" 
(LPDWsJ in local libwrrss (who volunteered, and were paid, to house and maintain tne 
document collection$) sw the vicinity of power reactors and some rnateraals Iacersees, When the 
NWC nmplamentd ADAMS h 4999, the Comm~ssron decided lo discontinue funding the LPDW 
program beyond FY 1999. See 64 Fed Reg, 48942 (Sepernber 9, 1999) In end~ng the LPDR 
program, the NRC offered each of the L PDR libraries the opportkanrty lo keep their LPDR 
document col8ectisns. Most of the librarres accepted the NRCk offer to transfer swneashrp of 
the collsc9-rons and those B~branss now own and control the collechlons of pre-ADAM3 
documents. 64 Fed, Reg.. 48942-44, 



and physical modifrcat~ons to NRC-regulated iacalitras, Therefore, the  NRC decsded n d  to 
attempt to retnsve or aestrfct access $0 the previously released ~nfornratron and rwstead focused 
our  efforts on more recent and rslevaast gaublrc information avarlable rn our electronic record- 
keeping systems, In the past, the NRC dscdtned to accept she eslleciisns horn former LPDRs 
that wished to return them. However, the NRC has changed ats pos~bon on this matter artd In a 
July 12,2006 letter to the former LPDRs, we ~ndrcated that should a former LPDR, that is not 
part of the Federal De~ssitory Libray Programa%, request to return rfasts cellecfiion to the NRC, we 
will accept the collection, On the same day, the NRC sen4 a ssrn~lar letter b former LPDRs that 
are pat4 of the Federal Depository Lnbrary Program inskruchrrg them to follow U.S Government 
Pnnhmg 8ff1ce policies ff they des~rsa to dispose of $hear collec"rlcans 

Foliowing the September 4 1,2004, teraesrsk attacks, the NRC took prompt ectlon to enhance 
"sh control of anforrnat~sn that pdsntially could be used by an adversary The NRC immediately 
advised nuclear Bacilntass to review the~r anformation colbsctions (e.g-, web sates) to decide if 
informat~on delermened to be securaw~relatsd in the wake of September l l  1, 200L not prevnsusly 
considered senssti~e~ was p~$Iic/y available, The NRC conducted a semrlar asvnew of our web 
site and publrc record-keeping systems This resulted in the MRG and our B I C ~ ~ S B B S  removing 
some information preGously publicly avaolabls, Subsequently, the NRC assued guidance to our 
stefl atd dlacensees on how to recognize sensitive information as well as methods to protect 
s u c h  rnfsrrnation from being used by an adversary. The NRC continues to review documents 
to ensure that lnforrnation which could be of intersst to terrorists is not conts~ned In the 
documents we paace on our web site or sn our publaciy accessible record-keepmg systems, while 
striving to prwode the pubk with appropriate mmafenae" on our 0reguiaBc.st-y actkvities and polictes- 

The staff 1s aware that the Oflice of h e  !ns~ector General (88G) has bean revaewing the NRCs 
handhng of SUNS1 information foblowng September 1 22001 . Howeverl ~t IS our understanding 
that the rewew es not complete at this time. Upon recetpt d 61Gk report on t h ~ s  matter, the  
MRC will review any r~ommsndat~ons and make appropriate actions 

Responses to the specrhc questions raised in the Gongressmank lte4ler are provided as an 
enclosure to this memorandum. 

ec: Commissroner ~dcGaffIgan 
Commissioner Merrsf~sld 
Commes~ower Jaczko 
Csmmissiowar Lyons 
SECY 
8BC 
OGA 
01s 



Question I: Was there a dacos~on made by the [U,S, Nuclear Regulatory Cammission] NRC 

not to remove information from the  local public document rooms, and, if so, who -- 
made What decssron and why? 

Answer: 

Fal%ovaiarg the Sepaewsbsr 2001 tersorast attacks, the MRC took promp"lction to enhance the 

con$ro/ of infotmatton that could potantaaliy be used by an adversary, The onformalion that 

remains pedblidy available in Local Public D~at.mmb Rooms QLPDRs) was considered 

"nsnsensitks" by byhe NRC pnar to September 9 "Ban was released to the  pubhc In light of the 

need for increased vlgllance, the NRC would now designate some of Bhos ~n$srrnation as 

"sens~tbe unclassified nonsafsguards information {SUNSi]s'u 

The NRC understood that, upon establtsheng our  criteria for desrgnating rnformatlon as %UhiSlii 

i~rnsted quantities of ~nfoi-mhrcan now considered sensitive would rsrnaln in the publac raalrn. On 

April 4,2002, the NRC staff informed the Cornmassoon, an COMSECY-02-0015 (at p 29, that 

""because NRC does not control archival collections external to the agency, documents may 

continus to be made publicaliy awllabis through &her (See attached copy 01 

COMSECY-02-0015 dated Apnl4,2002, and associated S R M  dated May 28,2002 ) Tho NRC 

dstermrnd thatthe usefulness of the information that remained publicly available was rnen~rnaii 

given rta age and subsequent ~rnprovements av seeur~ty programs and measures. In addition, 

the anteapatad cost and eltectsveness of efforts to retoeve this small amount of anformatasn d ~ d  

not support an NRG decision to pursue that course of adion. 

Enclosure 

Z I 9CX3Z-LZ-RON 



Question 2: What is the current NRG: policy regardong t h e  removal or esntrd of access to 

sensitive documents from the NRC" local ~ubl ie document rooms? 

Answer: 

Cuffently, the MRC3 poorley is not to remove or rastrict access to potentially sensgtrve 

documents in the former LPDRs. S~nce September 1 I, ihe NRC has iequred, and I~censsss 

have Imprementea, sgabstant~al secesr~ty enhancements9 inciud~ng physical modif~eataons to 

cornrnsbcial nuclear powerr plants. Information directiy related to these sscursty programs and 

the protectaon for nbclear power plants is deagnatd as Safeguards Information AS controlled 

similar to Gbass~fred ~nlorrnatton, and as not among the records at publb iibrarles or efoewhere tipa 

the plblac arena. The NWC has determrned that the usefulness of the Iirnlted qraantltres of 

sensitive information ava~bable in the BPDRs 1s mswirnal gwsn the fact that, the kvel d sensitivity 

IS below thatof CBassrfaed or Safeguards Infarrnat~on and because of its age and subsequent 

amprovements in s&unty programs and measures. We continue to work with 61~~19~889 %O 

ensure that the most recent m d  relevant anformtian related to the security of nuclear power 

piants is protected. 



Ques~~on 3: Has the NAC ever removed documents from its local public document rooms 

due to security concerns since September u$, 20614 Please prownde specific 

details of any instances of removal that may have occurred ansd why the NRC 

beireved th~s  was necessaw 

Answer: 

Other than me ~solated ~nc~deglt detailed below, the MRC has not removed, and has no plans to 

remove on our own sn~t~abve, the coilectsons maintained a$ any sf the former LPDRs The 

LPDW program was discontinued in September 1999 and ownership of the docunaenl 

col8ections transferred to the mdmwdual larbraaies. Fo~Iow~ng the transfer of the e~idection of MRC 

documents rna~nlarned at the  Greenfield Casrmmun~b College library in Greenfield, 

ldassachusetts, which were maowtamed far the dscammnss~ewed Yankee Rowe Nuclear Plant* 

the NRC regional offices pedorrned a survey of the  rernalnrng LPD63s throughout "he nation to 

ascertain the status oi their collsasons Bur~ng that suwsy, a regional staff member removed 

the COAIECB~O~ of doc~menfs maintarnsd at the Pottstown Publ~ac: Library near the  Limerick 

Garrerating Sbtaon sn Pennsyivan~a, The NRC promptly rehur-ned the coBIection to the Babray 

because sts removal was not in accordance w&th NRC policy and would restraot publ~o access to 

legiternate nensensitavs Informa"nion. 



Questron 4: Does the NWC have any plans in place to remove sensitwe documents removed 

from ADAM3 from the local public document aoorns~ Please explain how the 

NRC intends to aecomplish this and the scope of do~umenta the NRC beiteves 

should be removed - d any 

Answer: 

Currently, the NRC has no plans to remove any documents from the former LPDRs on our own 

rarr~tlaOve- However, on July 12,2l306, me NRG" Deputy Ghief Infsrmtaoes Officer sent letters to 

the former LPBRs explain~ng that 11 any former LPDR no longer washed to malntarn ~ t s  

colieetcm, the NRC would accept an offer to retaram the col$ectlb;inl provided the former LPDR IS 

not pafl of the Federal Depository Library Program, Sbrould a former LPDR choose to return its 

coliection, the NRC wrii assrst in rnakrng arrangements to properly d~spose sf the co8ledion. 

For former LPDRs that are part of the Federal Depositow Ubtary Program, the MRC recognizes 

that the dasposal of documents at these Itbrar~es must be in accordance witkg the U,S. 

Government Printing Office (GPO) In%ormat~on Dissemination Poiicy Statement 72, Wdhdrawai 

of Federal Onformatron Products from Bnform-iation Dissem~nation Coi~ectuon and Dssleabution 

Programs." Therefore, if a Federal Depssatov Library no longer wishes $0 rnarntaan its 

ccalledion, the library would need to dispose of %Re rnatsrlsis foklowlwg GPO procedures for 

withdrawing material from the depg3sRory collect~on, as paescrrbed tn the  l n s t r ~ c ~ i ~ n s  tap 

Depssitoq Libranes 



Question 5: If the NRC does not pian to remove sensitive documents currently available nn 

local public document rooms, your evaluation of thew sensitivity! must have 

sh~fted srnce the asme when they were removed from AEIIAMS Please expIia:n 

how ahat reevaluat~ogl occurred and when. Prov~de any documentation 

necessary to undersfand this shift in wews. Please expaarn why the materials 

have n d  been returned to ADAMS ~h thfs has occurred- 

Answer: 

Snce September "i 1, the P4RC screens its do~umenfs prior to making them pubfscly available to 

ensure that sens~ttve information that could potenthlb aid terrorists or adversaries of the United 

States rs approprnately withheld. The NRC cond~nues fo w r k  d1I1genfly 80 balance its 

comm~tmenl of openness w ~ f h  the publac with the need to prevent relearns of sensative 

irifarrmation. 

After Sepembelp 7 "i ,$he NRC revised rts crnterria far balancrng its goal of releasing as much 

information as possabls w~th the need to &thho%d fnforrnabon that mightbe useful 10 Seironsts 

The NRC deve1-d criter~a f f ~ ~ t  resuited rn a rebatively mall amount of snformattean being 

withheld that was prsvaousBy released to the publac The NRC reeognazed that there would be 

larnotatlons on 11s absllty to remove some t$rfo&matBon deemed sensitive, using the rev~sed C f i t m i ,  

from the public realm after the informtron had been m the public domm for decades, The 

NRC dectded to implement tbe polncy change and focus its efforts and resources on keepnng 

out of the public domd~n recent, relevant and easily accessible ~nforrnatasn and ~nlorrnatiegn 

available in its electronac record-keeping systems Bn datesm~nnng this policy change, the NRC 



Question 5: (Continued) 

Answer: 

werghed ahe benefit of withholding information from public access versus its ability lo remove 

certain documents that had already been i;n the public domain for decades which were, fox a18 

practical purposes, out of NRC"s controd As stated previously, the NRC believes that the 

amount of such manformat~~n is small and that 14:s utality ns Iirnltsd by its age and 

post-September 11 security enhancemen& and physical rsrodif~cafions lo MRC-reguiated 

i'acillties. 



UNITED ST gia;;* 
NUCLEAR REGULATORY GOMMISSOON 

WAOkdlNG"%PaN, 0.C 2095MWi01 

Apri 1 4, 2002 

MEMOWNDUM TCI: Chairman Meserve 
mbsbner Wcus 

Commissioner Diaz 
Commissioner McGamgan 
Commisslsner Mernfie8d 

FROM. MIiam 0. Travers 
Executive Director for Oper 

SUBJECT: WnHHBLDING SENSITWE HOMEUND SECURITY 
INFORMAT10N FROM W E  PUBLIC 

This memomndknm responds to the Staff Requirements Memorandum - COMSECY-01-0830, 
dated January 25,2002, which rquested the SAM to revise the criteria for withholdbng 
information from the public and submit it fox Gammbsion appmval. 

Since the events of Septmber 44, the staff has redmmiwd existing poB~s;ses an the 
disssm~nat"a;in of information routinely provided to the public, Once the agency decided to 
shutdown its web ate in October of 2004, the stafi began forrnu9ating a process b r  the review sf 
Informetaon vevhus& made publ~cly avaiPaMa that may be ans~dered sensitive from the 
standpint of potential terrorist activity 

The staff developed proposed rnkerirn criterra for use an aciecidtw what informotbon should not be 
reBeaW to the pubPtc and sarbmnik$ed it to the Cmm/ssion on October 29, 2001 The 
Commiss~on subsequent8y provided genera6 comments and dis~ussion and m q u s t e d  the staff 
to submit rwked gu~dancs and aitetaa, which are contained in this memorandum. We believe 
%he attaaed gudana and criteria is com~stwt wtth Comm$ission direction 1g.g the SRM. 

We also believe that the guidance and cfieria contained i s \  this memorandum comport with the 
draft definition that the Ch%cs of Homeland Security has devabped fw Sensitive Homeland 
Security Informa~on (SHSij. We will ensure this information rernatns consistent with any final 
OHS definition. 

Attachment 1 

T i - .  8 ~ n n n  ~ 7 7  7n7 N~CidnCl 12468$18 d3;Lir El3 : $T 9BOZ-LZ-fVJt4 



The guldance and crleria have heen developed to assist the staff in making decisions on when 
to wmhsld certain documents fmm the prsbf~c, which indudes not posting them to the NRC web 
site or making them available in the A D M S  pubkt ilbna~ 

The guidance and cnterh propose a practical approach to screening documents with the intent 
of ensuring that the staff does not release information that can be mkusegd agaknst NNR- 
regulated activities and facilities. The criteria may be adjusted in the future b a d  on our 
experience gained in using them, To the extent unmdainties exist about whether a padacular 
document should be made publicly avaiiable, senior office manageme& will make the final 
decision. 

Infoi-matton will be withheld only if its release COUM provvda a dear and significant benefit to an 
adveraaq in a Gotential attack and the infomstim must be that which IS generafed by the NNRC, 
our licensew, or our codm&om. Information af a general nabre or of ma~inaF relevance wtll 
nd be M&held, 

In accordance w b  Cammission direction in the SRM guidance and aisna wilt be issued to the 
staff which contain the Bo1Bodng inskcgons on avanah!i& of dwumen&: 

a Bnfotmation that is currently widely available to the publ i~  via ADAMS as of the issuance 
date of this gusdasace should not be systematically reviewed against the cr~ter~a, 

* However, dmments theit were ob the NRC external web page, the public library of 
ADAMS, oar in the public dmumenhoom, but were w%hdrawn in response to 9/11 events, 
&%I be reviewed against the cnteria before being rekased again; and 

. ABI new documen& generated after the wsuancs dde of this memorandum will be 
reviewed against the criteria. 

Became documents in the PDR are widshy available through other S O U ~ ~ S  (GPO, NBSS, local 
Itbraries, etc 1, we do not ~ntsnd to have the PDR stoff review requests for archived documents. 
If the technical staff aenfiges individual dacumsnts that cmtain mnsktve nkrmat#on, the PDR 
staff will no longer make them avatlaMe. Thb may requrre removing a document in its entiretya 
s u ~ h  as an archived FSM that is stored an microfiche, even though only several pager;. are 
co;cdnst&reaed sensitive. L~eassws who submit more current updates to FSARs on CD-ROM can 
more eeasly separate sensitive material horn that whaeh 1s nan-sensitive :~A~8&bn@y;bQp-~p$$ 
wQd.m,s;wf$ ;arrhivql collections external to the agency. dawrnents may cantinue'td. be 

i t h 

mad& &%licly available thr04h ot&eisb~k%: - 



Any decision by the staff to withhold information will be guided by balanclng the costs and 
benefits of withhowing. If the outmme of balancing of the casts and benefits of Athkaolding the  
information is uncertain, the ~nformation wl& be released, 

StaW will consider pra.s~idiing alternate means for the release of re!evanG information an im-wporkant 
public subjects in a fashion that wouid not provide signWcant assistance lo a terrorist, i.e, by 
rsdactirrg details or rewriting important documents to eliminate serrsitive information 

The web sate will be rebuilt by applying the attached criteria to posted informstion, We are 
aware that external omankations have material on f b r  web sites &at may be consider& 
sensit!ve under the cnterie, When such ~ n f m & h  is brought ow attention, we have been 
contadlng the owners of these sites requesting that they vobuntarily remove such infomation. 
We w19 ant lnue  to sat~sfy our legal obl~gatiean~ to make certain Infomatiow publicly available, 

Records ~apfured by Freedom of Information Ad (FOk) rquesb are subject to specific laws 
ard statutes, We will continue to handle and process al FOB requests in the same manner as 
before, but will wparately identify documeds that fa11 within the attached criteria, In October, 
900% the Attorney General issued a mew policy indncating that the Wpadment of Justice. will 
defend a g m ~ y  decisions to withhold records that mst on a sound factual and legal footing. 

CedoEn categories 08 rmbrmation have been restored lo tire public dornatn because they 
attracted a large amount of p ~ b i ~ s  interest These include- peHwmanm ~ndicalow end 
inspection findings, OSRE f ndings that have k e n  corrected, the plant sfat~s repor? (rnlnus 
'reasons and comments" column), and specofic locations of licensed facilities, 

Program offices will be responsible for assigning -&in staff to ad as poants of contad for thta 
WemHatmn of GHSri, The staff mi;% be issued more specific ~uidanm and fralning materials 
concerning the Wenttfication, control* and protection of SHS'B. Pending the development of 
revised Manomment Directives and office-level guidance dowrnants, be staff wi!l continue to 
use "%ha a p p o a k s  set forth en &IS memorandum. 

The revrew process for SHSI w~;lI be ~ n ~ o ~ o r a i e d  into ensting p redums fat dmument 
management and controi that are similar to those elready existing for propfietay and other types 
d protedsd iniormatlon, 

Agency and office-levd procedures wtll contain a process for final disposition where differences 
of opinion exist among the staff regarding reiaaoe of information. 

We will work with Bicemss to enable them to rdonlify and mark b n r r  documents that meet the 
criteria for SHSI so that ahsir infomation can be appropriately controIBed and protected when 
received by NRC staff. The criteria will be shared with Agreement States for their infomation 
and appropriate use 



VJe recammend t k  Gommision approve the guidanm and criteria contained 6n 2h1s 
memoraMum, 'fie plan w issue ~niiormatisn contaiwd in this memwaMasm to the staff once 
Commission approval 1s received, Whm the final definitson for Ssnsltve Homeland Security 
Infomauon is issued by &he Office ot Homeland Security, our" gutdance and criteria may need to 
be revbed 

The majw prwram offices will work with 0ClO and &hers b integrak the identification and 
cofifmI of SHS% into the routine a&vXbs pdwmed by the agency. 

CRITERIA TTO BE USED WHEN DEGlPlNG WHETHER TQ WITHNDLD 
IMFORUATlOM FROM THE PUBLIC 

Infornat~on curmartly widely available to the PUSC via ADAM$ as sf the issuance date of 
this guadance should not be systemat~caliy feviewM against. these criteria. If a document 
is found to contain sensitjve idormation, it should be careful%y reviewed against these 
cribria while considedng the cast d its removal from the public domain 

e Hwevea, documents that were on the NRC external web page, "be public library of 
ADAMS, or in the public dmment room, but were withdrawn h response to "Svents, 
should be reviewed winst these criteria before being releas& again* 

a Similarly, all new documents generakw aher the issuance date of this gu~dance should 
be reviewed against these criteria. 

The MRC staff shouM continue to withhold informatbn such as popbetawn privacy, safeguards 
or cimsified ~nformatbn wnsistent with estaMished guidance and promdurm, In addit~on, staff 
should limit public release of infamattan if it cantarns one or more elements from the follow~og 
criteria: 

1. Plant-spcifie information, generated by NRC, our 1166n5885, or our ~0ntr;actbrs~ that 
would dearly ard sn planning an assault on a facility* An example might be drowangs 
d s p d ~  W location of certain safety equipment &bhh piant buildings Exampies may 
indude padlons of Flinal Safety Analysis Reports (FSARs), Individual Plant Examination 
(IPQ material, end ather rnsk and facil~ty vulnseablity informatson 

2.. Physicai v~bnembr&itls~ or weake~ses cf nuclear facilities which wouBd clearly be useful 
to tex%pofists, such as sitespaifie security measures, access conlhds, or personnel 

3 Csnstr~dxon deta~ls of speafac facvlabes, such 8s wall thicknesses or ~ p e ~ i f i ~  barrier 
dmensalans, detarled daagrarns, schernatrcs, or cutaways of specific plant designs where 



such information would be of clear and signficanl benefit to e terrorist In a potentral 
attack. Where appropriate, general descriptions instead of exact numbers (1 6. 'several 
feet* several inches, layers of con6;refen) should be used br general public information, 

4. Informafison which clearly would be useful to defeat or breach key barriers at nuclear 
facilit~es 

5.. Information rn any t ype  of document $e,g plant status report, press release) that provides 
the current status or canfiguration of systems and equipment that could be used to 
deierrniwe facility vulnembi8i6es if used by an adversay. This not include genera8 
cmdiEons such as 3 00 percent power or shddown. 

cc; SECY 
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May 28,2002 

MEMOWNDUM TO: William D. Travers 
Executive Director for Operations 

Karen 0~ Cyr 
General Counsel 

FROM: 

SUBJECT: 

Annene L, VieHi-Cook, Secretary BRA by Andrew La Bates 
Acting Fort 

STAFF REQUIREMENTS - C 
W ITHHOLDiNG SENSITIVE HOMEMND SECURITY 
INFORMATION FROM THE PUBLIC 

The Cornmassion has approved the proposed crrteiesraa for withholdang cefiatfi sensitive homeland 
secunty information from Vne public, sub@& to the following mmments 

1. The staff should review our processes and procedures Bog. implementing Sect~cn 147 sf 
the Atomic Enerw A d  tar contmiling safeguards ~ni'ormatian to ensure that mfomation 
falling into this category is clearly defrned and then is carefully protected, OGC should 
work 10 refane and expand the exrstrng criteria to protect infarmatron under Secrion 147 
of the Atomic Energy Act as saleguakds lnfomaticn, 

2, After applying these cmterra to those documents withdrawn from the NRC external web 
page, the public library of ADAt4Ss and In the public document room (second bullet in 
COMSECY-02-00? 51, "aha staff should perfom a limited audit of t h e  publac library 01 
ADAMS to provtde reasombk assurance that anformtmn deemed sensetwe Is not 
publicly avaalable ~n ADAMS. The staff can perform this rewew by seZacting a few 
senset~ve words or phrases from those do~umenfs w~thheld ~lir searching the publlc 
library of ADAMS, 

3. The 8kdf will need to re-evduats this guadance and these criteria as %he Offce of 
Homeland Security contanues to further clafify the definition of "Sens~tive Homeland 
Security ~nforrnation." "T gguadance and these criteria should eentanue to be viewed as 
part of a v~ork-in- progress^ 

4. OGC should remain fully rr.svo8vsd an the process to prov~de insight and cons~stency 
regarding use of the phrases and termimiogy such as ""cHearly would'", "could be 
expected to"', ""coaald reaspnably be toreseen to muse s~gnsfscant harm"' and "clear and 
sagnifrcant" as these $ems bear on the release sf rnfomation, 

5 Upon the completion of item "Bbove, the staff should work with OUT Itcensees to explain 
how thns new homeland security ceiass~"hicatron drffew from the safeguards classi"iicatian 



mntdned within our regulations 

cc: Chairman Messwe 
Commissioner Dicus 
Gomm~ss~oner Dmz 
Cornrniss~oner McGeffrgan 
Commissronen. Menifisld 
m c  
CFO 
OCA 
OI G 
OPA 
PDR 




