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STATEMENT OF THE SECRETARY AND ACTING UNDER SECRETARY

We are pleased to present this report of the Fiscal Year 2006 activities of the Department
of Commerce’s Bureau of Industry and Security (BIS) in support of President Bush’s
security and economic agenda for the American people.

It is a privilege to lead BIS at this time of both unprecedented opportunity and of
important security challenges for the American people. BIS helps America capture the
opportunities and meet the challenges by ensuring an effective export control and treaty
compliance system and by promoting continued U.S. strategic technology leadership.

This year’s report explains how BIS supported secure trade. For example, BIS evaluated,
in an expeditious manner, 18,941 export license applications worth $36 billion. Many of
these licenses, in turn, made possible additional unlicensed exports, thereby paving the
way for billions of dollars in U.S. exports in a manner consistent with U.S. national
security needs.

Beyond our borders, BIS worked with America’s allies to enhance multilateral
cooperation on export controls. These efforts multiplied the security impact of our export
controls, helping create a level playing field for American exporters. BIS also helped
strengthen the global effectiveness of export controls by providing technical assistance to
countries that are improving their export control systems. In addition, BIS developed
initiatives toward key countries, such as China and India, which increased U.S. security
and facilitated American exports to these major markets. BIS’s efforts with respect to
China were capped by the publication of a draft China policy rule that, among other
features, introduced an innovative new Validated End-User Program to lift certain license
requirements from trusted customers in China. We expect to publish the final rule in the
first half of Fiscal Year 2007.

BIS also continued to meet its responsibilities for supporting treaty-based non-
proliferation efforts by overseeing and facilitating compliance by the U.S. businesses
community with the Chemical Weapons Convention (CWC). In the past year, BIS
hosted domestic inspections by international teams to verify U.S. companies’ compliance
with treaty obligations, and received and analyzed industry reports required by the CWC.

Crime must not be a competitive advantage, so BIS backed its policies with effective
enforcement. Through increased focus and support, BIS agents developed cases that led
to 34 criminal convictions with $3 million in criminal penalties and to a near doubling of
administrative penalties to 104 cases with $13.1 million in fines. These successful
enforcement actions include some $95,950 in administrative fines for violations of U.S.
anti-boycott law and regulations.

BIS also promoted American competitiveness through programs to strengthen the ability

of U.S. industry to meet vital national security requirements. BIS participated in the
interagency CFIUS process to evaluate the effects on national security of foreign
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investments in American companies, provided successful defense trade advocacy for U.S.
industry worth $4.4 billion, and assessed the impact of defense trade offsets on American
firms. Through the Defense Priorities and Allocations System, BIS continued its support
for U.S. and other Coalition forces in Iraq and Afghanistan.

The competitiveness that lies at the heart of America’s economic future relies on
America’s ability to attract the world’s best minds. At the same time, BIS is working to
ensure that American openness to global talent does not endanger American security. To
prevent sensitive information to fall into the hands of those who would do us harm, BIS
administers the “deemed export” regulations that regulate the transfer of sensitive
information to foreign nationals in the United States. To make sure that these controls
strike the right balance between security and openness in America’s dynamic labs, BIS
supported the launch of the Department’s Deemed Export Advisory Committee, a group
of distinguished Americans who will study the issue and make policy recommendations
at the end of Fiscal Year 2007.

In performing these functions, BIS is committed to engage in consultation with and
outreach to the exporting community. For example, BIS conducted unprecedented
outreach to exporters to explain and answer questions about the proposed new China
policy. The Deemed Export Advisory Committee was the direct result of literally
hundreds of comments BIS received from exporters and universities. Every year, BIS
conducts hundreds of private sector outreach activities, culminating in the annual Update
Conference, which in Fiscal Year 2006 attracted over 800 participants for a two-day
program.

Looking ahead to Fiscal Year 2007, the men and women of BIS are poised to continue
their efforts on behalf of the security and prosperity of the American people. We are
proud to lead and support them in their important work.

) Wav

Mark Foulon
Acting Under Secretary Secretary of Commerce
for Industry and Security
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Executive Summary

This report summarizes the activities of the Department
of Commerce’s Bureau of Industry and Security (BIS)
during Fiscal Year 2006, from October 1, 2005, through
September 30, 2006'.

Highlights of Fiscal Year 2006

Fiscal Year 2006 was a year of accomplishment for BIS
as it worked to advance U.S. national security, foreign
policy, and economic objectives by ensuring an effective
export control and treaty compliance system and promot-
ing continued U.S. strategic technology leadership. BIS
strengthened and streamlined the U.S. dual-use export
control system, expanded participation in the global sys-
tem, and helped reduce illicit activity occurring outside
the system. BIS also worked with the private sector to
support the U.S. defense industrial and technological
base.

In Fiscal Year 2006, BIS continued to adapt its policies
on controls of exports and re-exports of U.S.-origin items
to geopolitical, security, technological, and market devel-
opments. The past year witnessed several innovations and
developments:

e BIS published for public comment a proposed rule to
clarify and refine U.S. policy on dual use export con-
trol policy toward China. The rule proposed a new au-
thorization for Validated End-Users; a military end-use
license requirement for certain items; and expanded
support documentation requirements, all in support of
U.S. policy intended to facilitate dual use exports for
civilian use while denying items that would support
China’s military modernization.

e During the 2006 Joint Commission on Commerce
and Trade, BIS and the Ministry of Commerce of the
People’s Republic of China (MOFCOM) established
a U.S.-China High Technology and Strategic Trade
Working Group. The objective of the Group is to
strengthen U.S.-Chinese civilian high technology and
other strategic trade cooperation and increase mutual
trust.

e BIS supported the establishment of the Secretary of
Commerce’s Deemed Export Advisory Committee
(DEAC), created to review and provide recommen-
dations to the Secretary of Commerce on releases of
technology and source code to foreign nationals in
U.S. universities, businesses, and research institutions
(“deemed exports”).

e BIS implemented a new policy to replace the outdated
composite theoretical performance (CTP) formula for
the export of high performance computers, replacing
millions of theoretical operations per second (MTOPS)
with a new formula called the Adjusted Peak Perfor-
mance (APP), measured in units of Weighted Tera-
FLOPS (WT).

e BIS implemented the United States’ rescission of
Libya’s designation as a State sponsor of terrorism. It
amended The Export Administration Regulations by
removing Libya from the list of terrorist supporting
countries and by making other conforming changes.

Exporters depend on timely and accurate processing of
their licenses to export controlled items, and BIS contin-
ued to streamline the system.

1 Inaccordance with past practice, this report has been prepared and is being submitted to Congress pursuant to the annual reporting requirement set forth in Section
14 of the Export Administration Act of 1979 as amended (EAA). It should be noted, however, that this annual reporting requirement, together with the rest of the EAA,
has expired, and that the President has continued the U.S. dual-use export control regime under the authority of the International Emergency Economic Powers Act. It
should be further noted that some of the information included in this report fulfills reporting requirements in statutes other than the EAA.
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Executive Summary

e In Fiscal Year 2006, BIS processed 18,941 export li-
cense applications worth approximately $36 billion.
This marked an increase of 13 percent over the 16,719
applications processed in Fiscal Year 2005 and repre-
sented the highest number of applications reviewed by
the Bureau in over a decade. BIS approved 15,982 li-

cense applications, returned 2,763 applications without

action, and denied 189 applications?, with an average
processing time of 33 days.

Fiscal Year 2006 was also a year of outstanding accom-
plishment in enforcing America’s dual-use export control
and antiboycott laws and regulations.

e BIS investigations resulted in the criminal conviction
of 34 individuals and businesses and over $3 million
in criminal fines for export and antiboycott violations,

as compared to 31 convictions and over $7.7 million in

criminal fines in Fiscal Year 2005.

e BIS investigations resulted in the completion of 104

administrative cases against individuals and businesses

and over $13 million in administrative penalties, as
compared to 74 cases and over $6.8 million in admin-
istrative penalties in Fiscal Year 2005. These penalties
include 9 cases and $95,950 for antiboycott violations,
as compared to 5 cases and $57,000 in Fiscal Year
2005.

In Fiscal Year 2006, BIS also continued its aggressive
outreach program of communication with industry and
other interested parties, both in support of rule-making
and to educate exporters on their responsibilities under
U.S. law.

e BIS reached more than 4,800 people through 52 do-
mestic export control outreach seminars conducted in
19 states. These seminars provided guidance to new

and experienced exporters regarding the EAR, changes

in export policy, and licensing procedures.

e BIS conducted specialized outreach efforts concerning
deemed export enforcement and other efforts focused
on assisting freight forwarders.

2

viii

e BIS conducted nine international export control out-
reach seminars in Germany and Austria which were
well-received in all locations.

Fiscal Year 2006 also saw continued achievement in
BIS’s defense industrial base and advocacy activities.

e [n cooperation with the Department of Defense, BIS
worked to support American and Coalition troops in
Iraq and Afghanistan by expediting the delivery of
special ballistic material to produce lightweight body
armor. In addition, in cooperation with the Department
of Homeland Security, BIS expedited the delivery of
equipment to support emergency preparedness and
critical infrastructure protection requirements.

e BIS successfully assisted U.S. companies in obtaining
contracts to supply foreign governments with defense
articles worth approximately $4.4 billion. These sales
help maintain the U.S. defense industrial and techno-
logical base and preserve employment in high-technol-
ogy industries.

e In 2006, BIS completed two industrial base assess-
ments the National Security Assessment of the U.S.
Cartridge and Propellant Actuated Device (CAD/PAD)
Industry, and the Defense Industrial Base Assessment
of the U.S. Imaging and Sensors Industry.

BIS, in coordination with the Department of Com-
merce’s International Trade Administration, reviewed
78 proposed foreign acquisitions submitted to the
Committee on Foreign Investment in the United States
to ensure that they did not threaten U.S. national secu-

rity.

In Fiscal Year 2006, BIS helped the United States
meet its treaty compliance responsibilities under the
Chemical Weapons Convention (CWC) by receiving
and verifying 774 declarations and reports from 599
plant sites. BIS also hosted ten on-site inspections of
U.S. facilities engaged in chemical-related activities.

Seven (7) of the 18,941 applications completed in Fiscal Year 2006 were later revoked or suspended.
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As an implementing agency for the Department of
State-funded interagency Export Control and Relat-
ed Border Security (EXBS) Program, BIS managed
or participated in 68 technical exchanges, export
control meetings, or conferences with 28 countries
during Fiscal Year 2006.

Finally, BIS continued its role in furthering U.S.
government interests in the four major multilateral
export control regimes — the Australia Group (chem-
ical and biological weapons), the Missile Technol-
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ogy Control Regime, the Nuclear Suppliers Group,

and the Wassenaar Arrangement (conventional arms

and related dual-use items).

Through these activities and more, as detailed in
this Annual Report, the men and women of the
Bureau of Industry and Security bolstered Ameri-
can security while supporting American economic
growth and innovation. These accomplishments
provide a solid foundation for BIS’s continued ef-
forts in Fiscal Year 2007.
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Chapter 1:
Export Control Policy and Regulations

Mission
The mission of the Bureau of Industry and Security (BIS)

is to advance U.S. national security, foreign policy, and
economic objectives by ensuring an effective export con-
trol and treaty compliance system and promoting contin-
ued U.S. strategic technology leadership. BIS principally
accomplishes this mission by maintaining and strength-
ening an adaptable and effective dual use export control
system.

Dual-use items subject to BIS’s regulatory jurisdiction
have primarily commercial uses, but also have military
and proliferation applications, or may be used in terrorist
activities. BIS has primary responsibility for implement-
ing U.S. export control policy on such dual-use com-
modities, software, and technology. To accomplish its
objectives, BIS promulgates clear, concise, and timely
changes to the Export Administration Regulations (EAR)
setting forth license requirements and licensing policy for
the export of dual-use items.

A central area of focus is implementation of export
controls agreed to in the four major multilateral export
control regimes — the Australia Group (chemical and
biological nonproliferation), the Missile Technology
Control Regime, the Nuclear Suppliers Group, and the
Wassenaar Arrangement (conventional arms and dual-use
goods and technologies).! Other BIS regulations support
U.S. foreign policy and national security interests, includ-
ing regulations that implement sanctions policies, execute
legislation specify licensing agency jurisdictional author-
ity for a given item, and clarify the rights and obligations
of U.S. exporters.

1. Please see Chapter 5 for additional information.

2. Please see Appendix B for more details.

Acting Under Secretary Mark Foulon addresses the inaugural meeting
of the Deemed Export Advisory Committee.

BIS consults closely with industry on the development

of regulatory policy through its six Technical Advisory
Committees (TACs). The TACs provide valuable input
regarding industry perspectives on trends in technology
and the practicality and likely impact of export controls.
In addition, BIS often publishes rules in proposed form to
provide the exporting community an opportunity to re-
view and comment on regulations before they take effect.

Accomplishments in
Fiscal Year 2006

In Fiscal Year 2006, BIS adapted its dual-use export con-
trol policies to important geopolitical, security, techno-
logical, and market developments.?
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Chapter 1: Export Control Policy and Regulations

Country-Specific Policies
China

China continues to be one of the largest foreign markets
for controlled items. In Fiscal Year 2006, nearly 10 per-
cent of all licenses were for end users in China. While
China is a party to several nonproliferation treaties, in-
cluding the Nuclear Non-Proliferation Treaty, the Chemi-
cal Weapons Convention, and the Biological Weapons
Convention and has joined the Nuclear Suppliers Group,
it is not a member of the Wassenaar Arrangement, the
Missile Technology Control Regime, or the Australia
Group. Exports to China are also controlled by a number
of statutory provisions.

In Fiscal Year 2006, BIS continued its successful efforts
to facilitate U.S.-China civilian high-technology trade,
consistent with U.S. security requirements. At the 2006
Joint Commission on Commerce and Trade (JCCT),

for example, BIS and the Ministry of Commerce of the
People’s Republic of China (MOFCOM) agreed to estab-
lish the U.S.-China High Technology and Strategic Trade
Working Group and held the Working Group’s inaugural
meeting. The objective of the group is to strengthen U.S.-
Chinese civilian high technology and other strategic trade
cooperation and increase mutual trust. It will provide an
important new mechanism for full implementation of

the End-Use Visit Understanding that was reached at the
2004 JCCT, further enhance bilateral cooperation, and
develop principles and methods to facilitate such trade.

In July 2006, BIS published a proposed rule that would
revise and clarify U.S. export control policy toward
China. These proposed changes are designed to facilitate
commercial, civilian trade with China while preventing
exports that would make a material contribution to Chi-
na’s military capabilities. To facilitate regular, ongoing
commercial trade with end-users in China that have an
established record of engaging in only civil end-use ac-
tivities and not contributing to the proliferation of weap-
ons of mass destruction, the proposed rule would create
a new authorization for validated end users in China that
would allow exports to specified end users without the
otherwise required license. Further, the proposed rule
would expand U.S. controls on exports of goods and

technologies that otherwise do not require an export li-
cense for China, when the exporter knows that the export
is destined for a military end use. This new military end-
use control would apply to a targeted list of 47 categories
of otherwise uncontrolled items.

India

During Fiscal Year 2006, BIS continued to lead the suc-
cessful U.S.—India High Technology Cooperation Group
(HTCG). In September 2006, a BIS delegation followed
up on the December 2005 HTCG by conducting seminars
for Indian industry on current and prospective opportu-
nities for U.S.—India high technology trade in Mumbiai,
Bangalore, New Delhi, and Hyderabad, India. The BIS
team explained the current United States trade policy and
highlighted the wide range of products available to most
end-users in India without a license. The HTCG is sched-
uled to meet in 2007 to continue its work in identifying
and eliminating tariff and non-tariff barriers to high tech-
nology trade between the United States and India.

Libya

BIS played a major role in the normalization of economic
relations between the United States and Libya. On August
31, 2006, BIS published an amendment to the Export
Administration Regulations (EAR) that reflected Libya’s
rescission from the list of designated state sponsors of
terrorism. This amendment removed all anti-terrorism
controls on Libya and made Libya eligible for a greater
number of license exceptions. As a result, U.S. industry is
able” to export a significant number of dual-use items to
Libya without BIS licenses, further stimulating bilateral
trade between the two countries. This action was the lat-
est step in a gradual improvement of relations between
the United States and Libya that began with Libya’s re-
nunciation of terrorism and abandonment of its weapons
of mass destruction programs in 2003.

Commodity-Specific Policies

Deemed Exports

In March 2005, BIS published an Advanced Notice of
Proposed Rulemaking (ANPR) seeking public comments
on recommendations to deemed export policy put forth
in the March 2004 Department of Commerce’s Office of

2 Bureau of Industry and Security Annual Report for Fiscal Year 2006
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Inspector General (OIG) report entitled “Deemed Export
Controls May Not Stop the Transfer of Sensitive Tech-
nology to Foreign Nationals in the U.S.” In response to
this ANPR, BIS received a record number of public com-
ments, over 300, from industry, academia, and non-profit
organizations.

Understanding the importance of the issues raised by the
OIG, BIS published a Federal Register Notice on May
22,2006 announcing the formation of a Federal advisory
committee, the Deemed Export Advisory Committee
(DEAC). The committee is tasked to evaluate current
deemed export policy and make recommendations to the
Secretary of Commerce. These recommendations are due
to the Secretary of Commerce by late 2007. The Secre-
tary selected twelve committee members from the ninety
submissions received from well-qualified applicants rep-
resenting a variety of industry sectors and spanning dif-
ferent academic and government disciplines.

In addition to the formation of the DEAC, on May 31,
2000, after careful review and consideration of public
comments, BIS published a withdrawal of the March
2005 ANPR. In this Federal Register Notice, BIS issued
clarification on the definition of ““use,” and retained the
licensing policy of recognizing a foreign national’s most
recent country of residence or citizenship for purposes of
deemed exports, declining to adopt the OIG’s country of
birth recommendation. The notice also provided guidance
and clarification on the regulatory requirements associ-
ated with fundamental research.

BIS also issued a new chapter to its Special Agents
Manual providing specific guidance on deemed export
enforcement issues, including specific procedures for
BIS’s new Deemed Export Compliance Review Pro-
gram, which conducts focused reviews of deemed ex-
port license holders to ensure compliance with license
conditions and uncover unauthorized technology re-
leases. The Deemed Export initiative was implemented
and personnel hired to develop improved methodolo-
gies targeting potential violations to result in inves-
tigative leads referred to Special Agents for further
investigation.

High Performance Computers

BIS and its multilateral Wassenaar Arrangement (Was-
senaar) regime partners maintain export controls on high
performance computers (HPCs) in recognition of the stra-
tegic and proliferation significance of HPCs, including
related software and technology. Such controls are ad-
justed from time to time to reflect advances in computer
technology and expanding worldwide availability, so that
controls on HPCs are effective and do not unnecessarily
impede legitimate computer exports.

In Fiscal Year 2004, the BIS launched an extensive effort
to replace the outdated composite theoretical performance

Deputy Secretary of Commerce Dr. David Sampson and co-chairs Dr.
Norman Augustine and Dr. Robert Gates conduct the inaugural meeting
of the Deemed Export Advisory Committee.

(CTP) formula, as measured in millions of theoretical
operations per second (MTOPS). This effort resulted in a
proposal during the Wassenaar 2005 list review to replace
CTP with a new formula called the Adjusted Peak Perfor-
mance (APP), measured in units of Weighted TeraFLOPS
(WT). At its December 2005 Plenary meeting, Wassenaar
agreed to adopt APP. Consequently, BIS published a rule
in the Federal Register on April 24, 2006, that imple-
mented the new HPC policy. This rule established the
new licensing threshold for HPC exports to Computer
Tier 3 countries, such as China and Russia, at 0.75 WT.
In addition, this rule renamed License Exception CTP

as License Exception APP to reflect the change to the
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new formula. This rule also made extensive conforming
changes to the EAR based on the new computer metric,
such as revising the parameters for eligibility of License
exception APP.

The April Federal Register rule change also moved Bul-
garia from Computer Tier 3 and placed it in Computer
Tier 1, effective June 3, 2006. Bulgaria is a member of
Wassenaar, the Australia Group, the Nuclear Suppliers
Group, and the North Atlantic Treaty Organization.

BIS End-Use Information

BIS worked during Fiscal Year 2006 to provide ex-
porters with additional information on specific end-
users to help ensure compliance with the EAR. On
June 5, 2006, BIS imposed comprehensive export
licensing requirements on Mayrow General Trading
and several related entities in the UAE. Mayrow has
acquired electronic components and devices capable
of being used to construct Improvised Explosive De-
vices (IEDs) that have been, and may continue to be,
employed in IEDs or other explosive devises used
against Coalition Forces in Iraq and Afghanistan.
Specifically, BIS requires a license for virtually any
export to Mayrow or related entities.

Additionally, BIS published updates to the Unveri-
fied List (UVL) that added seventeen entities. These
notices advised exporters that the involvement of

a listed person as a party to a proposed transaction
constitutes a “red flag”, requiring heightened scru-
tiny by the exporter before proceeding with such a
transaction.

Industry Input on Export Control Policy
and Regulations

BIS partners with U.S. industry to ensure that the
private sector’s views on export control policy issues
and regulations are fully considered in the regula-
tory process. Six Technical Advisory Committees
(TACs), covering information systems, materials,

materials processing equipment, regulations and pro-
cedures, sensors and instrumentation, and transporta-
tion and related equipment, advised BIS on export
control issues, including proposed revisions to multi-
lateral export control lists, licensing procedures that
affect export controls, and assessments of foreign
availability of controlled products. TAC industry
representatives are selected from firms producing a
broad range of goods, technologies, and software.
TACs meet on a quarterly basis.

Goals for Fiscal Year 2007

In Fiscal Year 2007, BIS will continue to update
policies and regulations to meet the needs of a rap-
idly changing world. BIS plans to publish a final rule
that will revise and clarify U.S. export control policy
toward China and work toward implementing the
proposed validated end-user program for China. BIS
will also continue its focus on issues related to re-
viewing the deemed exports rule, including support-
ing the work of the DEAC. The DEAC is expected
to issue its report to the Secretary in late 2007. BIS
will continue to work with India within the HTCG to
reduce barriers to high technology trade. In addition,
BIS will provide exporters with additional informa-
tion on specific end-users, including reviewing and
expanding the Entity List, to help ensure compliance
with the EAR.

Also in Fiscal Year 2007, BIS plans to develop and
implement a methodology to determine the effec-
tiveness of dual-use export controls by measuring
the impact that implementation of the EAR has on
U.S. national security and economic competitive-
ness. In addition, BIS expects to analyze export
data to determine the economic impact of proposed
changes to the Commerce Control List, better inform
licensing decisions (e.g., via cumulation effect anal-
ysis), facilitate exporter adherence to the EAR, and
identify trends with key trading partners to support
bilateral and multilateral policy decisions.

4 Bureau of Industry and Security Annual Report for Fiscal Year 2006
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Chapter 2: Export Licensing

Mission

A core part of the BIS mission, as mandated by Executive

Order 12981, is administering an effective U.S. export
control system by processing dual-use license applica-
tions in a consistent, accurate, and timely manner. BIS
works closely with the Departments of Defense, Energy,
and State, and the Central Intelligence Agency in per-
forming its export license processing and related func-
tions.

Accomplishments in
Fiscal Year 2006

Export License Processing

In Fiscal Year 2006, BIS processed 18,941 export li-
cense applications worth approximately $36 billion. This
marked an increase of 13 percent over the 16,719 appli-
cations processed in Fiscal Year 2005 and represented the
highest number of applications reviewed by the Bureau in
over a decade. BIS approved 15,982 license applications,
returned 2,763 applications without action, and denied
189 applications®. In Fiscal Year 2006, BIS continued to
ensure the timely review of all licenses applications with
an average processing time of 33 days.

In Fiscal Year 2006, the highest value of approvals

— $12 billion — was for the export of crude oil in return
for equivalent amounts of refined product. The highest
number of approvals under one commodity classification
was for thermal imaging and light intensifying cameras
(ECCN 6A003), with 2,664 approved applications for
exports and reexports worth $129 million. Approvals for
Germany, Japan, and the United Kingdom accounted for
44 percent of all ECCN 6A003 approvals.

_._._ = M. Padilla

Assistant Secretary for Export Administration Christopher Padilla.

The People’s Republic of China was the destination for
the largest number of approved licenses. BIS approved
1,538 licenses for exports to China, worth more than $2.4
billion; 29 percent of these were for so-called “deemed
exports” licenses to release controlled technology or
source code to Chinese nationals working in U.S. compa-
nies and universities. The average processing time for all
approved licenses to China was approximately 14 percent
less in Fiscal Year 2006 than in Fiscal Year 2005.

Cases Escalated for Dispute Resolution

Under Executive Order 12981, BIS’s Operating Com-
mittee — with membership from the Departments of
Commerce, Defense, Energy, and State — is tasked with
resolving license applications when there is disagree-
ment among the relevant U.S. Government agencies as

to the appropriate licensing action. In Fiscal Year 2006,
138 cases were escalated to the Operating Committee

for dispute resolution, a slight decrease from Fiscal Year
2005. Of these 138 cases, 14 were further escalated to the

3. Seven (7) of the 18,941 applications completed in Fiscal Year 2006 were later revoked or suspended.
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policy-level Advisory Committee on Export
Policy for resolution.

Deemed Exports

BIS processed 865 deemed export license
applications in Fiscal Year 2006, an increase
of 20 percent over Fiscal Year 2005. The in-
crease was due to several factors, including
targeted outreach to industry, academia and
government research institutions, as well as
the granting of several renewal and upgrade
licenses to technology companies.

Most deemed export cases continue to in-
volve the release of technology associated
with the electronics (semiconductor manu-

and aerospace industries. Such technologies

are principally controlled for national security reasons.
Almost 60 percent of the Fiscal Year 2006 deemed export
licenses processed were for Chinese foreign nationals,
followed in descending order by foreign nationals from
India (13 percent), Iran (7 percent), Russia (2 percent)
and Germany (2 percent), and UK (1 percent).

BIS also inaugurated its Deemed Export Compliance
Review Program, under which BIS conducts focused
reviews of deemed export license holders to ensure com-
pliance with license conditions and uncover unauthor-
ized releases of controlled technology. BIS conducted 14
deemed export compliance reviews in Fiscal Year 2006.

License Determinations

License determinations (LDs) are used to support en-
forcement actions connected with violations of the EAR.
LDs serve as the basis for determining what license
requirements, exceptions and restrictions/prohibitions
apply to a specific export transaction under enforcement
review; and as evidence in criminal and administrative
prosecutions of EAR violations. LDs are utilized by BIS
Export Enforcement to support analysis and investigative
functions, as well as the Department of Homeland Secu-
rity to detain and seize items being exported in violation
of EAR requirements.

The BIS Information Technology team works to ensure that the agency’s IT systems are
facturing), telecommunications, computer, secure.

In Fiscal Year 2006, BIS undertook a significant update
of its internal LD procedures and provided related train-
ing to BIS Special Agents and Licensing Officers. BIS
also issued updated guidance to DHS, the Federal Bureau
of Investigation, and the Department of Defense investi-
gative organizations for requesting LD support.

In Fiscal Year 2006, BIS issued a total of 1,116 license
determinations.

Short Supply Controls

BIS implements the statutorily-mandated controls
set forth in the Export Administration Act of 1979,
as amended (EAA). The EAA authorizes the Presi-
dent to prohibit or curtail the export of goods “where
necessary to protect the domestic economy from the
excessive drain of scarce materials and to reduce the
serious inflationary impact of foreign demand.” In
addition, BIS administers export controls under the
Energy Policy and Conservation Act, the Mineral
Leasing Act, the Naval Petroleum Reserves Produc-
tion Act, the Outer Continental Shelf Lands Act, and
the Forest Resources Conservation and Shortage
Relief Act, as amended. BIS approved 25 licenses
under these provisions for the export of crude oil in
Fiscal Year 2006, amounting to 167 million barrels,
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to be returned in an equivalent amount of refined
product. No licenses were approved for the export
of unprocessed timber. No licenses were denied for
either crude oil or western red cedar.

Section 14(a)(13) of the EAA requires a report on any
short supply monitoring program conducted pursuant
to the EAA or Section 812 of the Agricultural Act of
1970. Information from the U.S. Department of Agri-
culture on its monitoring activities during Fiscal Year
2006 is included in Appendix H of this report.

Special Comprehensive Licenses/Internal Control
Program

In an effort to streamline licensing procedures while
protecting U.S. national security, BIS revised a num-
ber its special programs:

e BIS conducted 18 reviews of company Special Com-
prehensive Licenses (SCLs) issued to qualified export-
ers and consignees in place of individual export licens-
es. Parties to an SCL must have appropriate Internal
Control Programs (ICPs) that include procedures and
safeguards to ensure that each export and/or reexport
meets the terms and conditions of the SCL and is in ac-
cordance with applicable provisions of the EAR.

e In addition, BIS conducted five Export Management
and Compliance Program (ECMP) reviews of corpo-
rate written compliance programs. An EMCP review
consists of a comparison of a company’s written
compliance program procedures and internal controls
against EMCP Guidelines as they relate to the compa-
ny’s export and/or reexport transactions.

e BIS also developed ICP guidelines for the commercial
night vision and thermal imaging industry. A SCL and
ICP “Boot Camp” was developed and presented to
eight companies who were interested in the SCL appli-
cation process and the ICP requirements. One-on-one
consultations were held with companies that planned
to submit SCL applications.

¢ Five full day workshops on how to develop an ECMP
and manuals were customized and presented to U.S.
exporters.
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Technical Reviews of Encryption Exports

With the exception of certain encryption com-
modities and software that require a license to
certain government end-users (such as “network
infrastructure” products, source code, and products
customized or tailored for government end use or

to customer specification), commercial encryption
products that have met an upfront, 30-day technical
review requirement may be exported and reexported
without a license to both government and non-gov-
ernment end users outside the designated terrorist-
supporting countries either under License Exception
ENC “unrestricted” (§740.17(b)(3)) or consistent
with the “mass market” encryption (§742.15(b)(2))
provisions of the EAR. Encryption technical reviews
address a wide range of information technology (IT)
products, including commodities and software for
desktop and laptop computers, wireless handheld de-
vices and access points, database and other business
software, virtual private networking (VPN), storage
area networking (SAN), network protection, and
telecommunications network infrastructure equip-
ment.

In Fiscal Year 2006, BIS processed 1,684 individual
technical review request applications for more than
2,700 cont